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PREFACE

MANUAL OBJECTIVES

The VAX/VMS System Management and Operations Guide is a reference book
for —all users responsible for system management and operations. This
guide has the following objectives:

e To give the reader an understanding of the reasons for
performing VAX/VMS system management tasks and to show how to
perform these tasks.

e To provide general information about day-to-day operations of
the VAX/VMS operating system.

e To serve as a one-volume reference source of information,
procedures, and examples that pertain to the operation of the
VAX-11 single-processor system.

e To introduce utilities and commands used in VAX/VMS system
management and operation, and to provide cross-references to
other books in the document set that contain reference
information on the subject.

INTENDED AUDIENCE

This guide is intended for users of the VAX/VMS system who must
perform the functions of a system manager or operator on one or more
VAX/VMS single-processor systems. Section 1.1 outlines and briefly
describe these duties. The reader of. this guide is most likely a data
processing generalist, not necessarily a programmer, and probably not
a systems programmer.

Note that this manual does not address any of the issues of managing a
VAX-11/782 attached-processor system. The VAX-11/782 User's Guide
presents this information.

STRUCTURE OF THIS DOCUMENT

This document covers all aspects of controlling the operations of a
VAX/VMS installation, in twelve chapters and one appendix, as follows:

e Chapter 1 briefly describes the functions of system management
and operations and the duties entailed

e Chapter 2 explains how to add and remove users from the
system, using the Authorize Utility (AUTHORIZE) to maintain
the user authorization file

e Chapter 3 describes how various system resources are protected

through the mechanism of the user identification code (the
uIC)

xiii
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e Chapter 4 describes the use of limits, quotas, and privileges
in controlling the system resources

e Chapter 5 describes how to handle files and volumes

e Chapter 6 describes how to install images as known images

e Chapter 7 describes how to shut down and restart the system
e Chapter 8 describes how to control print and batch queues

e Chapter 9 describes the tools available to detect and correct
errors

e Chapter 10 describes the system parameters, their default
values, and information needed to adjust them

e Chapter 11 describes the System Generation Utility (SYSGEN)
and its role in generating and maintaining a well-running
system

e Chapter 12 describes how to monitor the system and tune it for
improved performance

ASSOCIATED DOCUMENTS

The VAX-11 Information Directory and Index lists and describes all the
documents that you may need to refer to in the course of performing
system management and operations, and contains a master index of all
topics discussed in the VAX/VMS document set.

For general background information about the system, see the VAX/VMS
Summary Description and Glossary and the VAX/VMS Primer.

The following documents may also be useful:

e VAX/VMS Command Language User's Guide

e VAX/VMS Release Notes

e VAX-11 Utilities Reference Manual

e VAX/VMS System Messages and Recovery Procedures Manual

e VAX-11/RSX-11M User's Guide

® RMS-11 User's Guide (For those users who continue to use the
RMSBCK "and RMSRST utilities to back up and restore files.
This book is no longer part of the VAX/VMS document set since
new VAX/VMS utilities offer improved functionality)

e VAX/VMS Magnetic Tape User's Guide

You should also consult the software installation gquide for your
VAX-11 processor.

For hardware operating instructions, refer to the appropriate hardware
manual for VAX-11 users,

For managing network operations, refer to the DECnet-VAX System
Manager's Guide.

For managing VAX-11/782 attached-processor systems, refer to the
VAX-11/782 User's Guide.
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CONVENTIONS USED IN THIS DOCUMENT

Convention

$ RUN SYSSSYSTEM:SYSGEN

SYSGEN>

Uppercase words

and letters

Lowercase words
and letters

Quotation marks
Apostrophes

(]

$ RUN
$_File:

®ED <RET>

€RNMor CTRL/x

Meaning

prompt characters that the system prints or
displays in black letters. All user-entered
commands are shown in red letters.

Uppercase words and letters, used in
examples, indicate that you should type the
word or letter exactly as shown.

Lowercase words and letters, used in format
examples, indicate that you are to substitute
a word or value of your choice.

The term "quotation marks" refers to double
quotation marks ("). The term "apostrophe"
refers to a single quotation mark (').

Square brackets indicate that the enclosed
item is optional. However, square brackets
are not optional in:

- The syntax of a directory name

A file specification

- The syntax of a substring specification
The SET UIC command

A horizontal ellipsis indicates that the
preceding item(s) can be repeated one or more
times. For example:

file-spec(,...]

A vertical ellipsis indicates that not all
the statements in an example or figure are
shown.

In examples of commands you enter and system
responses, all output lines and prompting
characters that the system prints or displays
are shown in black letters. All the lines
you type are shown in red letters.

A symbol with a 1- to 3-character
abbreviation indicates that you press a key
on the terminal.

The symbol CTRL/x indicates that you must
press the key labeled CTRL while you
simultaneously press another key, for
example, CTRL/C, CTRL/Y, CTRL/O.

Unless otherwise noted, all numeric values are represented in decimal

notation.

Unless otherwise specified, you terminate commands by pressing the

RETURN key.
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SUMMARY OF CHANGES

While this is a new manual in title and format, it contains much
material from the -earlier manuals it replaces: the VAX/VMS System
Manager's Guide and the VAX/VMS Operator's Guide. Thus, it |is
possible to 1identify technical areas in this new manual where major
changes have occurred since the Version 2.0 publication of the
corresponding information.

1.0 INFORMATION RELOCATED WHEN THE MANUALS WERE COMBINED

You will find that reference material for the following utilities
formerly found in the VAX/VMS System Manager's Guide has been moved to
the VAX-11 Utilities Reference Manual:

e Authorize Utility (AUTHORIZE)
e Disk Quota Utility (DISKQUOTA)
e Display Utility (DISPLAY) -- replaced by the Monitor Utility

(MONITOR), which 1is also described in the VAX-11 Utilities
Reference Manual

e Install Utility (INSTALL)
e RMS Share Utility (RMSSHARE)
e SYE Utility
e System Generation Utility (SYSGEN)
Note also that the error messages for each of these utilities have

been relocated to the VAX/VMS System Messages and Recovery Procedures
Manual.

The descriptions of all commands requiring the operator privilege
(OPER) that were formerly found in the VAX/VMS Operator's Guide have
been moved to the VAX/VMS Command Langquage User's Guide, where they
appear in alphabetical order with the other DCL commands.

2,0 TECHNICALLY CHANGED INFORMATION

Technical changes in the following major areas reflect changes in the
Version 3.0 software:

e MONITOR -- All references to the Display Utility have been
updated to refer to the new Monitor Utility.

e BACKUP -- All references to the Disk Save and Compress
Utilities have been updated to show the new Backup Utility as
the preferred utility. Also, new descriptions featuring
BACKUP facilities have been added.

xvii



SUMMARY OF CHANGES

Quotas -- Two new quotas, the enqueue quota (ENQLM) and the
working set extent quota (WSEXTENT), have been added.

Privileges -- The new privilege SYSLCK has been added.

Logical names for the system device, system disk, and system
directories -- The new logical names are reflected throughout
the manual.

Mounting disks -- The new features of mount verification and
operator-assisted mounts have been described.

Operator messages -- The messages have changed significantly.
All OPCOM messages now include the full date. Also, the
technique for numbering requests has changed. As a result,
request id numbers are not immediately reused after a request
completes.

System start-up and shutdown =-- The procedures STARTUP.COM and
SHUTDOWN,COM have been modified. See Chapter 7.

Restarting the job controller, error logger, and OPCOM -- The
method for restarting these processes has changed.

Emptying the queue file -- See Chapter 8 for a description of
how to use the new system parameter REINITQUE to clear a
corrupted queue file,

Login procedures -- Login sequence changes have been made.
See Chapter 2.

Concealed device names -- Examples generally conceal physical
device names with 1logical names, in keeping with the new
VAX/VMS conventions.

Automatic generation of parameter files -- The  default
parameter file is now automatically generated using a
procedure named AUTOGEN.COM, which means that DIGITAL no
longer ships the nUSER.PAR files such as 32USER.PAR. You can
still creae you own parameter files, if necessary. However,
the file AUTOGEN creates should be a more accurate reflection
of your configuration than the DIGITAL-supplied files of
previous versions were.

Tuning -- The system permits growth in a number of key areas
where the system parameters formerly provided fixed limits.
As a result, the system can do more to tune itself, so you
should have even less need now to perform tuning. The chapter
on tuning the system has been revised to reflect this
philosophy and explain the changes.

Nonpaged dynamic pool size -- The rules for configuring the
size of nonpaged pool have been greatly simplified. 1In
addition, each of the nonpaged pool areas can grow beyond its
current size. There 1is little penalty for underconfiguring
one of the size parameters.
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3.0 NEW INFORMATION
This manual contains information on the following new subjects:

e Accounting Utility -- This new utility is introduced here as
are the older system management utilities; however, reference
material for all the utilities now resides in the VAX-11
Utilities Reference Manual.

e Mounting disks -- The new features of mount verification and
operator-assisted mounts are described in Chapter 5.

e New System Parameters -- Chapter 10 includes descriptions of
the new system parameters:

BORROWLIM MPW WAITLIMIT SCSBUFFCNT
DEADLOCK WAIT MVTIMEOUT SCSCONNCNT
DISMOUMSG NPAGEVIR SCSFLOWCUSH
FREEGOAL PAGFILCNT SCSMAXDG
FREELIM PAPOLLINTERVAL SCSRESPCNT
GBLPAGFIL PAPOOLINTERVAL SCSSYSTEMID
GROWLIM PASTDGBUF SRPCOUNT
IRPCOUNTV PASTIMOUT SRPCOUNTV
JOBQUEUES PASTRETRY SRPSIZE
LOCKIDTBL PQL DENQLM SWPFILCNT
LOGGHASHTBL PQL:DWSEXTENT TIMEPROMPTWAIT
LOGPHASHTBL PQL_MENQLM TTY _ALTALARM
LOGSHASHTBL PQL MWSEXTENT TTY ALTYPAHD
LONGWAILT REINITQUE TTY_CLASSNAME
LRPCOUNT RESHASHTBL TTY_DEFCHAR2
LRPCOUNTV RJOBLIM TTY DIALTYPE
LRPSIZE RMS_EXTEND_SIZE TTY DMASIZE
MOUNTMSG RMS_FILEPROT TTY _SILOTIME
MPW_THRESH RMS_PROLOGUE UDABURSTRATE

e New User-Defined System Parameters -- You can define any of

the following reserved system parameters for site-specific

purposes: USERD1, USERD2, USER3, and USER4.

e Announcements -- You can define the logical names SYSSANNOUNCE
and SYSSWELCOME to provide site specific announcements and
welcome messages.

e Primary and secondary days -- You can define days of the week

and periods within those days as enabled or disabled for user
logins, on a user-by-user basis. See Chapter 2.

e Uses of the new DCL commands are suggested wherever

appropriate, and behavior changes in the existing commands are
shown in the descriptions.

4,0 MISCELLANEOUS IMPROVEMENTS

Chapter 2, User Accounts, has been expanded to describe more
procedures for establishing and deleting user accounts and for writing
login command procedures,

The chapter entitled Protection and Control has been rewritten to be
more comprehensive., (See Chapter 3, UIC-Based Protection.)
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Likewise, the description of Software Performance Reports (SPRs) has
been expanded to provide guidelines for supplying the information

required by DIGITAL with your report.
The chapter entitled Print and Batch Queues has been reorganized.

(See Chapter 8.)
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CHAPTER 1

INTRODUCTION

System management of a VAX/VMS installation entails two main
responsibilities: system performance and system operation. These
responsibilities require that you:

e Make decisions that relate to optimizing the overall
performance and efficiency of the system

e Perform procedures that relate to the overall management and
control of the system

To make good decisions, you must understand both the needs of users
and the capabilities of the VAX/VMS operating system. To perform
system management procedures well, you must have a working knowledge
of the functions of the VAX/VMS operating system.

The pattern followed throughout this guide is to discuss the 1issues
and the facts that will help you make decisions and then to give
general rules and guidelines for performing the procedures of system

management.

It is not possible to prescribe a precise set of formulas for setting
up and running a VAX/VMS system. System management cannot be done by
rote or from a cookbook. Rather, you must -- by combining an
understanding of wusers' needs and system capabilities with a working
knowledge of the functions of VAX/VMS -- work out your own strategy
for effective system management.

1.1 OVERVIEW OF SYSTEM MANAGEMENT

In its most abstract sense, system management means the overall
control of the operations of a computer system for the benefit of the
users of the system. System management is a function that can be
performed by one individual, or by a single system manager who is
assisted by one or more system operators, or it can be shared by
several persons, some or all of whom may also serve as system
operators. Since the designation of these roles varies from site to
site, this gquide does not make job distinctions between system
managers and operators. For the most part, as you read this document
it will appear that one person is performing all the functions. Bear
in mind that this is not always the case.

A computer installation exists to serve its users., Ideally, then, it
should be operated to provide service to all users with efficiency and
economy. This is the challenge of system management.
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1.1.1 System Management Tasks
For practical purposes, system management is best defined in terms of
the tasks performed. The tasks of system management typically fall
into the following categories:

e Bringing the system up

® Setting up users' accounts

e Controlling the operation of the system (see Section 1.2)

e Confiqguring the system for good performance

e Planning to meet future requirements
The first topic (bringing the system wup) is the subject of the
software installation guide for your VAX-1ll processor. The next three

topics are the subjects of this system management and operations
guide. The final topic is beyond the scope of this manual.

1.1.2 Operational Tasks

The VAX/VMS system runs, to a great extent, without operator
intervention. However, in many installations, one or more operators
keep the system running smoothly by performing some of the following
tasks:

e Physically mounting magnetic tapes and disks at the request of
the users who own them

e Initializing and mounting system volumes
e Backing up public files and volumes

e Carrying out user requests

e Sending messages to specific users

e Broadcasting messages to all users

e Controlling print and batch queues

o Tending line printers

e Tending card readers

e Monitoring the system

e Observing and responding to emergencies

e Printing copies of the operator's log file and the error log
file

¢ Shutting down and restarting the system

e Bringing up and shutting down network components

To carry out these tasks, you will probably have to interact with:

e Other users of the system
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e The VAX/VMS operating system
e The VAX-11 processor on which the operating system runs

As a VAX/VMS system operator, you can perform many of your duties from
user terminals. However, one of your chief functions, communicating
with other users, must be performed at a terminal that has been
defined as an operator's terminal. You can define a terminal to be an
operator's terminal by using the privileged command REPLY/ENABLE
(described in Section 9.2.4.3). Your relationship with the users and
their programs is based on messages that pass between you and other
users. A record of these messages is displayed on the operator's
terminal; the messages are also entered in the operator's log file
for later reference.

Other operator functions can be performed only from the system console
terminal. These functions include bootstrapping and communicating
with the VAX-11 processor's console subsystem.

The interactions between you and the VAX/VMS operating system are
based on your ability to use the entire set of VAX/VMS commands and on
your understanding of the system messages displayed or printed on the
operator's terminal. (System messages are also entered in the
operator's log file.)

Interactions between you and the VAX-11 processor require you to
operate and maintain the peripheral devices supported by the system.
For detailed instructions on operating and maintaining these
peripheral devices, see the appropriate hardware manual for VAX-11
users.

1.2 MANAGING THE VAX/VMS ENVIRONMENT

In managing the environment of a VAX/VMS system, you need to
understand the functions to be performed and the tools available. You
have at your command powerful utilities and commands to monitor and
control the system resources.

l.2.1 VAX/VMS Components

Among the first and most important of your responsibilities is getting
the VAX/VMS system up and running. At a minimum, this means the
bootstrap loading of the operating system distributed by DIGITAL.

You will also have to customize some of the operations of the
operating system and incorporate optional software into the system.
Optional software, which runs under control of the VAX/VMS operating
system, includes languages such as VAX-11 FORTRAN and data management
systems such as VAX-11 DBMS.

For an explanation of the steps that you may have to take to install a
VAX/VMS system, see the software installation guide for your VAX-11
processor.

The components of the VAX/VMS operating system are cataloged in nine
directories on the system distribution medium. The logical names of
these directories and brief descriptions of their contents follow:

e SYSSLIBRARY or SYSS$SHARE

This directory contains various macro and object libraries and
shareable images.
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e SYSSMESSAGE
This directory contains system message files.

e SYSSMANAGER
This directory contains files used in managing the operating

system,

e SYSSHELP
This directory contains text files and help libraries for the

Help Utility.

e SYSSERRORLOG
This is the directory for the error log file (ERRLOG.SYS).

e SYSSTEST
This directory contains files used in testing the functions of
the operating system.

e SYSSMAINTENANCE
This directory contains system diagnostic programs.

e SYSSUPDATE
This directory contains files used in applying system updates.

e SYSSEXAMPLES
This directory contains sample driver programs, user-written
system services, and other source programs.

e SYS$SYSTEM
This directory contains the executable images of most of the

functions of the operating system.

For a complete list of the files contained on the distribution mediunm,
see the software installation guide for your VAX-1ll processor.

1,2.2 Privileges

System management functions require privileges that are denied to most
users. Table 1-1 summarizes the privileges you need to use certain
procedures and commands documented in this manual. Chapter 2
describes how to set up authorization records that grant these
privileges. Chapter 4 provides more detailed information about the
privileges and who should receive them.

1.2.3 DIGITAL Command Language Commands

This manual contains numerous references to the DIGITAL Command
Language (DCL) commands used most often to keep a VAX/VMS system
running smoothly. Most of these commands require the OPER user
privilege. For detailed descriptions of these commands, see the
VAX/VMS Command Language User's Guide.

1.2,3.1 Command Line Format - The general format of a DCL command is:
command-name([/qualifiers...] parameter([/qualifiers...][...]

Because a command can be continued on more than one 1line, the term
"command string®™ is used to define the entire command that is passed
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to the system. A command string is the complete specification of a
command, which includes the command name, command qualifiers,
parameters, and parameter qualifiers. See the VAX/VMS Command
Lanquage User's Guide for a detailed description of command syntax.

Table 1-1: System Management Privileges

Privilege Function

ACNT Create a process for which no accounting records are
made

ALLSPOOL Allocate spooled devices

ALTPRI Increase the base execution priority for any process

BYPASS Bypass user identification code (UIC) protection in
accessing files

CMKRNL Change execution mode to kernel

GROUP Affect processes within the same group

GRPNAM Insert logical names into the group 1logical name
table

LOG_IO Issue logical I/0 requests

NETMBX Create network devices

OPER Execute operator functions

PHY IO Issue physical I/0 requests

PRMCEB Create or delete permanent common event flag clusters

PRMMBX Create permanent mailboxes

PSWAPM Change process swap mode

SHMEM Create or delete data structures in shared memory

SYSGBL Create system global sections

SYSNAM Insert logical names into the system logical name
table

SYSPRV Take system UIC protection when accessing files

TMPMBX Create temporary mailboxes

VOLPRO Override volume protection

WORLD Control the execution of any process in the system

1.2.3.2 Summary of DCL Commands - Table 1-2 briefly describes the DCL
commands you will use most frequently.
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Table 1-2: DCL Commands Commonly Used

Command Function
ACCOUNTING Provides reports on system
resource utilization based on
data recorded in the accounting
log file
ALLOCATE Reserves a device for use by a

ANALYZE/DISK_STRUCTURE

ASSIGN/MERGE
ASSIGN/QUEUE

BACKUP

cory

DEALLOCATE

DEASSIGN/QUEUE

DELETE/ENTRY 1

DELETE/QUEUE

DIRECTORY

DISMOUNT

INITIALIZE

single user and, optionally,
assigns a logical name to the
device

Checks the readability and
validity of Files-11 Structure
Level 1 and Files-11 Structure
Level 2 disk volumes

Removes all jobs from one queue
and places them in another queue

Assigns a logical queue to a
specific device

Saves, copies, restores, and
compares files; lists file
information in a save set

Copies one or more files into one
or more additional files

Relinquishes use of a previously
allocated device, thus making the
device available to other users

Deassigns a queue from a specific
device

Deletes an entry from a print or
batch queue or stops processing
of the current job

Deletes batch and print queues

Displays information about a file
or group of files

Releases the connection between a
user and a disk or tape volume
that is currently mounted on a
device

Readies a mass storage volume by
deleting any existing data and
writing a label on the volume

1. Allows a user with either

operator (OPER) or world (WORLD)

privilege to affect any job in the system.

(continued on next page)
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Table 1-2 (Cont.):

DCL Commands Commonly Used

Command Function
INITIALIZE/QUEUE Creates batch and print queues
MONITOR Monitors system-wide performance
data

MOUNT Makes a disk or tape volume
available for the reading or
writing of files and assigns a
logical name to the device on
which the volume is mounted

PRINT Queues a file for printing on a
specific device

REPLY Allows the operator to

SET ACCOUNTING

SET DAY

SET DEVICE

SET DIRECTORY

SET FILE

SET LOGINS

SET PRINTER

SET PROCESS

SET PROTECTION/DEVICE

communicate with system users,
selectively enable and disable
operator status, and examine the
operator's log file

Selectively enables and disables
the recording of particular kinds
of accounting information

Overrides the default day type
associated with the user
authorization file

Establishes the spooling and
error-logging status of a
specific device

Modifies the characteristics of a
directory

Modifies the characteristics of a
file

Establishes the maximum number of
users able to 1log in to the
system

Establishes the characteristics
of a specific line printer

Changes the execution
characteristics of the curent
process

Establishes the protection for a
non-file-structured device

(continued on next page)
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Table 1-2 (Cont.): DCL Commands Commonly Used

Command Function

SET QUEUE/ENTRY1 Changes the status or attributes
of jobs in print or batch queues
that have not yet been processed
by the system

SET TIME Resets the system time
SET UIC Establishes a new user

identification code (UIC) as the
process UIC

SET VOLUME Modifies the characteristics of
one or more mounted Files-11
volumes

SHOW DEFAULT Displays the current default
directory and disk device

SHOW DEVICES Displays the status of devices in
the system

SHOW ERROR Displays the error count for the

CPU, memory, and all physical
devices with error counts greater

than O
SHOW MEMORY Displays the availability and
utilization of memory resources
SHOW QUEUE Displays the names, job
identification numbers, and

status of current and pending
jobs in print and batch job

queues

SHOW TIME Displays the current date and
time on the terminal

SHOW USERS Displays the current users of the
system

START/QUEUE Starts batch and print queues

stopl Halts execution of a command

procedure, program, subprocess,
or detached process

STOP/QUEUE Suspends or controls batch and
print queues

SUBMIT Queues one or more command
procedure(s) to a batch job queue

TYPE Displays the contents of a file
or files at the current output
device

1. Allows a user with either operator (OPER) or world (WORLD)
privilege to affect any job in the system.
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1.3 UTILITIES

Table 1-3 lists those utilities frequently employed primarily as
system management tools and gives a brief description of the purpose
of each. Further details on each of these utilities, as well as other
utilities you will want to become familiar with, can be found in the
VAX-11 Utilities Reference Manual.

Table 1-3 System Management Utilities

Utility Name Function

AUTHORIZE Modifies the existing user
authorization file or creates a new
one ’

DISKQUOTA Controls the usage of disk volumes

INSTALL Installs and maintains known images

RMSSHARE Enables the VAX-11 Record Management

Services (RMS) file sharing capability
and displays figures on allowable and
actual usage

SYE Reports the contents of the system
error log file

SYSGEN Performs tasks associated with system
generation such as loading and
connecting drivers, creating or

extending swapping and paging files,
displaying or modifying the values of
the system parameters, and enabling
multiport memory units
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CHAPTER 2

AUTHORIZING SYSTEM USERS

You identify users who may log in to the system and place controls on
their activities by maintaining a record for each user in the user
authorization file (UAF). The file specification of the UAF is
SYSSSYSTEM:SYSUAF.DAT. You maintain the UAF with the Authorize
Utility (AUTHORIZE). AUTHORIZE is further described in the VAX-11
Utilities Reference Manual.

2.1 THE USER AUTHORIZATION FILE

Each record in the UAF includes the following information:

e Name and password -- Identifies a user to the system at login
time

o User identification code (UIC) -- Identifies a user by a group
number and a member number (see Chapter 3 for detailed
information)

e Default file specification -- Provides default device and

directory names for file access

e Default command language -- Names the default command
interpreter as DCL or MCR

® Login command file -- Names a command procedure to be executed
automatically at login time

e Login flags -- Allow you to inhibit the use of the CTRL/Y
function, restrict users to their default command
interpreters, control the time of day and days of the week
when logins are permitted, and/or lock user passwords

e Priority -- Specifies the base priority of the process created
for the wuser at login time (see Chapter 4 for more detailed
information)

@ Privileges -- Limits activities the wuser may perform (see
Chapter 4 for more detailed information)

The system uses the UAF to validate each login attempt. The fields in
each UAF record control this process in a number of ways, as described
in this chapter and in the description of AUTHORIZE in the VAX-11
Utilities Reference Manual. Section 2.2 describes the sequence of
events that occurs during a user login and how the UAF is used during
login.
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The software distribution kit provided with a new VAX/VMS system
contains a UAF of four records:

e DEFAULT -- Serves as a template in creating user records in
the UAF. A new user record is assigned the values of the
DEFAULT record except where you explicitly override those
values. The DEFAULT record can be modified but cannot be
renamed or deleted from the UAF.

e SYSTEM -- Provides a means for you to log in with full
privilege. The SYSTEM record can be modified but cannot be
renamed or deleted from the UAF. Note that if you change the
SYSTEM record, particularly the default device and directory
and the privileges, you could prevent successful installation
of optional software products or future VAX/VMS maintenance
releases.

e FIELD -- Permits DIGITAL field service personnel to check out
a new system. The FIELD record can be deleted once the system
is installed.

e SYSTEST -- Provides an appropriate environment for running the
User Environment Test Package (UETP). The SYSTEST record can
be deleted once the system is installed.

AUTHORIZE can run concurrently with user login operations as 1long as
VAX-11 RMS file sharing is in effect (that is, the RMS Share Utility
(RMSSHARE) has been run). A slight chance exists that a user login
operation might fail on a record lock, but the user need only try
again to remedy the situation.

2.2 LOGIN SEQUENCE

When a terminal is activated (by turning it on and pressing RETURN if
directly connected, or by dialing in to a system and observing the
remote connect protocol), and that terminal is not allocated by a user
process, the system prompts for a name and password. The person using
the terminal must type a name and password that exist in a UAF record
or further access to the system is denied.

If the password is accepted, then the login flags are examined. The
DISUSER flag is the first to be checked. If DISUSER is set, the login
attempt fails. Note that setting this flag for powerful, infrequently
used accounts (such as SYSTEM, SYSTEST, and FIELD) virtually
eliminates the risk of guessed passwords for those accounts.

If the DISUSER flag is not set, the next check is for primary or
secondary day restrictions. You can define certain days of the week
as primary days and the remaining days as secondary days (with the
AUTHORIZE qualifier /PRIMEDAYS). The current day of the week is
checked for which type of day it is. Then, checks are made for which
hours during this type of day logins are permitted (as defined by the
/P_RESTRICT and /S_RESTRICT qualifiers). If the current hour has no
restriction against it, the 1login is one step closer to success.
Otherwise, it fails immediately.

Finally, the DISNETWORK and DISDIALUP flags are examined. 1f
DISNETWORK has been set for the appropriate type of day (primary or
secondary), the login (if attempted through the DCL command SET HOST)
is not allowed. Similarly, the login fails if the DISDIALUP flag is
set and the user has attempted to dial in to the system. (To
implement the feature to disable dialups, you must also issue the DCL
command SET TERMINAL/PERMANENT/MODEM, for all dial-in terminal lines,
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but only for the dial-in lines. A user whose DISDIALUP flag 1is set
will be unable to log in on any terminal with the modem
characteristic.)

If the login is successful, control passes to the command interpreter
(for example, DCL) named in the user's record of the UAF. The system
checks whether or not SYS$SYLOGIN has been defined. If it has, the
logical name is translated (in most cases to SYSSMANAGER: SYLOGIN,COM)
and that procedure is executed. When the procedure completes, another
check is made for the name of a login command procedure in that user's
record of the UAF. If a command procedure is specified in the LGICMD
field and that procedure exists, it is executed. Otherwise, if the
LGICMD field is blank, then the user's command file named LOGIN is
executed automatically (if it exists). The command interpreter
prompts for user input (DCL displays a dollar sign) and the user
responds with commands acceptable to the command interpreter. (DCL
accepts those commands documented in the VAX/VMS Command Language
User's Guide.) However, the system prohibits activities that violate
the user's privilege allowance or exceed resource quotas, and accords
the user processor time as regulated through the base priority.

2.3 GENERAL MAINTENANCE OF THE UAF

Typically, you use the UAF supplied with the distribution kit. (You
can, however, rename the UAF with the DCL command RENAME, then create
a new UAF with AUTHORIZE.) You should limit any kind of access to
this file to just the system account (see Chapter 3 for guidelines on
protecting system files). Furthermore, each time you modify the file,
you should create a back-up copy (see Chapter 5 for guidelines on
backing up files).

The UAF is accessed with file sharing enabled, and updates to the UAF
are made on a per-record basis, which eliminates the need for both a
temporary UAF and a new version of the UAF after each AUTHORIZE run.
Updates become effective as soon as AUTHORIZE commands are entered,
not after the termination of AUTHORIZE. (For this reason, you should
not enter temporary values with the intent of fixing them later in the
run.)

Initially, you should make the following modifications to the UAF:

e SYSTEM, FIELD, and SYSTEST accounts —-- Change the passwords on
these accounts immediately. Use obscure passwords of six
characters or more and keep changing them on a regular basis.
These accounts permit access to the system that the general
user should not have. As an alternative to changing the
password, you could specify /FLAGS=DISUSER with AUTHORIZE,
especially if the account usage is infrequent. To enable the
account when it is needed, run AUTHORIZE and specify
/FLAGS=NODISUSER.

e SYSTEM account =-- You use this account only for system
functions such as performing back-ups and installing
maintenance updates. The account comes to you with £full
privilege, so you must exercise caution in using it. For
example, because you have BYPASS privilege, the system will
not prevent you from deleting any file no matter what its
protection. If you type an incorrect name or spurious
asterisk, you may destroy files that you need to keep. For
this reason, you should use another account with fewer
privileges for day-to-day miscellaneous use of the system.
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If you want to receive mail on this account, you can define a
system-wide logical name in the site-specific start-up command
procedure (see Chapter 7) to equate SYSTEM to the user name of
the system manager's account.

As a general rule, do not make any other changes in this UAF
record; installation of VAX/VMS maintenance releases and
optional software products depends on certain values in this
record.

DEFAULT record -- You may want to change several fields in
this account, as demonstrated below:

UAF>MODIFY DEFAULT/DEVICE=DISKSUSER/PGFLQUOTA=25000

The default device is set to the name most commonly used for
user accounts that will be added. Likewise the page file
quota value is set to a typical value for most users at the
site.

2.4 ADDING A USER ACCOUNT

Accounts are of two general types:

Interactive -- A person using an interactive account has
access to the system software (command interpreters,
compilers, utilities, and so on) and can perform work of a
general nature (program development, text editing, and so on).
Normally, such an account is considered individual -- that is,
only one person can use it.

Turnkey -- A person using a turnkey account has access only to
user software and can only perform strictly limited work.
Normally, such an account is considered functional -- that is,
anyone who needs to perform the particular work can use it.
As an example, you might develop an inventory system. Anyone
whose Jjob entails inventory control can access your system,
but cannot access other systems or the base software.

The suggested procedures for adding a user account are as follows:

1,

Perform

Determine a user name and password
Determine a user identification code (UIC)
Decide where the account's files will reside

Use the Disk Quota Utility (DISKQUOTA) to add a disk quota
entry for this UIC, if disk quotas are in effect

Create a first-level directory on the appropriate volume
Establish any login/logout command files
Invoke the Authorize Utility and add the account

the procedures in the order shown.

For consistent results, you can incorporate the steps into a command
procedure. Figure 2-1 1illustrates a command procedure for adding a

new user.
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2.4.1 Name and Password

The usual conventions for naming an account are as follows:
e Interactive -- The last name of the person using the account
e Turnkey -- A word that describes the function of the account

For example, an interactive account for Robert Jones would typically
be named JONES while a turnkey account for the inventory system would
typically be called INVENTORY.

For interactive accounts, it is best to 1let the person using the
account control the password. You provide a simple password (USER or
the person's first name, for example) and tell the person to change
the password with the DCL command SET PASSWORD., Only the person using
the account need know the password. You should encourage persons with
sensitive accounts to set obscure passwords of six characters or more

and to change them occasionally.

!
! ADD A NEW USER TO THE SYSTEM AUTHORIZATION FILE

!

USERDISK = "WRKDS:" ! DEFAULT DISK FOR NEW USERS
UAF = "S$AUTHORIZE"

ON CONTROLY THEN GOTO CLEANUP

ON WARNING THEN GOTO CLEANUP

OLDDIR = FSLOGICAL("SYSSDISK"™) + F$DIRECTORY()'

PREVPRIV = F$SETPRV("SYSPRV")

IF .NOT. FSPRIVILEGE ("SYSPRV") THEN GOTO NOPRIV

SET DEFAULT SYS$SYSTEM

INQUIRE USERNAME "Username"

INQUIRE FULLNAME "Full name"

SET TERMINAL/NOECHO

INQUIRE PASSWORD "Password [''Username']"

SET TERMINAL/ECHO

IF PASSWORD .EQS. "" THEN PASSWORD = USERNAME
GET GRP:

INQUIRE GRP "UIC Group Number"

IF GRP .EQS. "" THEN GRP = "**

WRITE SYSSOUTPUT ""

WRITE SYS$OUTPUT "Determine the UIC from the following listing:"
WRITE SYS$OUTPUT *"

UAF SHOW ['GRP',*]/BRIEF

INQUIRE UIC

IF UIC .EQS. "" THEN GOTO GET_QRP

IF FSLOCATE("([",UIC) .EQ. FSLENGTH(UIC) .AND. -

FSLOCATE (“<",UIC) .EQ. FSLENGTH(UIC) THEN UIC = "[™ + UIC + "]"

INQUIRE ACCOUNT "Account Name [VMS]"

IF ACCOUNT .EQS. "" THEN ACCOUNT = "VMS"

INQUIRE PRIVS "Privileges [NONE]"

IF PRIVS .NES. "" THEN PRIVS = "/PRIV=(" + PRIVS + ")"

USERDIR = F$EXTRACT (0,9, USERNAME)

INQUIRE TMP "Login Directory [''USERDIR']"

IF TMP .NES. "" THEN USERDIR = TMP

INQUIRE TMP "Login Device [''USERDISK']"

IF TMP .NES. "™ THEN USERDISK = TMP

DQUOTA = 0

IF FSSEARCH("''USERDISK'{0,0]QUOTA.SYS") .EQS. "" THEN GOTO NQO
DQUOTA = 1

DDV DL DDODLDYL VWY

VDNV DDDLDBDDD DBODDBDLDLVLOLDBDODODDYON

Figure 2-1: Command Procedure Template for Adding a User
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INQUIRE QUOTA "Disk Quota [1000]"

IF QUOTA .EQS. "™ THEN QUOTA = 1000

INQUIRE OVERDRAFT "Overdraft Quota [100]"

IF OVERDRAFT .EQS. "" THEN OVERDRAFT = 100

OPEN/WRITE FILE SYSSLOGIN:ADDQUOTA.TMP

WRITE FILE "RUN SYSS$SYSTEM:DISKQUOTA"

WRITE FILE “USE ''USERDISK'"

WRITE FILE "ADD ',UIC,'/PERMQUOTA=',QUOTA,"/OVERDRAFT=",OVERDRAFT

CLOSE FILE

@SYSSLOGIN:ADDQUOTA.TMP

DELETE SYSSLOGIN:ADDQUOTA.TMP; */NOLOG

$NQO:

$ CREATE/DIRECTORY/OWNER UIC='UIC'/PROTECTION= (S=RWE, O=RWE,G=RE,W) -

'USERDISK' ['USERDIR'] /LOG

$ IF FSSEARCH ("SYSSMANAGER:LGISAMPL.COM") .EQS. "" THEN GOTO ADDACC

$ COPY SYSSMANAGER:LGISAMPL.COM 'USERDISK'(['USERDIR']LOGIN.COM

$ SET FILE/OWNER UIC='UIC' 'OSERDISK'['USERDIR']JLOGIN.COM;

$ADDACC: -

$ OPEN/WRITE FILE SYS$LOGIN:ADDUAF.TMP

$ WRITE FILE "RUN SYS$SYSTEM:AUTHORIZE"

$ WRITE FILE "ADD ',USERNAME,'/OWNER='"",FULLNAME,"""/ACCOUNT=',ACCOUNT,-
*/DEVICE=''USERDISK'/DIRECTORY=["''USERDIR'] /UIC=",UIC,PRIVS,=

*/PASSWORD=", PASSWORD

$ CLOSE FILE

$ @SYSSLOGIN:ADDUAF.TMP

$ DELETE SYSSLOGIN:ADDUAF.TMP; */NOLOG

SCLEANUP:

$ SET TERMINAL/ECHO

$ PREVPRIV = FSSETPRV (PREVPRIV)

$ SET DEFAULT 'OLDDIR'

$ EXIT

$NOPRIV:

$ WRITE SYSSOUTPUT "You need SETPRV or SYSPRV privilege to run this procedure

$ GOTO CLEANUP

RO RORGEL R R RN RO R R, R4

Figure 2-1 (Cont.): Command Procedure Template for Adding a User

For turnkey accounts, the sensitivity of the account should determine
the type of password. For example, the password for a payroll
application should be obscure, while the password for a suggestions
account might not even be required; it could be null. For all
turnkey accounts, you should prohibit users from changing the password
by specifying /FLAG=LOCKPWD when you add the account with the
Authorize Utility. You should change the password whenever you feel
it might be compromised (for example, if a person using the account
moves to another job).

2.4.2 User ldentification Code

See Chapter 3 for a detailed discussion of the UIC and its use. In
general, you should assign each account a unique UIC, and you should
assign accounts the same group number if they perform similar work,
access the same files frequently, and/or use many of the same logical
names.

2.4.3 User Directory and Default File Specification

If disk quotas are in effect for the volume, run the Disk Quota
Utility to add an entry for the new UIC (see Chapter 5).
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For each interactive account, you should create a first-level
directory (using the DCL command CREATE/DIRECTORY) under which the
interactive user can create and maintain files and subdirectories.
Make the owner of the directory the UIC you have decided upon for the
new account. Typically, the name of the account is also used for the
first-level directory. For example, if you have decided upon an
account name of JONES and a UIC of [014,006], you would issue the
following DCL command to create a first-level directory for the
account on the volume DISK$USER:

$ CREATE/DIRECTORY DISKSUSER: [JONES]/OWNER_UIC=[{014,006]-
$_/PROTECTION=(S:RWE,G:RE, O:RWE,W)

All access is denied to world users -- the typical protection
specification for first-level directories. Users can further protect
their files and subdirectories on an individual basis with the DCL
command SET PROTECTION.

The volume on which the directory is established depends, of course,
on which devices you reserve for interactive accounts and the

available space on each.

The default file specification you provide the new account (when you
run AUTHORIZE) should be the name of the device and the name of the
first-level directory you used in the DCL command CREATE/DIRECTORY.

A turnkey account may or may not require the creation of a first-level
directory, depending on the nature of the user system. Where the user
system does use files in a particular directory, that directory should
be made the default directory specification. For example, if the
inventory system uses the files  DISKSDATA:[INV]STOCK1.DAT and
DISKS$DATA: [INV]STOCK2.DAT, the default device specification should be
DISKSDATA: and the default directory specification should be [INV].

2.4.4 Login Command Procedures

For interactive accounts, login command procedures contain commands
commonly executed at the beginning of every user session, such as
defining symbols for commands and command procedures, displaying
messages and the time of day, and setting terminal characteristics.
They are useful both for saving keystrokes and standardizing
operations. In establishing login command procedures for interactive
accounts, you have several choices:

e System -- You create and maintain a standard 1login command
procedure in the system directory file possibly named
SYSSMANAGER:SYLOGIN.COM. You then equate the 1logical name
SYSSSYLOGIN to it so that whenever a user logs in, this
procedure is executed, provided it exists.

e Individual -- For any or all accounts, you can name a separate
login command procedure with the /LGICMD qualifier of
AUTHORIZE. You can name the login command procedure anything
you want. Once this definition is made, whenever the user
logs in the procedure is executed, provided it exists.

e User-specified command file -- If individual 1login command
procedures are not implemented, then by default, the system
tries to execute the command file named LOGIN. This command
file is developed and maintained by the user and should follow
the following conventions:

- Device and directory names should take the default file
specification for the account

2-1
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- File name should be LOGIN

- File type should be COM (or CMD, for accounts using the MCR
command interpreter)

As an aid to new users, you might copy a login command
procedure template into newly created first-level directories.
However, to ensure proper ownership of the file, you must
change the owner UIC of the file to that of the user. You do
this with the DCL command SET FILE/OWNER UIC.

Figures 2-2 and 2-3 illustrate typical system and
user-specified login command procedures. Note that the
user-specified login command files must all have the same
name, LOGIN,

You can disable the CTRL/Y function (which suspends execution of the
current image and invokes the command interpreter) to force execution
of the complete login command procedure whenever the user 1logs in.
You can do this with the DCL command SET NOCONTROL=Y. For interactive
accounts, however, the login command procedure should, at some point,
reset the CTRL/Y function with the DCL command SET CONTROL=Y.

$ V = FSVERIFY (0)

$START:
1

ON CONTROL_Y THEN GOTO START ! Don't allow control/y out
SET NOON

]
Set default file protection back to the old default
ET PROTECTION=(SY:RWED,OW:RWED,GR:RWED,WO:RE) /DEFAULT

Make network jobs start faster

!
!
S
!
!
!
IF FSMODE () .EQS. "NETWORK" THEN GOTO EXIT
!
! Enable CTRL/T handling by DCL

]

SET CONTROL=T

!

!

DEFINE FOREIGN COMMANDS FOR INSTALLED UTILITIES
!

SDA ANALYZE/CRASH DUMP

USERS SHOW USERS

DISPLAY MONITOR PROCESSES/TOPCPU
NCP $NCP

SHOW PROCESS/CONTINUOUS
SET PROCESS/SUSPEND
SET PROCESS/RESUME

INFO
SUSPEND
RESUME

%8 e o8 o0 e se e oo

“YLLrnrnnnnannonoannonunaLnLrvraonon NN LONOLOOOY

SETNAME SET PROCESS/NAME

]

! Define a symbol indicating whether the terminal
! is on a dialup port

!

TT == FS$GETDVI ("TT","DEVNAM")-"-"

DIALUP == ((TT .GES. "TTGO:" .AND. TT .LES. "TTG4:") -

.OR., (TT .GES, "TTHl:" .AND. TT .LES. "TTH4:") -
.OR., (TT .EQS. "TTIS5:"))

$ IF DIALUP THEN SET TERMINAL/INQUIRE

$

SEXIT:

$ IF V THEN SET VERIFY

$ EXIT

Figure 2-2: Sample SYS$MANAGER:SYLOGIN.COM Login Command Procedure
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SET NOON
SET PROTECTION=(S=RD,0=RWED,G=R,W=R)/DEFAULT
!

! Define abbreviations for often-used commands

nanorvunananannannaannunannnuenLnLaonnnannanuneen DD,y

!
DIR*ECTORY :=
PH*ONE =
!

.

DIRECTORY/DATE/SIZE
PHONE/SCROLL

Other useful abbreviations

SHP == SHOW PROCESS/PRIVILEGES
PRI*NT == PRINT/NOTIFY

SHD == SHOW DEFAULT

UP s== SET DEFAULT ({-]

SP == SET PROCESS/PRIVILEGES='Pl
SQ i== SHOW QUEUE/BATCH/ALL/DEVICE
H*OME == SET DEFAULT SYS$LOGIN
SUB*MIT == SUBMIT/NOTIFY

SPC == SHOW PROCESS/CONTINUOUS ‘Pl
SYS == SHOW SYSTEM

DAY == SHOW TIME

!
! Set /LOG for all commands

BACK*UP s== BACKUP/LOG
DEL == DELETE/LOG
LIB == LIBRARY/LOG
PUR s== PURGE/LOG

REN s== RENAME/LOG

! End of login.com processing

!
GOTO FS$SMODE ()

$NETWORK:

$ EXIT

SINTERACTIVE:

$ VN 1== SET TERMINAL/WIDTH=80

$ VW == SET TERMINAL/WIDTH=132

$ EXPERT == SET MESSAGE/NOFACIL/NOSEVER/NOIDENT

$ NOVICE == SET MESSAGE/FACILITY/SEVERITY/IDENTIF
$ NOVICE

$ !

$ | Network logins and users

$ !

$ SYSA == SET HOST SYSA

$ SYSB s== SET HOST SYSB

$ syYsC 1== SET HOST SYSC

$ EXIT ! End of interactive login
SBATCH:

$ SET VERIFY
$ EXIT

! End of batch login

Figure 2-3: Sample LOGIN.COM Login Command Procedure
2,4.5 Logout Command Procedures

execution of a command
provide for one as

The system does not provide for automatic
procedure at logout time. However, you can
follows:
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1. Create a command procedure for use at logout time (for
example, SYSSMANAGER: SYLOGOUT . COM) or instruct your
interactive users to create such a command procedure in their
directories using a standard name such as LOGOUT.COM.

2, In the system-wide 1login command procedure, symbolically
equate the abbreviation of the LOGOUT command most commonly
used (for example, LO) to the execution of the logout command
procedure, as demonstrated below:

$ LO*GOUT:==@SYSSMANAGER: SYLOGOUT

The last line of the logout command procedure then uses an
alternate form of the LOGOUT command, such as a LOGOUTNOW
command. (You create any command name Yyou like beginning
with LO.) You cannot use the same abbreviation as used for
the symbol (in this case LO) because it will start the
procedure again. As an alternative, you could make the next
to the last line of the procedure:

$ DELETE/SYMBOL/GLOBAL LOGOUT

Note that the DCL command STOP, which is normally used to
delete runaway processes, does not invoke any command
procedure.

For turnkey accounts, the login command procedure normally directs the
account user into the user system and logs the wuser out upon
termination of the user system. Also, a turnkey 1login command
procedure should explicitly assign the default disk device in case the
user specifies another with the /DISK qualifier at login time. The
login command procedure for the inventory system, for example, might
consist of the following commands:

$ DEFINE SYS$DISK DISKS$INVENT
$ RUN INVENTORY
$ LOGOUTNOW

The user program INVENTORY assumes control transparently to the person
logging into the account.

For turnkey accounts, you should normally disable the CTRL/Y function
and prevent the user from specifying an alternate command interpreter
with the /CLI qualifier at login time (by specifying /FLAGS=CAPTIVE in
AUTHORIZE). This action locks the person using the account into the
user software. You may also want to disable mail and welcome notices
with the /FLAGS=(DISNEWMAIL,DISWELCOME) qualifier.

2,4,6 Authorize Utility

Invoke AUTHORIZE and add the new account, using the information you
have determined in the preceding steps. An example for an interactive
user follows:

UAF>ADD JONES/PASSWORD=ROBERT/UIC=[014,006]-
_/DEVICE=DISK$USER/DIRECTORY=[JONES] -
_/LGICMD=DISK$USER: [NEWPROD]GRPLOGIN
_/OWNER="ROBERT JONES"/ACCOUNT=NEWPROD

The /OWNER and /ACCOUNT specifications are primarily for accounting

purposes and can be omitted. The unspecified qualifiers typically
take the defaults:
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e Limits (/ASTLM, /BIOLM, /CPUTIME, /DIOLM, /ENQLM, /FILLM,
/PGFLQUOTA, /PRCLM, /TQELM, /WSDEFAULT, /WSEXTENT, /WSQUOTA)
-- See Chapter 4 for a discussion of limits; the default
limits are normally adequate

e Priority (/PRIORITY) -- See Chapter 4 for a discussion of the
processor priorities; the default is normally adequate for
accounts not running real-time processes

e Privileges (/PRIVILEGES) -- See Chapter 4 for a discussion of
privileges; the default privileges (TMPMBX, NETMBX) are
normally adequate

e Primary and Secondary Login Times (/PRIMEDAYS, /P_RESTRICT,
/PFLAGS, /S _RESTRICT, and /SFLAGS) . By default, users are
allowed to log in at any hour of any day. To override the
setting of a particular day, you can use the DCL command SET
DAY. Use this command if a holiday occurs on a day that would
normally be treated as a primary day and you want it treated
as a secondary day

e OQuotas -- Control the amount of system resources the user can
consume
e Command language interpreter -- Specify MCR if running in

RSX-11M compatibility mode
An example for a turnkey account follows:

UAF>ADD INVENTORY/PASSWORD=CRAYONZ/UIC=[033,066)/DEVICE=DISK$INVENT-
_/DIRECTORY=[INV] /LGICMD=LOGIN/FLAGS=CAPTIVE/P_RESTRICT=18-8-
_/S_RESTRICT=0-23

2,5 DELETING A USER ACCOUNT

The main problem in deleting an account, especially an interactive
account, is cleaning up the files used by the account. The following
steps are suggested:

1. Copy (or have the outgoing user of the account copy) any
files of value to the ownership of another account.

2., Delete the account's files and directories from the bottom up
by:

a. Locating and examining all subdirectories with the DCL
command DIRECTORY [default...], where default is the name
of the account's default directory;

b. Deleting the files in each subdirectory and then deleting
the subdirectory;

c. Deleting the account's first-level directory. You can
not delete a subdirectory without first deleting the
files in it. Figure 2-4 demonstrates a command procedure
that deletes an account's files from the bottom up. Note
that if the user had the necessary privilege to write in
other directories, you may need to employ the /USAGE
qualifier with the Verify Utility to locate all the
user's files.
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3. Delete the account with the Authorize Utility.

4. Remove the user's disk quota entry from the disk quota file,
if one existed, with the Disk Quota Utility.

DELTREE.COM - delete a complete directory tree
Pl = pathname of root of tree to delete

All files and directories in the tree, including
the named root, are deleted.

tem e tem em G sem

!

IF "''DELTREE'™ .EQS. "" THEN DELTREE = "@SYSSLIBRARY:DELTREE"
ON CONTROL Y THEN GOTO DONE

ON WARNING THEN GOTO DONE

DEFAULT = FSLOGICAL ("SYS$DISK") + FSDIRECTORY ()

DLV N

$ IF Pl .NES. "™ THEN GOTO 20

$ INQUIRE Pl "Root"

$ GOTO 10

$20:

$ IF FS$PARSE (Pl) .EQS. "" THEN OPEN FILE 'Pl' | Report error, exit

$ SET DEFAULT 'P1!

$LOOP:

$ FILESPEC = FS$SEARCH("*.DIR;1")

$ IF FILESPEC .EQS. "" THEN GOTO LOOPEND

$ DELTREE [.'F$PARSE(FILESPEC,,,"NAME")']

$ GOTO LOOP

SLOOPEND:

$ IF FSSEARCH("*.*;*") _NES. "" THEN DELETE * *;*

$ DIR = (FSDIRECTORY()-"]"-">")-(FSPARSE("[-1",,,~
*DIRECTORY")="]"-">")-""

$ SET PROTECTION=WORLD:RWED [-]'DIR'.DIR;l

$ DELETE [-])'DIR'.DIR;1

$DONE:

$ SET DEFAULT ‘DEFAULT'

Figure 2-4: Command Procedure Template
for Deleting an Account's Files

If you never assign multiple users the same UIC, you can use the
Backup Utility (see the VAX-11 Utilities Reference Manual) to remove
the user's files, even if “they are scattered about the directory
structure. You would use a command of this form:

BACKUP/DELETE PUBLIC:([...]/OWNER=[uic] MTAO:FRED

This BACKUP command copies and deletes only those files owned by the
specified UIC.

2.6 DISABLING A USER ACCOUNT

If it becomes necessary to disable an account from usage, but it is
presently undesirable to remove the account, use AUTHORIZE to set the
disable user flag (/FLAGS=DISUSER). If the user 1is 1logged in, the
account is only disabled after the user logs out.

Disabling a powerful vyet infrequently used account in this way

provides an extra security measure by eliminating the risk of guessed
passwords.
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2,7 ALTERNATE LOGIN PROCEDURES

You can also implement the following alternatives to normal 1login
activities:

Inaccessible UAF -- If the UAF is 1locked, disabled, or not
present you can log in on the console terminal with any name
and password. The system assigns the following values to such
a user:

- Name -- your user name

- UIC -- [001,004]

- Command interpreter -- DCL

- Login flags =-- None

- Priority -- Value of the system parameter DEFPRI

- Resources -- Values of the PQL system parameters

Privileges -- All

The process name is normally the name of the device on which
the user logged in, that is, _OPAO:.

Alternate UAF -- At bootstrap time, you can select an
alternate UAF named SYSS$SYSTEM:SYSUAFALT.DAT by using a system
parameter file in which the UAFALTERNATE parameter has a value
of 1, or by changing this value to 1 during a conversational
bootstrap operation. (See Chapter 11 for information on
creating system parameter files.) Naturally, a file named
SYSUAFALT in UAF format must exist at bootstrap time. You can
create or modify such a file with the following DCL commands:

$ SET DEFAULT SYS$SYSTEM
$ DEFINE SYSUAF SYSUAFALT
$ RUN AUTHORIZE

Any time after booting the system with an alternate UAF, vyou
can switch to the standard UAF (that is,
SYSSSYSTEM:SYSUAF.DAT) with the following DCL command:

$ DEASSIGN SYSUAF/SYSTEM

(The system initially changes to the alternate UAF by
assigning SYSUAF as a 1logical name for SYSUAFALT.) If the
UAFALTERNATE parameter is set at bootstrap time and no
alternate UAF exists, the system behaves as an open system.

You can also switch to the alternate UAF after bootstrap time
with the following DCL command:

$ DEFINE/SYSTEM SYSUAF SYSUAFALT

(For this mode of operation, the alternate UAF can have any
file name.)
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CHAPTER 3

UIC-BASED PROTECTION

VAX/VMS provides two structures to control the access that users have
to processes and objects on the system (these objects include files,
mailboxes, image and data sections, common event flag (CEF) clusters,
volumes, and some non-file devices):

e User identification code (UIC) -- A UIC 1is a two-part
identifier 1initially assigned to a user account in the user
authorization file and passed along to processes and objects
created by or on behalf of that user. The two parts of the
identifier are called the group number and the member number.
Every object in the system receives an owner UIC. In most
cases this is the UIC of the creating process.

e Protection mask -- In addition to a UIC, an object is also
assigned a protection mask. The protection mask defines the
types of access permitted various categories of user to the
object. For example, a protection mask for a data file might
permit all users to read the file but only the owner of the
file to write to it.

When a user attempts to access an object, the relationship of the
user's UIC to the owner UIC of the object is examined. Depending on
the outcome of this check, the user falls into one or more of the
following four categories:

® Owner -- A user whose UIC is identical with the UIC of the
object. The owner of an object is ordinarily (but not
necessarily) the creator of the object.

e Group -- A user whose group number is identical with the group
number of the object.

e System -- A user whose group number is between 1 and the value

of the MAXSYSGROUP system parameter (10 octal, by default),
inclusive. Also, any user with the SYSPRV privilege has the
access rights of a system user.

e World -- Any user, This category 1includes (but does not
exclude) users who are not owners of the object, are not
members in the same group as the owner, and are not system
users. In most cases it also includes users of DECnet-VAX who

are performing operations from another network node.

The types of access are:

@ Read -- Read files, mailboxes, and sections; read from
volumes
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e Write -- Write to files, mailboxes, and sections; write to
volumes
e Execute -- Execute executable files; look up directory

entries without wild card characters; create directories on
disk volumes

e Delete -- Delete files
e Create -- Create files on structured volumes
e Allocate -- Allocate non-file, nonshareable devices

e Physical I/0 -- Perform physical I/0 on foreign volumes and
non-file, shareable devices

e Logical 1/0 -- Perform logical I/0 operations on foreign
volumes and non-file, shareable devices

The use of four categories of user and these types of access permits a
range of options in protecting objects. The system, group, and world
categories are also used to apply special access controls to global
sections, common event flag clusters, and logical name tables, and to
regulate interprocess communications.

NOTE

A process with BYPASS privilege has
complete access to all structures and
devices regardless of the values of UICs
and protection masks.

3.1 SPECIFICATION OF UIC

A UIC consists of two numbers, each of which can have a value in the
range of 1 through 377 octal (because each number is restricted to
three octal digits). The first number is the group number, the second
the member number. By convention, the UIC [0,0] is not used.

The UIC consists of one longword divided into two equal parts: the
high-order word contains the group number; the low-order word
contains the member number.

DCL commands and system utilities require that UICs be specified as
follows:

@ The entire value must be enclosed in square brackets ([ ]).

e The group number must be stated first, followed by a comma,
followed by the member number.

e The group and member numbers must each be specified as from
one to three octal digits.

The following examples demonstrate several UICs in UIC notation and
their corresponding longword values in hexadecimal:

UIC Hexadecimal Value Meaning
[1,4] 00010004 Group 1, member 4
[22,11] 00120009 Group 22, member 1l
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uIC Hexadecimal Value Meaning
(377,377] OOFFOOFF Group 377, member 377
{101,67] 00410037 Group 101, member 67

The Authorize and Disk Quota utilities also permit the asterisk (¥*)
wild card character:

e [*,*] means all UICs (AUTHORIZE handles these UICs in
ascending numerical order)

e [n,*] means all UICs in group n (AUTHORIZE handles these UICs
in ascending numerical order)

e (*,n] means all UICs with a member number of n
In calls to the system services, the UIC is specified as a longword,
where bits 0-15 contain the member number and bits 16-31 contain the
group number. For example, a programmer calling a system service
might specify the UIC [22,11] as "“X001200009.

The following UICs have special meanings:

UIcC Meaning

[1,3] File system processes
[1,4] System manager

[1,6] Error logger

[(1,7] System test

[1,10] System maintenance

DIGITAL recommends that group numbers 1 through 10 be reserved for
system managers and privileged users; that is, users in the system
users category. (The MAXSYSGROUP system parameter sets the upper
bound of the group number for system users.)

3.2 SPECIFICATION OF PROTECTION

A protection mask consists of four fields, each of which has four
indicators. Each field applies to one category of user:

e Field 1 -- System users
e Field 2 -- Owner users
e Field 3 -- Group users

e Field 4 -- World users

Each indicator represents one category of access:

e Indicator 1 -- Read or allocate access
e Indicator 2 -- Write access
e Indicator 3 -- Delete or logical I/0 access

e Indicator 4 Execute, create, or physical I/0 access
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If an indicator is <clear, the wuser |is permitted access. If an
indicator is set, the wuser 1is denied access. Table 3-1 lists the
logical structure of the protection mask for the various types of
objects. Note that for some objects certain indicators are
meaningless.

Table 3-1: Logical Structure of Protection Mask

Field 1 2 3 4
System Owner Group World

Indicator 12314 12314 1234 12314

Disk Files RWED RWED RWED RWED

Mailboxes RWLP RWLP RWLP RWLP

Global Sections RW RW R W RW

Structured disk RWCD RWCD RWCD RWCD
volumes

Structured tape RWED| RWED| RW RW
volumes

Foreign volumes RWULP RWLP RWILP RWLP

Non-file, shareable LP L P LP L P
devices

Non-file, non- A A A A
shareable devices

Legend: R = read; W = write; E = execute; D = delete;
A = allocate; C = create; P = physical 1/0;
L = logical I1/0

Physically, a protection mask consists of one word divided into four
equal parts (four bits each). The 1low-order bit 1in each part
represents the first indicator, the next bit represents the second
indicator, and so on. A value of 0 means the indicator is clear, and
1 means the indicator is set. The protection mask for a file, for
example, would have the following physical appearance:

15 0

D|E[W]|R D|E|W]|R D|E|WIR D|E|W|R

world group owner system

ZK-1004-82

DCL commands require that protection masks be specified as follows:

e The user categories (the fields) are represented by the words
SYSTEM, OWNER, GROUP, and WORLD, which can be abbreviated to

any length.

e The types of access (the indicators) are represented by the
letters R (read), W (write), E (execute and create), D
(delete), L (logical I1/0), and P (physical I1/0).
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e The types of access for a user category are written as the
user category, followed by a colon, followed by the access
indicators allowed that category of user. For example, if
world users are allowed only read and execute access to a
file, the protection code is written as WORLD:RE. The access
indicators can be written in any order, but best form is to
write them in the order R, W, E, D, or R, W, L, P. Whenever
you omit the colon and the access indicator, the category of
user is denied all access.

e User categories and their respective access indicators are
separated by commas and enclosed in parentheses. They can be
written in any order, but it is best to write them in the
order SYSTEM, OWNER, GROUP, WORLD. For example, if system and
owner users are allowed all types of access to a file, while
group users are restricted to read and execute access, and
world users have no access, the protection code is written as
(S:RWED,O:RWED,G:RE,W). However, no commas or parentheses are
necessary if only one user category is specified.

e Omission of a user category for file protection generally
results in no access being granted to that category. However,
the DCL command SET PROTECTION retains the existing protection
for an existing file and the default protection (discussed

below) for a new file.

In calls to system services, the protection mask 1is specified as a
word. For example, the programmer calling a system service might
specify the protection code (S:RWED,O0:RWED,G:RE,W) as "XFA00 -- bits
9, 11, 12, 13, 14, and 15 are set.

3.3 USER ACCOUNTS AND PROCESSES

Each user's entry in the user authorization file (UAF) contains a UIC.
You specify the UIC when adding or modifying a user entry with the
Authorize Utility (see Chapter 2).

When a user logs in to the system, VAX/VMS creates a detached process
on behalf of the user and assigns to the process the UIC contained in
the user's UAF account. Typically, the user process UIC does not
change, although it can be changed with the DCL command SET UIC, which
is available to users with CMKRNL privilege.

User-created detached processes require that a UIC be specified
according to the method of creation, as follows:

o DCL command RUN (PROCESS) -- The /UIC qualifier specifies the
UIC

e SCREPRC system service -- The uic arqument specifies the UIC
In fact, the presence of either the qualifier or argument determines
that the created process is a detached process rather than a
subprocess. The following example creates a detached process:

$ RUN/UIC=[22,11]) DISKSUSER: [JONES]MASTUP

Creation of a detached process requires the DETACH privilege (see
Chapter 4).
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A subprocess (created when neither a UIC qualifier nor an argument is
specified) takes the same UIC as the creating process. The following
example creates a subprocess:

$ RUN/PROCESS_NAME=MASTUP DISKS$USER: [JONES]MASTUP

3.4 FILES-11 FILES

By default, a Files-11 file created through any of the DCL commands
CREATE, CREATE/DIRECTORY, or COPY takes the UIC of its creator, while

an appended file (APPEND command) or renamed file (RENAME command)
retains the UIC of the base file. A user with SYSPRV or BYPASS

privilege can specify a different UIC in the DCL commands CREATE and
CREATE/DIRECTORY, as demonstrated below:

$ CREATE CUSTLIST.TXT/OWNER UIC=[22,11]

3.4.1 Default»Protection of Files

With a few exceptions, newly created Files-11 files receive the user's
default file protection. The exceptions are described 1in the
following paragraphs.

Copied files receive the protection of the original file if the user
does not give the output file a new name, as in the following example:

$ COPY [FRED]JTESTFILE.DAT [GEORGE]

However, the copied file receives the user's default file protection
if the user assigns the file a new name, as in this example:

$ COPY [FRED]TESTFILE.DAT [GEORGE]JOUTPUT1.DAT

Renamed files preserve their ownership and protection. A file that is
appended to another file acquires the ownership and protection of the
base file.

The system parameter RMS FILEPROT determines the initial setting of
every user's default file protection. RMS FILEPROT is described in
Chapter 10 and is set by default to (S:RWED,0:RWED,G:RE,W). The user
can change the default protection with the DCL command SET
PROTECTION/DEFAULT. The following example resets the protection
default to deny read and execute access to group users:

$ SET PROTECTION=(S:RWED,O:RWED,G,W)/DEFAULT

The user-specified default remains in effect until the user logs off
or resets the default again.

3.4.2 Explicit Protection of Files
The user can specify protection explicitly for new, copied, and
appended files with the /PROTECTION qualifer of the DCL commands
CREATE, COPY, and APPEND, as illustrated in the following example:

$ CREATE MAST12.TXT/PROTECTION=(S:RWED,O:RWED,G,W)

In this example, group and world users are denied access to
MAST12, TXT.
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The user can change the protection of existing files with the DCL
command SET PROTECTION, as demonstrated below:

$ SET PROTECTION=(S:RWED,O:RWED,G,W) MAST12,TXT

The user must own a file, or possess the SYSPRV or BYPASS privilege,
to set protection on the file.

3.4.3 Directory Protection

By default, a new directory file receives the protection mask of its
parent, but with all delete access removed. The final default is the
protection of the volume's MFD, which is usually
(S:RWE,O:RWE,G:RE,W:E). The user can explicitly set protection for a
new directory by specifying the /PROTECTION qualifer with the DCL
command CREATE/DIRECTORY. After the directory is created, the user
can change its protection with the DCL command SET PROTECTION.

Suppose that the user has been using the subdirectory [.XMAST] with
default protection and now wants to delete it. The protection must
first be changed to allow the deletion:

$ SET PROTECTION=0:RWED XMAST.DIR;1

Now the user can delete the subdirectory, provided it contains no
files.

3.4.4 Mail File Protection

The Personal Mail Utility (MAIL) protects the file MAIL.MAI with a
mask of (S:RWD,0:RW,G,W). Group and world users cannot access a
user's mail at all, and the owner cannot delete the mail file (but the
user can delete messages with the DELETE command of MAIL; MAIL
deletes the file if the user deletes all messages). Note that MAIL
protects all other files with a file type of MAI with a mask of
(S:RWD,0:RWD,G,W) .

3.5 MAILBOXES
A mailbox is assigned the UIC of its creating process.

A protection mask is specified at mailbox <creation time with the
promsk argument of the Create Mailbox and Assign Channel ($CREMBX)
system service, as illustrated below:

CREATE MAILBOX
TEMPORARY MAILBOX
FOR CHANNEL NUMBER
MAX MSG SIZE
DYNAMIC MEMORY

NO WORLD USERS
LOGICAL NAME

$CREMBX S-
PRMFLG=#0, -
CHAN=MBXCHAN, -
MAXMSG=MBUFLEN, -
BUFQUO=%384, -
PROMSK=# "XF000, -
LOGNAM=MBLOGNAM

we “e we we we we weo

This example grants read and write access to system, owner, and group
users, and denies read and write access to world users. If the
protection mask is specified as 0 or is not specified, all categories
of users are granted read and write access to the mailbox.
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3.6 SECTIONS
A process can create sections of the following types:

e Private —- Code and data to which only the creator of the
section can map

e Global -- Code and data to which members of the creator's
group can map

e System global -- Code and data to which all processes can map;
requires the SYSGBL privilege (see Chapter 4)

The programmer specifies the type of section in the flags argument to
the Create and Map Section (SCRMPSC) system service, as illustrated

below:

CREATE AND MAP SECTION
REQUESTED ADDRESSES
ACTUAL ADDRESSES
GLOBAL SYMBOL

GLOBAL SECTION
CHANNEL NUMBER

FOUR PAGES

$CRMPSC S
INADR=MYADR, -
RETADR=SYSADR, -
GSDNAM=GSD DESCG, -
FLAGS=#SECS$M GBL, -
CHAN=SFAB+FABSL STV, -
PAGCNT=$#4 -

we We W We “e we wo

Sections created with the Install Utility are always system global.

A global (or system . global) section is assigned the UIC of its
creating process.

A protection mask can be specified for a global (or system global)
section with the prot argument of the SCRMPSC system service, as
illustrated below:

CREATE AND MAP SECTION
REQUESTED ADDRESSES
ACTUAL ADDRESSES
READ/WRITE SECTION
CHANNEL NUMBER

FOUR PAGES

OWNER ONLY

$CRMPSC_S-
INADR=MYADR, -
RETADR=SYSADR, -
FLAGS=$<SEC$M_WRT ISECSM_GBL>,-
CHAN=SFAB+FABSL_STV,-
PAGCNT=#4, -
PROT=4# “XFFOF

wo W W %o we wo wo

This example grants read and write access to the owner, and denies
read and write access to system, group, and world users. (Execute and
delete access -- that is, the two high-order bits in each part of the
mask -- are meaningless for sections. The mask in the example could
be specified as #°X3303.) If the protection mask is specified as 0 or
is not specified, all categories of users are granted read and write
access to the section.

Specification of a protection mask can limit the scope of a global or
system global section. Conversely, specification of a private or
global section can limit the allowances of a protection mask. (A
protection mask for a private section is meaningless.)

3,7 COMMON EVENT FLAG CLUSTERS

A common event flag cluster is assigned the UIC of its creating
process. one of the following types of event flag clusters can be
permanently associated with the process:

e Local event flag cluster -- Only the creating process can use
the cluster
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e Common event flag (CEF) cluster -- Members of the creator's
group can use the cluster

The programmer specifies a CEF cluster with the Associate Common Event
Flag Cluster ($ASCEFC) system service, as illustrated in the following
example:

$ASCEFC S- ; ASSOCIATE WITH CEF
EFN=¥65, - ;: EVENT FLAG NUMBER
NAME=CLUSTER ; CLUSTER NAME

The programmer can restrict the use of CEF clusters to processes with
the creating process's UIC by setting the value of the prot argument
at 1 (the prot argument is not a protection mask):

$ASCEFC S : ASSOCIATE WITH CEF
EFN=F¥65, - : EVENT FLAG NUMBER
NAME=CLUSTER, - : CLUSTER NAME
PROT=$#1 ; PROCESSES WITH SAME UIC

3.8 STRUCTURED VOLUMES

For information on structured tape volumes, see the VAX/VMS Magnetic
Tape User's Guide.

By default, a Files-11 disk volume is assigned the UIC of the user who
initializes it. However, the user can specify a different UIC, as
illustrated below:

$ INITIALIZE DBAl: MASTER/OWNER UIC=[22,11]

In addition, the user who owns the volume or any user with VOLPRO
privilege (see Chapter 4) can mount the volume with a different UIC,
as follows:

$ MOUNT DBAl: MASTER/OWNER UIC=(1,4]

However, a volume that is initialized or mounted with the /SYSTEM
qualifier always receives a UIC of (1,1}, and a volume initialized or
mounted with the /GROUP qualifier receives a UIC of (g,0], where g is
the group number of the process initializing or mounting the volume.

By default, no protection is applied to newly initialized structured
disk volumes. (That is, all categories of users are permitted all
types of access.) The user can specify protection with the
/PROTECTION qualifier of the DCL command INITIALIZE, as illustrated
below:

$ INITIALIZE DBAl: MASTER-
$ _/PROTECTION=(S:RWED, 0:RWED,G:R,W:R)

This example limits group and world users to read access on the
volume. (For disk volumes, the designation E means create access --
the right to create files on the volume.)

The user can respecify volume protection at mount time with the
/PROTECTION qualifier of the DCL command MOUNT, as illustrated below:

$ MOUNT DBl MASTER-
$_/PROTECTION=(S:RWED,O:RWED,G:RWED,W:R)

The user changing protection must be the owner or must have VOLPRO
privilege.
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A user initializing or mounting a disk volume can also specify the
scope of its accessibility with the following qualifiers:

Qualifier Meaning

/GROUP System, owner, and group users have RWED
access to the volume. World users have no
access. (At initialization, specify

INITIALIZE/NOSHARE/GROUP to grant RWED

access to system, owner, and group users;
omitting /NOSHARE grants RWED access to all

categories of user.)
/SHARE All users have RWED access to the volume.
/NOSHARE System and owner users have RWED access to

the volume. Group and world users have no
access (except as noted above under /GROUP).

/SYSTEM All users have RWED access to the volume,
but only system users can create first-level
directories.

At initialization time, these qualifiers override any protection mask
specified. At mount time, however, the protection mask is the
limiting factor. When mounting a volume, you must have the GRPNAM
privilege to use the /GROUP qualifier; likewise, you must have the
SYSNAM privilege to use the /SYSTEM qualifier.

3.9 FOREIGN VOLUMES

By default, a foreign disk or tape volume is assigned the UIC of the
user who mounts it. The user can specify a different UIC with the
/OWNER_UIC qualifer of the DCL command MOUNT.

By default, system and owner users are granted all access to foreign
volumes when they are mounted, while group and world users are denied
all access. The user can specify protection with the /PROTECTION
qualifier of the MOUNT commmand, as illustrated below:

$ MOUNT DMAO: CUSTLIST/FOREIGN-
$ /PROTECTION=(S:RWLP,0:RWLP,G:R,W:R)

This example grants group and world users read access to the volume.

A user mounting a foreign disk volume can also specify the scope of
its accessibility with the following qualifiers:

Qualifier Meaning

/GROUP System, owner, and group users have RWLP
access to the volume. World users have no
access,

/SHARE All users have RWLP access to the volume.

/NOSHARE System and owner users have RWLP access to

the volume.
/SYSTEM All users have RWLP access to the volume.
The /GROUP qualifier requires GRPNAM privilege. The /SYSTEM qualifier
requires SYSNAM privilege.

3-10
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3.10 NON-FILE DEVICES

By default, UIC and protection are associated with non-file devices.
You can associate a UIC and protection code with all terminals on the
system through the TTY OWNER and TTY PROT system parameters, or you
can remove the protection associated with these devices. (The values
must be specified prior to VAX/VMS initialization with the System
Generation Utility (SYSGEN), or during initialization with the SYSBOOT
Utility.) The following example restricts the allocation of terminals
to system users:

$ SET DEFAULT SYS$SYSTEM

$ RUN SYSGEN

SYSGEN> USE AUTOGEN.PAR
SYSGEN> SET TTY OWNER $X10004
SYSGEN> SET TTY PROT $X1110
SYSGEN> WRITE AUTOGEN,.PAR
SYSGEN> EXIT

These changes take effect when you specify AUTOGEN.PAR during the next
conversational boot.

Only allocate access (the low-order bit of each 4-bit part of the
mask) applies to non-file, non-shareable devices.

The example does not prevent users from logging in, since interactive
terminals are allocated by the system. When a user logs in, the
system associates the user's UIC with the terminal. The example does
prevent users without system access rights from allocating terminals
that are not in use.

The user with OPER privilege can set protection for terminals and
other non-file devices on an individual basis with the DCL command SET
PROTECTION/DEVICE, as illustrated below:

$ SET PROTECTION=(S,0:R,G,W)-
$ /DEVICE-

$ /OWNER UIC=[22,11]-

$ TTAl

This example permits only a user with UIC [22,11] to allocate the
terminal TTAl.

3.11 DEVICE ALLOCATION

A user can prevent others from accessing a device by allocating the
device. In the following example, a user allocates a disk device
before mounting a private volume on the device:

$ ALLOCATE DMA1:
$ MOUNT DMAl: XMAST

3.12 INTERPROCESS CONTROL

The actions of some commands and system services are limited by GROUP
and WORLD privilege. GROUP privilege permits a user to perform the
activities on all processes in the same group. WORLD privilege
permits a wuser to perform the activities on all processes. The user
with neither GROUP nor WORLD privilege can perform the activities only
on the current process and 1its subprocesses. Tables 3-2 and 3-3
identify the affected commands and system services.
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Table 3-2: DCL Commands Affected by GROUP and WORLD Privilege

Command

Explanation

DELETE/ENTRY

SET PROCESS

SHOW PROCESS/CONTINUOUS

SHOW DEVICES/FILES/NOSYSTEM

STOP/ENTRY

Deleting batch or print  queue
entries queued by another member of
the group requires GROUP privilege;
by processes outside the group
WORLD (or OPER) privilege.

Setting the priority, suspending,
or resuming the process of another
member of the group requires GROUP
privilege; for processes outside
the group, WORLD privilege is
necessary

Displaying process information for
another process in the group
requires the GROUP privilege; for
processes outside the group, WORLD
privilege is necessary

Displaying the names of all files
opened on a volume by another
member of the group requires GROUP
privilege; for those opened by
processes outside the group, WORLD
privilege is necessary

Stopping batch or print queue
entries queued by another member of
the group requires GROUP privilege;
by processes outside the group,
WORLD (or OPER) privilege.

Table 3-3: System Services Affected by GROUP
and WORLD Privilege

System Service

Explanation

$FORCEX

$SETPRI

$GETJPI

Forcing image exit for another
member of the group requires GROUP
privilege; for a process outside
the group, WORLD privilege.

Setting the priority of another
member of the group requires GROUP
privilege; of a process outside
the group, WORLD privilege.

Getting job/process information for
another  member of the group
requires GROUP privilege; for a
process outside the group, WORLD
privilege.

(continued on next page)
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Table 3-3 (Cont.): System Services Affected by GROUP
and WORLD Privilege

System Service Explanation

$SUSPEND Suspending another member of the
group requires GROUP privilege; a
process outside the group, WORLD
privilege.

SRESUME Resuming execution of another
member of the group requires GROUP
privilege; of a process outside
the group, WORLD privilege.

$DELPRC Deleting another member of the
group requires GROUP privilege; a
process outside the group, WORLD

privilege.

SWAKE Waking another member of the group
requires GROUP privilege; a
process outside the group, WORLD
privilege.

$SCHDWK Scheduling a wakeup request for

another member of the group
requires GROUP privilege; for a
process outside the group, WORLD
privilege.

SCANWAK Cancelling a wakeup request for
another member of the group
requires GROUP privilege; for a
process outside the group, WORLD
privilege.

$SNDSMB Affecting queue entries belonging
to another member of the group
requires GROUP privilege; of a
process outside the group, WORLD or
OPER privilege.

3.13 LOGICAL NAMES

Logical names can be specified as process-only, group, and
system-wide, as demonstrated in the following example:

$ DEFINE COMFILES/GROUP DISKSUSER: [JONES.COMMON]

The group logical name COMFILES is created.

A user requires the GRPNAM privilege to create a group logical name
and the SYSNAM privilege to create a system logical name. Once
created, a group logical name is available to all members of the
creator's group, while a system logical name is available to all users
on the system. Process logical names are available only to the
creator. Where logical names of different types are identical, group
logical names take precedence over system logical names, and process
logical names take precedence over group and system logical names.
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3.14 STATUS INFORMATION

The following DCL commands provide status information concerning UICs
and protection:

Command Status Information
SHOW PROCESS UIC of user's detached process
SHOW SYSTEM UICs of all active users
SHOW PROTECTION User's default protection
SHOW PROCESS User's default UIC
DIRECTORY/OWNER Owner UIC of file
DIRECTORY/PROTECTION Protection of file
SHOW DEVICES/FULL Owner UIC of device or volume;

protection of device or volume

The Get Device Information (SGETDVI) system service returns the owner
UIC and protection of a device or volume.

3.15 FORMING GROUPS
In setting up a group, you have two aims:

e Sharing -- Users who typically share data, and/or control one
another's processes should be assigned to the same group.

e Protection -- Users who should not have access to each other's
data or control over each other's processes should be assigned
to separate groups.

In an interactive environment, group members typically consist of
persons working on the same project or in the same department. 1In a
turnkey environment, group members typically consist of accounts
dedicated to the same user system.

A certain amount of control and protection exists among members of the
same group:

e GROUP privilege -- Only a member with GROUP privilege can use
the commands and system services listed in Tables 3-2 and 3-3
to affect other members of the group. You should be wary in
granting this privilege. Probably the best policy is to grant
the privilege only to the account that has supervisory control
over the group and other accounts designated by the group
supervisor.,

e GRPNAM privilege -- Only a member with GRPNAM privilege can
assign or deassign group logical names or mount group volumes,
You should grant this privilege only to members who perform
these operations.

e Protection mask -- The default protection provides read access
by group members to one another's objects. However, members
can either further protect their objects or allow more
extensive access by resetting the default protection or by
setting protection on an object-by-object basis.
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You should analyze the protection requirements of your site if these
requirements normally differ from the default protection provided by
the system, reset the default protection using the system parameter
RMS FILEPROT (or direct your users to reset the default protection in
their individual login command procedures; see Chapter 2). For
example, if you want members of the same group to have write and
delete access to one another's files, you could modify the default
protection in each user's login command file as follows:

$ SET PROTECTION=GROUP:RWED/DEFAULT

3.16 SECURING SYSTEM DATA

The UIC [1,4] should own all system files. Protection on all system
executable and 1library files should permit only read and execute
access to the world. Protection on the following files should permit
no access to the world:

SYSS$SSYSTEM: PAGEFILE. SYS
SYSSSYSTEM: SWAPFILE.SYS
SYS$SYSTEM: SYSDUMP, DMP
SYS$SYSTEM: SYSUAF.DAT

SYS$SYSTEM:RMTNODE.DAT

Since these files contain sensitive data, a user with even read access
to them possesses a degree of control over the system. If you have an
alternate system UAF (SYSUAFALT.DAT) or have added additional paging
or swapping files, remember to verify that they are properly
protected.

The software distribution kit provides the required protection for
these files., However, you could easily compromise a sensitive system
file by copying the files without applying proper protection. To
prevent such a situation, you should always: '

e Log in under the system manager account when copying system
files.

e Choose the Backup Utility or DCL command COPY for making
additional copies of system files. (The VAX-11 utilities DSCl
and DSC2 also preserve the protection originally assigned to
files, but are not the preferred means.) Other utilities
(RMS-11 Backup and Restore (BCK and RST), for example) should
be avoided.

e Use the DCL command DIRECTORY/PROTECTION/OWNER to check the
protection and owner of a sensitive file, after copying. You
can change the protection, if necessary, with the
SET PROTECTION command. Use the DCL command SET FILE/OWNER to
change the owner, if necessary.

e If you enable disk quotas on public volumes, make sure you are
logged in under the system manager account when you create the
quota file. Also verify protection of the quota file
([0,0]QUOTA.SYS)., Only system and owner users should be able
to write to the quota file. If you want to permit users to
look at the quotas and usage of others, permit only read
access to world users; otherwise, provide no access to world
users.

When you create UAF listing files with the Authorize Utility LIST
command, do not leave them in public directories, such as SYSS$SYSTEM.

3
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3.17 SECURING SYSTEM DEVICES

You should protect interactive terminals and card readers from
allocation by processes other than system processes with the following
steps:

e System parameters -- Specify the value of TTY_PROT as %X1110
and TTY_ OWNER as $X10004

e Variant terminals -- If you want some terminals to be
allocated by nonsystem processes (for example, a user system
might control some terminals directly), place SET

PROTECTION/DEVICE commands for them in the site-specific
start-up command procedure (see Chapter 7)

e Card readers -- Place SET PROTECTION/DEVICE commands for card
readers in the site-specific start-up command procedure (see
Chapter 7)

When a user logs in, the system allocates the wuser's terminal on
behalf of the user. When the user is not logged in, however, the
terminal is unallocated. If the terminal is left unprotected, an
unprincipled user could allocate it to prevent its normal user from
logging in, or worse, could run a login process in place of the system
to learn the user's password or otherwise manipulate the user.

3.18 PROTECTING USER FILES

You should encourage all users of the system to observe the following
guidelines:

e Default protection -- The default protection prevents world
users from accessing your files for any purpose, and prevents
group users from exercising write and delete access on Yyour
files. If you feel this amount of protection is not adequate,
put an appropriate SET PROTECTION/DEFAULT command in your
login command procedure.

e Sensitive files -- If you create a sensitive file, place
additional protection on it with the SET PROTECTION command.

e Directory protection -- You can protect files within a
subdirectory by placing additional protection on the
subdirectory. In this regard, remember that if you cannot
access a file due to a protection violation, and the
protection on the file displayed by the DCL command
DIRECTORY/PROTECTION does not appear to be the reason, check
the protection on the file's directory.

NOTE

Protecting a directory protects the names of the files
in that directory. It also protects the files for
‘most practical purposes. However, it is possible for
a user to access files without using the directory by
writing a program that “guesses" file 1IDs. This
process is time consuming, but effective. Therefore,
you should protect sensitive files at both the
directory and the file level.
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e Directory deletion -- Before you give yourself delete access
to a directory make sure (1) the directory is empty and (2)
you intend to delete it immediately. (You cannot delete a
directory with files in it.) The following example
illustrates the proper sequence for the deletion of a
subdirectory and its contents after the user has decided they
are no longer needed:

$ DELETE [.XUPDATE]*,*;%* ! GOODBYE FILES
$ SET PROTECTION=0:D XUPDATE.DIR ! GOODBYE PROTECTION
$ DELETE XUPDATE.DIR;1 ! GOODBYE DIRECTORY
e Copying to another's directory -- If you copy a file into

another user's directory (which requires write access to that
user's directory), the copied file has your UIC, not the UIC
of the user 1in whose directory it now resides. Such a copy
operation could produce a file that the recipient cannot
immediately access (or fully access; for example, the user
might be able to read the file, but not write to it or delete
it). Rather than copy a file into another user's directory,
have the other user copy the file. If you do copy a file into
another user's directory, be sure to use the DCL command SET
FILE/OWNER UIC to establish the correct new owner.

e Device allocation -- If you are using a device (for example, a
disk or tape drive) for a private volume, allocate the device
so that other users cannot access it. Specifying protection
at 1initialization time is also a good idea. The /NOSHARE
qualifier restricts use of the volume to yourself, while
/GROUP allows members of your group to access the volume. A
/PROTECTION qualifier is also available.

You should be ever-conscious that a user who has access in any

category, has access. For example, if XMAST.DAT has the protection

mask (S:RWED,O:RWED,G:RE,W:RE), the following command makes no sense:
$ SET PROTECTION=G XMAST.DAT

The mask now denies access to group users, but since group users are
also world users, they still have read and execute access.
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CHAPTER 4

RESOURCE CONTROL

This chapter contains detailed descriptions of the resource control
attributes that you can assign to a user when creating a record in the
UAF:

e Limits on the use of reusable system resources

e Base priority used in scheduling the process that the system
creates for the user

e Privileges allowing use of restricted and sensitive system
functions

In addition, this chapter discusses the accounting log file.

4.1 LIMITS ON REUSABLE SYSTEM RESOURCES

Limits are set on system resources that can be reused, for example,
the amount of memory that a process can have in use for I/0 requests.
Each user of the system is limited in the use of system resources.
You set up these limits when you define the user to the system through
the creation of a user's account in the UAF. Most limits restrict the
use of system memory.

Limits can control the way in which a process shares its allotment of
a resource with the subprocesses that it creates. Three methods for
sharing resources are used: pooled, deductible, and nondeductible
limits. If the 1limit on the use of a resource is pooled, a process
and created subprocesses share the total 1limit on a first-come,
first-served basis. If the 1limit on the wuse of a resource is
deductible, a subprocess is allotted a portion of the total 1limit;
the portion given to the subprocess is deducted from the total limit.
If the limit is nondeductible, the subprocess is allotted the total
limit of the <creating process; there is no deduction from the
allotment of the creating process.

In creating a UAF record, you assign values to the limits shown in
Table 4-1. These 1limits are described in the following sections.
Usually, you simply assign the default values for these limits.
However, see Chapter 12 for a discussion of WSDEFAULT, WSEXTENT, and
WSQUOTA.

Table 4-1 summarizes each of these 1limits, the suggested minimum
value, and the type of limit.
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Table 4-1: Summary of System Limits
Limit Description Typel | Minimum Value

ASTLM AST queue limit N 2
BIOLM Buffered I/0 count limit N 2
BYTLM I/0 byte count limit P 1024
CPULM CPU time limit D 10
DIOLM Direct I/0 count limit N 2
ENQLM Enqueue quota P 4
FILLM Open file limit P 2
PGFLQUOTA Paging file limit |2 256
PRCLM Subprocess creation limit P 0
TQELM Timer queue entry limit P 0
WSDEFAULT Default working set size N 50
WSEXTENT Working set extent N 50
WSQUOTA Working set quota N 50
1. N=nondeductible, D=deductible, P=pooled

4.1.1 AST Queue Limit (ASTLM)

The AST queue limit (ASTLM) limits the sum of the following:

e The number of asynchronous system trap (AST) requests that a

user's process can have outstanding at one time

e The number of scheduled wake-up requests that a user's process
can have outstanding at one time

This limit affects not only all system services that accept an AST
address as an argument, but also the Schedule Wakeup (SSCHDWK) system
service.

ASTLM is a nondeductible limit with a suggested typical value of 6.

4,1.2 Buffered I/0 Count Limit (BIOLM)

The buffered I/0 count limit (BIOLM) limits the number of outstanding
buffered 1/0 operations permitted a user's process.
A buffered I/0 operation is an I/0 operation in which the data

transfer takes place from an intermediate buffer in the system pool,
not from a process-specified buffer. Buffered operations for a user
process include terminal I/0, card reader input, and unspooled printer
output. During a buffered I/0 operation, the pages containing the
process-specified buffer need not be locked in memory.

BIOLM is a nondeductible limit with a suggested typical value of 6.

4.1.3 Buffered I/0 Byte Count Limit (BYTLM)

The buffered I/0 byte count limit (BYTLM) limits the amount of buffer

space that a user's process can use.

This buffer space is used for buffered I/0 operations and for the
creation of temporary mailboxes. It also limits the number of mapping
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windows the user can create as segmented (or cathedral) windows.
Cathedral windows are primarily useful to reduce the overhead required
to read large files.

BYTLM is a pooled limit with a suggested typical value of 8192.

4.1.4 CPU Time Limit (CPULM)

The CPU time limit (CPULM) limits the amount of CPU time that a user's
process can use per interactive session or batch job.

The time must be specified in abbreviated delta format -- hh:mm:ss.cc.

CPULM is a deductible limit, but only applies to this instance or
other instances of this user's processes. CPULM is not cumulative
across separate sessions or batch jobs.

4.1.5 Direct 1/0 Count Limit (DIOLM)

The direct I/O count limit (DIOLM) limits the number of outstanding
direct 1/0 operations permitted a user's process.

A direct I/0 operation is an I/0 operation in which the data transfer
takes place directly from a process-specified buffer. Direct I/0
operations for a user process typically include disk and tape 1I/O.
The pages containing this buffer are locked in memory by the operating
system during the direct I/0 operation.

DIOLM is a nondeductible limit with a suggested typical value of 6.

4.1.6 Enqueue Quota (ENQLM)

The enqueue quota (ENQLM) limits the number of locks a process (and
its subprocesses) can own. VAX-11 RMS uses the lock management
facility to synchronize shared file access, global buffers, and record
locks. Because VAX-11 RMS takes out one lock for every shared file,
global buffer, and outstanding record 1lock, users who expect to
perform large amounts of VAX-11] RMS file sharing should have ENQLM set
to a large value. If your process performs extensive VAX-11] RMS file
sharing without sufficient enqueue quota, you could receive the
SS$_EXENQLM error message. Furthermore, if your system performs
extensive VAX-1ll RMS file sharing and the value of the LOCKIDTBL
system parameter is too low, you could receive the SS$ NOLOCKID error
message. Note that whenever you increase the value of LOCKIDTBL, you
may have to increase the value of the RESHASHTBL system parameter (see
Chapter 10).

For shared files the value of ENQLM should represent the number of
files open as shared multiplied by the number of locks per process per
file. If you use the default multibuffer counts, you can estimate the
number of locks as 4 for indexed sequential files and 3 for relative
files. If you use other than the default value for the multibuffer
counts, you can estimate the number of locks per process per file as
one per fi