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1. Introduction

[I-D.ietf-i2nsf-problemand-use-cases] proposes tw different types
of interfaces:

o0 North-bound interface (NBlI) provided by the network security
functions (NSFs)

0 Interface between | 2NSF user/client with network controller:

Cloud Providers need to have a NBI to the network security functions
t hat can share DDoS information

Thi s docunent defines a yang data nodel s based

[I-D.fang-i 2nsf-inter-cloud-ddos-mtigation-api] using the Yang nodel
to provide the interface. This yang data nodul e uses the ietf-i2nsf-
capability nodel found in [draft-hres-i2nsf-capability-yang] which is
based on the informational nodel found in on the

[1-D. xia-i2nsf-capability-interface-im, and initial work done in
[1-D.xia-i2nsf-service-interface-dm. Terns used in docunent are
defined in [I-D.ietf-i2nsf-term nol ogy].
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Thi s yang data nodel assumes the inter-cloud interface |ooks |ike
this:

Cl oud- Provider-1 Cl oud Provider 2
[client-software] <------ > [agent software]
[agent-software] <------- >[client software]

The client-software reads/wites the data in the renote cloud
envi ronnent. The agent software responds with information on this
cl oud.

[1-D.xia-i2nsf-capability-interface-inm defines the follow ng type of
functionality in NSFs.

0 network security contro
0 content security control, and
o attack mtigation control
Thi s docunent contains high-level yang for each type of control. The
features in each section have been built up fromthe foll ow ng
sour ces:
open- sour ce: firewalls, IDS, IPS. This includes ECA policy for
basi c-firewal | s: in router, switches, firewalls,
firewal |l products commercial |evel
speci al i zed devices |IDS, |IPS

2. Using this Yang nodule to inplenment the Inter-C oud API
Thi s yang nodul e can be used by a clouder provider to consunme another
cloud provider’s services, or to provide services for another cloud
provider. For exanple, Coud Provider A can be a consuner of C oud
Provider B via logical interface link 1 (shown in figure 1 bel ow).

Cl oud Provider B can be a consunmer of Cl oud Provider A via |ogical
link 2.
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Figure 1. Two cloud providers using Inter-C oud
DDoS API

via yang nodul e
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The yang nodul e provides a |list of cloud-provider structures indexed

by nane.

Wthin the cloud-provider structure there is a nane (e.g.
bot h) ,

and
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3. Inter-C oud DDOS Yang Modul e

This section describes the Inter-C oud DDoS Yang nodule. This
section includes the foll ow ng:

o high-level yang for ietf-i2nsf-cloud-DDoS yang nodul e,

o mapping of Inter-d oud API
([1-D.fang-i 2nsf-inter-cloud-ddos-mtigation-api]) to specific
Yang structures and NETCONF/ RESTCONF function. The NETCONF/
RESTCONF functions include NETCONF/ RESTCONF calls, publication/
subscription (pub/sub) push functional (12RS requires pub/sub),
and opstate.

o Overview of nodule utilized by ietf-i2nsf-cloud-DDoS yang nodul e
3.1. High-level Yang nodul es

The this section has the high-level yang for ietf-i2nsf-cloud-ddos
nodul e. This nodul e references the foll ow ng subnodul es contained in
this draft: cfg-cloud-mtigate-policy, cfg-mtigate-nonitoring,

i 2nsf-capabilities, and cloud-mtigate-opstate.

O her data nodels that this nodul e depends on are described in the
next section.

o ietf-i2nsf-capability nodule [I-D. hares-i2nsf-capability-yang]
(which is based on the information nodel in
[I-D. xia-i2nsf-capability-interface-iny)

o ietf-pkt-eca nodulde in [I-D.ietf-i2rs-pkt-eca-data-nodel], and
o ietf-fb-rib nmodule in [I-D.ietf-i2rs-fb-rib-data-nodel].
3.1.1. ietf-i2nsf-cloud-ddos Miin nodul e

i etf-i2nsf-cl oud-ddos
+--rw i 2nsf-intercl oud- ddos
+--rw cl oud- provi der* [nane]

+--rw cl oud- nane string;
+--rw cl oud-api -type identitref

+--rw cl oud-sec-id uint64
+--rw I nter-C oud- DDoS- capabilities
| +--rw capability-query bool ean
| +--rw mtigation-req bool ean
| +--rw nonitor-report bool ean

| +--rw nonitor-parns bool ean
| +--rw know edge- share bool ean
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+--rw cfg-attack-mtigate-policy* [policy-id]
+--rw policy-id uint64
+--rw policy-name string
+--rw cfg-active boolean //policy cfg active
+--rw cfg-mtigate-policy
| uses cfg-cloud-mtigate-policy
+--rw cfg-nonitoring-policy* [non-policy-id]
| +--rw non-policy-id uint64
| uses cfg-mtigate-nonitoring
+--rw opst at e- exi sts bool ean
+--rw cfg-cloud-capabilities
| uses i2nsf-capabilities
+--ro mtigation-opstate
| +--ro mtigation-policy* [policy-id]
| | +--ro policy-id uint32
| | +--ro status
| | | uses cloud-mtigate opstate

rpc:
+--x start-mtigation

+--%.stop-nitigation [ policy-id]

notifi cations:
+--n inter-cloud-capability-change
| ...
+--n policy-change

+--X reset opstate-counters

+--n opstate-reset
| ...
+--n mtigation-failure

Figure 1: ietf-i2nsf-cloud-DDos Mdel
Hi gh | evel yang structure

3.1.2. cfg-cfg-cloud-mtigate-policy sub-nodul e
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+--rw cfg-cloud-mtigate-policy* []
+--rw flood-rate-limt
| +--rw max-rate integer

+--rw syn-fl ood-nmitigation*
| +--rw SFM APP-nane string
+--rw tcp-fl ood-protecti on*
| +--rw TFP- APP-nane string
+--rw udp-flood-mtigation*
| +--rw SFM APP-nane string
+--rw max-connect-rate
+--rwinterval uin632

+--rw rate uint64

+--rw max- newconnect-rate
+--rw interval uint32

+--rw rate uint64

+--rw frag- packet-rate
+--rwinterval uint32

+--rw rate uint64

+--rw packet-rate

+--rw interval uint32

+--rw rate uint64

+--rw max- newconnect-rate
+--rwinterval uint32
+--rwrate ui nt 64

+--rw bl ack- hol e-functi on*
+--rw BPF- AP1- nane string
+--rw 32-type-rate

+--rw mtigation-type string
+--rwrate uint64

+--rw bgp-signals

+--rw 24-comuni ty bool ean
+--rw sl ash-24-renoval bpol ean

+--rw bgp-fl owspec-policy

uses fb-rib:ietf-fb-rib:bgp-fb-rib

Figure 2: Configured cloud mtigation policy

3.1.3. Operational

Hares & Moskowi t z

Hi gh | evel yang structure

state (cloud-mtigation_opstate)
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+--ro cloud-mtigate_opstate
+--r0 stats-reset-id ui nt 64
+--ro0 support-opstate [stats-pull-id]
| +--ro traffic-cnts bool ean
| +--ro mtigation-cnts bool ean
| +--ro sflownonitoring boll ean
| +--ro share-blacklist bool ean
+--ro traffic-cnts
| +--ro pkts-matched uint64
| +--ro bytes-natches uint64
+--ro mtigation-cnt
+--ro hit-flood-rate-limt uint64
+--ro used-sync-mitigation uint64

+--ro used TCP-fl ood ui nt 64
+--ro used UDP-fl ood ui nt 64
+--ro0 hit-connect-nmax ui nt 64

+--ro hit-newconnect-nax uint 64
+--ro hit-frag-packet-rate-nmax uint64

+--ro hit-packet-rate-nmax ui nt 64
+--ro hit-newconnect-rat e- max ui nt 64
+--ro used- bl ackhol e ui nt 64
+--ro used- bgp-signals ui nt 64
| +--ro used-24-community ui nt 64

| +--ro used-slash-24-renoval uint64
+--ro bgpfl owspec- st at ui nt 64
| wuses fb-rib:ietf-fb-rib:bgp-fb-rib
+--ro know edge-shari ng
+--ro current-blacklist* [blacklist-id]
| +--ro black-list-id uint32
| +--ro ipv4-address ipv4-addr
| +--ro ipv6-address ipv6-addr
| +--ro transport-port uintl6
| (need input on black list or
| exi sting yang nodel wth)

Figure x - Operational state

3.1.4. Configuring Montoring (cfg-mtigate-nonitoring nodul e)
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+--rw cfg-mtigate-nonitoring
+--rw opstate-nonitoring
| +--rwtraffic-stats bool ean
| +--rwdetail-stats bool ean
| +--rw sflowstats bool ean
| +--rw share-blacklist bool ean
| +--rw pub-sub-retrieve bool ean
| +--rwget-retrieve bool ean
+--rw sflowredirect [endpoint-id]
+--rw endpoi nt-id uint64
+--rw endpoi nt-nane string
+--rw sfl ow enabl ed bool ean
+--rw endpoint-ip i p- addr
+--rw start-tinme-sec uint64 //unix tinme second
+--rw stop-time-sec uint64 //unix time seconds

3.1.5. rpcs for Inter-C oud Yang Mdul e
rpc for Inter-C oud Yang nodul es

rpc:
+--Xx start-mtigation
| +--input
| | +--wcloud-nanme string
| | +--wcloud-api-type identitref
| | +--wcloud-sec-id uint64
| | +--wpolicy-id ui nt 64
| | +--wrequest-identifier uint64
| | +--wcfg-mtigation-type
| | +--w parans
|  +--output
| | +--w cloud-name string
| | +--wcloud-api-type identitref
| | +--wcloud-sec-id uint64
| | +--wpolicy-id ui nt 64
| | +--wcfg-mtigation bool ean
| | +--ro status identityref /reject, started, done
| | +--ro cfg-mtigation-type string
| | +--ro result-parans
| | | (choice based on type )
+--X stop-mtigation [policy-id]
| +--input
| | +--wcloud-nanme string
| | +--wcloud-api-type identitref
| | +--wcloud-sec-id uint64
| | +--wpolicy-id ui nt 64
| | +--wrequest-identifier uint64
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| | +--wcfg-mtigation-type string
| | +--ro result-parans
| | | (choice based on type )s
| +--output
| | +--ro cloud-nane string
| | +--ro cloud-api-type identitref
| | +--ro cloud-sec-id uint64
| | +--ro policy-id uint64
| | +--ro cfg-mtigation bool ean

July 2016

| | +--ro status identityref /reject, started, done

| | +--ro cfg-mtigation-type
| | +--ro result-parans
+--X reset opstate-counters
| +--input
| | +--w cloud-name string
| | +--wcloud-api-type identitref
| | +--wcloud-sec-id uint64

| | +--wpolicy-id ui nt 64
| | +--wrequest-identifier uint64
| +--output

| | +--ro cloud-nane string
| | +--ro cloud-api-type identitref
| | +--ro cloud-sec-id ui nt 64
| | +--ro policy-id uint64
| | +--ro request-identifier uint32
| | +--ro stats-reset-id ui nt 64

3.1.6. notifications for Inter-C oud Yang Modul e

This section describes the notifications that will be need to form
t he DDoS capabilities. However, these notifications are not yet in

t he yang nodul e.

notifications:
+--n inter-cloud-capability-change

+--n poliéy-change

+--n opstate-reset

+--n mtigation-failure

Hares & Moskowi t z Expi res January 9, 2017

[ Page 10]



I nternet-Draft I nter-C oud DDoS July 2016

3.2. Inmplenenting inter-Cl oud DDoS APl with Yang nodul e

The inplenmentation of the actions requested in Inter-C oud DDoS API
([1-D.fang-i 2nsf-inter-cloud-ddos-mtigation-api]) are the follow ngL

guery DDoS capabilities: APl specifies query/response pair (per [I
-D.fang-i 2nsf-inter-cloud-ddos-mtigation-api] section 4.1) This
is inplemented with the GET in Yang nodul e as requested in teh
APl . (per [I-D.fang-i2nsf-inter-cloud-ddos-mtigation-api]
section 4.2.11)) The first thing a O oud provider should query is
the variable: Inter-C oud-DDoS-capabilities/capability-query. |If
this value is true, then respondent provides cloud-capabilities
entry with all the capabilities it wll expose.

*  RESTCONF: CGET/ GET-response with array of mtigation DDoS
mtigation.

*  NETCONF: GET/ GET-response with array of mtigation

* Aternative 1. pub/sub subscription for DDoS capabilities after
the initial get.

Mtigation: APl specifies specifies action request/response pair on
based on a a pre-arranged agreenent that specifies a set of policy
rules (per [I-D.fang-i2nsf-inter-cloud-ddos-mtigation-api],
section 4.1.2 and section 4.2.2). This data nodel places the
policy rules in the cfg-attack-mtigate-policy array indexed by a
policy-id. The action request/response need to:

1. acknow edge the request

2. Execute a particular DDOS capability

3. second response with | ogged actions and mitigation status

The inpl enmentation of these functions are as foll ows;

*  NETCONF/ RESTCONF rpc "start-mtigation"” provides the two
responses based on activity. The rpc is described in the
section bel ow.

*  RESTCONF functions of POST, GET, PUT, DELETE provide the
add/ change/ del ete functions for a particular policy cfg-attack-
mtigate-policy indexed policy id.

*  NETCONF get, edit-config, and del ete provide the add/ change/

delete functions for a particular policy cfg-attack-mtigate-
policy indexed policy id.
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* Addition 1: Allow pub/sub as a nechanismfor a C oud provider
to provide notifications for policy opstate to renote C oud
provi der | 2NSF consuner.

* Addition 2: Al ow pub/sub as a nechanismfor O oud provider to
report changes in policy to renote cloud provicer

Monitor and Report Mtigation: The feature provides for the
nmonitoring and reporting of the a particular DDOS mitigation (per
[1-D.fang-i2nsf-inter-cloud-ddos-nitigation-api] section 4.1.3 and
section 4.2.3). This yang nodule utilizes the mtigation-opstate
whi ch provides a |ist of operational state per mtigation policy-
id. The "cloud-mtigate_opstate" grouping has a "stats-reset-id"
that inplenents an indicator if the stats have been reset. If the
stats have not been reset, the counters should be nonitonically
increasig. The operations to handl e add/ change/ delete for the
nmoni toring polcy are:

*  RESTCONF POST, CGET, PUT, and DELETE
*  NETCONF get, edit-config, and delete

*  NETCONF pub/sub that indicate if the renote side has
add/ changed/ del eted nonitoring policy.

The operations to pull large amobunts of nonitoring data shoul d
utilize the pub/sub push facilities.

Knowl edge sharing: Know edge sharing | ooks to obtain renote C oud
Providers black list. This renote black list is part of the
operational state retrieve (cloud-mtigate_opstate/ know edge-
sharing). The know edge-sharing capabilty indicates if the renote
side supports this. The cfg-mtigate-nonitoring grouping allows a
policy to be configured to share-blacklist the black |ist.

4. Oveview of Other Yang Mdul es referenced
This section review the other yang nodul es used by this node. This
section is provided for informational purposes. In the final
revision of this yang nodel this section should be renoved.

4.1. Filter-Based R B data nodel
The filter-based RIB [I-D.ietf-i2rs-fb-rib-data-nodel] stores policy
for flow specification configured in a node, distributed by |I2RS, and

recei ved or configured by BGP peers and installed in the kernel. It
is used by this nodel to store BGP fl ow specification policy received
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or locally configured so that it can be easily conpared with other
fl ow specification policy set in NSF devices.

Note: This section is provided for informational purposes. 1In the
final revision of this yang nodel this section should be renoved

The Hi gh level yang for the filter-based R B
Augnents rt: | ogical - network-el enents:\
1 ogi cal - net wor k- el enent : net wor k-i nstances: \
net wor k- i nst ance

ietf-fb-rib nmodul e
+--rwietf-fb-rib

+--rw defaul t-instance-nane string

+--rw default-router-id rt:router-id

+--rw config-fb-ribs

if-feature "config-filter-based-R B";
uses fb-ribs;

+--rwiz2rs-fb-ribs
if-feature "I 2RS-filter-based-Rl B";
uses fb-rib-t:fb-ribs;

+--rw bgp-fs-fb-ribs
if-feature "BGP-FS-filter-based-Rl B";
uses fb-rib-t:fb-ribs;

ietf-fb-rib nodul e
+--rwietf-fb-rib-opstate
+--rw defaul t-instance-nane string
+--rw default-router-id rt:router-id
+--rw config-fb-rib-opstate
if-feature "config-filter-based-RI B";
uses fb-rib-t:fb-ribs-oper-status;
+--rwi2rs-fb-rib-opstate {
if-feature "I 2RS-filter-based-RI B";
uses fb-rib-t:fb-ribs-oper-status;
+--rw bgp-fs-fb-rib-opstate
if-feature "BGP-FS-filter-based-Rl B";
uses fb-rib-t:fb-ribs-oper-status;

4.2. Packet ECA Policy
The packet eca policy yang nodel [I-D.ietf-i2rs-pkt-eca-data-nodel]

is used by the filter-based RIB and the | 2NSF capability nodel. The
hi gh |l evel yang for this nodel is described bel ow
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nodul e i etf-pkt-eca-policy
+--rw pkt-eca-policy-cfg
| +--rw pkt-eca-policy-set
+--rw groups* [ group-nane]
| +--rw group-nane string
| +--rwvrf-name string
| +--rw address-famly
| +--rw group-rule-list* [rule-nane]
| | +--rwrule-name
| | +--rwrule-order-id
| | +--rw default-action-id integer
| | +--rwdefault-resolution-strategy-id integer
+--rw rul es* [order-id rul e-nane]
+--rw order-id
+--rw rul e- nane
+--rw cfg-rule-conditions [cfgr-cnd-id]
| +--rwcfgr-cnd-id integer
| +--rw eca-event-match
| | +--rwtine-event-match*
| | | .. (time of day)
| +--rw eca-condition-match
| | +--rw eca-pkt-nmatches*
| | | ... (L1-L4 matches)
| | +--rw eca-user-nmatches*
| | | (user, schedule, region, target,
| | | state, direction)
+--rw cfg-rule-actions [cfgr-action-id]
+--rw cfgr-action-id
+--rw eca-actions* [action-id]
| +--rwaction-id uint32
| +--rw eca-ingress-act*
| | ... (permt, deny, mrror)
| +--rw eca-fwd-actions*
| | ... (invoke, tunnel encap, fwd)
| +--rw eca-egress-act*
[ ] .. .
| +--rw eca-qgos-actions*
| ] ...
| +--rw eca-security-actions*
+--rw pc-resol ution-strategi es* [strategy-id]
| +--rw strategy-id integer
| +--rwfilter-strategy identityref
| | .. FVMR ADTP, Longest-match
| +--rw global-strategy identityref
| +--rw mandatory-strategy identityref
| +--rwlocal-strategy identityref
| +--rwresolution-fcn uint32
| +--rwresolution-val ue uint32
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| +--rwresolution-info string
| +--rw associ at ed- ext - dat a*
| | +--rwext-data-id integer
+--rw cf g-external -data* [cfg-ext-data-id]
| +--rwcfg-ext-data-id integer
| +--rw data-type integer
| +--rwopriority uint64
| | wuses external-data-forns
| ... (other external data)
+--rw pkt-eca-policy-opstate
+--rw pkt-eca-opstate
+--rw groups* [ group-nane]
| +--rwrules-installed;
| +--rwrules_status* [rul e-nane]
| +--rw strategy-used [strategy-id]
|  +--rw
+--rw rul e-group-1ink* [rul e-nane]
| +--rw group-nane
+--rw rul es_opstate* [rul e-order rul e-nane]
| +--rw status
| +--rwrule-inactive-reason
| +--rwrule-install-reason
| +--rwrule-installer
| +--rwrefcnt
+--rw rul es_op-stats* [rul e-order rul e-nane]
I
I
|

+--rw pkts-mat ched
+--rw pkts-nodified
+--rw pkts-forward
+--rw op-external -data [op-ext-data-id]
| +--rw op-ext-data-id integer
| +--rwtype identityref
| +--rwinstalled-priority integer
| | (other details on external data )

4.3. Capability high I evel nodel
The foll ow ng yang nodel is available in
[1-D. hares-i 2nsf-capability-yang] and references
[I-D.ietf-i2rs-pkt-eca-data-nodel].

The Hi gh |l evel yang for the data noel
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ietf-i2nsf-capability
+--rw nsf-capabilities
+--rw capability* [nane]
+--rw nsf-nane string
+--rw cfg-net-secctl-capabilities
| uses pkt-eca-policy: pkt-eca-policy-set
+--rw cfg-net-sec-content-capabilities
| uses i2nsf-content-caps
| uses i2nsf-content-sec-actions
+--rw cfg-attack-mtigate-capabilities*
| uses i2nsf-mtigate-caps
+--rw | TResource [| Tresour ce- nane]
| uses cfg-ITResources

Figure 2: ietf-i2nsf-capabilities
Hi gh | evel yang structure
5.  YANG Modul es
TBD
6. | ANA Consi derations
TBD. This nodel will require URN assignnment for yang nodul e.
7. Security Considerations
Security concerns across-domain need to be discussed here.
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