






































































































































































































































































































































































































































































































































Note:

7
8

Connect Failed, Access Control Rejected

e Parent directory (default is [/usr/users])
e Password

The adduser command adds the new user account to the
/etc/password file, and sets up a home directory for the new user
containing the files .cshre, .login, and .profile.

In ULTRIX versions prior to 4.0, the adduser command does
not prompt for a password for the user, so be sure to use
the passwd command to specify a password for the user if
you want to prevent unauthorized access to the account.

If you are using an ULTRIX version prior to 4.0, use the following
command to specify a password for the account, substituting the
new user’s password for newpassword:

# passwd username

New password: newpassword

Retype new password: newpassword

The characters you type for the new password are not displayed on
the screen.

Try to log in to the user’s account with the new password.
For proxy access control problems, do the following:
1 On the source (local) host do the following:

a. Login to an account on the local host.

b. Log in to the superuser account.

€. Run ncp, and use the following command to display the
executor characteristics and determine if proxy outgoing is
enabled:

ncp> show executor characteristics

d. If proxy outgoing is not enabled, use the following ncp
commands to enable it in both the volatile and permanent
databases:

ncp> set executor proxy outgoing enabled
ncp> define executor proxy outgoing enabled

2 On the target (remote) host, do the following:

a. Run ncp, and use the following commands to display the
executor characteristics and determine if proxy incoming is
enabled:

ncp> show executor characteristics

b. If proxy incoming is not enabled, use the following ncp
commands to enable it in the both volatile and permanent
databases:

ncp> set executor proxy incoming enabled
ncp> define executor proxy incoming enabled
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¢. Display or edit the /etc/dnet_proxy file to make sure that it
has the correct, case-sensitive entries for the local host and
user.

d. If entries are missing from the /etc/dnet_proxy file or are
incorrect, edit the /etc/dnet_proxy file, using the following
format for the entries:

source: :user local_user

€. Run ncp and use the following commands to make sure
that the source (local) host is define in the volatile and
permanent DECnet databases:

ncp> set node hostname address aa.nnn
ncp> define node hostname address aa.nnn

9 Do the following to resolve problems due to default access
control information:

a.
b.

Log in to an account on the remote host.

Run ncp, and use the following command to display the default
user account:

ncp> show object object name characteristics

If the object does not have an account associated with it, use
the following command to create an account if a new account is
appropriate:

# adduser
Run ncp, and modify the object using the following command:

ncp> set object object name default user account_name
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Connect Failed, Unrecognized Object

symptoms

explanation

troubleshooting

strategy

troubleshooting
procedure

Users on an ULTRIX system receive the following message when trying to
access a remote host:

connect failed, unrecognized object

This is a DECnet-ULTRIX host problem involving the session layer on the
remote host. The connect failed message occurs when the object requested
is not defined in ncp, or if the requested object has file protection problems.

A H WON =

Check to see if the object is defined in ncp.

If the object is not defined, define it.

Check to see if the file specified for the object exists.

If the file for the requested object does not exist, create it.

Make sure that the protection specified for the file is correct.

Run ncp and use the following command to see if the object is defined
on the remote host.

ncp> tell remote-node-id show known objects

If the object is not defined, log in to the superuser account and run
ncp to define the object using the following command and additional
parameters as required:

ncp> set object object-id

If the object is defined, run ncp and use the following command on the
remote host to see if the object has a file specified:

ncp> tell remote-node-id show object object-id characteristics

Use the following command to see if the file specified for the object
exists.

# 1ls -1
If the file for the requested object does not exist, create the file.

Ensure that the protection on the specified file is correct. Generally,
world execute access is required for most objects.

Use the following commands to set the file protection:

# chmod a+x /usr/etc/fal
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Use the following commands to ensure that the directories above the

file (including the root (/) directory) also have the correct file protection
to allow access:

# cd /usr

# 1ls -1d etc
# chmod a+x etc

5-30




Connection Timed Out

Connection Timed Out

symptoms

explanation

troubleshooting
strategy

TCP/IP network users receive the following error when attempting any
TCP/IP-based network operation:

connection timed out

This message occurs when the TCP software attempts to make a
connection to the destination host, and does not receive any packets in
response to the packets it sends. Most often, connection timed out is the
result of a problem on the source or destination hosts, not a problem on a
host on the path between the two.

Potential causes for this problem are as follows:
¢ The destination host is not running.

¢ A host’s broadcast address or address mask is incorrectly defined in its
/etc/re.local file.

* The local host does not have its IP address properly defined in the
/etc/hosts file.

* ARP entries on the source or destination host are inaccurate.
* A cabling problem exists.
e A LAN problem exists.

¢ An intermediate router is not running, but the routing protocols have
not discovered this yet.

e A WAN problem exists.

A. Determine whether the problem is on the source host, the destination
host, or a host on the path between the two.

B. On the problem host, check for problems with the following:
— Broadcast address
— /ete/hosts file
— Hardware
-— ARP entries
— LAN connections

— WAN connections
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troubleshooting
procedure
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A. Determine whether the problem is on the source host, the
destination host, or a host on the path between the two.

1

Use the ping command to determine if the destination host is
running:

%
3

ping hostname

If the ping command returns the message, "hostname is alive,"
the destination host is operational. The destination host may
have just been coming up when the user tried to reach it
before, or the problem may be transient. Try the original
network operation again.

If the ping command returns the message, "no response from
hostname," continue with the next step.

Use the ping command to determine if the source host can reach
other hosts on its subnet.

%
]

ping hostname

If the source host can reach other hosts on its subnet, go to the
destination host, if possible. Use the ping command to see if
the destination host can reach other hosts on its subnet.

If you cannot physically check the destination host, or call
someone on the destination host to check its availahility, then
work with your local network administrator to try to determine
the status of the destination host.

— If the destination host can reach other hosts on its subnet,
then the problem may involve an IP router between the
source and destination hosts. Trace the routing path using
netstat (see Section 4.2.2) or traceroute (see Chapter 3) to
locate the problem host, and go to step B.

— If the destination host cannot reach other hosts on its
subnet, then the problem is on the destination host. Go to
the destination host and continue with step B.

If the source host cannot reach other hosts on its subnet, then
source host is the problem host. Go to step B.

B. Perform the following steps for the problem host.

The problem host may be the source host, the destination host,
or any host on the path between the source and destination
hosts, as you determined in step A or through tracing the path.

The following steps use the term "local" to refer to the host
on which you perform the action required. The term "remote"
refers to any host you try to reach using the action.

1

Confirm that the broadcast address and address mask for the
local host are properly setup in the /etc/rc.local file, and that the
network device is properly configured.



Note:

6
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If you are not sure what the broadcast address and address mask
is for the local host, check with the local network administrator,
and make any changes necessary in the /etc/rc.local file.

a. Use the following command to display the configured network
devices:
# netstat -i

b. If the network device is not configured, configure it using
the /etc/ifconfig command, using the following example as a
guideline:

# /etc/ifconfig ge0 ‘/bin/hostname‘ broadcast 16.0.255.255
netmask 255.255.0.0

Make sure the local host’s /etc/hosts file has the correct IP address

- for the local host.

If the IP address is incorrect, the local host can reach other hosts,
but other hosts that try to reach the local host receive connection
timed out.

Make sure the cabling from the local host to the network is intact
and properly connected.

Use the following netstat command to determine whether any
input or output errors exist.

% netstat -1

Input errors indicate that a host or hosts are sending bad packets.
Most likely, the problem is a hardware error on the host sending
the bad packets. Use a protocol analyzer or LTM to determine
which host is sending the bad packets.

Output errors indicate a hardware problem on the problem host.
Use the following uerf command to display errors, then call
Customer Services:

# uerf -R

If the remote host is connected to the local host through a
LAN connection, perform steps 5 through 8.

If the remote host is connected through a WAN connection,
go to step 9.

If the remote host is on the problem host’s LAN, use the following
arp command to delete the entry for the remote host from the
translation tables:

# arp -d hostname
Use the ping command to try to reach the remote host, as follows:

# ping hostname
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Because the translation tables no longer contain an entry for the
remote host, the ping command generates an ARP request for the
remote host to reply with its Ethernet address.

s If the remote host is available, it responds with its Ethernet
address and the message, "hostname is alive," indicating it is
reachable through IP. Try the original network operation again.

Note: If you are performed this step on a host on the
routing path, continue tracing the routing path. If
you encounter another problem host, go to that host,
and repeat step B for that host.

¢ If the remote host is not available, the ping command returns
the message, "no response from hostname." Continue with the
next step.

Note: The recommendations section for this problem provides
additional information on ARP-related problems.

7 Verify that the local host’s software connection to the network is
working properly by using the ping or rlogin command to see if the
local host can reach other hosts on the local network.

8 If you can not get to other directly-connected hosts, a LAN problem
such as LAN segmentation, a babbling device, or a broadcast storm
may exist.

Use tools such as LAN Traffic Monitor, NMCC/VAX ETHERnim,
or DECmcc Management Station for ULTRIX to isolate the
problem, and see the troubleshooting procedures in this chapter for
"LAN Segment Communication Problem," "Babbling Device," and
"Broadcast Storm."

Note: If the remote host is connected to the local host through a
WAN connection, perform steps 9 through 12.

9 If the furthest host you were able to reach when tracing the
routing path is connected through a point-to-point link (WAN), use
the following netstat command to display errors on that host:

% netstat -i

¢ If the netstat command displays no errors, the network
connections are working properly, but the remote host may
be down.

* If the netstat command displays input or output errors, a host
modem, wire, or cable is sending bad packets or corrupting
packets. Continue with the next step, performing modem
loopback tests to determine if the problem is one of the
following:

— Local or remote hardware
— Common carrier circuit between hosts
— Cabling between the modem and the interface

— Local or remote modem
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10 Perform local loop tests on the modems at both the local and
remote ends.

If either the local or remote modems fail, this is the source of the
connection timed out problem. Replace the failing modem, and try
the original network operation again. Otherwise, continue with
the next step.

11 Put the modem on one end in remote loop mode and do a remote
loop self test to test the modem’s operation with the common
carrier circuit.

If this test succeeds, go to step 12.

If the local loop self test had succeeded both the local and remote
ends, and the remote loop self test fails, the common carrier circuit
is out of order.

Call the common carrier for repair service.

12 Use a breakout box to make sure that the cables are connected
and the signaling is correct on both the local and remote ends, and
that both ends can transmit and receive data. Repair any broken
cables.

recommendations

Note:

In solving this problem, you may find that an intermittent or transient
problem may have caused the original connection timed out message.

If your site uses tools that record historical data, check to see if any
thresholds were reached or surpassed. These threshold values might
have caused the connection timed out message.

ARP tables can contain inaccurate entries, due to the way some
systems perform ARP cache timeouts. Inaccurate ARP entries can
occur in the following cases:

— When a host’s Ethernet interface is replaced
— When DECnet starts on a host

— When a system running DECnet reboots, but does not restart
DECnet

To help isolate inaccurate ARP entries, check to see if various hosts
on the same Ethernet can reach another host on the Ethernet. For
example, if Host X can reach Host Y, but Host Z cannot reach Host Y,
check the ARP entries for Host Z.

To solve problems due to inaccurate ARP entries, remove the old ARP
entry from the translation tables using the arp -d command.

Problems can also occur with ARP entries on hosts running
both DECnet and TCP/IP, if the software is not started in the
proper order. If a host is running both DECnet and TCP/IP,
make sure the DECnet software starts first, so that IP never
propagates the non-DECnet Ethernet address through ARP.
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When Phase IV DECnet starts, it modifies the Ethernet
hardware address with a six-octet DECnet address, even if
another protocol is already started and is using the address.
DECnet must modify the Ethernet address to be able to
function on the Ethernet controller.

If a host is running only TCP/IP, its ARP eairies are based on
the unaltered Ethernet address. If the host then starts DECnet
(which changes the Ethernet address), all the existing ARP
entries become incorrect.

DECnet Ethernet addresses start with AA-00-04-00. The last
two octets of the Ethernet address are the DECnet node
address.
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Device Not Mounted

symptoms

explanation

troubleshooting
strategy

troubleshooting
procedure

Users receive the following error message when attempting to perform any
network operation:

Device not mounted.

This is a DECnet-VAX problem is related to the local node. When DECnet
starts, SYSGEN loads the necessary drivers, and creates and mounts the
NETO device. However, this message shows that DECnet is not running,
because a network application attempted to open the NETO device to
perform a DECnet operation, but the device is not mounted.

To resolve this problem, start DECnet. If starting DECnet does not resolve
the problem, check to see if NETACP is running.

1

Use the following command to determine if the NET devices are
loaded:

$ SHOW SYSTEM

If NETACP is one of the process names listed, the devices are loaded
and DECnet is running.

If the NET devices are not loaded, use the following command to start
DECnet:

$ @SYS$SMANAGER:STARTNET

If the previous command returns an error, it may be due to
problems with the LOADNET.COM file. Do the following to resolve
LOADNET.COM problems:

a. Make sure that the LOADNET.COM file exists.

The STARTNET.COM file calls the LOADNET.COM file, and, if
the LOADNET.COM file does not exist, the STARTNET procedure
fails.

Run NCP, and use the following command to stop the network:
NCP> SET EXECUTOR STATE OFF

Exit NCP, and use the following command to display command
lines and data lines from the STARTNET procedure:

$ SET VERIFY

Resolve any problems indicated by the command and data lines
from the STARTNET procedure.

Use the following command to restart the network:

$ @SYSSMANAGER:STARTNET
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4

If starting DECnet does not resolve the problem, something more
complex is occurring. Check to see if NETACP is running, using the
following command:

$ SHOW SYSTEM

Look for the NETACP process. NETACP must be running for the
network to be running. If NETACP is not running, check to see if the
image has been corrupted, or whether you have defined a logical name
for NET. If you have a logical name definition for NET, the network
cannot start because DECnet uses NET as a device name.

Other factors that may interfere with NETACP include the 'following:
¢ Insufficient quotas

* Incorrect system parameters, such as the number of process slots
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Dialup Problems

symptoms Users cannot dial up to a remote node.

explanation This symptom indicates a cross-category problem.

The failure of dialup connections may be due to a problem with any of the
following:

¢ Local end

* Remote end

¢ Telephone lines
* Modems

¢ Connecting cables

troubleshooting To solve this problem, evaluate and repair each of the potential problem
strategy areas in this order: first the local end, then the remote end, and finally
the telephone lines.

Make sure that the set up parameters (such as speed, parity, modem
control, and so forth) on the local and remote ends are properly defined.
Ensure that the telephone lines are operational.

troubleshooting
procedure 1  On the local end, make sure that the speed, parity, bits, modem

control, flow control, and other terminal characteristics are set up
properly for the type of modem you have.

Note: The following example shows how to set these parameters for a
VAX/VMS system using a DF242 modem.

$ SET TERMINAL/PERMANENT/MODEM/DIALUP/HANGUP/SPEED=xxxx ttal:
$ SET HOST/DTE ttal:
REM-I-TOEXIT, connection established, type ~\ to exit
~B
Ready

Note: If the process fails, check the settings and cabling from the
modem to the device. If a response other than "Ready" comes
back from the modem, the problem is probably with the

modem. Consult the modem manual for further information
on how to resolve this problem.
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Dial the number to the remote node.

If successful, the following message is displayed:

Attached (Speed:2400)

L]

If you get the "Attached" message, but not a login prompt such as
"Username:", check the terminal server or VAX node at the remote
end to be sure that the terminal port is set up properly.

If you get a message other than "Attached,” plug a telephone
handset into the local telephone line to check for a dial tone.

— Ifyou hear a dial tone, the telephone line is working. Continue
with step 3.

— If you do not hear a dial tone, call your local carrier to fix this.
problem.

If you get no message, make sure that the cabling between the
local system and the modem is intact, and that the local system
and the modem do not have hardware problems. Continue with
step 3.

If you get a dial tone, do the following to further isolate the problem:

a.

If the modem has local loopback capabilities, use the local loopback
and type characters on the local node or terminal’s keyboard.

e If the characters echo back on the local system, connectivity
is intact between the local system and the modem, and the
modem parameters are properly set. Go to step 4.

¢ If the characters do not echo back, use a loopback connector
or breakout box at the back of the local terminal or node, then
type characters again.

If characters echo back on the local system now, the local
system is operating but the cable between the modem and the
DTE is faulty, or there are set up problems (such as bits per
character, parity and speed settings) between the DTE and
DCE. If the characters do not echo back, the DTE is faulty.

If your modem does not have local loopback capabilities, do the
following to isolate the problem:

If either the local or remote end is connected to a terminal server
or VAX, temporarily connect a terminal directly to the modem
interface so that you have a terminal at each end to use for testing.

Verify that the interface accepts connections by checking to see
that the characters you type at one of the terminals are also
displayed on the terminal attached to the other end of the modem.
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c. Check the display on the modem.

If the modem is operating properly, the modem displays data
terminal ready (DTR) and data carrier detect (DCD) signals. If the
modem does not display the DTR and DCD signals, use a breakout
box to check the signals between the modem and the interface.
The normal progression of RS232 signals between the modem and
the interface is as follows.

1 Ring indicator (RI, pin 22) toggles on and off to the DTE.
2 DTE responds with data terminal ready (DTR, pin 20).

Note: When the DTE answers the ring indicator and responds
with DTR, RI stops toggling.

3 Modem responds with data carrier detect (DCD, pin 8) and
data set ready (DSR, pin 6).

4 Data passes until the connection ends.
5 DTE disconnects and the DTR stops.

4 From another handset, dial the local telephone line. If the local
telephone rings and you can carry on a conversation, then the
telephone line on the local end is good.

If you can not pass voice traffic, or if there is no ring, call your local
carrier to fix this problem.

5 Repeat steps 2 and 3 on the remote node to resolve problems with the
remote end.
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Host Is Unreachable

symptoms
explanation

Note:
troubleshooting
strategy

Users on TCP/IP networks receive the following message when trying to
access a remote host:

host is unreachable

This is a DECnet-ULTRIX problem, resulting from any of the following:
¢ The remote host is not available because it is not up and running.
* The local host’s routing information for the remote host is incorrect.

¢ The local host has a problem that prevents it from communicating
with any other hosts on the network.

¢ The destination network or the remote host has a problem that does
not prevent the local host from reaching the destination network, but
prevents the local host from reaching the destination host on that
network.

If the remote host is up and running, but you still cannot reach it, the
problem may be caused by any of the following:

* Misconfigured or unconfigured network devices

¢ (Cabling or connection problems

* Improper routing table setup

* Failure to set up routing tables

* Routing daemon problems

This message may not indicate a problem. Routers along the path

to the remote host might have security features enabled that
prevent you from reaching the remote host.

Assuming that the remote host is up and running, make sure that the
following are correct:

A. Configuration of the network devices on the local host
B. Routing tables on the local host

C. Remote host’s address-to-name translation on the local host, including
the ARP translation for the Ethernet address to IP host name

D. Configuration of the network devices on the remote host




troubleshooting
procedure

Host Is Unreachable

A. Make sure that the network devices are configured properly on the
local host, using the following steps:

To check the configuration, you need to know the netmask and
broadcast address for your network. The /etc/ifconfig command sets up
the network devices. At system startup, the /etc/rc.local file configures
the network devices.

1

Use the following command to display the configured network
devices:

# netstat -i

If the necessary network device is not configured, configure it
using either the /etc/ifconfig command or the netsetup command as
follows:

To configure the network device with the /etc/ifconfig command,
use the following example as a guideline:

# /etc/ifconfig ge0 ‘/bin/hostname‘ broadcast 16.0.255.255
netmask 255.255.0.0

This example configures a DEQNA for network 16, with the
second octet of the address set for subnet addressing.

To configure the network device with the netsetup command,
log in to the superuser account.

For first time configurations, use the following command:

# /etc/netsetup install

For all existing configurations, use the following command:
# /etc/netsetup

The netsetup program prompts you for information about
the remote host, and adds the information you supply to the
/etc/re)ocal file. The changes you make take effect when you
reboot the system.

B. Check the local host’s routing tables, remembering that routing can
occur through a host-specific route, a route specified for the destination
network, or a default route.

See Figure 1-28 for a flow chart illustrating IP routing.
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Use the following command on the local host to display the
contents of the routing tables.

# netstat -r

If the routing tables show Go to
this routing information this step
A host-specific or destination network route Step 2
A default route Step 3
No route information Step 4

If the routing tables show a host-specific or destination network
route for the destination host, use the ping command to see if the
IP router specified is reachable.

# ping IP_router_name

¢ If you cannot reach the IP router, make sure that the local
host’s cabling to the network is intact, and do the same for the
IP router’s cabling to the network.

* If you can reach the IP router, obtain the routing information
from the router, and go to the table in step B1. The table
in step Bl specifies what to do based on the type of routing
information in the routing tables.

If the netstat command shows a default route, use the ping
command to see if the default IP router is reachable:

# ping IP_router name

e If the IP router is not reachable, make sure that the local
host’s cabling to the network is intact, and do the same for the
IP router’s cabling to the network.

¢ If the IP router is reachable, obtain the routing table from the
router, and go to the table in step B1. The table in step Bl
specifies what to do based on the type of routing information in
the routing tables.

If no route exists to the destination, add a route.

You can run the routing daemon to add routes automatically or use
the route command to add the specific route manually to a router.

Using the routing daemon to add routes automatically

a. Use the following command to see if the routing daemon
(/etc/routed) is running:

# ps -aux | grep routed
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The following example of output from this command shows
that routed is running in quiet mode. @

root 77 0.0 0.8 204 882 s @ 4:42 /etc/routed -q
root 7255 0.0 0.3 40 32 pl S 0:00 grep routed

b. If the routing daemon is running, but there are still no routes,
the local host is not receiving the routing updates.

Check the local host’s cabling to the network.

c. If the routing daemon is not running, but should be, run the
routing daemon in quiet mode as follows:

# /etc/routed -gq

d. Make sure that the /etc/routed - command is in the
/ete/re.local file.

e. Wait a couple of minutes to allow for the routing tables to be
filled and try to reach the remote host again.

If you still get the host is unreachable message, go to step
B1, and repeat the procedure, now using the updated routing
tables.

‘Using the route command to add a route manually

a. To add a default route to a stable IP router, use the following
command:

Note: Use an IP router that is only one hop away.

# route add default "ip router_ name" 1
b. Try to reach the remote host again.

c. If you still get the host unreachable message, go to step B1,
and repeat the procedure.

C. On the local host, resolve any problems with the ARP entry for the
remote host. '

1

Clear the ARP table entry for the remote host using the following
command:

# arp -d hostname

Use the procedures in the "Unknown Host" problem in this chapter
to make sure that the IP address is correct for the hostname.

Try to connect to the remote host.

If the connection fails, perform the procedure in step A, then go to
step 5.

If you make changes when you use step A, use the following
command to clear the ARP table entry for the remote host:

# arp -d hostname
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6 Check the ARP table to see if the entry is correct, using the
following command:
# arp hostname
If the arp command shows no translation, the remote host is not
responding, and may be down.

D. Log in to the remote host, and make sure that the network devices on
the remote host are properly configured using the procedure in step A.
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Insufficient Resources at Remote Node

symptoms

explanation

Note:

troubleshooting
strategy

Users receive the following message when attempting any network
operation:

%$SYSTEM-E-REMRSC, Insufficient system resources at remote node

This symptom indicates a DECnet-VAX node problem that results from
the remote node rejecting a connection because it does not have enough
resources to process the request. The message can be caused by the
following parameter values:

¢ SYSGEN parameter, MAXPROCESSCNT
* NCP parameters, MAXIMUM LINKS and ALIAS MAXIMUM LINKS
e AUTHORIZE parameters, MAXJOBS and MAXACCTJOBS

The current settings for these parameters may not be sufficient. For
example, the NETACP page file quota may be exhausted, and may need
to be modified. The NETACP page file holds the NCP node database.
As the number of nodes in the database increases, the page file quota
requirements for NETACP increase as well.

This message may not indicate a problem. The parameter values
may be set intentionally to disallow network connections beyond a
certain number. If someone on the remote node logs off, the local
user trying to establish a connection to the remote node may be
successful.

Be sure you understand the reason for the current setting before
you take any action to solve this problem.

A. To resolve problems related to the MAXPROCESSCNT parameter, do
the following:

1 Check the number of free process slots.

2 Check the current value of MAXPROCESSCNT.
3 Increase the value of MAXPROCESSCNT.

4 Execute AUTOGEN.COM.

B. To resolve problems related to the MAXIMUM LINKS and ALIAS
MAXIMUM LINKS parameters, do the following:

1 Check the current values for MAXIMUM LINKS and ALIAS
MAXIMUM LINKS on the remote node.

Check the number of links in use at the remote node.

Increase the values for MAXIMUM LINKS and ALIAS MAXIMUM
LINKS, if necessary.
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troubleshooting
procedure

To resolve problems related to the NETACP page file quota, do the

following:

1
2

Check the current page file quota value.

If the page file quota value is 0, then increase the value, shut down
and restart the network.

To resolve problems related to MAXJOBS and MAXACCTJOBS, do the

following:

1

Check the current values for MAXJOBS and MAXACCTJOBS
specified in the SYSUAF file for the user who received the
insufficient resources error.

Use AUTHORIZE to increase the values, if necessary and
appropriate.

. Do the following to display the current value for
MAXPROCESSCNT, and to increase the value, if necessary:

1

Note:

Use the following command on the remote node to determine the
total number of process entry slots, as well as the number of free
process entry slots:

$ SHOW MEMORY

The MAXPROCESSCNT value determines the maximum number
of process entry slots to be allocated. The default is 32. The
maximum is 8192.

The default value for MAXPROCESSCNT normally is sufficient.
However, if there have been changes to the system since it was

booted, you may need to increase the MAXPROCESSCNT value.
For example, if the workload and number of users has changed,
you may require a higher number of processes.

Edit MODPARAMS.DAT to include the following line, which
increases the values for MAXPROCESSCNT:

MAXPROCESSCNT=n

Execute the AUTOGEN.COM file to cause the changes to take
effect.

The AUTOGEN.COM command procedure reboots the
system. Be sure you really want to reboot the system at
this time before you execute the following command:

$ @SYS$UPDATE:AUTOGEN GETDATA REBOOT NOFEEDBACK
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B. Do the following to display the current values for MAXTMUM
LINKS ! and ALIAS MAXIMUM LINKS?, and to increase the
values if necessary:

1 Run NCP on the remote node, and use the following command to
display the values for MAXIMUM LINKS and ALIAS MAXIMUM
LINKS:

NCP> SHOW EXECUTOR CHARACTERISTICS

2 Use the following NCP command on the remote node to display the
known links:

NCP> SHOW KNOWN LINKS

3 Count the number of links, and compare that number with the
results of the SHOW EXECUTOR CHARACTERISTICS command.
If the number of known links equals the value for MAXTMUM
LINKS or ALIAS MAXIMUM LINKS, use one of the following
commands to increase the maximum links value:

e If the insufficient resources message occurred when the
user was connecting to a cluster alias, increase the ALIAS
MAXIMUM LINKS value on the cluster using the following
command:

NCP> SET EXECUTOR ALIAS MAXIMUM LINKS n

e If the insufficient resources message occurred when the user
was connecting to a nonalias node, increase the MAXIMUM
LINKS value using the following command:

NCP> SET EXECUTOR MAXIMUM LINKS n

C. Do the following to check the page file quota value, and to
increase it, if necessary:

1 Use the following command to display the process identification
number (PID) for the NETACP process:

$ SHOW SYSTEM

2 Use the following command to display the current value for the
page file quota value:

$ SHOW PROCESS/ID=netacp pid/QUOTAS

3 If the page file quota is 0, increase the value specified for
NETACP$PAGE_FILE, using the following DCL command. Note
that the default NETACP$PAGE_FILE value is 8192.

$ DEFINE/SYSTEM NETACPS$PAGE FILE value

1 The MAXIMUM LINKS value determines the maximum number of logical links permitted on a node simultaneously. You
must consider the network configuration when determining an appropriate setting for the MAXIMUM LINKS parameter.
However, a reasonable range for most networks is 25 to 50. The maximum value for MAXIMUM LINKS is 960. You must
reduce this value to 512, however, if you also specify the ALIAS MAXIMUM LINKS parameter.

2 The ALIAS MAXIMUM LINKS value determines the number of logical links permitted simultaneously on the cluster
alias node. The maximum value for ALIAS MAXIMUM LINKS is 200. The default value is 32. If you specify ALIAS
MAXIMUM LINKS, the maximum value permitted for the MAXIMUM LINKS parameter is reduced.
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4 To cause the NETACP$PAGE_FILE value to be permanently
changed, modify the SYSTARTUP.COM file with the new value,
and execute the SYSTARTUP.COM file before STARTNET.COM
executes.

5 Run NCP, and use the following command to shut down the
network:

NCP> SET EXECUTOR STATE OFF

6 Use the following command to restart the network:

$ @STARTNET.COM

D. Do the following to check the MAXJOBS and MAXACCTJOBS
values for the user who received the insufficient resources
error, and to increase the values, if necessary and appropriate:

1 Run the Authorize Utility and use the following command to
display information about the user’s account:

UAF> SHOW user-id

2 Check the current values for MAXJOBS and MAXACCTJOBS.

MAXJOBS specifies the maximum number of batch, interactive,
and detached processes that may be active at one time.

MAXACCTJOBS specifies the maximum number of batch,
interactive, and detached processes that may be active at one
time for all users who are on the same account as the specified
user.

A value of 0 for MAXJOBS or MAXACCTJOBS indicates that an
unlimited number of batch, interactive, and detached processes
may be active at one time.

3 If an increase in the values is necessary or appropriate, use the
following command to modify the values:

UAF> MODIFY user-id/MAXJOBS=n/MAXACCTJOBS=n

recommendations Some network servers (such as VIX and VAX Notes) can be heavily used.
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As a result, users who try to connect to these servers may encounter
the insufficient resources message. You may want to allow more links to
these servers by specifying a higher MAXIMUM LINKS value. However,
specifying a higher MAXIMUM LINKS value can adversely affect
performance, so weigh your decision to provide more links against the
performance needs of the local users.
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Invalid Parameter Value

symptoms

explanation

troubleshooting
strategy

troubleshooting
procedure

While starting- DECnet, the system displays the following message from
NCP:

$NCP-W-INVPA, Invalid parameter value, Physical Ethernet address
Line = xxX-n

This symptom indicates a DECnet-VAX node problem that results from
protocols (such as LAT, DECelms, customer-written applications, or other
Ethernet applications) starting before DECnet. Usually, this is because
the LTLOAD.COM file is called before STARTNET.COM.

Make sure that DECnet starts first. To do this, stop all other protocols,
restart DECnet, and then restart the other protocols.

1 Use the following command to see if other protocols are running,
specifying the device type as one of the following:

Device-type

designation Device

XE DEUNA, DELUA

ET DEBNA

XQ DEQNA, DELQA, DESQA
ES DESVA

$ SHOW DEVICE device-type

The display from this command shows the device name and its current
status.

2 Make sure that SYSSMANAGER:LTLOAD.COM is called from

SYSTARTUP.COM, and is called after STARTNET.COM. To do this,
make sure that the SYS$SYSTARTUP.COM file contains the following
lines, in the following order:

@SYSSMANAGER: STARTNET . COM
@SYS$SMANAGER: LTLOAD.COM

Or, you can submit a user-specified command file that contains the
preceding commands in the correct order.

3 Run LATCP, and use the following command to stop the LAT protocol:

LCP> STOP NODE
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4 Use the following command to execute the STARTNET.COM file and
restart the network:

$ QSTARTNET.COM

5 Use the following command to execute the LTLOAD.COM file and
restart the LAT protocol:

$ QLTLOAD.COM
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LAN Bridge Cannot Downline Load

symptoms

explanation

troubleshooting
strategy

troubleshooting
procedure

A LAN Bridge 100 or 150, intended to be used as a LAN Traffic Monitor,
cannot downline load.

This symptom indicates a LAN problem involving MOP protocol. The
bridge has successfully completed the self test, but cannot downline load
the LTM image due to a problem with the bridge setup, or with the load
host.

1 Verify the setup of the bridge.

2 Check the load host for problems preventing it from downline loading
the LTM software.

3 Use either DECelms or the switches on the bridge to correct the setup
and enable the bridge to downline load. (Do not use both DECelms
and the switches.)

1 Do one of the following to verify the hardware version:
® Check the metal tag on the bridge for the hardware version.

¢  Run DECelms, and use the following command to 'display the
hardware version:
ELMS> USE bridge-id
ELMS> SHOW CHARACTERISTICS
To be able to downline load and function as a LAN Traffic Monitor,
the bridge hardware must be at least Rev. E. The display shows
various bridge characteristics including the ROM firmware version.
A firmware version of 2.0 or greater equates to hardware Rev. E.

2 Use the following NCP command to see if circuit service is enabled on
the host node:

NCP> SHOW CIRCUIT circuit-id CHARACTERISTICS

If circuit service is not enabled, use the following NCP commands to
enable it:

NCP> SET CIRCUIT circuit-id STATE OFF

NCP> SET CIRCUIT circuit-id SERVICE ENABLED
NCP> SET CIRCUIT circuit-id STATE ON
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Note: The following command is optional. It enables service for the

circuit in the NCP permanent database. However, you may not
want to permanently enable service for the circuit due to the
effect it has on performance.

NCP> DEFINE CIRCUIT circuit-id SERVICE ENABLED
Make sure that the cabling is connected securely.
Check the bridge indicator lights.

When the bridge is set up to function as a bridge, the indicator lights
normally operate as follows:

a. When you turn the bridge on, all the lights go on briefly, then all
go out except the DC OK light.

b. After about 15 seconds, the self test completes and the SELF TEST
light goes on.

c. After about 30 seconds, the ONLINE light goes on, unless the
bridge is in a loop with another bridge or repeater connecting the
two segments. In this case, the bridge may go into BACKUP state,
and the ONLINE light may not come on.

d. Finally, the activity lights begin blinking to indicate network
activity. If the network is very busy, the lights blink very quickly
and appear to be on continuously.

However, when the bridge is set up to function as a LAN Traffic
Monitor, and the LTM software has been loaded, the ONLINE light
blinks on and off in a pattern. This pattern indicates that the bridge
is operating as a LAN Traffic Monitor.

If the bridge is intended to operate as a LAN Traffic Monitor, but the
ONLINE light is not blinking, insert loopback connectors into the A
and B ports, wait about 45 seconds, and check the lights again.

Table 5-3 shows the status of the bridge when various indicator lights
are on.

Table 5-3 LAN Bridge 100 or 150 Indicator Lights

Indicator lights Status
SELF TEST is off The bridge has a hardware problem.
ONLINE, DC OK, and SELF TEST are The bridge is set up to function as a
on, and ACTIVITY lights are blinking bridge.

approximately once per second

SELF TEST and DC OK are on, ONLINE is  The bridge is set up for downline
off, and the activity lights are blinking loading and use as a LAN Traffic

Monitor.

If the indicator lights show that the bridge is not set up properly for
downline loading, use DECelms or the switches on the bridge to set up
the bridge for downline loading.
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7 Make sure that the downline load switch (nmumber 5) is disabled (UP).

Note: You can use either DECelms or the bridge switches. Do not
use both for the same load. Step a, as follows, describes how to
use DECelms to set up the bridge for downline loading. Step b
describes how to use the bridge switches.

a. To use DECelms to set up the bridge for downline loading, do the
following:

i

ii

iii

Note:

iv

Use the following command to specify the environment for the
remaining commands of this procedure:

ELMS> USE bridge-id

Use the following command to set the software downline load
request flag:

ELMS> SET LOAD SWITCH TRUE

For a LAN bridge 150, you can also specify a password with
this command.

Use the following command to specify the downline load file
name:

ELMS> SET LOAD FILE "filename"

The file name must be exactly 10 characters long.

For a LAN bridge 150, you can also specify a password with
this command.

Use the following command to cause DECelms to reset itself
with the new information you specified:

ELMS> INIT

b. To use the bridge switches to set up the bridge for downline
loading, do the following:

i

Note:

ii

Clear the downline load switch and downline load information
in NVRAM using the following steps:

The following procedure sets all bridge parameters to
the default settings. If you do not want to reset all the
parameters, use DECelms instead.

Press switch 2 (NVRAM RESET) down.

Turn the bridge off.

Turn the bridge on.

When the self test completes, turn the bridge off.
e. Press switch 2 (NVRAM RESET) up.

Make sure that the load host is properly set up, as described in
the LTM installation documentation.

e o oo
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iii Connect at least one port to the same LAN or extended LAN as
the load host. You can connect the other port to another LAN
segment, or insert a loopback connector in it.

iv  Set the bridge switches as follows:

Note: For switches 3 and 4, you need not set both switches
as long as you set the port switch that is in the same
segment as the load host.

Table 5—4 shows the switch settings for the LAN Bridge 100 or
150.

Table 54 LAN Bridge 100 or 150 Switch Settings

Switch

Number Name Setting
1 Manufacturing Mode Up (Off)
2 NVRAM Reset Up (Off)
3 Port A Access Down (On)
4 Port B Access Down (On)
5 Downline Load Down (On)
6 Not Used Up (Off)

v Turn the bridge on.

The load takes less than five minutes, unless the load host is
extremely busy.
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LAN Segment Communication Problem

symptoms

explanation

troubleshooting
strategy

All the systems on a LAN segment are unable to communicate with
systems beyond their segment. However, all the systems on the isolated
LAN segment can still communicate among themselves.

This symptom indicates a LAN problem involving the physical layer. The
symptoms could be related to problems causing a bridge or repeater to
segment.

Bridges connect Ethernet LANs to create extended LANSs, and repeaters
connect Ethernet segments to expand a LAN. Bridges keep the traffic
between systems on a LAN segment within that LAN segment, and

out of the general network traffic on the extended LAN. Restricting
network traffic this way keeps segment traffic to a minimum and prevents
unnecessary traffic from entering the extended LAN. Repeaters do not
isolate traffic; however, if a repeater detects faulty signals that cause a
high number of collisions, the repeater automatically stops repeating the
signals until it detects good signals again.

Potential causes of this problem include the following:

¢ QOccasionally, a repeater or bridge may fail, or may be disconnected
accidentally, causing an entire segment to become isolated from the
rest of the extended LAN.

e A problem may exist on the LAN on the other side of the device (for
example, a babbling device) that causes the bridge or repeater to
segment.

¢ A faulty H4000 tap for the bridge or repeater may cause the device to
segment.

To begin solving this problem, use your knowledge of the network
topology, and your network map to isolate the source of the problem to the
interconnecting device for the isolated LAN segment. After you determine
the device that is causing the problem, continue with the following steps:

¢ For bridge problems at sites where DECelms is available, use step A.

* For bridge problems at sites where DECelms is not available, use step
B.

¢ For bridge problems at sites using ETHERnim, use step C.

* For repeaters (including DEREP and DEREN (Ethernet Repeaters),
DEMPR (ThinWire multiport repeater), and DESPR (ThinWire
singleport repeater), use step D.

* For H4000 problems, use step E.
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troubleshooting
procedure
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A. If DECelms is available at your site, do the following to check

the bridge:

1

Run DECelms, and use the following command to verify that the
bridge lines are operating and are in the FORWARDING state:

ELMS> USE bridge_id
ELMS> SHOW KNOWN LINES STATUS

The display shows line characteristics for the lines on the bridge,
and whether the lines are in the forwarding state.

Use the following command to display the bridge counters:
ELMS> SHOW COUNTERS

The value for the bridge seconds counter tells you how long the
bridge has been running.

At sites where several users have access to the DECelms software,
another user may have mistakenly set up the bridge to filter all
packets destined for certain addresses. If you suspect this is the
case, use the following command to verify the forwarding database
status on the bridge:

ELMS> SHOW ADDRESS address
The display shows the forwarding entry for the address specified.
Check the display for the destination address.

The designation NONE means that the bridge does not forward
packets to that address. If the designation is NONE, do the
following:

a. Make sure that the bridge should be forwarding packets to
that address.

Sometimes packet forwarding is intentionally disabled for a
particular address.

b. If packets should be forwarded to the address, use the following
command to enable the bridge to forward packets to the
address:

ELMS> REMOVE ADDRESS address PASSWORD password

In the normal course of operation, the bridge learns the correct
action to take for packets destined for this address.

. If DECelms is not available at your site, do the following to

check whether the bridge is off line for segmentation:

1
2
3

Go to the bridge for the isolated LAN segment.
Make sure that the power is on.

Make sure that the cable connecting the bridge to the H4000
transceiver or DELNI is properly connected.
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Check the indicator lights on the bridge.

Normally, the activity lights blink on and off for each packet

sent. If the bridge is processing many packets, the lights are on
continuously. This is not unusual, and does not indicate a problem.
However, if the lights are off, there is probably a hardware or
power problem with the bridge.

If the activity lights are off, replace the bridge.

If the ONLINE light is off, try to connect with a network node on
the other side of the bridge to make sure the bridge is not in a loop
configuration with another bridge or repeater (and is in a backup
state). If the connection succeeds, there is a loop, and this bridge
is in backup mode. In this case, the loop is not a problem. If a
failure occurs on the network, this bridge changes from backup to
online mode.

If no unexpected loops exist and the problem persists, replace
the problem bridge with another bridge to verify if the problem
is hardware related. If the new bridge functions properly, the
problem with the old bridge is probably hardware-related.

. If you have ETHERnim at your site, use it to poll or show nodes
on the segment in question, and on each previous segment,
until you locate the source of the problem.

. Use the following procedure to solve problems relating to

repeaters:
1 Go to the repeater for the isolated LAN segment.
2 Make sure that the power is on.
3 Make sure that the cable connecting the repeater to the H4000
transceiver or DELNI is properly inserted.
Run the self-test.
Check the indicator lights on the repeater.
The SEGMENTED light usually indicates a circuit problem.
6 See the appropriate repeater manual for further corrective

actions.

. If the bridge is still not reachable, the H4000 transceiver that

connects the bridge to the local segment may be faulty. To
determine if this is a problem, do the following:

1

Go to a node on the other segment to see if that node can
communicate through the bridge.

If the node on the other segment can reach the bridge, then the
H4000 transceiver that connects the bridge to the local segment is
probably broken.
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2 Check that connections are secure.

3 If the connections are secure and the bridge is still unreachable,
move the bridge to another H4000 tap or DELNI port.

If possible, include redundant bridges and repeaters on your network.
The redundant devices provide service if a primary device fails, helping
to ensure uninterrupted service for your users.

Digital’s bridges and repeaters perform automatic failover when the
network includes redundant devices. To provide backup service for
bridges on your network, you need only provide one bridge to act as
the backup for all bridges on your network, because bridges use a
spanning tree algorithm.

If you are using the bridge as a LAN Traffic Monitor, and are not using
both of the bridge’s ports (A and B), insert a loopback connector in
the unused port. If you do not use the loopback connector, the bridge
cannot complete the self-test when it starts running. In the event of a
bridge failure elsewhere on the network, you can temporarily use the
LAN Traffic Monitor bridge as a backup.

Be sure to follow the guidelines for configuring your network with
bridges. The maximum number of bridges permitted in a linear setup
(from point A to point B) is seven.

Be sure to follow the guidelines for configuring repeaters on your
network. The maximum number of repeaters permitted in a linear
setup (from point A to point B) is two. (A pair of fiber-optic repeaters
count as one repeater.)

Keep track of when and where new taps are installed on the network.
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LAT Port Hung

symptoms

explanation

troubleshooting
strategy

Caution:

troubleshooting
procedure

A user’s terminal does not respond.

This symptom indicates a LAN problem, and can result from any of the
following:

¢ User’s terminal is defective
* Wiring is disconnected
¢ LAT port is hung

* Setup information is not consistent between the LAT port and the
terminal

To resolve this problem, first isolate the source of the problem to the
wire, terminal, or LAT port. After you have determined the source of the
problem, resolve it as appropriate to the source of the problem.

The following procedures involve initializing a LAT device and
logging out a LAT port. Both of these procedures can be disruptive
to network users.

Initializing a LAT device causes the LAT device to reload,
disconnecting all sessions on all ports from and to the LAT device.
As a result, you may want to initialize devices during off hours
using the /AFTER command qualifier.

Logging out a LAT port disconnects all sessions to that port, and
may cause data to be lost for the user on that port.

To ensure the problem is not due to user error, do the following at
the terminal in question to verify that the user’s terminal does not
respond:

a. Press Ctrl/Q to send an X/ON character through the network.
b. Press the Break key.
€. Press Return.

2 Check to see if the terminal setup (speed, parity, stop bits, character
size, modem control, and so forth) is correct.

3 Trace the wire or check the network map to determine the LAT device
and port to which this terminal is connected.

Make sure that the LAT port setup matches the terminal setup.

Use one of the following procedures to test the terminal server port,
the user’s terminal, and the line between the terminal server and the
terminal.
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Your choice depends on whether or not your environment is a
DECconnect environment.

With DECconnect, you can swap and test ports at the satellite
equipment room (SER) or office communications cabinet (OCC) using
simple patching mechanisms. You can also use these techniques in a
non-DECconnect environment, but without the ease of using the patch
panels.

For DECconnect environments, do the following:

Find the DECserver port in the SER or OCC, and swap the user’s
port with another port that you know is working.

Test the port at the user’s office. If the new port works, the user’s
old port is faulty. Call Customer Services.

If the preceding steps have not resolved the problem, use a
terminal in the SER or OCC on the user’s port.

If this terminal works, then you know the terminal server is
working properly.

Do one of the following to determine if the problem is the terminal
or the line between the terminal server and the terminal:

¢ Try a different terminal on the user’s LAT port.

If the terminal works, then the user’s terminal is faulty. If the
terminal does not work, then the line between the terminal
server and the terminal is faulty. Call Customer Services.

¢ Try the user’s terminal on a different LAT port.

If the terminal does not work, then the terminal is faulty. If
the terminal works, then the line between the terminal and
the terminal server is faulty. Call Customer Services.

Log the port out to clear the port.

Initialize the DECserver at a later time.

In a non-DECconnect environment, do the following:

Connect to the server in question, using TSM or NCP as follows:
TSM> USE SERVER server-id

NCP> CONNECT NODE server-id

Use the TEST PORT commands to test the port internally.

If this test fails, there is a hardware failure on the LAT device.
Check the server and port for errors.

Log the port out.

Initialize the LAT device at a later time.
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If logging the port out does not clear the port, the LAT device or
card probably needs to be replaced.

Do an external loopback test with a loopback connector.

This test can be performed anywhere along the path between the
LAT device and the terminal to test the LAT device and the portion
of the line that is looped back.

i Try looping at the back of the LAT device.
If this fails, then the problem is in the LAT device hardware.
ii Try looping back at the user’s terminal.

If the test fails at the terminal, then the line between the LAT
device and terminal is faulty and needs to be repaired.

If this test is successful, and the terminal still does not work,
then the terminal is probably defective.

iii To confirm whether the terminal is defective, try using the
terminal on a line you know is working, or try a terminal you
know is working on the faulty line.
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LAT Print Queue Problems

symptoms

explanation

Note:

troubleshooting

strategy

564

Note:

A LAT print queue on a VMS system is not printing or is printing
incorrectly. The print queue may be in a stopped, stalled, or paused
state, or jobs may be retained on error.

The troubleshooting procedures for this problem apply only to
LAT print queue problems on VMS hosts.

This is a LAN problem involving the LAT protocol, resulting from any of
the following causes:

* VMS host system setup problems
— Print queue setup (for example, the wrong queue processor)

— Device setup (for example, improper LTA device setup resulting in
the LTA device pointing to the wrong server)

— Mismatch between VMS host system definitions and terminal
server definitions

¢ Terminal server setup problems
— Incorrect port and server definitions
— Multiple servers with the same name
* Printer problems
— Incorrect setup
~— Hardware problems
— Out of paper

¢ Ethernet transmission errors

Check the state of the queue on the VMS host system, and resolve any
problems based on the print queue state. Ensure that parameters on the
terminal server, VMS host system, and printer match appropriately, as
follows:

¢ Server name on the terminal server matches the server name on the
LTA device on the VMS host system

¢ Port name on the terminal server matches the port name on the LTA
device on the VMS host system

¢ No duplicate server names exist

* Printer characteristics on the printer match the printer characteristics
on the terminal server port

To correct the LAT print queue problem, you can use TSM or NCP
to enter commands on the terminal server, or you can go directly
to the terminal server and enter the commands.




Note:

troubleshooting
procedure
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Whether you use TSM or NCP, or enter the commands directly on the
server, the procedure is the same, only the prompts are different. The
following steps show how to log in to the terminal server using either TSM
or NCP.

1 To use TSM to log in to the server, run TSM and use the following
command:

TSM> USE SERVER server-id

2 To use NCP to log in to the server, the server must be defined in the
NCP database. If the server is defined in the NCP database, run NCP
and use the following command to log in to it:

NCP> CONNECT NODE server-id
If the server is not defined, you can use the following NCP command:

NCP> CONNECT VIA service-circuit PHYSICAL ADDRESS-
_NCP> ethernet-physical-address

Console connected press cntrl D when finished.
<carriage return>

# <login password>

When you enter the following server commands, the system displays
the Local> prompt rather than the TSM> prompt. To return to NCP
from the Local> prompt, press Ctrl/D.

3 To enter commands directly on the server, go to the server and log in
using your user name.

Enter username> username
When you enter the following server commands, the system displays
the Local> prompt rather than the TSM> prompt.

From this point on, the terminal server commands are the same
regardless of how you access the server. However, the following
procedures assume you use TSM to access the server.

Before you begin to solve this problem, do the following:

s Enable the display of all LAT error messages on your terminal using
the following command:

$ SET MESSAGE SYSSMESSAGE:NETWRKMSG

To enable display of LAT error messages for all users, put the SET
MESSAGE command in the SYSSMANAGER:SYLOGIN.COM file.

¢ Determine the state of the queue on the VMS host system using the
following command.

$ SHOW QUEUE queue_name/FULL

Table 5-5 shows the queue states and conditions, their meanings, and the
troubleshooting step that solves the problem.
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Table 5-5 Print Queue States and Conditions

State Meaning Solution
Stopped Print queue has been stopped using the Step A
STOP/QUEUE/RESET command, or the queue manager
has been stopped, or some other problem has occurred
such as termination of the symbiont process.
Stalled Printer is unable to complete the request due to a flow Step B
control problem, such as lack of paper.
Paused Print queue has experienced an error or unexpected event  Step C
when communicating with the server.
Printing Printer is generating incorrect output. Step D
Incorrectly
Retained A job experienced an error during execution, but remains in  Step E
on Error the queue.
A. For a stopped queue, start the queue on the VMS host system

using the following DCL command:

$ START/QUEUE queue-name

A stopped queue usually indicates a problem on the VMS host system.
Check SYS$SYSTEM for LATSYM.DMP files.

If LATSYM.DMP files exist, then check the OPERATOR.LOG file
for jbc errors that explain why the files exist.

For further help with LATSYM problems, call your local Digital
customer service representative.

1
2

For a stalled queue, do the following:

1

Use the following TSM command to get information about the
printer:

TSM> USE SERVER server-name
TSM> SHOW PORT port-id STATUS

a.

If the "Status” field indicates that your node is not connected
to the terminal server, check the queue on the terminal server,
using the following commands:

TSM> USE SERVER server-name
TSM> SHOW QUEUE

If the display shows entries in the queue for the VMS host
system, and the port is connected to another system, then the
server is waiting for the port to become idle.

Also, font loading in some types of printers can take time. The
printer is not printing, check to see if the printer is loading
fonts before you take any other action.
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b. If signal check is enabled on the port, and the port status
is "signal wait," check the "Input Signals". If they show no
modem signals from the printer, then the server is waiting for
a modem signal from the printer.

¢ Make sure that no problem exists on the printer (such as
a broken or disconnected cable) that might prevent the
printer from sending signals.

e After you resolve any problems that might prevent the
printer from sending signals, turn the printer off, then on,
to clear the problem.

c. If the flow control fields ("Input” and "Output”) indicate that
output is XOFFed, then the server is waiting for an XON
character from the printer. The printer may have sent an XON
character and the server lost it, or the printer may have never
sent an XON character.

* Make sure that the printer is functioning properly.
For example, make sure it is on, has paper, and is not
displaying hardware errors.

e Turn the printer off, then on, to clear the problem.
* As a last resort, log out the port.

If the printer is not printing after a reasonable amount of time,
and is not loading fonts, use the following command to log out the
terminal server port and clear the problem:

TSM> LOGOUT PORT port-number

C. For a paused queue, do the following:

1

Use the following DCL command on the VMS host system to
display the LAT device identification:

$ SHOW QUEUE queue-name/FULL

Use the following DCL command on the VMS host system to
unspool the LAT device:

$ SET DEVICE /NOSPOOL LTAn:

Copy a printable file to the LAT device to confirm whether the LAT
device is working:

$ COPY/LOG file name LTAn:
If the COPY command succeeds, go to step 8.

If the COPY command does not work you get the error, "data set
hangup.” The "data set hangup” error indicates that the VMS host
cannot find the terminal server. This problem is due to any of the
following:

¢ Incorrect or mismatched information on the terminal server
and the VMS host

¢ Data transmission problem on the Ethernet segment
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Port configuration problems

Terminal server problems

4 Make sure the server name and port name on the VMS host
system are correct and match the server name and port name on
the terminal server.

.a.

Note:

Do the following on the VMS host system to display the port
characteristics:

$ MCR LATCP
LCP> SHOW PORT LTAn:
LCP> EXIT

Do the following on the terminal server to display the server
and port characteristics:

$ TSM

TSM> SHOW SERVER
TSM> SHOW PORT xx
TSM> EXIT

If the host system definitions are wrong, use the following
LATCP command to redefine them. Make sure that the LTA
port on the VMS host system is defined to be an applications
port, and that the QUEUE attribute is set.

LCP> SET PORT LTAn:/APPLICATION/NODE=servername/PORT=portname

If the server characteristics on the terminal server are wrong,
use the following commands to redefine them.

TSM> SET SERVER server-id characteristics
TSM> DEFINE SERVER server-id characteristics

The SET command causes the change to take effect
immediately. The DEFINE command makes the change
permanent, so that when you reboot the server, the new
characteristics are in place.

The DECserver 500 and DECserver 550 do not use a
DEFINE command. Instead, for these terminal servers,
use the SET command to make the changes. To cause
the changes to take effect permanently, modify the load
image.

See the DECserver 500/550 documentation for more
information on modifying a load image and configuring
a DECserver 500 terminal server.

If the port characteristics on the terminal server are wrong,
use the following command to redefine them:

TSM> DEFINE PORT port-id characteristics
Log the port out to cause the port changes to take effect.

TSM> LOGOUT PORT port-number
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5 Check to see if data transmission problems exist on the Ethernet
segment.

6

Run TSM and use the following command to display the
terminal server counters:

TSM> SHOW SERVER COUNTERS

Check the "Solicitations Accepted” and "Solicitations Rejected"”
fields.

Try the COPY command again.

Display the terminal server counters again and check the
"Solicitations Accepted" and "Solicitations Rejected" fields.

e If the "Solicitations Rejected” field increments, then the
server is operating but is not accepting solicitations,
probably because the port is misconfigured. Go to step
6.

¢ If neither field increments when you issue the COPY
command, the terminal server did not receive the copied
file. A cabling or network problem could exist. Go to step
7.

¢ If the "Solicitations Accepted” field increments, the COPY
command worked. Go to step 8.

If the "Solicitations Rejected" field increments, make sure the
terminal server port is properly configured.

Run TSM, and use the following command to display the
current characteristics for the server port:

TSM> SHOW PORT

The terminal server port for the print queue must have the
following characteristics defined:

¢ Unique name
¢ Access remote
¢ Autobaud disabled

¢ If group codes are enabled, the port’s group code must
match the VMS host group code definitions

If the terminal server characteristics are not correct, use the
following TSM command to specify the correct characteristics,
as required:

TSM> DEFINE PORT characteristics
Log the port out to cause the changes to take effect.
TSM> LOGOUT PORT port-number

Check the printer to make sure that the printer’s hardware
is functional. For example, make sure that the printer is
connected, is on, has paper, and so forth. Continue with step
9.
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7 If neither the "Solicitations Accepted” nor the "Solicitations
Rejected” field increments, check to see if cabling problems exist
between the terminal server and the VMS host, or if a network
problem exists.

a. Use the following command to see if the terminal server knows
about the VMS host system:

TSM> SHOW NODE node-id

b. If the terminal server displays the VMS host system, then the
COPY command should work.

c. If the terminal server does not display the VMS host system,
make sure that the terminal server cabling is intact and
properly connected, and that the VMS host system cabling is
properly connected to the Ethernet.

d. Use NMCC/VAX ETHERnim to verify the path to the terminal
server and the VMS host system.

Use LAN Traffic Monitor data to see if a LAN segment problem
or babbling device problem exists on the network. (See the
procedures for "LAN Segment Communication Problem" and
"Babbling Device" in this chapter.)

Use NCP loopback commands or NMCC/VAX ETHERnim to
isolate network problems.

e. Try to reboot the terminal server to clear the problem.

Note: Rebooting the terminal server disconnects all
connections to the terminal server. Use this step only as
a last resort.

8 If the "Solicitations Accepted” field increments, and the COPY
command succeeds, but you still cannot print using the print
queue, the queue could be using the wrong queue processor.

Use the following DCL command to initialize the queue and define
the correct queue processor:

$ INITIALIZE QUEUE queue_name/PROCESSOR=LATSYM

9 Confirm that the port is working properly using the following
command:

TSM> TEST PORT

The TEST PORT command allows the terminal server to
communicate directly with the printer without VMS. It helps
confirm that the connection between the terminal server and the
printer is working.

¢ If the test pattern prints correctly, the port is operating
properly.
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e If the test pattern does not print correctly, check the connection
between the terminal server and the printer. Also confirm that
the characteristics of the terminal server and printer match,
and that the printer is operating properly, as shown in step
6a.

D. For a queue that is printing incorrectly, do the following:

Make sure that the following parameters are the same on both the
printer and the terminal server port:

Port speed

Flow control

Character size

Parity

Baud rate

Autobaud is disabled on the terminal port

Use the following command to check the terminal server port:
TSM> SHOW PORT port-id CHARACTERISTICS

If you need to change the terminal server characteristics, use the
following command:

TSM> DEFINE PORT port-id characteristics
Log the port out to cause the changes to take effect.
TSM> LOGOUT PORT port-number

For instructions on setting printer characteristics, see the printer
hardware documentation.

For a queue displaying the 'retained on error' message, do the

following:

1

Use the following command to display any additional messages:
$ SHOW QUEUE queue name/FULL

Usually, the "retained on error” message results in a stalled or
paused queue. Jobs that abort and are retained on error are
usually the result of one of the following reasons:

¢ Port is logged out in the middle of a job
¢ LAT shuts down on the VMS host system
* Ethernet device fails while transmitting

¢  User deletes the job from the queue using the
DELETE/ENTRY=nnn command
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2 If the queue is stalled or paused, use the steps for solving stalled
or paused queues.

3 After you solve the stalled or paused problem, use the following
DCL command to clear the queue of the job retained:

§ SET ENTRY/RELEASE job_entry number

recommendations For more information about print queue operations, see the Guide to
Maintaining a VMS system.
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Line Synchronization Lost

symptoms

explanation

troubleshooting
strategy

A circuit goes down and up every two or three seconds, and the system
displays the following DECnet event messages:

F252%%%2%%% OPCOM 27-JUN-1988 14:22:06.17 32555 %%%%%
Message from user DECNET on NODE1l

DECnet event 4.7, circuit down, circuit fault

From node x.xxx (NODE2), 27-JUN-1988 14:17:58.10

Circuit DMC-3, Line synchronization lost

$5TT2%%%5%%% OPCOM 27-JUN-1988 14:22:06.17 FFEELE35%%%
Message from user DECNET on NODE1l

DECnet event 4.10, circuit up

From node x.xxx (NODE2), 27-JUN-1988 14:18:01.79

Circuit DMC-3, Adjacent node = x.xxx (NODE3)

This symptom indicates a DECnet-VAX node problem in which the data
link protocols between the two nodes cannot be initialized. This symptom
usually indicates a hardware or line problem, such as the following:

* Transceiver cable that is not properly connected
¢ Faulty communications board

* Improper system parameter settings for IRPCOUNT, LRPCOUNT, and
SRPCOUNT

It can also indicate the following:
¢ Local Area VAXcluster set up improperly as a boot node

¢ Synchronous line problems (for example, modem or digital service unit
problems)

¢ Faulty H4000 connection to the Ethernet

To solve this problem, determine if the problem is on the local node or the
Ethernet, then complete the appropriate actions below:

A. If the problem is on the local node, do the following on the local node:

1 Make sure that the current values have not reached or exceeded
the initially allocated values for IRPCOUNT, LRPCOUNT,
SRPCOUNT.

2 Check the circuit counters.
3 Make sure that the cable connections are secure.
B. If the problem is on the Ethernet, do the following on the local node:

1 If the node is set up as a Local Area VAXcluster boot node, make
sure that the VAXCLUSTER parameter in SYSGEN is set properly.

2 Make sure that the current counter values have not reached the
maximum permitted values.

3 Check the circuit counters.
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troubleshooting
procedure
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Check the line counters for open or short circuits on transmit and
receive.

Make sure that the cable connections are secure.
Make sure that the Ethernet controller module is properly seated.

Use loopback tests as necessary, if the problem relates to
synchronous.devices and modems.

To begin solving this problem, check the events displayed on several nodes
on the Ethernet to determine if the problem is related to the local node or
the Ethernet. If the line synchronization lost message is displayed only
on one node, the problem is on that node. If the line synchronization lost
message is displayed on multiple nodes, the problem is on the Ethernet.

A. Use the following steps to resolve problems on the local node:

1

Note:

Use the following command to display the current values for
IRPCOUNT (I/O request packet count), LRPCOUNT (large request
packet count), and SRPCOUNT (small request packet count):

$ SHOW MEMORY/POOL/FULL

IRP, LPR, and SRP are three preallocated memory pools in the
nonpaged pool area. The nonpaged pool area is a portion of
physical memory permanently allocated to the system for the
storage of data structures and device drivers. Its initial size is
determined by AUTOGEN, but automatic expansion of the area
occurs if necessary.

Compare the current values of IRPCOUNT, LRPCOUNT, and
SRPCOUNT to the initial allocation.

If the current values equal or exceed the initial allocation, edit
MODPARAMS.DAT to increase both IRPCOUNT, LRPCOUNT, and
SRPCOUNT values, as well as IRPCOUNTYV, LRPCOUNTYV, and
SRPCOUNTYV values.

(IRPCOUNTV, LRPCOUNTYV, and SRPCOUNTV values are

the upper limits to which the IRPCOUNT, LRPCOUNT, and
SRPCOUNT values can be automatically increased by the system.)

In determining the amount to increase the values, you must trade
off the permanent allocation of memory for nonpaged pool against
the small amount of CPU overhead required to do pool expansion.
If physical memory on your system is limited, it may be reasonable
to accept a low to moderate amount of expansion.

Execute the AUTOGEN.COM file to cause the changes to take
effect.

The AUTOGEN.COM command procedure reboots the
system. Be sure you really want to reboot the system at
this time before you execute the following command:

$ @SYSSUPDATE:AUTOGEN GETDATA NOFEEDBACK REBOOT
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For point-to-point circuits, the problem usually involves a cable
that is not connected properly, a faulty communications board, or a
faulty or noisy circuit. Run NCP, and use the following command
to check the counters on the failing circuit for any errors:

NCP> SHOW CIRCUIT circuit-id COUNTERS

If the counters display the greater than symbol (> ), then the
counters have reached their maximums and cannot record any
further changes. In this case, zero the counters.

NCP> ZERO CIRCUIT circuit-id

After a short time, check the counters again to see whether there
is a change, and follow up on any unusual counter changes, such
as high error rates.

If the counter information does not help determine the problem,
use loopback tests (as described in Section 4.3).

Make sure that the cable connections are secure.

B. Use the following steps to resolve problems on the Ethernet:

1
2

Note:

Perform all the steps in A, then continue with the following steps.

If the node is the boot node for a Local Area VAXcluster, make
sure that the SYSGEN parameter, VAXCLUSTER, is set to 1, and
execute the AUTOGEN.COM file to cause the changes to take
effect. »

The VAXcluster parameter controls loading of the cluster code.
The default setting is 1, which means to load if SCSLOA is being
loaded. A setting of 0 means to never load. A setting of 2 means to
always load, and always load SCSLOA.

The AUTOGEN.COM command procedure reboots the
system. Be sure you really want to reboot the system at
this time before you execute the following command:

$ @SYSSUPDATE:AUTOGEN GETDATA NOFEEDBACK REBOOT

For Ethernet circuits, if the circuit down counter has incremented,
the problem is due to a faulty hardware device, improperly
terminated cables, or loose cable connections. In particular, the
problem may be related to open or short circuits. Use the following
command to check the counters on the line:

NCP> SHOW LINE line id COUNTERS

Check the transmit and receive counters for open or short circuits.
On Ethernet circuits, if there are no open or short circuits, the
problem is probably due to a faulty communications board.

Make sure that the cable connections are secure.

Connect the transceiver cable to another H4000 or DELNI to
determine if the problem is related to an H4000 transceiver failure

or to a faulty H4000 connection to the Ethernet.
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If the new connection works, then the problem was related to the
H4000 tap into the Ethernet, or to the H4000 transceiver itself.

To resolve H4000 problems, first try to retap the H4000 into the
Ethernet.

If the problem persists after retapping the H4000, the H4000 may
be faulty.

Replace the H4000, and check the DECnet event messages again.

For problems relating to synchronous devices and modems, use
loopback tests. See Section 4.3 for more information on these tests.

For controller or device level problems, ask Customer Services to
make sure that the Ethernet controller module is seated properly.
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Login Incorrect

symptoms
explanation

Note:
troubleshooting
strategy

troubleshooting
procedure

A user on an ULTRIX system receives the following message when
attempting to access a remote host:

Login incorrect

This symptom indicates an ULTRIX host problem involving the internet
protocol (IP). The user specified an incorrect account or password, or both,
when attempting to access a remote host.

This symptom may not indicate a problem. It is possible that the
user is not intended to have an account on the remote host. Before
you try to resolve this problem, be sure the user is intended to
have access to the remote host.

If the user is intended to have access to the remote host, but does not
have an account on the remote host, log in to the superuser account
and create an account for the user.

If the user has an account on the remote node but cannot access it due
to problems with the password, log in to the superuser account and
modify the user’s password in the /etc/passwd file.

If access is determined according to the /etc/password file, use the
following command to display the contents of the /etc/passwd file,
where username is the user’s login name.

# grep username /etc/passwd

If YP is the method used to determine access, use the following
command instead:

# ypcat passwd | grep username

Look for an entry for the user in the /etc/passwd file. If no entry exists
for the user, go to step a. If an entry exists, but is incorrect, go to step

b.

a. If no account exists for the user, and the user is intended to have
access to the remote host, execute the following command from the
superuser account:

# adduser

When you execute the adduser command, the system displays
questions you must answer regarding the account you are creating.
Answer the questions appropriately for the user.
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b. If an account exists, but the user cannot recall the password, use
the following command to define a new password for the user

# passwd username
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Login Information Invalid

symptoms

explanation

Users receive an error message such as the following when attempting any
network operation except SET HOST:

$MAIL-E-LOGLINK, Error creating network link to node NODEID
-SYSTEM-F-INVLOGIN, login information invalid at remote node

This symptom indicates a DECnet-VAX node problem involving the session
layer. It can be caused by any of the following:

* User-supplied access control information is incorrect.
* Proxy access is set up incorrectly.

¢ The user and password for a specific object on the remote node does
not match a valid account in the System User Authorization (SYSUAF)
file.

¢ The nonprivileged password defined in the executor characteristics on
the remote node does not match the password defined in the remote
node’s SYSUATF file.

* The executor does not have a nonprivileged user or nonprivileged
password defined.

* AUTHORIZE parameter settings for the default DECnet account
may cause this message. For example, this message can occur if the
DISUSER flag is set or the account is expired.

If the login information invalid error occurs intermittently, the remote
system is probably a cluster system that has a node or nodes set up
improperly. When the login information goes to the improperly set up
node, the error message occurs. However, if the login information goes to
a properly set up node, the login is successful.

To troubleshoot this problem effectively, you need to understand the order
of access control for VMS systems. VMS systems permit access based on
the type of access control information the system receives.

VMS systems check first for user-supplied access control information. If
user-supplied information does not exist, the VMS system checks for proxy
access information. If proxy access information does not exist, the VMS
system checks for default access information.

Figure 5-2 shows the order of access control for VMS systems in more
detail.
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Figure 5-2 VMS Access Control
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Note: NCP parameters determine the type of proxy access permitted, if
any, for objects on a node or for the node itself. NCP information
specified for an object always supersedes the executor information.
This is true for proxy as well as default account information.

troubleshooting
strategy

Proxy access for objects and the executor is determined according to the
parameters shown in Table 5-6.

Table 5-6 NCP Proxy Access Parameters

Object Parameter

Function

PROXY INCOMING
PROXY OUTGOING
PROXY BOTH

PROXY NONE

Allows proxy login to the object.
Allows the object to initiate proxy login.

Allows both incoming and outgoing proxy login access. This
is the default.

Prohibits incoming and outgoing proxy login access.

If you omit the PROXY parameter, proxy access is
determined according to the executor parameters.

Executor Parameter

Function

INCOMING PROXY
DISABLED

INCOMING PROXY
ENABLED

OUTGOING PROXY
DISABLED

OUTGOING PROXY
ENABLED

Ignores all incoming proxy requests, and instead, relies
exclusively on access control information supplied in the
connect requests to validate the logical link.

Invokes the appropriate proxy, based on the source user,
source node, and supplied access control information, if any.
This is the default.

Specifies that proxy login is not requested on any outgoing
logical links.

Specifies that proxy login is requested on outgoing logical
links. This is the default.

Before you attempt to solve this problem, do the following:

* Determine the type of access control the user specified when trying to
access the remote node.

¢ Determine the objects the user tried to access.

e If the error occurs intermittently, the remote node may be a cluster
system. Determine which node of the cluster is improperly set up, and
correct the set up.

A. For user-specified access control problems, do the following:

1 Check the user-specified access control information.

2 Make sure that the account the user wants to access exists on the

remote node.

3 Modify the password information on the remote account.
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troubleshooting
procedure
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B. For proxy access control problems, do the following on the source
(local) and target (remote) nodes:

1 Do the following on the source (local) node:

a. Make sure that PROXY OUTGOING or PROXY BOTH is
enabled for the object.

b. Make sure that OUTGOING PROXY is enabled for the
executor.

2 Do the following on the target (remote) node:

a. Make sure that PROXY INCOMING or PROXY BOTH is
enabled for the object.

b. Make sure that INCOMING PROXY is enabled for the

executor.

c. Make sure that NETPROXY.DAT has the correct proxy
definitions.

d. Make sure that the proxy account exists in the SYSUAF file.
C. For default access control problems, do the following:

1 If the requested object has a user name and password associated
with it, make sure that the definitions in the SYSUAF file match
those specified in NCP.

2 If the requested object does not have a user name and password
associated with it, check to see if the remote node’s executor has a
nonprivileged user and nonprivileged password specified.

If they are specified, make sure that the definitions in the SYSUAF
file match those specified in NCP.

3 If neither the object nor the executor have a nonprivileged user
name and password, define them as necessary.

Before you try to solve this problem, do the following:

1 Use the following list to help determine which step to use to solve the
problem:

2 If the user specified explicit access control information when trying to
access the remote node, use step A to solve the problem.

3 If the user tried to access the remote node using proxy access, use step
B to solve the problem.

4 If the user did not try to access the remote node using proxy access,
use step C.

5 If you do not know if the user tried to access the remote account using
proxy access, use step B first, and continue with step C if necessary to
solve the problem.
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6 If the error has been occurring intermittently, the remote node may be
a cluster system. Determine which node of the cluster is improperly
set up, and correct the set up.

Note: To help solve this problem faster, you can try to connect to a
different object on the remote node. If the connection succeeds
when directed toward the new object, then the problem is
probably object-specific, and you can focus your efforts on
ensuring that the object on the remote node is set up properly.

A. For explicit access control problems, do the following:

1

5

Try to log in to the remote account that the user tried to access,
using the access information the user specified.

If you cannot log in, the access information is probably incorrect.

Log in to an account on the remote node that has SYSNAM and
SYSPRYV privileges, and perform the following steps.

Use the following AUTHORIZE command to check that the user

has an account in the remote node’s system user authorization file

- (SYSUAF):

UAF> SHOW user-id

Use the following AUTHORIZE command to define a new password
for the user’s account:

UAF> MODIFY user-id/PASSWORD=password

Try logging in to the user’s account with the new password.

B. For proxy access control problems, do the following on the
source (local) and target (remote) nodes:

1

2

Do the following on the source (local) node:

a.

Run NCP, and use the following command to display the
current settings for proxy access to the object:

NCP> SHOW OBJECT object-name CHARACTERISTICS

If PROXY OUTGOING is not specified, and if proxy access
is required for the requested object, use the following NCP
command to enable OUTGOING proxy access for this object
only:

NCP> SET OBJECT object-name PROXY OUTGOING

To enable OUTGOING PROXY access for the executor, use the
following NCP command:

NCP> SET EXECUTOR OUTGOING PROXY ENABLED

Do the following on the target (remote) node:

a.

Run NCP, and use the following command to display the
current settings for proxy access to the object.

NCP> SHOW OBJECT object-name CHARACTERISTICS
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Caution:

If PROXY INCOMING is not specified, and if proxy access
is required for the requested object, use the following NCP
command to enable incoming proxy access for this object only:

NCP> SET OBJECT object-name PROXY INCOMING

Use the following command to display the current settings for
proxy access to the remote executor:

NCP> SHOW EXECUTOR CHARACTERISTICS

If the executor INCOMING PROXY is not specified for the
executor, then incoming proxy access to the executor is denied.

To enable incoming proxy access to the executor, use the
following NCP command:

NCP> SET EXECUTOR INCOMING PROXY ENABLED
Enabling proxy incoming on the executor can cause

security problems. For more secure proxy access, set
proxy incoming enabled only on the object.

Run AUTHORIZE on the remote node, and use the following
command to make sure that the proxy definitions in
NETPROXY.DAT are correct:

UAF> SHOW/PROXY node::user

If the proxy definition for the source node is not correct, use
the following command to change it:

UAF> MODIFY/PROXY node::user user

In this example, node::user is the source node and user, and
user is the user on the target (or current) node.

The source node is the node that originates the proxy login
request. The target node is the node that receives the proxy
login request, in this case, the current node.

Use the following AUTHORIZE command on the remote node
to make sure that the proxy account the user is trying to access
on the remote exists:

UAF> SHOW user-id

If the account does not exist, but should exist, use
AUTHORIZE to create the account.

C. Do the following to resolve problems due to default access
control information:

1 Login to an account on the remote node that has SYSNAM and
SYSPRYV privileges, and perform the following steps.

2 Run NCP, and use the following command to check whether the
object requested exists, and whether it has a user name and
password associated with it:

NCP> SHOW KNOWN OBJECTS

3 If the object does not exist, create the object.
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If the object exists, go to the next step.

5 Run AUTHORIZE, and use the following command to check that
the object’s user ID specified in the SHOW KNOWN OBJECTS
command has an account in the remote node’s system user
authorization file (SYSUAF):

UAF> SHOW user-id

6 If there is an account for the object’s user ID, use the following
AUTHORIZE command to define a new password for it:

UAF> MODIFY user-id/PASSWORD=password

7 Use the following NCP command to display the nonprivileged user
ID and nonprivileged password for the remote node:

NCP> SHOW EXECUTOR CHARACTERISTICS

8 Run AUTHORIZE, and use the following command to check that
the nonprivileged user specified in the executor characteristics
has an account in the remote node’s system user authorization file
(SYSUAF):

UAF> SHOW user-id

9 If there is an account for the nonprivileged user, use the following
AUTHORIZE command to define a new password for it:

UAF> MODIFY user-id/PASSWORD=password

10 If an account does not exist for the nonprivileged user, run
AUTHORIZE, and use the ADD command to define an account.

11 Run NCP, and use the following command to define a nonprivileged
user, and to specify the same password for the nonprivileged
account that you defined in the SYSUAF:

NCP> SET EXECUTOR NONPRIVILEGED USER user-id PASSWORD password

recommendations You might want to use security alarms to provide information for
troubleshooting login failure problems. Security alarms can provide
information such as the user name and password used in failed login
attempts. See the SET AUDIT command in the VMS DCL Dictionary for
more information on setting up security alarms. Use the DCL command,
REPLY/ENABLE=SECURITY, to display security alarms. Use of the
REPLY/ENABLE=SECURITY command requires SECURITY privilege.

Because the security auditing features involve some system overhead,

be careful to select the security features that provides the most benefit
in your work environment. Overuse of alarm messages diminishes their
usefulness; and, because alarm messages have priority over any other I/O,
they can tie up the security operator’s terminal.
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Network Is Unreachable

Users on a TCP/IP network receive the following message when trying to
connect to a host on a different network:

network is unreachable

A host or IP router is sending the local host an ICMP message indicating
that no path exists to the remote host’s network. You can use the
information from the ICMP message to help you understand how far
your connection request traveled before it failed.

The problem is either on the local host or the path between the local

and remote hosts. If the problem is on the local host, it may involve the
local host’s hardware, connection to the network, or routing tables. If the
problem is not on the local host, it involves the path between the local and
remote hosts.

This message may not indicate a problem. Routers along the path
to the remote host might have security features enabled that
prevent you from reaching the remote host.

Make sure the following are correct:
A. Configuration of the network devices on the local host
B. Routing tables on the local host

Trace the path looking at each IP router’s routing tables to ensure that
there is an entry for the remote host’s network. Repair the incorrect
IP router’s routing tables.

Note: This step requires a thorough knowledge of your topology.

symptoms
explanation

Note:
troubleshooting
strategy
troubleshooting
procedure
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C. Local host’s address-to-name translation for the remote host is correct.

. Make sure that the network devices are configured properly on the
local host, using the following steps:

To check the configuration, you need to know the netmask and
broadcast address for your network. The /etc/ifconfig command sets up
the network devices. At system startup, the /etc/rc.local file configures
the network devices.

1  Use the following command to display the configured network
devices:

# netstat-i
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2 If the necessary network device is not configured, configure it
using either the /etc/ifconfig command or the netsetup command as
follows:

To configure the network device with the /etc/ifconfig command,
use the following example as a guideline:

# /etc/ifconfig ge0 ‘/bin/hostname‘ broadcast 16.0.255.255
netmask 255.255.0.0

This example configures a DEQNA for network 16, with the
second octet of the address set for subnet addressing.

To configure the network device with the netsetup command,
log in to the superuser account.

For first time configurations, use the following command:

# /etc/netsetup install

For all existing configurations, use the following command:
# /etc/netsetup

The netsetup program prompts you for information about
the remote host, and adds the information you supply to the
/etc/re)ocal file. The changes you make take effect when you
reboot the system.

B. Check the local host’s routing tables, remembering that routing can
occur through a host-specific route, a route specified for the destination
network, or a default route.

See Figure 1-28 for a flow chart illustrating IP routing.

1

Use the following command on the local host to display the
contents of the routing tables.

# netstat -r

If the routing tables show Go to

this routing information this step

A host-specific or destination network route Step 2

A default route Step 3

No route information ' Step 4

If the routing tables show a host-specific or destination network

route for the destination host, use the ping command to see if the
IP router specified is reachable.

# ping IP_router_name

If you cannot reach the IP router, make sure that the local
host’s cabling to the network is intact, and do the same for the
IP router’s cabling to the network.

If you can reach the IP router, obtain the routing information
from the router, and go to the table in step B1. The table

in step B1 specifies what to do based on the type of routing
information in the routing tables.
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- 3 If the netstat command shows a default route, use the ping
command to see if the default IP router is reachable:

# ping IP_router name

If the IP router is not reachable, make sure that the local
host’s cabling to the network is intact, and do the same for the
IP router’s cabling to the network.

If the IP router is reachable, obtain the routing table from the
router, and go to the table in step B1. The table in step Bl
specifies what to do based on the type of routing information in
the routing tables.

4 If no route exists to the destination, add a route.

You can run the routing daemon to add routes automatically or use
the route command to add the specific route manually to a router.

Using the routing daemon to add routes automatically

a.

Use the following command to see if the routing daemon
(/fetc/routed) is running:

# ps -aux | grep routed

The following example of output from this command shows
that routed is running in quiet mode. @

root 77 0.0 0.8 204 88 2 s @ 4:42 /etc/routed -q
root 7255 0.0 0.3 40 32 pl S 0:00 grep routed

If the routing daemon is running, but there are still no routes,
the local host is not receiving the routing updates.

Check the local host’s cabling to the network.

If the routing daemon is not running, but should be, run the

routing daemon in quiet mode as follows:
# /etc/routed -gq

Make sure that the /etc/routed -q command is in the
/etc/re.local file.

Wait a couple of minutes to allow for the routing tables to be
filled and try to reach the remote host again.

If you still get the host is unreachable message, go to step
B1, and repeat the procedure, now using the updated routing
tables.
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Using the route command to add a route manually

a. To add a default route to a stable IP router, use the following
command:

Note: Use an IP router that is only one hop away.
# route add default "ip router name" 1
b. Try to reach the remote host again.

c. Ifyou still get the host is unreachable message, go to step B1,
and repeat the procedure.

C. Make sure the local host’s address-to-name translation for the remote
host is correct.

1 Use the procedures shown in the "Unknown Host" problem in this
chapter to check the address-to-name translation.

2 Try to connect to the remote host.
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Network Object Unknown

symptoms

explanation

troubleshooting
strategy
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Users receive the following message when trying to access a remote node:

$SYSTEM-F-NOSUCHOBJ, Network object is unknown at remote node

This is a DECnet-VAX node problem involving the session layer, and can
be caused by any of the following:

A.

C.

Note:

The object requested is not defined in NCP, is not started, or the file
specified in the requested object does not exist.

The user tried to access an object with an alias name, and ALIAS
INCOMING is disabled for the object.

If the user operation resulting in this message was SET HOST,
SYS$SYSTEM RTTLOAD.COM has not been run. As a result, the
REMACP process is not running on the remote system, the drivers are
not loaded, and the CTERM and REMACP objects do not exist.

If the operation was SET HOST, and the REMACP process is
not running, it may be that the system has just rebooted and
has not yet executed RTTLOAD.COM. In this case, wait a few
minutes, and try the operation again before beginning the
troubleshooting procedure.

A. For problems related to the requested object, do the following:

Check to see if the object is defined in NCP.

If the object is not defined, define it.

Check to see if the file specified for the requested object exists.
If the file for the requested object does not exist, create it.
Check to see if the object is started.

If the object is not started, start it.

For problems related to the setting of ALIAS INCOMING on the
requested object, do the following:

1 Check the current setting of ALIAS INCOMING on the object.
2 Enable ALIAS INCOMING on the object if necessary.

For problems related to SET HOST and RTTLOAD.COM not running,
do the following:

1  Check if the REMACP process is running.
2 Execute RTTLOAD.COM to run the REMACP process.

D AW N =
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Network Object Unknown

A.

Note:

This step explains how to solve problems related to the
requested object.

Objects can be associated with command and executable files, or they
can be associated with a process. For objects associated with command
and executable files, start with step 1. For objects associated with a
process, start with step 5.

To determine the type of association the requested object has, run NCP
and use the following command to see if the object is defined on the
remote node:

NCP> TELL remote-node-id SHOW KNOWN OBJECTS

1 If the object is not defined, run NCP on the remote node, and
define it using the following command and additional parameters,
as required:

NCP> SET OBJECT object-id

2 If the object is defined, run NCP and use the following command to
see if the object has a file specified:

NCP> TELL remote-node-id SHOW KNOWN OBJECTS

3 Use the DIRECTORY command to see if the file specified for the
requested object exists.

If the file for the requested object does not exist, create it.

Use the following command on the remote node to see if the object
is started:

$ SHOW SYSTEM
If the object’s process is not displayed, the object is not started.
6 If the object is not started, start it.

The method for starting the object depends on which object
needs to be started. For example, to start REMACP, execute
the SYSSMANAGER:RTTLOAD.COM command procedure.

Do the following on each node in the cluster to resolve
problems related to ALIAS INCOMING:

Because the problem may be due to the improper setup of any
of the cluster nodes, it is important to check the object on each
node. If you do not resolve setup problems on each node, the
problem may continue to occur intermittently, when an access
request from a remote node reaches the improperly set up
node.

1 Run NCP and use the following command to display the current
setting for ALIAS INCOMING on the object:

NCP> SHOW OBJECT object-name CHARACTERISTICS
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2 If ALIAS INCOMING is disabled for the object, enable it using the

following command:

NCP> SET OBJECT object-name ALIAS INCOMING ENABLED

C. Do the following to address the problem if the user action was
SET HOST and RTTLOAD.COM was not run:

1

Use the following command to see if the STARTNET job is running
on the local node:

$ SHOW QUEUE batch-queue-id

The remote node may currently be unknown because the local node
has not completed the STARTNET job. If the STARTNET job is
still running, wait until it completes, then try the operation again.
If the remote node is still unreachable, continue with the following
steps.

Run NCP, and use the following command to determine if the
REMACEP process is running on the remote node:

NCP> TELL remote-node-id SHOW KNOWN OBJECTS

The NCP utility displays the list of objects running and their
process identification numbers (PIDs). If the display does not
include a PID for the REMACP object, the REMACP process is not
running.

If the REMACP process is not running, execute the
SYS$MANAGER:RTTLOAD.COM command procedure on the
remote node.

The SYS$MANAGER:RTTLOAD.COM command procedure loads
RTTDRIVER and CTDRIVER, and runs the REMACP process.
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Network Partner Exited

symptoms

explanation

troubleshooting
strategy

Users receive the following message when attempting to perform any
network operation except SET HOST:

%SYSTEM-F-LINKEXIT, network partner exited

This is a DECnet-VAX node problem involving the session layer. The error
message indicates a problem on the remote node, potentially caused by
any of the following:

* Improper protection on any of the following:

— Requested object’s executable and command files on the remote
node

— SYS$SYSTEM directory

— NETSERVER.COM and NETSERVER.EXE files in the
SYS$SYSTEM directory

— Files pointed to by the SYS$SYLOGIN command file
— Default DECnet directory
— DCL tables in SYS$LIBRARY

* An error in the SYS$LOGIN command file

e An error in the default DECnet account’s LOGIN.COM file (errors in
this file force a logout)

e No LOGIN.COM file specified in the SYSUAF record for the default
DECnet account (assuming the default DECnet account is captive)

Other parameters in the SYSUAF record for the default DECnet
account may also cause this symptom, such as an insufficient value for
the BYTLM parameter.

¢ A user attempting to access a disabled account on the remote node
* An error in starting the requested object

* The LOGIN.COM file for the account may specify some kind of
interactive use

For example, the LOGIN.COM file may start a menu on login. This
kind of interactive use may not work for remote DECnet connections.

Obtain the following information:
¢ Operation the user was performing
¢ Account the user attempted to access

*  Object the user was accessing
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procedure
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2 Check the following:

¢ Setup of the account the user was accessing

¢ Protection on the object’s executable and command files

3 Examine the NETSERVER.LOG file associated with the account for

information explaining why the network link was aborted. Using the
information in the NETSERVER.LOG file, you can correct the problem
that caused the remote node to abort the link.

See Section 4.1.2 for more information on the NETSERVER.LOG file.

Find out what operation the user was performing when the error
occurred, and what account the user was accessing during the
operation. The account might have been the user’s account or the
default nonprivileged DECnet account.

The type of access control the user specified helps you determine what
account the user was accessing, for example:

e If the user specifies explicit access control information, access is
through the account specified.

e If the user did not specify explicit access control information,
access is through the default DECnet account or through a proxy
account.

— When access is through the default DECnet account, the
system uses the account associated with the object requested.
If no account is associated with the object requested, access
is through the nonprivileged user account specified for the
executor.

— If a proxy exists, access is through the account pointed to by
the proxy.

Make sure that the accounts are set up properly on the remote node.
For example, for proxy accounts, do the following:

a. Run AUTHORIZE, and use the following command to see if a
proxy account is defined for the user’s node and user name:

UAF> SHOW/PROXY local-node-id::user-id

b. If a proxy exists for the account, run NCP and use the following
commands to see if incoming proxy access is enabled for both the
object and the executor. (See Table 5-6 for information on proxy
access settings.)

NCP> SHOW OBJECT object-name CHARACTERISTICS
NCP> SHOW EXECUTOR CHARACTERISTICS

NCP displays the current setting for incoming proxy access. If
incoming proxy access is not enabled, then the system does not use
the proxy to determine access. Instead, it grants access through
the account associated with the object or the nonprivileged user
account specified for the executor.
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Log in to the remote node and use the following command to check the
network objects on the remote node:

NCP> SHOW KNOWN OBJECTS CHARACTERISTICS
Note the names of the files specified for the requested object.

Use the following command to check whether the executable and
command files for the requested object on the remote node have the
proper file protection:

$ DIRECTORY filename.exe, filename.com/PROTECTION

The file protection for the object’s executable and command files should
be world:read,execute. For example, if the user was attempting to
copy a file, make sure that FAL. EXE and FAL.COM exist and have
world:read,execute access specified.

If the file protection for world access is other than read, correct it using
the following DCL command:

$ SET PROTECTION filename.exe, filename.com/PROTECTION=(W:R)

Use the following command to display the NETSERVER.LOG file for
the account on this node:

$ DIRECTORY/DATE device:[directory] NETSERVER.LOG
If no NETSERVER.LOG file exists, go to Step 9.

Make sure that you have the correct NETSERVER.LOG file for the
user’s operation, and examine the NETSERVER.LOG file for errors.

Often, the problem may be with a login command file. Some common
error messages are:

¢ "Error opening captive command procedure"

* "Duplicate process name"

e "Insufficient privilege or file protection violation"

Correct the error and tell the user to try the operation again.
If no current NETSERVER.LOG file exists, do the following:

a. Make sure that you check the correct directory for the
NETSERVER.LOG file.

b. If you have checked the correct directory, but no current
NETSERVER.LOG file exists, check directory protections and
file protections to see if they are preventing a NETSERVER.LOG
file from being created. Possible reasons that a NETSERVER.LOG
file has not been created include the following:

¢ Improper protection on any of the following:
— SYS$SYSTEM directory

— Executable and command files in the SYS$SYSTEM
directory for the object requested

— NETSERVER.COM and NETSERVER.EXE files in the
SYS$SYSTEM directory

5-95



Network Partner Exited

5-96

— Files pointed to by the SYS$SYSLOGIN command file
— Default DECnet directory
— DCL tables in SYS$LIBRARY

¢ The user attempting to access a disabled account

¢ No write access to the directory

¢ No disk space

¢ The existence of a NETSERVER.LOG file, version 32767
(NETSERVER.LOG;32767)

Correct the problem preventing creation of the NETSERVER.LOG
file.

Recreate the original user action.

If the original user action results in the "Network Partner Exited”
message and the creation of a NETSERVER.LOG file, return to
Step 7.
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Node Out of Range Packet Loss

symptoms OPCOM displays one of the following messages:

Node out of range packet loss

Partial routing update loss

explanation These messages indicate a DECnet-VAX node problem, and usually occur
when a new node joins the network. The messages result from one or both

of the following:

A. A node on the network has a DECnet address that is too high for the

troubleshooting

strategy

network area of which it is a part.

When this is the cause of the problem, the OPCOM messages usually
occur on multiple nodes in the network.

A DECnet network can consist of a maximum of 63 areas, and each
DECnet area can consist of a maximum of 1,024 nodes. However, a
DECnet network can define a maximum number of areas that is less
than 63, and each DECnet area can define a maximum number of
nodes that is less than 1,024.

For example, assume a network has a maximum of 5 areas, with

a maximum of 500 nodes per each area. In this case, all DECnet
addresses in the area must be 500 or less. If the DECnet area number
is 5, the range of node addresses for that area is 5.1 through 5.500.

If a node uses an area number that is greater than 5 or a node address
greater than 500, the "node out of range packet loss" and "partial
routing update loss" messages occur on nodes throughout the network
when the incorrectly configured node announces its adjacency.

. The routing tables on one or more nodes in the network are not large

enough to perform routing or end node updates for another node’s valid
DECnet address.

When this is the cause of the problem, the OPCOM messages usually
occur on fewer nodes in the network than if the cause is an invalid (too
high) DECnet address. In this case, the OPCOM messages occur only
on the node or nodes that have insufficient routing tables.

Determine if the problem affects one or multiple nodes.

A. If the problem affects many nodes on the network, check to see if a

new node on the network has misdefined its DECnet address, and
redefine the new node’s address, if necessary.

. If the problem affects only one or a few nodes, check the routing tables

on the affected node or nodes to see if the routing tables are adequate.
Increase the size of the routing tables, if necessary.
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A. If the problem affects many nodes, use the following steps to
determine whether a node’s DECnet address is too high, and to
correct the address, if necessary.

1

Log in to any any node that displayed the OPCOM messages,
and use the following command to enable the display of OPCOM
messages on your terminal:

$ REPLY/ENABLE=NETWORK

OPCOM periodically displays various messages on your terminal,
including the "node out of range" or "partial routing update packet
loss" messages.

Run NCP and use the following command to display the local
node’s maximum address and maximum area definitions:

NCP> SHOW EXECUTOR CHARACTERISTICS

Make a note of the maximum address and maximum area
definitions.

Step 5 uses this information to help you identify the problem node.

Set the maximum address and maximum area to the highest
values possible, as follows:

NCP> SET EXECUTOR MAXIMUM ADDRESS 1023

NCP> SET EXECUTOR MAXIMUM AREA 63

Setting the maximum address and maximum area parameters as

shown prevents any further "node out of range” or "partial routing
update packet loss" messages.

Any nodes with DECnet addresses that were previously too high
for the network now generate adjacency messages, which OPCOM
displays on your terminal.

Look for an adjacency message for a node whose address is
higher than your original maximum address and maximum area
definitions.

These messages indicate the node whose address is misdefined.

Get a correct address for the misdefined node from the person who
assigns DECnet addresses on your network.

Log in to the misdefined node.

Run NCP and use the following commands to redefine the DECnet
address correctly:

NCP> DEFINE EXECUTOR ADDRESS address

NCP> SET EXECUTOR STATE OFF

NCP> EXIT

Restart the network on the redefined node using the following
command:

$ Q@SYSS$STARTUP:STARTNET
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10 Log in to the original node.

11 Use the following command to restart the network, thereby
resetting the node’s maximum address and maximum area
parameters to their original settings:

$ Q@SYS$SSTARTUP:STARTNET

B. If the OPCOM message occurs on only one or a few nodes, do
the following:

1 Log in to a node that is displaying the OPCOM message.

2 Run NCP and use the following command to display the local
node’s maximum address and maximum area definitions:

NCP> SHOW EXECUTOR CHARACTERISTICS

3 Use the following commands to increase the size of the routing
tables on the local node:
NCP> DEFINE EXECUTOR MAXIMUM ADDRESS address
NCP> SET EXECUTOR MAXIMUM ADDRESS address

NCP> DEFINE EXECUTOR MAXIMUM AREA area
NCP> SET EXECUTOR MAXIMUM AREA area
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Partial Routing Update Loss

See "Node Out of Range Packet Loss"
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Partitioned Area

symptoms

explanation

Note:

A group of nodes in one area are unreachable from another area, or a
significant number of areas are unreachable from an area. Users receive
a variety of messages indicating that nodes or areas are not reachable,
including "Path to network node lost" and "Remote node is not currently
reachable,” as well as various timeout messages.

With this symptom, some nodes in the unreachable area or areas may still
be able to communicate with nodes in other areas.

These symptoms do not necessarily indicate a partitioned area.
What distinguishes the partitioned area problem from other
related problems is that with partitioned areas, the group of nodes
that is unreachable from a given location or locations can still be
reached by other nodes on the network.

This symptom indicates a DECnet WAN problem, which may be caused by
one of the following:

* Failure of two or more area routers or circuits in an area, causing
sections of an area to be unreachable.

* Failure to provide redundant circuits in an area. Redundant circuits
help to ensure that no single point of failure exists between the level 2
routers in an area, by providing an alternate circuit to use in case one
circuit fails. The path between level 2 routers cannot contain any level
1 routers.

¢ Failure of an area router’s Ethernet controller.

5-101



Partitioned Area

5-102

Figure 5-3 shows how an area with redundant paths can become
partitioned if two or more circuits fail. The dashed lines indicate the
circuits that have failed. Because both of these circuits are unavailable,
nodes V, W, and X are partitioned from nodes T, U, and Y.

Figure 5-3 Area Partitioned Due to Multiple Failures

Node A
Area 5

Node B
Area 5
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Figure 5-4 shows how an area that lacks redundant paths can become
partitioned if one or more circuits fail.

Figure 5-4 Area Partitioned Due to Configuration Weaknesses
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MR-3672-RA

In this figure, all circuit costs are equal to 1. The only path in Area 4
between the level 2 routers is through a level 1 router and circuits Y and
Z. If all circuits are working, no problem exists. For example, node C in
Area 3 attempts to communicate with node D in Area 4. If either circuit
W or X fails, no problem arises because the remaining path into Area 4
provides a route to node D.

However, if circuits Y or Z fail, the level 2 router in Area 3 finds the path
to the level 2 router in Area 4 on the basis of the least-cost algorithm: the
path is from node C to node B to node A. Because circuit Y or Z is down,
however, it is not possible to get to destination node D.

Another type of partitioned area problem occurs when a node in Area 4
tries to communicate with a node in Area 3, and circuit X is unavailable.
The traffic cannot leave Area 4 because, with circuit X unavailable, there
is no place for the traffic to go after it reaches the level 2 router, D. Circuit
X is unavailable, and the traffic cannot revert to a level 1 router at this
point. However, traffic coming into the area will be routed to the node
without a problem. This is because incoming traffic is not subject to the
same restrictions going through level 2 to level 1 routers as is outbound
traffic.
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The most important information to have in mind if you suspect a
partitioned area problem on your network is what the network topology
looks like. Specifically, you need to know the sites that make up the
DECnet areas, the nodes used at each site for wide area routing, and the
wide area circuits from the routers in an area to other sites and areas on
the network.

You can use the Network Control Program (NCP) to query remote routers
regarding the reachability of the suspected nodes and area. To query the
correct routers, you must be familiar with the overall topology of your
network.

To solve this problem, try to determine which areas can communicate with
the suspected partitioned area, and which nodes within that partitioned
area are reachable. By doing this, you isolate the cause of the failure and
the partitioning, and you can focus on repairing the circuit or router that
is causing the problem.

NMCC/DECnet Monitor can be especially helpful in isolating the cause of
the problem.

Determine which area is unreachable.

2 Trace the routing path from various areas in the network to determine
which routers and circuits or which circuits are down.

Look for circuits that are in the on-starting state, and for
malfunctioning routers.

3 Ifit is possible to implement an interim solution that enables part of
the partitioned area to communicate with the rest of the network, do
S0.

4 Repair the faulty circuits and routers, or faulty circuits.

Remove the interim solution.

Try to avoid configurations, such as the one illustrated in Figure 5—4, that
use straight-line configurations (as in Area 4). Also, provide a direct link
between all level 2 routers. For example, in Figure 5-4, installing a link
between nodes A and D provides an alternative path for nodes in that
area.
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Permission Denied

symptoms
explanation

Note:
troubleshooting
strategy

When using commands which are executed remote hosts (such as rsh and
rcp), the user receives the following message, and the operation fails:

Permission denied

This problem affects ULTRIX hosts and involves the internet protocol (IP).

ULTRIX systems determine whether to permit access for remote users
through one of the following files:

* _.rhosts file

¢ /etc/hosts.equiv file

When the permission denied message occurs, the problem may be due to
one or more of the following:

e Incorrect host and user definitions in the user’s .rhosts file on the
remote host

* Improper setup of the /etc/hosts.equiv file

¢ Improper directory or file protection on files to be copied or the .rhosts
file

This symptom may not indicate a problem. It is possible that
the remote host may be intentionally preventing remote access.
Before you try to resolve this problem, be sure that the user is
intended to have access to the remote host.

Make sure that the following conditions are met:

¢ The .rhosts file on the remote host contains the proper host and user
definitions.

* The /etc/hosts.equiv file is set up properly.
¢ The directory and file protections are correct on the following files:
— file to be copied

— remote .rhosts file
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Do the following on the remote host:

1

Display the contents of the /etc/hosts.equiv file, to determine if the
user’s host name is in that file:

# grep hostname /etc/hosts.equiv

e If the command returns you to the prompt, no entry exists in the
/etc/hosts.equiv file for the host name you specified. If your site’s
security policy permits, you can edit the /etc/hosts.equiv file and
add the host name.

Note: If you mistype the host name in the grep command, grep

Note:

will not locate the host name even if the host name is in the
file. Before you make any changes to the /etc/hosts.equiv file
confirm that the host is not already in the /etc/hosts.equiv
file.

¢ If the command displays an entry, make sure the host name is
correct for the user.

e If the entry is incorrect, modify the file to contain the correct
definitions.

Use the following command to move to the user’s login directory so you
can check the .rhosts file:

# cd users login_directory_name
Use the Is command to determine if a .rhosts file exists.

If the user’s login directory does not contain a .rhosts file, use a text
editor to create one that contains the correct user name and host name
for the user.

If the user’s login directory has a .rhosts file, use the following
command to display its contents:

# grep hostname .rhosts

If the user or host name is missing or incorrect, modify the .rhosts file
so that it contains the correct definitions.

Be aware that some name services require the full domain
name form of a host name, some require only a shortened form
of the domain name. Be sure to use the proper form for the
name service you use.

Also, if you are nof running the domain name system with long
names, your /etc/hosts file must not define host names with a
long name directly following the IP address. If you are using
short host names, then make sure your /etc/hosts file has short
names only.
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Make sure that the local host knows about the remote host.

Although the local host may receive the message, permission denied,
the true cause of the problem may be that the remote host is unknown.
See "Unknown Host" in this chapter for more information on how to
correct this problem.

Use the following command to confirm that you are in the user’s login
directory:

# pwd

From the user’s directory, use the following command to check the
directory and file protections on any files the users wants to access
(including .rhosts):

# 1ls -1 file-name
The user needs read access at the file level.

If the files do not have read privilege, use the following command to
change the file and directory protection:

# chmod u+r file-name

Use the following command to display the protection on the directory:
# 1s -1 -d |

The user needs read and write privilege to use rcp.

If the directory does not have read and write privilege, use the
following command to change the file and directory protection:

# chmod u+w,r directory-name
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Remote Node Is Not Currently Reachable

symptoms A user gets the following message when attempting any network
operation:

$SYSTEM-F-UNREACHABLE, remote node is not currently reachable

This message occurs when a user tries to establish a connection to a
remote node, or when a user tries to reestablish a connection that was
lost. This message may also occur when a user tries to connect to a cluster
system using the cluster alias. The connection fails when the user specifies
the cluster alias, but succeeds if the user specifies a particular node in the
cluster.

explanation This symptom indicates a node, LAN, or WAN problem, and means that
the remote node is not reachable through DECnet. This symptom may be
due to any of the following:

¢ The remote node is not running.

* The lines and circuits may not be operating properly on the local or
remote node.

* A routing node may not be running or operating properly.
* A problem exists on the routing path.

* The remote node may be incorrectly defined in the local node’s NCP
node database.

¢ The local node may have setup problems such as the following:
— Circuit, line, or both may not be defined.

— Values for MAXIMUM HOPS, MAXIMUM COSTS, and
MAXIMUM VISITS might be too low.

¢ If the remote system is a cluster system, there may be setup problems
such as the following:

— MAXIMUM BROADCAST NONROUTER parameter for the
routing node is set too low.

— Cluster system has not defined one of the nodes to be the routing
node for the cluster. In a cluster system, at least one node has to
be the routing node.

— ENQUE limit on NETACP on the routing system is too low.

troubleshooting The troubleshooting procedure explains how to solve the problem if it is on
strategy the local node, the routing path, or the remote node.

A. Check the following on the local node:
* Remote node’s address in the local node’s volatile node database

¢ Local node’s circuits and lines
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* Values of MAXIMUM HOPS, MAXIMUM COSTS, and MAXIMUM
VISITS

¢ ENQUE limit values for NETACP

B. Trace the routing path to determine if the problem is on the routing
path or the remote node.

If the problem is on the routing path, do loopback tests or reachability
tests (as described in Section 4.3 and Section 4.4) to determine the

cause.

If the problem is on the remote node, check the following on the remote
node:

¢ Remote node is running.

¢ DECnet is running.

¢ Circuits and lines are operating properly.

* Cluster aliasing is set up properly.
¢ ENQUE limit for NETACP is correct.

A. Do the following to determine if the local node is the cause of
the problem:

1 Use the following steps to determine if the remote node’s node
address is correctly defined in the local node’s volatile node
database, and to redefine it, if necessary.

a.

Determine if the node address for the remote node is properly
defined by checking the local node’s definition against the
master list of node definitions maintained for your network.
Usually a single node (called master-list-node in the following
example) maintains the master list of node definitions.

Run NCP, and use the following commands to get this
information:

NCP> SHOW NODE node-id
NCP> TELL master-list-node SHOW NODE node-id

If the preceding commands display different node definitions
for the remote node, use the following command to define the
node address to the definition displayed by the master-list-
node:

NCP> CLEAR NODE node~id ALL

NCP> PURGE NODE node-id ALL

NCP> DEFINE NODE node-address NAME node-id
NCP> SET NODE node-id ALL
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2 Use the following steps to check the lines and circuits on the local
node:

a.

Run NCP and use the following commands to determine the
status of the lines and circuits:

NCP> SHOW KNOWN LINES
NCP> SHOW KNOWN CIRCUITS

If the circuit state is on-starting, go to the corrective action for
"Circuit State Problems" in this chapter.

If the lines and circuits are not on, use the following commands
to turn them on:

NCP> SET LINE line—id STATE on
NCP> SET CIRCUIT circuit-id STATE on

3 Check the MAXIMUM HOPS, MAXIMUM COSTS, and
MAXIMUM VISITS values, and modify them, if necessary, using
the following NCP commands:

a.

Note:

Use the following command to display the current values for
the MAXIMUM HOPS, MAXIMUM COSTS, and MAXIMUM
VISITS:

NCP> SHOW EXECUTOR CHARACTERISTICS

A value of 15 for MAXIMUM HOPS is usually sufficient,
unless your network is particularly wide. The MAXIMUM
VISITS value should be two times the value of MAXIMUM
HOPS.

Use care in increasing the MAXIMUM HOPS value
because a higher MAXIMUM HOPS value on routing
systems can cause increased routing traffic. The
increased traffic can cause the network to take longer to
stabilize when a system stops running.

Use the following NCP commands to increase the MAXIMUM
HOPS, MAXIMUM COSTS, and MAXIMUM VISITS values:

NCP> SET EXECUTOR MAXIMUM HOPS value
NCP> SET EXECUTOR MAXIMUM COSTS value
NCP> SET EXECUTOR MAXIMUM VISITS value

4 If the local node is part of a Local Area VAXcluster, the problem
may be related to ENQUE limits. Do the following to resolve
problems related to ENQUE limits:

a. Use the following command to display the current ENQUE

limit value:
$ SHOW LOGICAL NETACPSENQUEUE~LIMIT

The ENQUE limit on the routing node for NETACP must be
two times the number of satellites plus 10.
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b. If the ENQUE limit is too low (as determined in step a), and

DECnet has not started, use the following command to increase
the value, otherwise, go to step c:

$ DEFINE/SYSTEM NETACP$ENQUEUE_LIMIT xxx

If the ENQUE limit is too low (as determined in step a), and
DECnet has started, use the following commands to increase
the value:

$ DEFINE/SYSTEM NETACPSENQUEUE LIMIT xx
$ MCR NCP

NCP> SET EXECUTOR STATE OFF

NCP> EXIT

$ @STARTNET.COM

B. Trace the routing path to determine if the problem is on the
routing path or on the remote node.

If the problem is on the routing path, use loopback, modem, and circuit
tests on the routing path (at the disconnect point) to help determine
the source of the problem. (See Section 4.2.1 for information about
these tests.)

If the problem is on the remote node, go to the next step.

C. If the problem is on the remote node, do the following:

1
2

Make sure that the remote node is running.

On the remote node, use the following command to make sure that
DECnet is running:

$

SHOW NETWORK

On the remote node, use the following steps to check the lines and
circuits on the node:

a.

Run NCP, and use the following commands to make sure that
the lines and circuits are on:

NCP> SHOW KNOWN LINES
NCP> SHOW KNOWN CIRCUITS

If the circuit is on-starting, go to the corrective action for
"Circuit State Problems" in this chapter.

If the lines and circuits are not on, use the following command
to turn them on:

NCP> SET LINE line-id STATE ON
NCP> SET CIRCUIT circuit-id STATE ON

If the remote node is part of a VAXcluster, use the following steps
to resolve problems related to the MAXIMUM BROADCAST
NONROUTER parameter:

a.

Run NCP, and use the following command to display the value
for the MAXIMUM BROADCAST NONROUTER parameter:

NCP> SHOW EXECUTOR CHARACTERISTICS
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The value for MAXIMUM BROADCAST NONROUTER
specifies the number of nonrouting nodes (end nodes) the
executor node can have on its Ethernet circuits. The value for
MAXIMUM BROADCAST NONROUTER should be at least
the number of nonrouting (end nodes) on the Ethernet. The
default value is 64.

If it is necessary to increase the MAXIMUM BROADCAST
NONROUTER parameter, use the following NCP command:

NCP> SET EXECUTOR MAXIMUM BROADCAST NONROUTER n

If the remote node is part of a VAXcluster, use the following
commands to resolve problems resulting from improper setup of
the cluster:

a. Run NCP, and use the following command on each node in the

cluster to display the routing status of each:
NCP> TELL NODE node-id SHOW EXECUTOR CHARACTERISTICS

Check the "type" displayed for the node. The cluster must have
a router defined (designated as ROUTING IV) and the router
must be running for the cluster alias to work.

If the cluster does not have a router defined, define one, using
the following commands:

i Shut down the network on the cluster using the following
NCP command:

NCP> SET EXECUTOR STATE OFF

ii Change the executor type using the following command:
NCP> DEFINE EXECUTOR TYPE ROUTING IV

iii Execute the STARTNET.COM file to restart the network:
$ @STARTNET.COM

iv  If the router is defined but not running, restart it or define
another node to be the routing node.

If the remote node is part of a Local Area VAXcluster, the
problem may be related to ENQUE limits. Use the following
commands to resolve problems related to ENQUE limits:

i Check LOADNET.COM for the current value for ENQLM.

The ENQUE limit on the routing node in NETACP must be
two times the number of satellites plus 10.

ii  If the ENQUE limit is too low, and DECnet has not
started, use the following command to increase the value;
otherwise, go to step c:

$ DEFINE/SYSTEM NETACPSENQUEUE_LIMIT xx
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If the ENQUE limit is too low (as determined in step a),
and DECnet has started, use the following commands to
increase the value:

$ DEFINE/SYSTEM NETACP$ENQUEUE LIMIT xx
$ MCR NCP

NCP> SET EXECUTOR STATE OFF

NCP> EXIT

$ @STARTNET.COM
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Note:

A user cannot connect to a service, VMS node, or ULTRIX host from a
terminal server.

This symptom indicates a LAN problem involving LAT protocol. The
terminal server cannot connect to the requested service, node or host
because of one of the following reasons:

* The group code is undefined, or the group codes between the terminal
server and the requested service, node or host do not match.

* The terminal server node limit may be exceeded.

¢ LAT protocol may not be started on the requested service, node, or
host.

* Resources are insufficient on the requested service, node, or host.

To troubleshoot this problem, do the following:

A. Make sure that the group code definitions on the user’s terminal server
port match those on the requested service, VMS or ULTRIX system.

B. Check the server node limit defined on the terminal server, and
increase it, if necessary.

C. Make sure that the LAT protocol is started on the requested service,
VMS or ULTRIX system.

D. Make sure that sufficient resources exist on the VMS or ULTRIX
system.

You can correct this problem using TSM or NCP to enter
commands on the terminal server, or you can go directly to the
terminal server and enter the commands.

Whether you use TSM or NCP, or enter the commands directly on
the terminal server, the procedure is the same. Only the prompts
change, depending on the method you use. For the purposes of
illustration, TSM> is the prompt for the server commands in the
following steps.
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troubleshooting

procedure A. Make sure that the group code definitions on the user’s

terminal server port match those on the requested service,
VMS or ULTRIX system.

1 Log in to the terminal server, using one of the following methods:

¢ To use TSM to log in to the terminal server, run TSM and use
the following command:

TSM> USE SERVER server-id

* To use NCP to log in to the terminal server, the terminal server
must be defined in the NCP database. If the terminal server is
defined in the NCP database, run NCP and use the following
command to log in to it:

NCP> CONNECT NODE server-id

If the terminal server is not defined, you can use the following
NCP command:

NCP> CONNECT VIA PHYSICAL ADDRESS ethernet-physical-address

When you enter the following terminal server commands, the
system displays the Local> prompt rather than the TSM>
prompt. To return to NCP from the Local> prompt, press
Ctrl/D.

¢ To enter commands directly on the terminal server, go to the
terminal server and log in using your user name.

Enter username> username

When you enter the following terminal server commands, the
system displays the Local> prompt rather than the TSM>
prompt.

Note: From this point on, the commands are the same regardless
of how you access the terminal server. However, the
following prompts assume you use TSM to access the
terminal server.

2 For DECserver 100 terminal servers, use the following command
to display the group codes defined on the terminal server:

TSM> SHOW SERVER

For DECserver 200 terminal servers, use the following commands
to display the group codes defined on the terminal server:

TSM> SHOW SERVER server-id
TSM> SHOW PORT port-id
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3

If the requested service is a VMS system, do the following to
display the group codes definitions on that system:

a. Run LATCP on the user’s requested service, and use the
following command to check the group codes:

LCP> SHOW CHARACTERISTICS

b. Compare the group code definitions displayed in LATCP to
those in the LTLOAD.COM file. The definitions should be the
same.

¢. Compare the group code definitions on the VMS system to
those you displayed in step 2 on the terminal server.

e If the definitions are not the same for the VMS system and
the terminal server, go to step 5.

e If the definitions are the same for the VMS system and the
terminal server, go to step B.

If the requested service is an ULTRIX system, do the following to
display the group code definitions on that system:

a. Use the following LAT control program (Icp) command to
display the host characteristics:

# lcp -d

b. Compare the group code definitions displayed in lcp to those in
the rc.local file. The definitions should be the same.

¢. Compare the group code definitions on the ULTRIX system to
those you displayed in step 2 on the terminal server.

e If the definitions are not the same for the ULTRIX system
and the terminal server, go to step 5.

¢ If the definitions are the same for the ULTRIX system and
the terminal server, go to step B.

Determine whether the group code definitions are correct on the
terminal server or the service node (VMS or ULTRIX system), and
correct as necessary.

Step a explains how to redefine the group code definitions on the
terminal server.

Step b explains how to redefine the group code definitions on the
service node (VMS or ULTRIX system).

a. If the service node (VMS or ULTRIX system) definitions are
correct, then redefine the terminal server definitions to match
the service node definitions as follows:

i Use the following commands to redefine the group codes on
the terminal server to match the group codes on the VMS
or ULTRIX service node:

Note: These commands require that you use the SET
PRIVILEGED command on the terminal server to
enable privileges for these operations.
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TSM> SET SERVER/ENABLE=group-list
TSM> DEFINE SERVER/ENABLE=group-list

Use the following commands to define the port
characteristics:

TSM> SET PORT AUTHORIZE GROUP group-id
TSM> DEFINE PORT AUTHORIZE GROUP group-id
TSM> SET PORT GROUP group-id

TSM> DEFINE PORT GROUP group-id

If the terminal server definitions are correct, then redefine
the service node (VMS or ULTRIX) definitions to match the
terminal server definitions, as follows:

For VMS systems:

i

ii

Run LATCP, and use the following commands to redefine
the group codes on the service node:

LCP> SHOW CHARACTERISTICS

LCP> SET NODE/ENABLE=GROUPLIST

LCP> SET NODE/DISABLE=GROUPLIST

Edit the SYSSMANAGER:LTLOAD.COM file to reflect the
same group codes you just specified or deleted in LATCP.

For ULTRIX systems:

i

ii

Use the following lcp commands to redefine the group codes
on the service node, substituting the appropriate group
numbers for group_n:

# lcp -d
# 1lcp ~g group_n, group_nn, group_nnn,..

Edit the /etc/rc.local file to reflect the same group codes you
just specified or deleted in lcp.

B. If the group codes are properly defined and the problem
persists, the number of systems defined in the group codes
may be greater than the server node limit on the terminal
server. Do the following:

1

TSM>

TSM>

Use the following command to display the server node limit on the
terminal server:

SHOW SERVER

If the server node limit on the terminal server is too small to
accommodate the number of systems the terminal server needs to
access, increase it using the following commands:

SET SERVER NODE LIMIT n
ISM> DEFINE SERVER NODE LIMIT n

Make sure that the LAT protocol is started on the requested

VMS or ULTRIX system.

For VMS systems:

Use the following command to start the LAT protocol:

$

@LTLOAD.COM
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For ULTRIX systems:

1

Make sure that the configuration file contains the following lines:

options LAT
pseudo-device lat
pseudo-device lta n

For non-RISC systems, the configuration file is
/sys/conf/"hostname". For RISC systems, the configuration file
is /sys/conf/mips/"hostname".

For "lta n," specify the number of terminals, using a multiple of 16.
Add the following lines to the /etc/ttys file to define the tty devices:

tty08 "/etc/getty std.9600" vtl00 on nomodem #LAT

tty24 "/etc/getty std.9600" vtl1l00 on nomodem #LAT

Use the following lep command to make sure that the LAT protocol
starts with the appropriate group code designations:

# lcp -s -G groupn, groupn...

Make sure that the /etc/rc.]ocal file contains the following line so
that the LAT protocol starts, and has the appropriate group codes
defined:

lcp -s

Make sure that DECnet or IP is running before you try to start
LAT on an ULTRIX system.

ULTRIX requires DECnet or IP to be running before LAT can
start.

. Make sure that sufficient resources exist on the VMS or

ULTRIX system.

For VMS systems, see "Insufficient Resources at Remote Node" in this
chapter.

For ULTRIX systems, be sure that enough ports exist. If all ports are
in use, increase the number of ports by a multiple of 16.
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Unknown Host

symptoms
explanation

Note:
troubleshooting
strategy

troubleshooting
procedure

Users on TCP/IP networks receive one of the following messages when
trying to access a remote host:

unknown host

This is an ULTRIX host problem, where the remote host’s name has not
been translated to an IP address. The local host could be using any or all
of the following means for name-to-address translation:

¢ /etc/hosts file
¢ BIND name service

e YP name service

This symptom may not indicate a problem. It is possible that the
user is trying to reach the remote host using a name that is not
assigned. Also, if the remote host is in your name domain, you can
specify just the remote host name. However, if the remote host is
in another name domain, you must specify the full domain name.

To solve the "Unknown Host" problem, do one or both of the following:

A. Add to or change the order of the name-to-address services listed
in the /etc/sveorder or /ete/sve.conf files on the local host so that the
name-to-address translation for the remote host occurs.

B. Add the correct translation for the remote host to the service that
provides name-to-address translation for the local host.

A. Modify the name-to-address services listed in the /etc/svcorder
or /etc/sve.conf files on the local host so that the name-to-
address translation for the remote host occurs.

1 Check the /etc/sveorder or /etc/sve.conf file to determine how the
local host obtains name-to-address translation information:

The local host could use any or all of the following:
¢ /etc/hosts file (local)

¢ BIND name service (bind)

* Yellow Pages name service (yp)

The /etc/svecorder file for ULTRIX versions up to Version 3.1
specifies the methods the local host uses for all name-to-address
translations, and the order in which the local host uses the
methods.
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The /ete/sve.conf file for ULTRIX Version 4.0 specifies the methods
the local host uses for name-to-address translations for each type

of name translation request, and the order in which the local host
uses the methods.

For example, the /etc/sve.conf file specifies how the system
translates host names, alias names, group names, network names,
and so forth. The "host" field lists the methods used to translate
host names and the order in which the methods are used.

If your file lists local as the only name-to-address translation
mechanism, then the cause of the problem is that the /etc/hosts file
does not have information on the remote host. Go to step B.

If your site uses BIND or YP name services for name-to-address
translation, check to see if the BIND or YP services have
information about the remote host.

For a BIND name server, do the following:

a. Use the nslookup command to query the BIND name servers
for the IP address of the remote host, as shown:

# nslookup
> hostname

Note: If the remote host is in your name domain, you can

specify just the remote host name. However, if the
remote host is in another name domain, you must
specify the full domain name, and end your query with
a period, as follows:

> hostname.csdept.stateu.edu.

b. If the nslookup command displays the full domain name and
IP address for the remote host, do one of the following:

e Update the /etc/sveorder or /ete/sve.conf file on the local
host to include the BIND name server as an available
service.

¢ Use the information displayed to update the /etc/hosts file
on the local host as described in step B.

c. If the nslookup command displays a message stating that the
BIND name server does not have information about the remote
host, do one of the following:

* Check to see if the Yellow Pages (YP) name service is
available for your site, and go to the instructions for Yellow
Pages name servers.

e If no other services are available, obtain the translation
information from a user on the remote host or through the
local registrar, and go to step B.

d. If the nslookup command generates no response from the
BIND name service, check the /etc/resolv.conf file on the local
host to determine which BIND name servers the host uses, and
in what order the host uses them.
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e. It is possible that the bind server is not available. If the
/etc/resolv.conf file does not show a bind name server, modify
the /etc/resolv.conf file by adding the appropriate bind server
information.

f. Repeat steps a-c.

g. If the bind server is not available, obtain the translation
information from a user on the remote host or through the
local registrar, and go to step B.

For a Yellow Pages name server, do the following:

a. Use the following command to display the name-to-address
translation database files:

% ypcat -x

The ypcat -x command displays the database names for various
types of name-to-address translations, such as hosts, networks,
groups and aliases. To solve "Unknown Host," use the database
file specified for host name translations. In the following
example, the file is the "hosts" file.

b. Use the following command to query the YP name server for
information about the remote host:

[

s ypcat hosts | grep hostname

c. If the ypcat command displays the remote host’s name and IP
address, do one of the following:

* Update the /etc/svcorder or /etc/sve.conf file to include the
YP name server as an available service.

* Use the information displayed to update /etc/hosts file, as
described in step B.

B. If the /etc/hosts file or the name servers do not contain
translation information for a remote host, add the translation
information to the /etc/hosts file or the name servers.

For the /etc/hosts file, do the following:

To add the host name and IP address, edit the /etc/hosts file or run
netsetup, the network set up program.

To use netsetup, log in to the superuser account, and type the following
command:

# /etc/netsetup

The netsetup program prompts you for information about the remote
host, and adds the information you supply to the /etc/hosts file. The
changes you make take effect immediately.
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For BIND or YP name servers, do the following:

Ask the manager of these servers to update the databases to include
the correct information for the remote host.

recommendations If you find that the BIND or YP name servers available for your site do
not have information for remote hosts that you need to reach, notify the
BIND or YP server managers, so that they can decide whether to include
the remote hosts’ information in the server databases.
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Verification Reject

symptoms

explanation

troubleshooting
strategy

troubleshooting
procedure

A circuit alternates between the on-starting and on-synchronizing states,
and OPCOM displays verification reject messages, such as the following.
This problem is most common with dialin connections to DECnet networks.

$%%5%%%%%%%% OPCOM 19-0OCT-1989 15:37:07.40 %%%%%%%%%%%
Message from user DECNET on NODE1l
DECnet event 4.6, verification reject
From node 56.689 (NODEl), 19-0OCT-1989 15:37:07.35
Circuit TX-0-6, Node = 56.1014 (NODE2)

$%%%%%%%%%% OPCOM 19-0CT-1989 15:37:20.65 %%%%%%%%%%%
Message from user DECNET on NODE1l

DECnet event 4.6, verification reject

From node 56.689 (NODEl), 19-OCT-1989 15:37:20.59
Circuit TX-0-6, Node = 56.1014 (NODE2)

o

$5%%%%%%%%% OPCOM 19-OCT-1989 15:37:30.66 %%%%%%%%%%%
Message from user DECNET on NODE1l

DECnet event 4.6, verification reject

From node 56.689 (NODEl), 19-OCT-1989 15:37:30.59

Circuit TX-0-6, Node = 56.1014 (NODE2)

This symptom indicates a DECnet-VAX node problem. The DECnet
routing layer provides a means for verifying passwords between adjacent
nodes, known as circuit verification. Because circuit verification can
disallow access from one node to another, it provides additional security
for DECnet nodes.

You can set passwords and enable circuit verification on a node-by-node
basis. Because of this, nodes can be adjacent to a node through different
circuits, and multiple nodes can be adjacent to a node through a single
circuit.

A node may receive a verification reject message from a node to which it
is intended to have access, because the passwords between the two nodes
have been improperly defined.

1 Determine whether the two nodes in question are intended to have
verification enabled.

2 If verification is not required, disable it.

If verification is required, ensure that the transmit and receive
passwords for each node are properly defined.

Find out if the verification is required for the two nodes.

2 If verification is not necessary, run NCP, and disable verification on
each node using the following command:

NCP> SET CIRCUIT circuit-id VERIFICATION DISABLED
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3 If verification is required, make sure that the local and remote node
passwords are properly defined.

a. On each node, use the following command to display the other
node’s executor characteristics, including transmit and receive
passwords, if any exist.

NCP> SHOW NODE remote-node-id CHARACTERISTICS

If the remote node has transmit or receive passwords defined,

the local node’s transmit password must match the remote node’s
receive password. Likewise, the local node’s receive password must
match the remote node’s transmit password.

b. Use the following commands to set up coordinated transmit and
receive passwords on the local and remote nodes.

On the first node:

NCP> SET NODE remote-node TRANSMIT PASSWORD password_a-
_NCP> RECEIVE PASS password_b

On the second node:

NCP> SET NODE remote-node TRANSMIT PASSWORD password_b-
_NCP> RECEIVE PASSWORD password_a
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A Ethernet Configuration Guidelines

This appendix provides configuration guidelines for the following:

Baseband Ethernet

ThinWire Ethernet

Fiber-optic cable

DELNI Local Network Interconnect
ThinWire multiport repeaters (DEMPRs)
Ethernet repeaters (DEREPs)

Bridges

A1 Baseband Ethernet

Configuration guidelines for Baseband Ethernet are as follows:

500 meters maximum per length of coaxial cable segment.

500 meters maximum per length of coaxial cable segment when
connected with a DELNI and a DEMPR.

300 meters maximum per length of coaxial cable segment if you
cascade a DEMPR or DELNI connected on the Ethernet segment.

100 taps maximum per coaxial cable.

50 meters maximum per transceiver cable from the board to the
coaxial cable.

1023 stations maximum per nonextended LAN.

1500 meters maximum of coaxial cable between any two stations in a
nonextended LAN.

2.5 meters minimum separation between stations.
Use DESTAs to adapt ThinWire to baseband Ethernet devices.

Use DESPRs and DEMPRs to adapt baseband to ThinWire Ethernet
devices.

A.2 ThinWire Ethernet

Configuration guidelines for ThinWire Ethernet are as follows:

185 meters per ThinWire segment.
30 connections maximum per ThinWire cable.

0.5 meters minimum separation between stations.
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¢ No cabling is allowed between the T-connector and the DESTA.

* No cabling is allowed between the T-connector and the Ethernet
controller.

A3 Fiber-Optic Cable

Configuration guidelines for Fiber-optic cable are as follows:

¢ 1000 meters maximum of fiber-optic cable total within a nonextended
LAN

¢ 1500 meters maximum of fiber-optic cable between a remote bridge
and a remote repeater

¢ 10,000 meters maximum of fiber-optic cable between two remote
bridges

* 1000 meters maximum of fiber-optic cable between two stations within
a nonextended LAN

A.4 DELNI Local Network Interconnect

Configuration guidelines for the DELNI local network interconnect are as
follows:

e DELNIs cannot be cascaded if connected to an H4000 transceiver in
GLOBAL mode.

* DELNIs can be cascaded if the top-level DELNI is in LOCAL mode.

A5 DEMPR ThinWire Multiport Repeaters

Configuration guidelines for DEMPR ThinWire Multiport Repeaters are as
follows:

¢ DEMPRs provide grounding and termination on one end for ThinWire
segments.

* DEMPRs support a maximum of 29 stations on each segment.

* DEMPRs must be connected to an H4000-ba (no heartbeat) transceiver,
or a standalone DELNI in GLOBAL mode with a loopback connector
in the global port.

A.6 DEREP Ethernet Repeaters
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Configuration guidelines for DEREP Ethernet Repeaters are as follows:

e DEREPs must be connected to an H4000-aa (with heartbeat)
transceiver.

¢ Two repeaters (DEREP, DEMPR, DESPR) maximum are allowed
between any two stations (this is the two repeater rule).
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A pair of remote repeaters connected to either end of a fiber-optic cable
count as one repeater.

A remote repeater and remote bridge combination counts as one
repeater and one bridge.

Parallel (or redundant) repeaters are allowed in LOCAL mode only, set
using the standby switch on the repeater.

Bridges

Configuration guidelines for bridges are as follows:

[

A maximum of seven bridges are allowed between any two stations.
A maximum of 8000 stations are allowed on an extended LAN.

Bridges effectively reset the two repeater rule. Therefore, if you
use a bridge between sets of repeaters, you can have more than two
repeaters between two stations.

Parallel (or redundant) bridge configurations are permitted. The
spanning tree algorithm automatically disables one bridge to prevent
loops. Or, you can use RBMS to disable a bridge and prevent loops.

A pair of remote bridges on either end of a fiber-optic cable count as
two bridges.
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B RFC Request Process

Requests for Comments (RFCs) are a series of technical papers that
include proposals and protocol standards for the Internet. This appendix
explains how to get copies of these documents through the following:

¢ Internet File Transfer Protocol (ftp)
* Network Information Center Automatic Mail Service

¢ Network Information Center Telephone Request

B.1 Obtaining RFCs Through The Internet File Transfer Protocol
This section explains how to do the following:
¢ Log into a remote host from which you can obtain RFCs
¢ List the files contained in public directories
* Get an index of available RFCs

B.1.1  Logging In To The Remote Host

1 Log in to nic.ddn.mil using the Internet File Transfer Protocol (ftp), as
follows:
% ftp nic.ddn.mil

The remote host displays a message such as the following:

Connected to nic.ddn.mil.
220 NIC.DDN.MIL FTP Server Process 5Z(47)-6 at Fri 22-Jun—-90 11:04-PDT

2 Enter "anonymous" for the username:
Name (nic.ddn.mil:myname): anonymous
3 Enter "guest” for the password:
Password (nic.ddn.mil:anonymous): guest
The remote host displays a message such as the following:

331 ANONYMOUS user ok, send real ident as password.
230 User ANONYMOUS logged in at Fri 22-Jun-90 11:04-PDT, job 39.
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B.1.2 Using Public Directories on The Remote Host

After you log in to nic.dnn.mil, you can use ftp to display a list of the files
available in public directories. Table B—1 lists the public directories and a
brief description of their contents.

Table B-1 Public Directories on NIC.DDN.MIL

Public Directory Contents

DDN-NEWS: DDN management bulletins and DDN newsletters

IEN: Internet experimental notes

INTERNET-DRAFTS Internet Engineering Task Force (IETF) idea papers
NETINFO: Administrative notes, documents, host/TAC information,

domain and Internet information, PC/Kermit information,
NSC/HA lists, network program information, DDN Vendors
Guide, and DDN New Users Guide

NETPROG: Network programs for WHOIS, HOSTNAME, getting the NIC
host table and host table compiler

PROTOCOLS: Network protocols information

RFC: Requests for comments

Use the ftp directory command, dir, to list the file names in the public
directories. For example, the following command lists the file names in the
RFC directory:

ftp> dir RFC:

B.1.3 Obtaining an Index of Available RFCs

B-2

Each public directory also contains an index or indexes to the files in

that directory. For the RFC directory, the file that contains the index is

RFC-INDEX.TXT. The following example shows how to get a copy of this
file:

ftp> get RFC:RFC-INDEX.TXT

200 Port 12.83 at host 130.180.4.1 accepted.

150 ASCII retrieve of TS:<RFC>RFC~INDEX.TXT (56 pages) started.
226 Transfer completed. 143171 (8) bytes transferred.

local: RFC:RFC-INDEX.TXT remote: REFC:RFC-INDEX.TXT

143171 bytes received in 47 seconds (3 Kbytes/s)

ftp>
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B.1.4 Copying RFC Files

To get a copy of an RFC, use the following command syntax:
ftp> get RFC:RFCnnnn.type
"nnnn" is the number of the RFC you want

"type" is either .PS for the postscript version, or .TXT for the ASCII text
version

The following example shows how to get a copy of RFC1118, Hitchhiker’s
Guide to the Internet. ‘

ftp> get RFC:RFC1118.TXT

200 Port 13.62 at host 130.180.4.1 accepted.

150 ASCII retrieve of TS:<RFC>RFC1118.TXT.1 (25 pages)
started.

226 Transfer completed. 62792 (8) bytes transferred.
local: RFC:RFC1118.TXT remote: RFC:RFC1118.TXT

62792 bytes received in 43 seconds (1.4 Kbytes/s)

ftp>

B.1.5 Logging Out of The Remote Host
To log out of the remote host, type quit, as follows:
ftp> quit

221 QUIT command received. Goodbye.
myhost>

B.2 Obtaining RFCs Through The NIC Automatic Mail Service

To obtain RFCs from the Network Information Center (NIC) through an
automatic mail service, send requests to the following address:

service@nic.ddn.mil

Include the RFC file name in the subject field of the message. For
example:

Subject: SEND RFC:RFCnnnn.TYPE
"nnnn" is the number of the RFC you want

"type” is either .PS for the postscript version, or .TXT for the ASCII text
version

B.3 Obtaining RFCs by Telephone Request

To request an RFC by telephone, call the Network Information Center at
1-800-235-3155.
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This section defines terms used in this manual.

access control information: On DECnet networks, information specified to gain
access to a VMS system, primarily a user name and password.

adaptive routing: A type of network routing in which the path to a destination node
is determined according to changing conditions on the network.

addressing: On internet networks, the way the network defines the locations of
hosts.

address mask: A bit mask used to select bits from an internet address for subnet
addressing. The mask is 32 bits long and selects the network portion of the
internet address and one or more bits of the local portion. Also called a network
mask, netmask, or subnet mask.

Address Resolution Protocol (ARP): A protocol on internet networks that allows
hosts to determine the physical network addresses of other hosts on the same
network.

area: A group of nodes on a DECnet network that can run independently as a
subnetwork.

area router: Same as a level 2 router.
ARP: See Address Resolution Protocol (ARP).

asynchronous connections: Connections that use asynchronous transmission, a
mode of data transmission in which the time intervals between transmitted
characters may be of unequal length. Asynchronous transmission most
commonly occurs over terminal lines.

autonomous system: On internet networks, a collection of routers and networks
that fall under one administrative entity and cooperate closely to propagate
network reachability and routing information among themselves.

babbler: A device experiencing hardware problems that sends large amounts of data
on the network, adversely affecting the general operation of the network. Also
known as a screamer.

Berkeley Internet Name Domain (BIND): A name service available on internet
networks.

BIND: See Berkeley Internet Name Domain.

bouncing circuit: On DECnet networks, a circuit that continually alternates
between circuit states.
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branch: Same as subdomain.

bridge: A device used to expand a local area network by forwarding frames between
data link layers associated with two different kinds of physical link. Also called
a data link relay or level 2 relay.

bus topology: A network configuration in which all computers are connected to a
single cable that runs the length of the network. Every computer has access to
every other computer on the network directly through the transmission media.

cache: The storage area for the ARP bindings most recently requested by a host on
an internet network.

carrier sense multiple access with collision detection (CSMA/CD): A link
management method used on Ethernet networks. CSMA/CD allows multiple
stations to access a transmission medium (multiple access) by listening until
no signals are detected (carrier sense), then transmitting and checking to see if
more than one signal is present (collision detection).

channel: A means of data transmission.

channel service unit (CSU): A device used on digital circuits that performs signal
conversion. See also data service unit.

circuit: Virtual communication path between nodes or DTEs. Circuits operate over
physical lines and are the media on which all I/O occurs.

circuit cost: On DECnet networks, a number that the network manager assigns to
a circuit between two nodes.

circuit loopback test: A circuit-level loopback test that uses a loopback connector or
a modem. See also controller loopback and software loopback tests.

circuit quality: A measure of the effectiveness of a circuit; the percentage of data
transmitted that reaches its destination intact. Circuit quality is based on the
throughput through the circuit, and data errors and timeouts recorded.

client: On an internet network, a host system that obtains naming information from
a name server.

CSMA/CD: See carrier sense multiple access with collision detection.

common carrier: An organization that offers standard and consistent

communications services within a country. For example, Western Union or
American Telephone and Telegraph (AT&T).

common internet address notation: On internet networks, the decimal form of the
32-bit internet address. Also called dotted decimal notation.

communications channel: The path through which signals are sent to computers.
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configuration database: On DECnet networks, a database containing files that
provide information about network components. Specifically, the files contain
information about the local node, and all remote nodes, modules, circuits, lines,
logging, and objects in the network. See also permanent database and volatile
database.

controller loopback test: A circuit-level loopback test that uses a hardware loopback
device. See also circuit loopback and software loopback tests..

count: The number of blocks to be sent during a loopback test.

data communications equipment (DCE): The network equipment (such as modems
and multiplexors) that establishes, maintains, and terminates a connection, and
handles the signal conversion and coding between the data terminal equipment
and the network.

data communications network: Two or more computers set up to exchange
information or data. Also known as a computer network.

data service unit (DSU): A device used on digital circuits that performs signal
conversion. See also channel service unit.

data terminal equipment (DTE): User’s equipment (computer or terminal) connected
to a DCE on a packet switching network for the purpose of sending and receiving
data. :

DCE: See data communications equipment.
DDCMP: See Digital Data Communication Message Protocol.

DELNI: A local network interconnect device used to group Ethernet-compatible
devices (not terminals) together.

Digital Data Communication Message Protocol (DDCMP): A data link layer protocol
where message headers contain a character count indicating the size of the
message. This permits the transmission of arbitrary character sequences in the
message without concern that some may be interpreted as control characters.

DIGITAL Network Architecture (DNA): A set of protocols that govern the
interrelationship of the components that make up the DECnet software.
The specific functional boundaries between DECnet software components are
structured as a hierarchical set of layers. DNA specifies the functional layers in
which DECnet software is arranged and the communications protocols through
which the corresponding layers at different nodes communicate with each other.

direct routing: On internet networks, the process of directing an IP datagram from
one host to another host on the same physical network. '

disruptive loopback test: Any loopback test that disconnects the existing circuit
before looping the data, either physically with a loopback connector or button, or
through software. Disruptive loopback tests disable any services the circuit may
have been providing.

DNA: See DIGITAL Network Architecture.
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DTE: See data terminal equipment.

domain: The primary category of hosts in the internet domain name system. The
Internet domain name system consists of seven primary categories of hosts
including COM, EDU, GOV, MIL, NET, ORG, and ARPA.

domain name system: A tree-structured system for organizing host names for an
entire internet.

dotted decimal notation: Same as common internet address notation.

end node: A DECnet node that can receive packets addressed to it and send packets
to other nodes, but cannot route packets through from other nodes. Also called a
nonrouting node.

External Gateway Protocol (EGP): A type of routing protocol that allows individual
networks to communicate with the Internet backbone.

Ethernet: A CSMA/CD system using coaxial cable, developed at Xerox Corporation’s
Palo Alto Research Center used for local communications networks.

executor nhode: The DECnet node at which an NCP command executes.

extended local area network: A collection of local area networks connected by
bridges, and logically considered as one local area network.

FDDI: See Fiber Distributed Data Interface.

Fiber Distributed Data Interface (FDDI): A 100-Mbps local area network (LAN)
standard that uses a timed-token access method and allows up to 500 stations to
be connected with a total fiber length of 200 kms.

fiber optics: A data transmission medium consisting of fine glass fibers.

hardware loopback test: A type of loopback test that loops data through specific
hardware points using a hardware loopback connector inserted on the end of a
cable.

hop: The distance between two directly connected nodes on a DECnet network. On
an internet network, a measure of distance between two points on the network.

hop count: On an internet network, the number of networks a datagram travels on
its way from the source host to the destination host. If the destination host for
an IP datagram is on the same network as the source host, the hop count is one,
because the datagram travels on only one network. If the destination host is on
another network, the hop count is two, because the datagram travels from one
network, through a router, to a second network.

host: A computer system on an internet network.

host number: The second of two p'arts of an internet address. The host number
identifies a host on the internet.

ICMP: See Internet Control Message Protocol.
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indirect routing: The process of directing an IP datagram from one host on an
internet network to another host on a different physical network.

Interior Gateway Protocol (IGP): A type of routing protocol used to route information
for networks within an autonomous system on an internet network.

internet: A collection of connected networks using the internet protocol (IP).

Internet: A collection of computing networks consisting of participants from major
research institutions, universities, and government labs, including the National
Science Foundation (NSF) and the NFSnet regional organizations. The Internet
is not a commercial product but rather, a large project in support of research.
The Internet is also known as the TCP/IP Internet.

internet address: A unique 32-bit number that identifies a host’s connection to an
internet network. An internet address consists of a network number and a host
number.

Internet Control Message Protocol (ICMP). The protocol responsible for reporting
network errors on internet networks. ICMP also provides route change
information from IP routers to hosts. The route change information contains
alternate routes to use when hosts on the route are unavailable.

Internet Protocol (IP): On internet networks, the layer upon which the Transmission
Control Protocol (TCP) and application services build. IP determines how data is
sent from one host to another on an internet, and specifies the format of internet
packets known as internet protocol (IP) datagrams.

internet protocol (IP) datagram: The basic unit of information passed across an
internet. An IP datagram contains source and destination addresses as well as
data.

internet protocol (IP) gateway: Same as internet protocol (IP) router.

internet protocol (IP) router: A host that connects to two or more internet networks.
The IP router knows how to reach all the hosts on the networks to which it is
attached. Also called an internet protocol (IP) gateway.

internetwork: Same as internet.

IP: See Internet Protocol (IP).

LAN: See local area network.

leaf: A host in the internet domain name system.

least cost path: The route to a DECnet node with the lowest sum of circuit costs.
length: Length (in bytes) of the blocks to be sent during a loopback test.

level 1 router: A DECnet node that can send and receive packets, and route packets
from one node to another, but only within a single area.
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level 2 router: A DECnet node that can send and receive packets, and route packets
from one node to another, within its own area and between areas. Also known as
an area router.

line: The network component that provides a distinct physical data path.

load host node: Any node that provides downline loading and upline dumping for
other systems.

local hode: The node at which you are physically located.

local area network (LAN): A data communications system that operates over
a limited physical distance, offering high-speed communications channels
optimized for connecting information-processing equipment. Also known as a
LAN.

Local Area Transport (LAT): A communications protocol that the VMS operating
system uses within a local area network to communicate with terminal servers.

logical link: A carrier of a single stream of full-duplex traffic between two user-level
processes.

logical location: The functional interconnections between devices on a network. See
also physical location.

management agent: A component of the Simple Network Management Protocol
(SNMP) that resides on the network elements. The management agent performs
network management functions requested by the network management stations
that monitor and control network elements.

MAU: See media access unit.

media access unit (MAU): A data communication connection used on LANSs to
provide an interface to the network for a computer.

mesh topology: A network configuration that uses multiple paths to each computer
system to ensure that no single point of failure exists on the network.

modem: An acronym for modulator-demodulator. A device that changes digital
signals into analog signals for transmission over long distances, and changes
received analog signals to digital signals for use by electronic data equipment.
Also, a device that converts computer signals to signals that can be sent over a
telephone line.

name server: Software that maintains naming information for network entities
and performs name-to-address and address-to-name translations. Sometimes the
name server software runs on a dedicated processor, and the processor itself is
also known as the name server.

naming: The method for identifying hosts on an internet network.
netmask: Same as address mask.

network management stations: A component of the Simple Network Management
Protocol (SNMP) that monitors and controls network elements.
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network elements: Devices such as hosts, gateways, and terminal servers. These
devices contain Simple Network Management Protocol (SNMP) management
agents, which perform network management functions requested by the network
management stations.

Network Information Center (NIC): The central authority for the Internet.
network mask: Same as address mask.

network number: The part of an internet address that encodes the network address
and the network class of a host.

network problem: Any failure of hardware, software, or communications media that
prevents users from accessing network resources.

NIC: See Network Information Center.
node: A computer system on a DECnet network.

nondisruptive loopback test: Any loopback test that does not disconnect the circuit
before looping the data.

nonrouting node: An end node on a DECnet network.

object: A DECnet-VAX process that receives a logical link request. It performs
a specific network function (a nonzero object such as FAL or NML), or is a
user-defined image for a special-purpose application (a zero-numbered object).

octet: An 8-bit byte. Also, an 8-bit field of the 32-bit internet address.
packet rate: The number of packets transmitted per second.

partitioned area: An area in a DECnet network that, due to configuration
weaknesses or multiple failures on the network, is unreachable to some, but
not all other nodes and areas on the network.

path: The route a packet takes from a source to a destination.

path cost: The sum of the circuit costs along a path between two DECnet nodes.
See also circuit cost.

path length: The number of hops along a path between two nodes; that is, the
number of circuits along which a packet must travel to reach its destination. See
also hop.

peer-to-peer network: A network, such as a DECnet network, in which all systems
participate as peers or equals.

permanent database: Files containing information about network management
components. See also volatile database and configuration database.

physical location: The place a device is stationed on a network. See also logical
location.

point-to-point connections: A circuit that connects two nodes, operating over a
single line.
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PID: See process identification.

protocol: A set of messages with specific formats and the rules for exchanging the
messages that governs the operation of a communications link.

process identification (PID): A 32-bit binary value that uniquely identifies a process.
Each process has a process identification and a process name. Also called PID.

Requests for Comments (RFC): A series of notes that contain surveys,
measurements, ideas, techniques, and observations, as well as proposed and
accepted Internet protocol standards.

remote hode: Any node in the network other than the node at which you are
physically located.

resolver: Client software that queries name servers for the naming information
requested.

RFC: See Requests for Comments (RFC).

ring topology: A network configuration that consists of computers arranged in a
closed loop.

root: The top-most level of the internet domain name system. The root level

encompasses seven primary categories of internet hosts known as domains,
including COM, EDU, GOV, MIL, NET, ORG, and ARPA.

root server: The top-level name servers for the internet domain name system.

routed: Route Daemon. The program that implements the Routing Information
Protocol (RIP) on internet networks.

router: An intervening node along the data path between two nodes that forwards
the data received from the source node to the destination node.

routing: The process of directing a data message from a source node or host to a
destination node or host.

Routing Information Protocol (RIP): An Interior Gateway Protocol (IGP) that
specifies how routing information passes between routers in an autonomous
system. The program that implements RIP is routed.

routing overhead: The amount of traffic generated to maintain the adaptive routing
tables.

routing tables: The tables that hosts maintain to keep track of the best routes to
other networks in an internet. For each destination network, routing tables list
the network number, and the internet address to use when sending datagrams to
that network.

screamer: See babbler.
service node: A VMS host system that is part of a LAT configuration.

Simple Network Management Protocol: An interim standard for network
management in TCP/IP networks.
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software loopback test: A circuit-level loopback test that loops data using the
software capabilities of the system. See also circuit loopback and controller
loopback tests.

SNMP: See Simple Network Management Protocol.

software loopback test: A type of loopback test that loops data through various
DNA layers using NCP commands.

star topology: A network configuration in which each computer in the network is
connected to a central computer through a data circuit.

subdomain: In the internet domain name system, the groups that participate in a
domain. Also called zones or branches.

subnet: Each physical network that shares a network address with other physical
networks on an internet. Because a single network address identifies all of the
physical networks in a subnet collection, networks outside of the collection see
only one network, where in fact there are multiple physical networks.

subnet address: A modified form of an internet address for internets that use
subnets. A subnet address divides the 32-bit address into a network part and a
local part. The network part identifies the internet network address. The local
part identifies the physical network (subnet) and host number.

subnet mask: Same as address mask.

synchronous connections: Connections that use synchronous transmission, a mode
of data transmission in which the time of occurrence of each signal representing
a bit is related to a fixed time frame.

system user authorization file (SYSUAF): A VAX/VMS file containing an entry
for every user that the system manager authorizes to gain access to the
system. Each entry identifies the user name, password, default account, user
identification code, quotas, limits, and privileges assigned to individuals who use
the system.

SYSUAF: See system user authorization file.

TCP/IP: Communications software used on internet networks, based loosely on the
internet protocol model. TCP/IP consists of two main protocols: Transmission
Control Protocol (TCP) and Internet Protocol (IP).

TCP/IP Internet: Same as the Internet.

terminal server: A device used to connect multiple terminals to service nodes in a
network.

token ring topology: A network configuration that consists of computers arranged
in a closed loop.

topology: The physical and logical location of components in a network.
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transit congestion loss: The state where circuits or routers or both receive too
many packets to be processed at one time. When this occurs, the packets are
discarded, and the transport layer of the system that originated the packets
retransmits the packets.

Transmission Control Protocol (TCP): A host-to-host protocol for reliable
communication in an internet.

tree topology: A network configuration in which a central, controlling computer
manages the various groups of computers on the network.

User Datagram Protocol (UDP): The internet standard protocol that allows an
application program on one host to send a datagram to an application program
on another host. UDP provides unreliable, connectionless delivery service using
IP to transport messages among hosts.

volatile database: A memory image that contains information about network
management components. Information in the volatile database is lost when the
system reboots. See also permanent database.

WAN: See wide area network.

wide area network (WAN): A public or private communications system, such as
DECnet, that provides transmission to a wide geographical area.

Yellow Pages (YP): A name server used on internet networks.

zone: Same as a subdomain.
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Bridges (Cont.)
A configuration guidelines « A-3
LAN Bridge switch settings « 5-56

METROWAVE - 1-14
Aborted service request « 5-4 Broadcast storm  5—16

Access control rejected « 5-23
Accounting log file « 4-3
ACCOUNTNG.DAT file  4-3

Adaptive routing * 1-10 C
Address mask ¢ 1-30

Address Resolution Protocol (ARP) « 1-43 Cable s 1-9
Adjacency rejected » 5-8 Ethernet - 1-8
Adjacency rejected/adjacency up * 5-8 Circuits 1-9
Adjacency up * 5-8 bouncing ¢ 5-8
ALIAS MAXIMUM LINKS costs1-10
guidelines for setting - 549 Circuit-level loopback tests » 4—13
Architectures « 2-2 Circuit quality formula « 4-21
Ethernet 802.3+1-8 Circuit state problems « 5-20
using to solve DECnet problems * 2-2 Cleaning up after troubleshooting « 2-22
using to solve TCP/IP problems « 2-3 Cluster alias
ARP as cause of intermittent errors « 2—14
See Address Resolution Protocol Common internet address notation » 1-24
arp command « 3-3 Communications channel « 1-2
using for direct routing problems « 3-3 Computing system « 1-9
ARP storm Configuration errors
causes * 5-16 defined « 2-16
Asynchronous connection Configuration guidelines
dynamic ¢ 1-15 baseband Ethernet - A—1
static+ 1-15 bridges « A-3
Asynchronous DECnet problems « 5-10 DELNI local area interconnect » A-2
AUTHORIZE DEMPR ThinWire multiport repeaters « A—2
See Authorize utility DEREP Ethernet repeaters « A-2
Authorize utility « 3—4 fiber-optic cable » A-2

ThinWire Ethernet « A1
Configuring network devices on TCP/IP networks «

B 5-43, 5-87
Connect failed, access control rejected » 5-23

Connect failed, unrecognized object « 5-29

Babbling device * 5-14 Connection
Baseband Ethernet point-to-point « 1-15
configuration guidelines » A1 Connection timed out » 5-31
Berkeley Internet Name Domain (BIND) « 1-34 example » 2—7
BIND using ping command for solving « 3-28
See Berkeley Internet Name Domain Controller loopback tests * 413, 4-14
Bouncing circuit + 5-8 Cross-category problems
Breakout boxes * 3-6 circuit state problems « 5-20
checking modem signals with « 541 connection timed out « 5-31
Bridges « 1-14 dialup *» 5-39
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Cross-category problems (Cont.)

host is unreachable + 542
Network is unreachable + 5-86

remote node is not currently reachable « 5—108

CSMA/CD - 1-8

D

Data communications equipment (DCE) ¢ 1-1
Data communications media + 1-2
Data communications network
components of ¢ 1-1
defined « 1-1
Data link layer « 1-12
Data set hangup error « 5-67
Data terminal equipment (DTE) » 1—1
DCE
See data communications equipment
DDCMP
See DIGITAL Data Communications Message
Protocol
DECelms
DEC Extended LAN Management Software
(DECelms) « 3—-7
DECmcc Management Station for ULTRIX « 3—9
DECnet
architecture « 1-11
area+1-7
layers « 112
node » 1-11
protocol + 1-11
structure « 1-11
DECnet/SNA gateway * 1-13, 1-17
DECnet area
maximum number of nodes ¢« 5-97
maximum number per DECnet network « 5-97
DECnet-DOS software
in a DECnet network » 1-13
DECnet errors during network startup « 5-51
DECnet events » 4-23
logging facility « 4-23
DECnet layers
data link « 1-12
end communications (or transport) * 1—12
network (or routing) « 1-12
network application s 1-12
physical s 1-12
routing (or network) « 1-12
session control « 1-12
transport (or end communications) + 1-12
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DECnet layers (Cont.)
usere1-12
DECnet Monitor « 3—24
DECnet networks
areas * 1-7
communication ¢ 1—9
configuration « 1-7, 1-14
data transmission media* 1-8
environments « 1-14
local area network « 1-14
maximum number of areas « 5-97
multiple-area networks * 17
peer-to-peer communication  1-7
required skills for network troubleshooting « xiii
subnetworks « 1-7
topologies * 1-7
DECnet node
relocation * 1-7
DECnet Phase IV addresses « 5-36
DECnet problems
due to Ethernet address modification « 5-36
using architectural information to solve * 2-2
DECnet router
area*1-10
level 1+1-10
level 2+1-10
DECnet routing* 1-10
DECnet-RSX software « 1-13
DECnet-ULTRIX software « 1-13
DECnet-VAX
adaptive routing » 1-10
node * 1-13
object+ 1-10
DELNI local network interconnect+ 1-14
configuration guidelines « A-2
DEREP Ethernet repeaters
configuration guidelines + A-2
Device not mounted » 5-37
Dialup problems « 5-39
DIGITAL Data Communications Message Protocol
(DDCMP) « 1-15
asynchronous connection * 1-15
synchronous connection * 1-15
Direct routing * 1-35
Disruptive loopback tests * 4-9
Distributed processing « 1-7
DNA (DIGITAL Network Architecture) » 1-11
layers « 111, 1-12
protocols » 1-11
specifications ¢ 1-11
Domain name system « 1-32
domain * 1-32



Domain name system (Cont.)
leaf+ 1-32
root « 1-32
subdomain « 1-32
Dotted decimal notation « 1—-24
DTE
See data terminal equipment

Index

External Gateway Protocol (EGP) » 140

E

Echo tests
using the ping command + 3-28, 4-18
EGP
See External Gateway Protocol
End communications (or transport) layer » 1—12
End node « 1-10
ERRLOG.SYS file = 4-2
Errors
displaying LAT error messages * 5-65
displaying VMS errors « 4-2
Errors while starting DECnet
See invalid parameter value
/etc/hosts file « 1-34
/etc/ifconfig command « 5-43, 5-86
/etc/password file « 5-77
/etc/rc.local file « 5-43, 5-86
/etc/resolv.conf file » 5-120
/etc/sve.conf file « 5—120
/etc/svcorder file « 5-119
Ethernet
802.3+1-8
cable » 1-8, 1-9
cabling rules « 2-19, A—1
channel « 1-8
concepts «2-19
configuration guidelines « A—1
data transmission rate « 1-9
extended - 1-9
line statistics formula » 4-22
maximum number of nodes * 1-9
maximum number of taps « 1-9
multi-access device * 1-8
protocols * 2-19
ThinWire « 1-9
Ethernet addresses « 5-36
Phase |V DECnet's modification of « 536
ETHERNIm » 3-26
Event logging
enabling « 4-1
Extended Ethernet+ 1-9

F

Fault isolation
defined « 2-16
Fiber-optic cable
configuration guidelines « A-2
Fiber-optic link » 1-8
Formulas
circuit quality « 4-21
Ethernet line statistics « 4-22
for understanding counters « 4-20
packet rate » 4-20
retransmissions « 4-23
routing overhead « 4-23
transit congestion loss « 4-22
ftp
See Internet File Transfer Protocol

G

Gateway * 1-17
DECnet+1-13
DECnet/SNA - 1-13, 1-17

Gateway, IP

See IP router

H

Hard errors
defined « 2-14
Hardware errors
defined « 2—15
gathering information about « 4-2, 4-18
Hardware loopback device + 4-13
Hardware loopback tests » 4-8
Historical performance data
maintaining « 2—4
Hop
DECnet network « 1-10
internet network « 1-40
Hop count
internet, defined « 1-40
Host
relocation on internet » 1-20
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Host is unreachable - 542
using ping command for solving » 3-28
Host problems
defined « 2-13
Host unknown
See Unknown host
Host unreachable
example « 2—7

ICMP
See Internet Control Message Protocol
IGP
See Interior Gateway Protocol
Inaccurate ARP entries
how to correct « 5-35
Inconsistent errors
defined « 2—-14
Indirect routing » 1-35
process * 1-36
Information gathering
on hardware errors * 4-2, 4-18
using event logging « 4-—1
using log files « 4-1
using NCP counters «4-18
using SNMP tools - 4-23
using the ACCOUNTNG.DAT file « 4-3
using the DECnet event logging facility « 4-23
using the ERRLOG.SYS file « 4-2
using the NETSERVER.LOG file « 4-2
using the OPERATOR.LOG file « 4—1
using the ULTRIX error log files « 4-3
Insufficient resources at remote node ¢ 5-47
Interior Gateway Protocol (IGP) » 1—40
Intermittent errors
cluster configuration as cause * 2-14
defined « 2-14
due to threshold values being reached « 2—-15
effect on performance * 24
Internet
defined « 1-20
TCP/IP « 1-21
Internet addresses * 1-23
common notation * 1-24
decimal ranges « 1-26
dotted decimal notation « 1-24
fields = 1-24
host number « 1-23
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Internet addresses (Cont.)

modifications for subnets » 1-30

network number « 1-23

octets « 1-24

parts « 1-23

translating to Ethernet addresses * 3-3
Internet Control Message Protocol (ICMP) « 1-41
Internet File Transfer Protocol (ftp) « B—1
Internet name domains < 1-33
Internet network classes

size of » 1-25
Internet Protocol (IP) » 1-21, 1-39

RFC 791+ 1-22
internet Standard Subnetting Procedure

RFC 950+ 1-30
Internet-to-Ethernet address translation tables

displaying and modifying using arp command « 3-3

Interoperability errors
defined « 2-16
Invalid login information at remote node
“using Authorize utility to solve « 3-5
Invalid parameter value » 5-51
IP
See Internet Protocol
IP addressing
defined « 1-23
IP datagrams « 1-23
IP gateway
See |IP router
IP hosts

testing reachability with the ping command « 3-28,

4-18
IP naming
defined « 1-23
IP router « 1-21
IP routing
defined « 1-23
direct+ 1-35
indirect » 1-35
IP routing protocols
External Gateway Protocol « 1—-40
Interior Gateway Protocol « 1-40
Routing Information Protocol « 1—40
IP routing tables « 1-35
Isolating the source of a problem «2-16
to the host level « 2-17
to the LAN level « 2-19
to the node level « 2-17
to the WAN level « 2-20



L

LAN
See local area network
LAN Bridge cannot downline load » 5-53
using LAN Traffic Monitor to solve « 3—12
LAN Bridge switch settings « 5-56
LAN problems
aborted service request « 54
adjacency rejected/adjacency up * 5-8
babbling device « 5-14
bouncing circuit » 5-8
broadcast storm « 5-16
defined « 2-13
LAN Bridge cannot downline load * 5-53
LAN segment communication problem « 5-57
LAT port hung ¢ 5-61
LAT print queue problems ¢ 5-64
terminal server connection failures « 5-114
LAN segment communication problem « 5-57
LAN Traffic Monitor (LTM) ¢ 3—11
LAT (local area transport)
protocol » 1-14
LAT Control Program (LATCP) - 3—14
running » 3—14
LATCP
See LAT Control Program » 3—14
LAT error messages
displaying * 5-65
LAT port hung « 5-61
LAT print queue
fixing a paused queue « 5-67
fixing a stalled queue * 5-66
fixing job retained on error problems « 5-71
fixing when printing incorrectly « 5-71
starting a stopped queue * 5-66
LAT print queue problems « 5-64
LCP
See LAT Control Program
Leaf
in the domain name system « 1-32
Least cost path = 1-10
Level 1 router (DECnet) * 1-10
Level 2 router (DECnet) * 1-10
Line «1-9
dedicated * 1-8, 1-15
dialup+ 1-8, 1-15
terminal « 1-15
Line synchronization lost « 5-73
using NMCC/VAX ETHERnim to solve * 3-27

Index

Link
fiber-optic « 1-8
microwave « 1-8, 1-9
satellite » 1-8, 1-9
Local area network (LAN) + 1—6
bridge « 1-14
configuration « 1-14, 1-15
data communications connections « 11
DECnet+1-14
Local loopback tests » 4-12
Local network interconnect device
DELNI+1-14 '
Local-to-local loopback tests « 4—11
Local-to-remote loopback tests » 4—11
Location
logical » 1-2
physical « 1-2
Log files « 4—1
ACCOUNTNG.DAT + 4-3
ERRLOG.SYS » 4-2
NETSERVER.LOG * 4-2
OPERATOR.LOG « 4-1
Logical link « 1-9
Logical location « 1-2
Login incorrect « 577
Login information invalid - 2-3, 5-79
architectural layers affected « 2-3
Loopback connector « 4—15
Loopback tests
disruptive « 4-9
failed NCP tests »4-8
modem ¢« 4—15
nondisruptive ¢« 4—9
remote ¢ 4-9
results of NCP tests « 4-8
successful NCP tests « 4—8
to a remote node * 4-9
using a loopback connector « 4-15
using NCP « 4-6
using the ping command + 3-28
Loop node name « 4-10
LT™
See LAN Traffic Monitor

Maps « 2—-1
creating manually « 2-2
creating using software tools « 2—1
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Maps (Cont.)

generating manually » 4-3

tools for creating « 2—1

use during troubleshooting « 2—1
MAU

See media access units
MAXIMUM LINKS

guidelines for setting » 549
Media access units (MAU) « 11
METROWAVE bridge « 1-14
Microwave link « 1-8, 1-9
Modem « 1-8, 1-15
Modem loopback tests « 4-13, 4—15

example of »4-16

flowchart of « 4-16

for problems between a modem and a circuit *

4-15

Modem signals

checking with a breakout box * 541
Multi-access device « 1-8
Multiple-area networks « 1-7

N

NAKS

See Negative acknowledgements
Name server « 1-34

Berkeley Internet Name Domain (BIND) » 1-34

client+1-34

resolver » 1-34

root servers « 1-34

Yellow Pages (YP) « 1-34
Naming information

in the /etc/hosts file « 1-34
NCP

See Network Control Program
NCP loopback tests * 4—6

circuit-level » 4-13

controller » 4-13, 4-14

failed « 4-8

hardware « 4-8

local » 4—12

local-to-local « 4—11

local-to-remote * 4~11

modem ¢« 4—-15

node-level » 4—9

remote loopback * 4-9

results of « 4-8

software * 4-8, 4-13, 4—14

successful » 4-8
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NCP loopback tests (Cont.)

types * 4-8

using a loop node name «4-10
Negative acknowledgements ¢ 4-8
Netmask « 1-30
NETPROXY.DAT file « 3—4
NETSERVER.LOG file « 4-2
Netserver log file « 42
netstat command ¢ 3-17

tracing a routing path with « 4-5
Network

architectures « 2-2

error sources * 2—-15

gateway = 1-17

interconnect products « 1-13

maps * 2—-1, 4-3

normal operation « 2—1

packet-switching * 1~-13, 1-17

peer-to-peer » 1-7

performance « 2—4

topology * 1-2

types of errors «2-14

understanding typical use * 2-5

wide area network « 1-15
Network (or routing) layer  1-12
Network application layer s 1-12
Network configurations « 1-2

buse«1-4

mesh « 14

ring or loop * 1-3

star»1-3

tree+1-5
Network Control Program (NCP) « 3—19

counters * 4-18

DEFINE and LIST commands « 3—20

modifying the permanent databases ¢« 3-20

modifying the volatile databases « 3-20

performing operations on remote nodes * 3—20

SET and DEFINE commands * 5-3

SET and SHOW commands * 3-20

tracing a routing path with « 44
Network data structures

displaying with netstat command«3-17
Network devices

configuring on TCP/IP networks * 543, 5-87
Network errors

configuration « 2-16

defined « 2—-14

hard-2-14

hardware « 2-15

inconsistent « 2—-14

intermittent « 2—14



Network errors (Cont.)
interoperability « 2—16
software « 2-15
sources * 2-15
transient « 2—15
types * 2—-14
user«2-15
Network Information Center (NIC) « 1-23
Network is unreachable « 5-86
using ping command for solving * 3—-28
Network management and troubleshooting tools
summary chart « 3—1
Network map
generating » 4-3
Network mask « 1-30
Network object « 1-10
DECnet-VAX system program « 1-10
MAIL « 1-10
Network object unknown « 5-90
using Network Control Program to solve « 3-21
Network partner exited » 5-93
Network problems
cluster alias as cause * 214
defined - 2-9
detecting * 2-9
extent of disturbance on the network « 5-1
listed « 5—1
solving « 2-21
sources of errors * 2-15
understanding the extent of « 2—12
understanding the types of errors « 2-14
Network proxy authorization file « 3—4
Network tools
DECmcc Management Station for ULTRIX « 2—4
LAN Traffic Monitor « 24
Network Control Program (NCP) « 2—4
NMCC/DECnet Monitor « 2—4
NMCC/VAX ETHERnim « 24
Network topology « 1-2
bus + 14
generating information on « 4-3
mesh » 14
ring or loop « 1-3
star+1-3
tree+1-5
NIC
See Network Information Center
NMCC/DECnet Monitor « 3-24
NMCC/VAX ETHERnim « 3-26
Node « 1-9
end node + 1-10

Index

Node (Cont.)
maximum number per DECnet area « 5-97
routing node « 1—10
Node-level loopback tests
for logical link operation « 4-9
for operation over specific circuit « 4-9
Node out of range packet loss + 597
Node problems
defined « 2-13
Nondisruptive loopback tests « 4-9

O

Object, network » 1-10

See network object
DECnet-VAX system program « 1-10
MAIL « 1-10
user-written program+ 1-10
occC
See Office communications cabinet
Office communications cabinet « 5-62
OPCOM
See Operator communication manager
OPERATOR.LOG file » 4-1
Operator communication manager
running * 4—1
Operator log file « 4—1

P

Packet rate formula « 4-20
Packet-switching network « 1-13, 1-17
Partial routing update loss « 5-97

See node out of range packet loss
Partitioned area * 5-101

using NMCC/DECnet Monitor to solve « 3-25
Passwords

authority required for modifying « 5-3

modifying « 5-3
Path

isolating problems on +4-3

least cost+ 1-10

routing « 1-10
Paused LAT print queue

fixing » 5-67
Peer-to-peer network « 1-7
Performance « 2—4
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Performance (Cont.)

maintaining historical data on « 2—4
threshold « 2—4
trend analysis » 2—4
usage peak * 2—4
Performance data
maintaining » 2—4
Performance problems
due to intermittent errors « 2—4
due to transient errors » 2—4
Performance tools
DECmcc Management Station for ULTRIX « 2—4
LAN Traffic Monitor - 2—4
Network Control Program (NCP) - 2—4
NMCC/DECnet Monitor - 2-4
NMCC/VAX ETHERnNim « 2—4
Permission denied » 5-105
Personal computer
connection to a DECnet network  1-13
in a DECnet network « 1-13
Physical layer ¢« 1—12
Physical location « 1-2
ping command « 3—28
for testing reachability on TCP/IP networks * 418
Print queue
fixing a paused LAT queue * 5-67
fixing a stalled LAT queue » 5-66
fixing job retained on error problems ¢ 5-71
fixing when printing incorrectly « 5-71
starting a stopped queue * 5-66
Print queue jobs retained on error
fixing « 5-71
Print queue states and conditions « 5-65
Privileged accounts
required for troubleshooting « 5-3
PRO/DECnet software * 1-13
Problem detection « 2-9
Problems between a modem and a circuit
isolating » 4-15
Problem statement « 2-9
Processes
communication with « 1-9
Professional 300-series system
in a DECnet network « 1—13
Protocol
communications * 1—11
DDCMP « 1—15
DNA+ 1-11
LAT «1-14
Protocol analyzers * 3-30
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R

Reachability of IP hosts
testing with the ping command « 3—28, 418
Remote loopback tests « 49
Remote node is not currently reachable « 2-2, 5-108
architectural layers affected ¢ 2-2
example « 2—7
using NMCC/DECnet Monitor to solve « 3-25
Request for Comments (RFC) * 1-20
A Simple Network Management Protocol, Number
1098 + 143
copying from public directories « B-3
Internet Protocol Model, Number 791 « 1-22
Internet Standard Subnetting Procedure, Number
950+ 1-30
obtaining an index of « B-2
obtaining through automatic mail service + B-3
obtaining through ftp « B—1
obtaining through telephone request + B-3
RFC 1098« 143
RFC 791« 1-22
RFC 950« 1-30
Requirements for troubleshooting « 5-3
DECnet skills « xiii
TCP/IP skills « xiv
ULTRIX privileges * xiv
VMS privileges « xiv
Resource sharing+ 1-7
Retained on error
print queue message * 5-71
Retransmissions formula « 4-23
RFC
See Request for Comments
Rights database file + 3—4
RIGHTSLIST.DAT file »3—4
RIP
See Routing Information Protocol
Router+ 1-10
Routing
adaptive « 1~10
DECnet+1-10
IP direct» 1-35
IP indirect+ 1-35
path 1-10
path coste1-10
path length « 1-10
Routing (or network) layer + 1-12
Routing Information Protocol (RIP) » 1—40
Routing overhead formula  4-23



Routing path

tracing * 4-3

tracing with NCP « 44

tracing with netstat « 4-5

tracing with the traceroute command « 3-35
Routing tables * 1-35
RSX system

in a DECnet network « 113

Index

syslog daemon « 3-31
System messages
displaying the ULTRIX error log file « 3-38
recording for ULTRIX « 3-31
System user authorization file « 3—4
SYSUAF.DAT file « 3—4

S

Satellite equipment room (SER) « 5-62
Satellite link » 1-8, 1-9
Screaming node
See Babbling device
SER
See satellite equipment room (SER)
Server
See terminal server
Session control layer s 1-12
Simple Network Management Protocol (SNMP) «
1-43
RFC 1098« 143
SNMP
See Simple Network Management Protocol
SNMP tools
gathering information about ULTRIX counters
with « 4-23
Software errors
defined « 2—-15
Software loopback tests « 4-8, 4-13, 4-14
Stalled LAT print queue
fixing « 5-66
Stopped LAT print queue
starting « 5-66
Structured problem-solving » 2—1
Subdomain
in the domain name system « 1-32
Subnet - 1-26
Subnet addresses « 1-30
local part * 1-30
modification of internet address + 1-26
network part s 1-30
Subnet mask « 1-30
Subnets « 1-30
address masks * 1-30
netmasks « 1-30
network masks « 1-30
subnet masks ¢ 1-30

T

TCP

See Transmission Control Protocol
TCP/IP « 1-21
TCP/IP Internet » 1-20
TCP/IP loopback tests

using localhost « 4-18

using the ping command « 4-18

using the software loopback interface « 4—18
TCP/IP networks

required skills for troubleshooting « xiv
TCP/IP problems

solving using architectural information « 2-3
Telephone line « 1-9, 1-15

dialup+ 1-8

leased « 1-8
Terminal server » 1—14

commands « 5-65

managing using TSM or NCP « 5-65
Terminal server connection failure

using TSM to solve « 3-34
Terminal server connection failures « 5-114
Terminal Server Manager Software (TSM) « 3-33
Terminal server problems

data set hangup error « 5-67
Tests

circuit-level loopback « 4-13

controller loopback « 4-14

failed NCP loopback * 4-8

local loopback * 4-12

local-to-local loopback * 4-11

local-to-remote loopback * 4—11

loopback results using NCP « 4-8

loopback using NCP + 4-6

node-level loopback « 4-9

remote loopback * 49

software loopback + 4—14

successful NCP loopback * 4-8

TCP/IP host reachability - 4-18
ThinWire Ethernet  1-9

configuration guidelines » A-1
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ThinWire multiport repeaters
configuration guidelines « A~2
Threshold « 2—4
Tools
network management and troubleshooting
summary chart » 3—1
Topology « 1-2
local area network « 1-6
logical location ¢ 1-2
physical location « 1-2
wide area network « 1-6
traceroute command ¢ 3-35
Tracing a routing path « 4-3
using NCP - 44
using netstat « 4-5
using the traceroute command « 3-35
Transient errors
defined « 2-15
due to threshold values being reached » 2—-15
effect on performance * 24
occurring at peak usage times * 2—15
Transit congestion loss formula » 4-22
Transmission Control Protocol (TCP) « 1-21, 1—41
Transport (or end communications) layer s 1—12
Transport protocols
Transmission Control Protocol (TCP) « 1—41
User Datagram Protocol (UDP) + 1—42
Trend analysis « 2—4
Troubleshooting
authority required for modifying passwords - 5-3
using privileged accounts * 5-3
using the SET and DEFINE commands in NCP «
5-3
Troubleshooting methodology « 2—1
analyzing, interpreting, and classifying information
*2-12
cleaning up after troubleshooting - 2-22
detecting a problem « 2-9
documenting the problem and solution » 2—-22
gathering information « 2-10
isolating the source of the problem « 2-16
obtaining a problem statement « 2—-9
overview « 2-5
solving the problem « 2-21
steps «2-5
verifying the solution » 2-21, 2-22
TSM
See Terminal Server Manager Software

Index-10

U

UbDP
See User Datagram Protocol
uerf command « 3-38
ULTRIX commands
arp+3-3
netstat« 3—-17, 4-5
ping » 3-28
traceroute « 3-35
uerf+ 3-38
ULTRIX counters * 4-23
gathering information using SNMP tools « 4-23
ULTRIX files
/etc/password ¢ 5-77
/etc/rc.local « 543, 5-86
/etc/resolv.conf « 5-120
/etc/sve.conf » 5120
/etc/svcorder « 5119
ULTRIX host problems
connect failed, access control rejected « 5-23
connect failed, unrecognized object « 5-29
connection timed out « 5-31
login incorrect « 5-77
permission denied * 5-105
unknown host * 5-119
ULTRIX system
in a DECnet network « 1-13
ULTRIX system messages
displaying the error log file « 3-38
recording * 3-31
ULTRIX systems
required privileges for troubleshooting * xiv
ULTRIX troubleshooting tools
arp command » 3—3
DECmcc Management Station for ULTRIX « 3—9
Icp+3-14
netstat command « 3—17
Network Control Program (ncp)  3—-19
ping command » 3-28
syslog daemon « 3-31
traceroute command ¢ 3-35
uerf command » 3-38
Unknown host » 5-119
Unrecognized object « 5-29
Usage peak * 2—4
User Datagram Protocol (UDP) » 142
User errors
defined « 2-15
User layer - 1-12
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VAX PSI software » 1-13, 1-17 X.25 communications server » 1—13
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Reader’s Comments Network Troubleshooting Guide
EK-339AB-GD-002

Your comments and suggestions help us improve the quality of our publications.

Please rate the manual in the following

categories: Excellent Good Fair Poor
Accuracy (product works as described) O O ] O
Completeness (enough information) O O O O
Clarity (easy to understand) O O O O
Organization (structure of subject matter) O O O O
Figures (useful) 0 0 O O
Examples (useful) O O (| O
Table of contents (ability to find topic) [ O O A
Index (ability to find topic) O O O O
Page design (overall appearance) [ O O O
Print quality O O O O
What I like best about this manual:

What I like least about this manual:

Additional comments or suggestions:

I found the following errors in this manual:

Page Description

For which tasks did you use this manual?

[ Installation [0 Programming

[0 Maintenance [0 System Management

[d Marketing [ Training

O Operation/Use [0 Other (please specify)

Name/Title Date
Company Dept

Mailing Address

Phone
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