= Microsoft

lcrosoft

nternet
Explorer 5
Resource

Kit

IT Professional_




Microsoft

ic rO’i‘t)aﬁrn et

Explorer>
Resource
Kit




PUBLISHED BY

Microsoft Press

A Division of Microsoft Corporation
One Microsoft Way

Redmond, Washington 98052-6399

Copyright © 2000 by Microsoft Corporation

All rights reserved. No part of the contents of this book may be reproduced or transmitted in any form or by
any means without the written permission of the publisher.

Library of Congress Cataloging-in-Publication Data
Microsoft Windows 2000 Server Resource Kit / Microsoft Corporation.
p. cm.
ISBN 1-57231-805-8
1. Microsoft Windows 2000 Server. 2. Operating systems (Computers) 1. Microsoft
Corporation.

QA76.76.063 M5241328 2000
005.4'4769--dc21 99-045616

Printed and bound in the United States of America.

123456789 WCWC 432109

Distributed in Canada by Penguin Books Canada Limited.

A CIP catalogue record for this book is available from the British Library.

Microsoft Press books are available through booksellers and distributors worldwide. For further information
about international editions, contact your local Microsoft Corporation office or contact Microsoft Press
International directly at fax (425) 936-7329. Visit our Web site at mspress.microsoft.com.

Macintosh and QuickTime are registered trademarks of Apple Computer, Inc. Intel is a registered trademark
of Intel Corporation. Active Accessibility, Active Channel, Active Desktop, ActiveMovie, Authenticode,
BackOffice, DirectAnimation, DirectShow, DirectSound, DirectX, DriveSpace, FrontPage, Hotmail, JScript,
Microsoft, the Microsoft Internet Explorer logo, Microsoft Press, MSDN, MS-DOS, MSN, NetMeeting,
Outlook, PowerPoint, Visual Basic, Visual C++, Visual InterDev, WebBot, Win32, Windows, the Windows
logo, Windows Media, Windows NT, and the Windows Start logo are either registered trademarks or
trademarks of Microsoft Corporation in the United States and/or other countries. Other product and company
names mentioned herein may be the trademarks of their respective owners.

The example companies, organizations, products, people, and events depicted herein are fictitious. No
association with any real company, organization, product, person, or event is intended or should be
inferred.

Acquisitions Editor: Juliana Aldous
Project Editor: Maureen Williams Zimmerman

Part No. 097-0002472



Contributors

Resource Kit Lead:
Production Lead:

Design and Production
Manager:
Writers:

Editors:

Desktop Publisher:

Indexer:

Designer:

Technical Contributors:

Kim Parris
Brenda Potts
Crystal Nemeth

Toni Saddler-French, Lead
Laura Knops

Susie Hunter, Lead
Maurine Bryan
Kristine Haugseth
Benjamin Moebius

Bruce Vanderpool
Pam Barrow

Laura Pinter

Jarrett Inge
Perry Mak

Brad Aiken, Kim Akers, Nick Ball, Chris Barker,
Talal Batrouny, David Beder, Eric Berman, Sarah
Bowers, Quintin Burns, Larry Bynum, Frank Chang,
Gordon Church, Josh Cohen, Douglas Dobbins, Jerry
Drain, Micheal Dunn, Tom Edwards, Dave Fester,
Robert Flaming, Juan Flowers, D.J. Franchini,
Andrew Goldin, Jay Goldstein, Seetharaman
Harikrishnan, Paul Harper, George Hatoun, Eric
Hebenstreit, Darrin Hatakeda, Kathy Hewitt, Lotfi
Herzi, Christopher Ilao, Julian Jiggins, Scott Johnson,
Tim Johnson, Marilyn Johnstone, Chris Jones, Loren
Kohnfelder, John Knutson, Tom Laemmel, Luanne
LalLonde, Brian LaMacchia, Denise La Rue, Paul
LeBlanc, Bob Lee, Oliver Lee, Sarah Lefko, Donald
Logerstedt, Andrew Mackles, Russ Madlener, Erik
Mikkelson, Kevin Miller, Bradley Millington, Derek
Murman, Pritvinath Obla, Kevin Otnes, Hadi Partovi,
Igor Peev, Brent Ponto; Glen Richardson, Ryan Roth,
Donald Rule, Andres Sanabria, Shawn Sanford,
Sanjay Shenoy, Max Slade, Leighton Smith, Scott
Stearns, Ray Sun, Jason Taylor, Ina Teegan, Jeff
Tran, Kevin Unangst, Peter Wassmann, Linda Wells,
Tom Yaryan, and Kelvin Yiu.






Contents

Welcome xi

Part1 Getting Started

Chapter 1 What's New in Microsoft Internet Explorer 5? 3
Deploying the Browser 5

Simplifying Web Tasks 12

Automating Web Tasks 20

Developing and Authoring for the Web 25

Chapter 2 Microsoft Internet Explorer 5 Components 33
Overview 34

Microsoft Outlook Express 35

Microsoft Windows Media Player 42

Microsoft NetMeeting 46

Microsoft FrontPage Express 54

Additional Microsoft and Third-Party Components 56

Chapter 3 Understanding Customization and Administration 59
Reasons to Customize Internet Explorer 60

Using the Microsoft Internet Explorer Administration Kit 68
Integrating Your Custom Solutions 70

Sample Scenarios 71

Chapter 4 Working with Different Platforms 73
Overview 74

Windows Platform: 32-bit Versions 75
Windows Platform: 16-bit Versions 78

UNIX Platform 80

Chapter 5 Understanding Related Tools and Programs 83
Microsoft Systems Management Server 84

Microsoft Office 2000 Custom Installation Wizard 85
Microsoft Internet Information Server 88



vi Contents

Part2 Preparing

Chapter 6 Digital Certificates 91
Understanding Digital Certificates 92
Using Digital Certificates 100

Chapter 7 Security Zones and Permission-Based Security
for Microsoft Virtual Machine 107

Understanding Security Zones 108

Setting Up Security Zones 110

Understanding Permission-Based Security for Microsoft Virtual Machine 126
Setting Up Java Custom Security 133

Chapter 8 Content Ratings and User Privacy 141
Using Content Ratings 142

Configuring Content Advisor Settings 144
Ensuring User Privacy 150

Configuring Privacy Options 152

Chapter 9 Planning the Deployment 157
Evaluating Internet Explorer 5 158

Assembling Project Teams 161

Determining Time and Resource Requirements 161
Assessing System Requirements 162

Assessing Bandwidth Usage 165

Identifying Client and Server Configurations 168
Identifying Migration and Compatibility Issues 169
Managing Multiple Browsers 171

Specifying Custom Package Configurations 172
Considering User Needs 173

Determining Installation Media and Methods 178
Developing a Deployment Plan 180

Developing User Training and Support Plans 181

Chapter 10  Accessibility Features and Functionality 183
Overview 184

Accessibility Benefits 185

Upgrade Considerations 186

Suggested Features for Different Types of Disabilities 187
Using Keyboard Navigation 192

Customizing Fonts, Colors, and Styles 204



vii

Configuring Advanced Internet Accessibility Options 214
Accessibility Resources 217

Chapter 11  Setting Up and Administering a Pilot Program 221
Overview 222

Preparing the Test Plan and Checklist 223

Testing the Deployment Process in the Lab 224

Planning the Pilot Program 226

Conducting the Pilot Program 227

Finalizing the Deployment Plan 230

Part3 Customizing

Chapter 12 Preparing for the IEAK 235
Preparing to Customize Internet Explorer 236
Setting Up Your Computers 250

Chapter 13  Setting Up Servers 253

Preparing Servers 254

Configuring Central Automatic Configuration Servers 256

Working with Proxy Servers 260

Working with Automatic Search 264

Working with Roaming User Profiles (Corporate Administrators) 267
Preparing Servers for Internet Sign-up (ISPs) 270

Server Considerations for NetMeeting 281

Chapter 14 Customizing Connection Management and Settings 287
Connection Management Overview 288

Options for Creating a Service Profile 291

Advanced Customization Options for Connection Manager 298
Importing Connection Settings into a Custom Package 318
Setting System Policies and Restrictions for Connections 320
Using the Internet Connection Wizard for Sign-up and Setup 322

Supporting Other Distribution and Installation Methods by Using Command-Line
Parameters 328

Chapter 15 Running the Internet Explorer Customization Wizard 331
Understanding How the Customization Wizard Works 332

Stages of the Customization Wizard 334

Running the Customization Wizard 336



viii

Contents .

Part 4

Installing

Chapter 16 Customizing Setup 359

Overview 360

Customizing Windows Update Setup 362

Customizing Setup by Using Batch Files and Switches 376
Integrating Setup Solutions with Other Programs 378
Understanding Windows Update Setup 380

Chapter 17 Time-Saving Strategies That Address Diverse User Needs 383
Overview 384

Using Automatic Configuration in a Corporate Setting 385

Creating Multiple .isp Files for Internet Services 386

Working with Multiple Platforms 387

Rebuilding Custom Packages Efficiently 389

Using Batch Files to Customize the Setup Program 391

Starting Internet Explorer by Using Command-Line Parameters 392

Chapter 18 Working with .inf Files 393

Customizing Installation by Using .inf Files 394
Manipulating Folders and Files by Using .inf Files 395
Extending Setup 399

Providing Uninstall Functionality in an .inf File 403
Using RunOnce Technology - 404

Chapter 19 Deploying Microsoft Internet Explorer 5 407
Announcing the Deployment 408

Preparing the Users’ Computers 408

Providing User Training and Support 409

Building Custom Package Files 409

Signing Custom Package Files 409

Preparing the Distribution Media 410

Installing Microsoft Internet Explorer 5 412

Assisting Users During Installation 414

Chapter 20 Implementing the Sign-up Process 415
Implementing a Server-Based Sign-up Process 416
Implementing a Serverless Sign-up Process 420



Part5 Maintaining and Supporting

Chapter 21 Using Automatic Configuration and Automatic Proxy 423
Understanding Automatic Configuration and Automatic Proxy 424
Working with Automatic Detection of Browser Settings 432

Chapter 22 Keeping Programs Updated 433
IEAK Profile Manager 434

Update Notification Page 439

Software Distribution Channels 442

Chapter 23 Implementing an Ongoing Training and Support Program 447
Overview 448

Ongoing Training Options 448

Microsoft Training Services 449

Ongoing Support Options 450

Microsoft Support Services 451

Part6 Appendixes

Appendix A Windows 2000 Configuration Solutions for Internet Explorer 457
Administrative Tools Overview 458

Specifying Settings for Unattended Setup 458

Using Group Policy with Internet Explorer 459

Appendix B  Troubleshooting 463
Overview: Troubleshooting Strategy 465
Installation and Uninstallation 467
Browser Features and Functions 475
Windows Desktop Update 483

Outlook Express 487

HTML Authoring 490

Appendix C Batch-Mode File Syntax and Command-Line Switches 497
Using Internet Explorer Batch-Mode Setup 498
Using Command-Line Switches 506

Appendix D Checklists for Preparing to Use the IEAK 509
Files and Information to Gather Before Running the IEAK 510
Specifications for IEAK Graphics 526



X Contents

Appendix E  Setting System Policies and Restrictions 529
Overview 530

Setting System Policies and Restrictions 532

Using Custom Policy Templates 535

Updating System Policies and Restrictions After Installation 536

Appendix F  Country/Region and Language Codes 537
Country/Region Codes 538
Language Codes 545

Appendix G Microsoft Internet Explorer 5 File Types 549
Common Setup Files 550

Appendix H Structural Definition of .inf Files 553
Sections of an .inf File 554
Sample .inf File 579

Appendix| Microsoft Internet Explorer 5 Resource Directory 583
Product Resources 584
Web Sites 585

Glossary 589
Index 595



Xi

Welcome

This book, the Microsofte Internet Explorer 5 Resource Kit, provides
comprehensive information about planning, customizing, installing, and
supporting the latest version of Internet Explorer. Material in this book has
been completely rewritten since the previous version to better fit the needs
of its intended audience, which is corporate administrators, Internet content
providers/developers, Internet service providers, and independent software
vendors. If you work in one of those roles, you’ll discover that this book
contains useful and compelling solutions for both deploying and customizing
Internet Explorer 5 in your organization.

You can use this book as a primary source of information about Internet
Explorer 5 and its installation. The technical detail, tips, strategies, and tools
provided in this book make it easy and cost-efficient to customize and deploy
Internet Explorer 5, both on the Internet and on the corporate intranet.

You can also read this book as a supplement to information provided in the Help
systems included with Internet Explorer 5 and the Microsoft Internet Explorer
Administration Kit (IEAK). You’ll find a listing of other resources in this book in
Appendix I, “Microsoft Internet Explorer 5 Resource Directory.” For additional
information specifically about Internet Explorer 5, see the material posted on the
Microsoft Windowse Web Site at http://www.microsoft.com/windows.

About This Resource Kit

This Resource Kit details the ways that you can best customize and use Internet
Explorer 5 for your needs. It covers the planning process from deciding which
components and features to include to distributing Internet Explorer throughout
your organization or to your customers. It describes how you can make the most
of browser functionality and showcase your content. It also provides detailed
coverage of installation options and outlines ways to best handle support and
maintenance.
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Although this technical and planning resource focuses specifically on the latest
version of Internet Explorer, its coverage includes much more. It describes
customization and deployment features available across platforms (Windows
16-bit and 32- bit versions as well as UNIX) and discusses ways that you can
design solutions that combine various tools and integrate with different
Microsoft products.

This Resource Kit contains six parts, each of which covers a specific subject area:

»  Part 1, Getting Started—Part 1 provides an overview of Internet Explorer 5
features and functionality and gives essential background about the different
customization and administration processes. It also describes how to work with
different platforms as well as related tools and programs. In addition, it covers
a number of topics important for maintaining security, such as digital
certificates and content ratings.

= Part 2, Preparing—Part 2 describes how to handle deployment processes and
develop installation strategies. It includes an overview of accessibility features
and functionality. It also outlines how to set up and administer a pilot program
before deployment.

= Part 3, Customizing—Part 3 focuses on the process of customizing Windows
Update Setup for Internet Explorer 5 and Internet Tools. It also covers how
you can use the Internet Explorer Customization wizard and other tools to
create a customized browser solution. In addition, it discusses strategies for
changing customization settings and describes how to use information (.inf)
files to manipulate files during the download and setup processes.

= Part 4, Installing—Part 4 outlines the steps required to deploy an Internet
Explorer 5 installation. In addition, it provides detailed information about how
to use server-based and serverless processes for Internet sign-up.

= Part 5, Maintaining and Supporting—Part 5 covers how to change Internet
Explorer 5 settings globally after installation by using automatic configuration
and automatic proxy. It also describes how to keep Internet Explorer programs
and settings updated by using the IEAK Profile Manager, update notification
pages, and software distribution channels. In addition, it provides an overview
of how to implement an ongoing training and support program.

= Part 6, Appendixes—Part 6 provides supplemental material relating to
customizing and installing Internet Explorer 5. It lists the content of the
Resource Kit CD-ROM and gives sources of additional information about
Internet Explorer 5 and related Microsoft products. It also contains
comprehensive checklists for preparing to use the IEAK. It supplies the
following reference information: structural definition of .inf files, descriptions
of files used in the setup process, country and language codes, and batch-mode
file syntax and command-line switches. In addition, it covers how to set
system policies and restrictions and describes troubleshooting strategies for
Internet Explorer 5 installations.
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Also included is a glossary with definitions for terms commonly used throughout
the book.

Resource Kit Tools and Utilities

In addition to the Internet Explorer 5 Web browser, you’ll find the following
tools and utilities on the CD-ROM that comes with this book.

Microsoft Windows NT 4.0 Service Pack 4—Includes advanced
management and security features for Windows NT, as well as late-breaking
updates for the Year 2000 and euro currency changes.

Microsoft Internet Explorer 5 Resource Kit—Reproduces the entire
contents of this Resource Kit in HTML Help format.

Internet Explorer Administration Kit 5 (IEAK)—Enables administrators
to create, distribute, and update customized installations of Internet Explorer 5
using tools included in the kit, such as the Internet Explorer Customization
wizard, the Microsoft Connection Manager Administration Kit (CMAK),

and the IEAK Profile Manager.

Corporate Applications Kit— Contains sample coding applications and
templates for building Web-enabled programs for Internet Explorer 5.

Internet Explorer 5 Deployment Guide—Provides detailed instructions,
checklists, and examples for planning, deploying, and maintaining Internet
Explorer 5.

Additional Resources page—Lists product resources and Web sites that
are sources of additional information about Internet Explorer 5 and related
Microsoft products.

Note For more detailed information about the CD-ROM contents, see
Appendix A, “What’s on the Resource Kit CD-ROM?”
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Book Conventions

The following conventions are used in this book.

Convention

Meaning

Bold

Italic

ALL UPPERCASE

MiXed Case

monospace

...(ellipsis)

"n

(straight quotation marks)

Indicates options in the user interface—
such as the Security tab—that you

click when performing procedures. This
formatting is also used for keywords,

such as the currentStyle object, and for
commands that must be typed exactly as
written, such as Mkdir <directory name>.

Represents a placeholder for a value or
string. For example, if a syntax statement
contains filename, you need to replace
filename with the name of a file.

Indicates an HTML element, such as an
ACTION attribute, and registry keys, such
as HKEY_LOCAL_MACHINE.

Specifies case sensitivity in API elements,
such as the assertPermission method.

Presents example blocks of code:
<FORM NAME="PAGEID"></FORM>

Stands for elements that can be repeated.
For the following command-line switch,
0 refers to the first installation choice,

1 refers to the second choice, 2 refers to
the third choice, 3 refers to the fourth
choice, and so on:

/M:[0111213...]

Specifies quotation marks required by input
values or strings in code. For an example,
see the monospace convention.



PART

1

Getting Started

Chapter 1: What’s New in Microsoft Internet Explorer 5?

This chapter provides an overview of the new and enhanced features of Microsoft
Internet Explorer 5. You can use this information to help you evaluate the browser
before you deploy it to your users. New and enhanced features are divided into the
following areas: deploying the browser, simplifying Web tasks for the user,
automating Web tasks for the user, and developing and authoring for the Web.

Chapter 2: Microsoft Internet Explorer 5 Components

Microsoft Internet Explorer 5 includes a comprehensive set of components that
provide solutions for your Internet- and intranet-based communication needs. This
chapter describes each of the components that comes with the Internet Explorer 5
Web browser. This product information can help you decide which components

to install.

Chapter 3: Understanding Customization
and Administration

This chapter describes how you can tailor Microsoft Internet Explorer 5 to fit
the needs of your organization. Information in this chapter applies to corporate
administrators, Internet service providers (ISPs), Internet content providers
(ICPs), independent software vendors (ISVs), and developers.

The Internet Explorer Administration Kit (IEAK) provides a convenient way to
alter the appearance and behavior of Internet Explorer and to customize Windows
Update Setup for Internet Explorer 5 and Internet Tools. In addition, the IEAK
enables corporate administrators to control many user actions, including file
management, desktop behavior, and Internet usage. The IEAK also enables ISPs
to develop tools and processes to sign up new customers.
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Chapter 4: Working with Different Platforms

This chapter identifies the platforms on which you can install Microsoft Internet
Explorer 5 and describes the deployment variations among the supported
platforms. This information is particularly important if you are deploying Internet
Explorer on multiple platforms.

Chapter 5: Understanding Related Tools and Programs

When you use the Internet Explorer Customization wizard to build and install
custom packages of Microsoft Internet Explorer 5, you can also include other
tools and programs as part of the deployment process. This chapter provides
an overview of the following related tools and programs: Microsoft System
Management Server (SMS), Microsoft Office 2000 Custom Installation wizard
(CIW), and Microsoft Internet Information Server (IIS).

Chapter 6: Digital Certificates

Microsoft Internet Explorer 5 uses digital certificates to authenticate clients and
servers on the Web and to ensure secure browser communications. Read this
chapter to learn about certificates and about how to configure settings for the
certificates you trust.

Chapter 7: Security Zones and Permission-Based Security
for Microsoft Virtual Machine

Microsoft Internet Explorer 5 provides comprehensive management and
enforcement of Internet and network security. This chapter describes two key
features of security management: security zones and permission-based security for
Microsoft Virtual Machine. Read this chapter to learn how these security features
can help protect access to individuals and information in your organization.

Chapter 8: Content Ratings and User Privacy

Using the content-rating and user-privacy features of Microsoft Internet
Explorer 5, you can create a secure environment that protects users from
inappropriate Web content and ensures the privacy of their information. This
chapter describes these features and explains how you can configure rating and
privacy settings. ’



CHAPTER

What’s New in Microsoft
Internet Explorer 5?

1

This chapter provides an overview of the new and enhanced features of
Microsofte Internet Explorer 5. You can use this information to help you evaluate
the browser before you deploy it to your users.

New and enhanced features are divided into the following areas:

Deploying the browser—Learn about customizing new browser and setup
options by using the Internet Explorer Customization wizard. Also read about
how you can deploy Internet Explorer as part of your custom Microsoft Office
package. o ' ’

Simplifying Web tasks for the user —Learn about the browser features and
functions that can simplify the users’ daily tasks and activities on the Web.

Automating Web tasks for the user—Understand how new features can
help you automate common Web tasks, such as installing components and
searching the Internet.

Developing and authoring for the Web—Learn about the new technologies
and platform features for building Web-based applications.

In This Chapter -
Deploying the Browser 5

Internet Explorer Customization Wizard 5

Browser Setup Options 6

System Policies and Restrictions 8

Connection Manager Administration Kit 8 '

Internet Connection Wizard 9

Security Options 9

Integration with the Office 2000 Custom Installation Wizard 11
Support for Multiple Languages 11

Support for Multiple Platforms 12
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Simplifying Web Tasks 12

Go Button 12

Home Page Object Model 12

Search Assistant 13

Search Highlighting 13

Helpful HTTP Error Messages 14

Hidden Script Errors 14

Explorer Bar Enhancements 14

Add Favorites 15

Smart Frameset Favorites 15

Organize Favorites 15

Import and Export Favorites and Cookies 16
History Views 17

Windows Synchronization Manager 17
Saving Complete Web Pages 18

FTP Folders 18

Web Folders 19

Per-Connection Proxy Settings 19
Integration with Productivity Applications 19
Integration with Web-Based Mail 20

Automating Web Tasks 20

AutoCorrect 20

AutoComplete: Address Bar and Run Command 21
AutoComplete: Web Forms 21

Automatic Search 23

Automatic Install 24

Automatically Detect When Offline 24

Automatic Detection and Automatic Configuration of Browser and Server
Settings 24

Automatically Detect Network Connections 24
Intelligently Detect Editing Programs 24

Developing and Authoring for the Web 25

Enhanced Support for Dynamic HTML Standards 25
Enhanced Support for XML 26

Performance Improvements 26

Dynamic HTML Behavior Components 27

Dynamic Properties 27

Full Drag-and-Drop Object Model Support 27
Retaining Persistence 28
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Client Capabilities 28

Cache Control 29

Multiple Cascading Style Sheet (CSS) Class Support 29
CSS Positioning 29

The currentStyle Object 29

Developer Mode 30

Compatibility Mode 30

Browserless Applications 31

HTML-Enabled Area for User Comments 31

See Also
= For more information about planning your deployment of Internet Explorer,
see Chapter 9, “Planning the Deployment.”

= For more information about rolling out Internet Explorer to your users, see
Chapter 19, “Deploying Microsoft Internet Explorer 5.”

Deploying the Browser

Using the Internet Explorer Administration Kit (IEAK) 5, you can easily
customize, deploy, and manage your Internet Explorer packages. The IEAK
includes the Internet Explorer Customization wizard, the IEAK Profile Manager,
and the Connection Manager Administration wizard, which enable you to build
and maintain custom packages of Internet Explorer 5 that are tailored to meet the
needs of your users. You can easily specify user setup options and control most
browser and component features.

The following sections describe new and enhanced features that streamline the
process of deploying Internet Explorer 5.

Internet Explorer Customization Wizard

The Internet Explorer Customization wizard has been enhanced to provide a
simpler, more organized interface for creating custom packages of Internet
Explorer 5. Using the new Feature Selection screen in Stage 1 of the wizard, you
can select the features that you want to customize. All other feature pages will not
be shown, so you can more quickly customize only the features you want. For
example, if you want to customize only the Favorites, you can select this option,
and you will see only the required wizard pages and the wizard pages necessary
for customizing Favorites.
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The following illustration shows the Feature Selection screen.

Microsoft Internet Explorer Customization Wizard - Stage 1

Feature Selection

Corporate Install Features
Automatic Digital Sighing

Connection Manager
Browser Customizations
[ URL Customizations

Desktop Customization
Favorites and Links

User &gent Stiing

Browser Setup Options

The Internet Explorer Customization wizard includes the following new and
enhanced options for setting up the browser:

Single-disk branding—For systems that already have Internet Explorer 4.01
Service Pack 1 (or later) or Internet Explorer 5 installed, you can select single-
disk branding as the distribution method. This option creates a single floppy
disk that brands the system with custom text and logo information but does not
install the browser.

Media production— You can use the Internet Explorer Customization wizard
to produce custom packages for Web download, CD-ROM, floppy disk, and
network installations, all at the same time.

Preinstalled components—Custom components can be installed before the
browser is installed on users’ computers. This is particularly useful for utilities
that prepare the computers for the browser installation. For example, a
registry-cleaning utility could be run first to ensure that no browser registry
keys have been deleted.
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= Controlled user interaction— You can select the most appropriate level
of user involvement for each Internet Explorer installation:

= Interactive installation, which allows users to customize components
during installation.

= Hands-free installation, which shows only error messages and progress
dialog boxes. The user does not have the option of customizing
components.

= Completely silent installation, which involves no interaction and is
completely hidden from users.

= Improved Web deployment— You can configure Web installations to
choose from up to 10 download sites. If a connection problem occurs, Web
installations can switch between sites and resume an interrupted download.
Windows Update Setup for Internet Explorer 5 and Internet Tools can also
detect whether a compatible version of an Internet Explorer component is
already available on a user’s computer. If the component already exists, it is
not downloaded again.

= Versioning— The Internet Explorer Customization wizard automatically
assigns a version number to every custom package of Internet Explorer. You
can use the Internet Explorer Customization wizard to configure your custom
packages to prevent overwriting newer browser versions. The wizard also
assigns a version number to each component of Internet Explorer 5, so that
an individual component can be updated.

= Automatic install—Using the automatic install feature, you can include
components with your custom packages that won’t be installed until the user
requires them. For example, if Internet Explorer 5 detects that the user needs
to use Microsoft Virtual Machine to perform a task, the browser automatically
locates the distribution point and installs the component. This feature helps
you reduce the size of your installation package by deploying only the
components that your users require.

= Automatic digital signing—Internet Explorer 5 packages can be digitally
signed for distribution. A digital signature guarantees that your custom
package hasn’t been changed by an unknown source.

= Update notification page— You can use the Internet Explorer Customization
wizard to customize the update notification page, which automatically notifies
your users when a new version of the browser is available. At a specified
interval, the Internet Explorer home, or start, page is replaced temporarily by
an update notification page when the user starts the browser. You can
customize this page to include information specific to your organization,
such as company news or Web links.

For more information about browser options, see Chapter 15, “Running the
Internet Explorer Customization Wizard,” or review the IEAK Help files.
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System Policies and Restrictions

You can use the Internet Explorer Customization wizard or IEAK Profile
Manager to do the following:

» Implement new and enhanced settings both by computer and by user and,
if you are a corporate administrator, control computer and user privileges.

» Standardize browser settings for your user communities.

You can also configure advanced settings for components such as Microsoft
NetMeetinge and Microsoft Outlooke Express.

You have the option to lock down certain features and functions. When features
are locked down, they either don’t appear, or they appear dimmed on the user’s
desktop. For more information about system policies and restrictions, see
Appendix E, “Setting System Policies and Restrictions.”

The following illustration shows the System Policies and Restrictions screen.

f Microsoft Internet Explorer Customization Wizard - Stage 5

System Policies and Restrictions

Microsoft NetMeeting
Control Management
Internet Settings

£ Identity Manager

Offline Pages

{2 Corporate Restrictions
Microsoft Chat

{ Web Desktop
Corporate Settings
Internet Settings
Microsoft Windows Media Pl

Connection Manager Administration Kit

When you create custom packages of Internet Explorer, you can use the
Connection Manager Administration Kit (CMAK) to guide you through the
process of customizing and configuring the Microsoft Connection Manager dialer.
You can create a customized dialer to provide users with a quick and easy way to
connect to the Internet or intranet.
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You can use the CMAK to include custom icons, tailored help files, and special
animated graphics to control the appearance of your Connection Manager dialer.
The CMAK creates a self-extracting executable (.exe) file that installs the
customized dialer on your users’ computers. When users click the custom icon
to connect to the Internet, the custom-dialer dialog box appears. For more
information about the CMAK, see Chapter 14, “Customizing Connection
Management and Settings.”

Internet Connection Wizard

If you are an Internet service provider (ISP), you can specify that your customers
use the Internet Connection wizard (ICW) to sign up and configure their
computers for Internet services. You can also customize the connection and
server sign-up options for your customers and create server-based solutions that
exchange information with the ICW screens.

The IEAK Toolkit includes sample code for building an ICW sign-up server on
different platforms. For more information about using the ICW for server-based
sign-up, see Chapter 20, “Implementing the Sign-up Process.”

Security Options

Internet Explorer 5 includes the following enhancements to browser security:

= Secure transmission protocols—Internet Explorer provides enhanced
support for the following secure transmission protocols for client and server
authentication:

= Secure Sockets Layer (SSL) 2.0 (server authentication only) and SSL 3.0
= Transport Layer Security (TLS) 1.0
= Private Communications Technology (PCT) 1.0

= Fortezza support—Microsoft provides a Fortezza cryptographic service
provider (CSP) plug-in for Internet Explorer 5 that supports Fortezza security
technology. Users with Fortezza Crypto Cards can install the Fortezza CSP
plug-in to ensure secure Internet Explorer communications based on Fortezza
security standards (determined by the National Security Agency for the United
States Department of Defense).

= Certificate revocation— Internet Explorer 5 adds support for certificate
revocation, which verifies that an issuing certification authority has not
revoked a certificate. This feature checks for revocation when certificate
extensions are present. If the URL for the revocation information is
unresponsive, Internet Explorer cancels the connection.
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= Content Advisor—Internet Explorer 5 includes the following enhancements
to the Content Advisor, which improve your ability to control the content that
your users can view on the Intranet and intranet:

= Support for PICS rules—The World Wide Web Consortium (W3C)
standard Platform for Internet Content Selection (PICS) rules provide an
architecture in which content providers can help you configure acceptable
PICS settings. Users can only view content that surpasses the agreed-upon
PICS criteria.

= List of approved and disapproved sites— You can now create your
own list of Web sites that are approved and disapproved. This capability
restricts the content users can view, regardless of whether the Web sites
are rated by using PICS or other ratings systems.

The following illustration shows the Content Advisor.

&= Nudity
Bw Sex
&= Violence

For more information about these security options, see Chapter 6, “Digital
Certificates,” and Chapter 8, “Content Ratings and User Privacy.”
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Integration with the Office 2000 Custom Installation Wizard

The Internet Explorer Customization wizard is part of the Microsoft Office 2000
Custom Installation wizard (CIW), which enables you to customize and deploy
Internet Explorer and Office 2000 simultaneously. The CIW determines whether
the IEAK is installed, makes the necessary changes in the registry, and then starts
the Internet Explorer Customization wizard. This greatly enhances and simplifies
the process of deploying and managing both productivity and Web client tools.
For more information about the CIW and deploying Office 2000, see the
Microsoft Office 2000 Resource Kit.

Support for Multiple Languages

Internet Explorer 5 can be deployed in more than 26 languages, and you can
easily switch between languages after installation. The following language and
performance features make it easier to view international content:

» Unicode support—Internet Explorer 5 provides improved Unicode support
when you view international content. A set of conversion functions translates
all current Internet character sets to Unicode. Applications can be based
entirely on Unicode, freeing them from dependencies on particular Internet
character sets.

= AutoDetect language feature— Internet Explorer 5 automatically detects
the languages and code pages in which data is written. In addition, Internet
Explorer determines the percentage of data that is in the detected language
and the relative confidence that it has in the accuracy of the language and
code-page labeling. If the language is not labeled at all or is mislabeled in
the HTML code, Internet Explorer still renders it correctly.

= Easy language switching— With Internet Explorer 5, you can change
the language of the user interface after the browser is installed just by
downloading the appropriate language pack.
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Support for Multiple Platforms

You can deploy Internet Explorer 5 on Microsoft Windows 16-bit, Windows-32
bit, and UNIX platforms. If your organization uses several different platforms,
you can deploy and maintain a separate version of Internet Explorer 5 for each
platform.

Internet Explorer 5 provides a single, standards-based set of technologies for
Web authoring, browsing, communication, and collaboration for all supported
platforms. The HTML rendering engine for Internet Explorer on Windows and
UNIX platforms was derived from the same code base, so you can be sure that
content developed for one platform renders the same on all platforms.

Internet Explorer 5 has also been optimized to support each individual platform.
You can take advantage of platform-specific functionality, as well as integration
with platform-specific applications. For more information about supported
platforms, see Chapter 4, “Working with Different Platforms.”

Simplifying Web Tasks

Go Button

Internet Explorer 5 can simplify the daily tasks that you perform on the Web. For
example, the browser simplifies searching by helping you classify the type of
information you are looking for and redirecting searches to the search engines that

you specify.

The following sections describe new and enhanced features of Internet Explorer 5
that make it simple to find, organize, and use information on the Web.

After you type a URL in the Address bar or Run command (on the Start menu),
you can view the Web site by pressing ENTER or by clicking the new Go button.
This button appears on the right side of the Address bar and Run command box.

If you prefer to press ENTER, you can remove the Go button by right-clicking it
and then clearing this selection.

Home Page Object Model

You no longer need to read through extensive instructions on how to change a
home page. Content providers have a new home-page object model, which
enables them to programmatically reset the home page—with the user’s
confirmation—by using basic scripting. You can change your home page just
by clicking a designated link on a content provider’s Web page.
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Search Assistant

The new Search Assistant helps you to quickly and easily obtain more accurate
results from Internet searches. When you click the Search button on the Internet
Explorer toolbar, the Search Assistant opens in the left side of the window. As in
earlier versions of Internet Explorer, the Search Assistant provides you with the
ability to search the Web using the default search engine that you specify. In
addition, you can designate the type of information you are looking for, such as
Web pages or mailing and e-mail addresses. Using a search engine that has been
optimized to locate a specific type of information makes it easier for you to
conduct a targeted search.

You have complete control of the categories that the Search Assistant displays,

as well as the search engines that are used for each category. After conducting a
search, you can select a different search engine and perform the same search again
without retyping the search words.

The following illustration shows the Search Assistant.

3 MSN_COM - Microsoft Internet Explorer

Choose a category for your search:
# Find a Web page
e Find a person's address
£ Find a business i
r Previous searches As

£ Findamap Mo, q o

Find a'web page containing:
|Microsoff

Brought to you by AltaVista

Search Highlighting

When you perform a search, the search words are highlighted automatically on
any Web pages found by the search engines, so you can easily find the words on
the page. For example, if you search for “Microsoft Internet technologies,” this
phrase is highlighted in the search results. You no longer need to use a separate
search function to locate the search words on a Web page.
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Helpful HTTP Error Messages

When you try to open a Web page (by clicking a link to the page or by typing a
URL in the Address bar or the Run command box) and the page does not exist,
Internet Explorer 5 replaces the standard HTTP 404 error message with a more
helpful error message. The new error message provides helpful suggestions for
locating the desired Web page. For example, if you type the following address—
http://example.microsoft.com/link/link2.htm—in the Address bar but link2.htm
does not exist, Internet Explorer provides simple instructions on how to get to the
site, such as suggesting that you click the Refresh button on the browser toolbar.
Internet Explorer also provides a link to http://example.microsoft.com/link.

You can still view the HTTP 404 error message text, which now appears at the
bottom of the error message window.

Hidden Script Errors

By default, Internet Explorer does not display a dialog box that describes scripting
errors. Instead, an icon in the status bar indicates when a scripting error has
occurred. Because scripting errors can be resolved only by the author of the script,
they are not meaningful to most users. Content developers, though, can easily
enable the ability to view all scripting error messages. For more information about
viewing scripting error messages, see “Developer Mode” later in this chapter.

Explorer Bar Enhancements

Explorer bars have been enhanced in the following ways:

= Explorer bars now use a white background and familiar scrollbars, which are
consistent with other desktop applications.

= Explorer bars for Favorites, History, and Search are more consistent, making it
easy to switch from one Explorer bar to another.

= Command buttons are now available within each Explorer bar, giving you
instant access to popular commands. For example, the Explorer bar for
Favorites now includes command buttons for adding and organizing Favorites.

= Explorer bars persist from one browser session to the next. When you have an
Explorer bar open and then quit and restart the browser, the same Explorer bar
is still open.
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Add Favorites

The Add Favorite dialog box in Internet Explorer 5 has been simplified so that
you can more quickly name a favorite Web site and add it to the appropriate
folder in the Favorites list. A Make available offline check box makes it easier
for you to designate content that you want to download and then read offline. You
can then click the Customize button and specify exactly when the content should
be updated and whether you want to be notified by e-mail.

When you are working offline, Internet Explorer automatically dims the options
that are unavailable in Favorites and History.

The following illustration shows the Add Favorite dialog box.

{3 Software Updates

o

Smart Frameset Favorites

When you add a Web page that includes frames to the Favorites list, Internet
Explorer now saves the frameset arrangement rather than saving the outermost
frame by default (which is often not the appropriate page). Even pages with
nested frames, which allow the main navigation list of contents to appear on all
of a Web site’s pages, link to the correct URL from the Favorites list.

Organize Favorites

Internet Explorer 5 includes a new Organize Favorites dialog box that helps you
organize your Favorites list and provides additional information about the Web
sites on the list. You can quickly and easily create new folders, move favorite
Web sites from one folder to another, rename them, or delete them.
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Also, when you select one of the links in the dialog box, the browser
automatically displays the following information:

= The Web site’s URL

= The last time you visited the Web site

= The number of times you have visited the Web site
= The Web site’s availability offline

The following illustration shows the Organize Favorites dialog box.

2 Drganize Favoviuﬁ

{23 Company Events
{23 Employee Reference Materials
£3 Links

(3] Software Updates
{1 Troubleshooting Information
(£ My Documents

&) Web Events

Import and Export Favorites and Cookies

Internet Explorer 5 includes a new Import/Export wizard (accessible from the File
menu) that enables you to import and export Favorites and cookies to and from
Netscape Navigator. With this capability, you can easily synchronize settings
between browsers. You can also import and export Favorites and cookies to and
from a file at any location you designate.

Note The Import/Export wizard is not intended for exporting Favorites between
Internet Explorer 4.0 and Internet Explorer 5.
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History Views

You can use the new History views to locate Web sites that you visited recently.
You can view History based on the following criteria:

= By date

= By Web site

= By the most visited Web site

= By the order of Web sites visited today

Within each History view, Web sites are sorted by domain name rather than by
the first portion of the URL, so you can easily identify the appropriate site. For
example, the Internet Explorer Web site would be sorted under Microsoft rather
than under www.microsoft.com. You also have the option of searching a History
file for specific words or searching for a URL directly from the History bar.

Windows Synchronization Manager

Internet Explorer 5 introduces a new service named Windows Synchronization
Manager, which provides a single location from which you can synchronize
information for offline use. You can use Windows Synchronization Manager to
synchronize data for any application that supports this functionality. For example,
you can synchronize all relevant data, including Web pages, documents, and other
publications on the Internet and intranet. You can also specify when information
is synchronized and the maximum amount of hard-disk space that can be used.

Windows Synchronization Manager can manage sessions on a connection-by-
connection basis. For example, if you are connected over a slower dial-up
connection, you might only want to synchronize your e-mail, then wait for a
higher speed connection to synchronize Web pages.
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The following illustration shows the Windows Synchronization Manager.
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Saving Complete Web Pages

FTP Folders

Using the Save as command, you can now save entire Web pages (including
images) to view offline or to share with other users through e-mail. You can
save the data as a Web archive in MIME HTML (MHTML) format or as a
complete Web page in HTML format.

You can store complete Web pages without relying on the browser cache.

For example, you might want to save some how-to information to your hard
disk without worrying about whether the Web page will be updated tomorrow.
Internet Explorer does not download a new version of the saved Web page
when the Web site is updated. -

Many content providers provide FTP sites where users can download and upload
files and information, avoiding the congestion of traditional Web sites. With
Internet Explorer 5, the way you browse FTP folders is modeled after standard
Web and file browsing. This capability provides you with a consistent view of
both local and Internet data. If you have the Windows Desktop Update installed,
additional information about the FTP folders, such as the folder size and the date
the folder was last modified, is displayed.
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Web Folders

Web Distributed Authoring and Versioning (WebDAYV) is a set of standards-based
extensions to HTTP that enable you to share and work with server-based HTTP
Web documents. This capability is available regardless of the authoring tools,
platforms, or types of Web servers or document management systems the
documents are stored in.

Internet Explorer 5 supports WebDAYV, enabling you to navigate to a WebDAV-
compliant server, such as Microsoft Internet Information Server (IIS), and view
the server as if it were a part of the local file system. You can also drag and drop
files and perform other tasks, such as moving, copying, and saving files between
local and remote WebDAV-compliant servers.

Per-Connection Proxy Settings

With Internet Explorer 5, you can set up multiple types of connections, each with
different proxy servers, and switch automatically from one connection to another.
If you need multiple Internet and intranet connections (for example, a connection
to your office LAN and a connection to your personal Internet account through
an Internet service provider), you no longer have to change your proxy-server
settings manually each time a different connection is made. When you choose a
different connection, Internet Explorer automatically uses the appropriate proxy-
server settings.

Integration with Productivity Applications

Internet Explorer 5 enables you to specify default applications for e-mail,
calendar, contacts, Internet dial-up, newsgroups, and HTML editing to use
with the browser. When you try to perform a task that requires one of these
applications, Internet Explorer automatically starts the selected application.
For example, if you click the Edit button in Internet Explorer, the browser
opens the Web page in the selected HTML editing application.

The Internet Explorer user interface and commands are also more consistent
with Microsoft productivity applications, such as Microsoft Office 2000.

The following user-interface enhancements provide additional consistency
between the browser and productivity applications:

= Tools menu—More advanced commands, such as Internet Options, are now
available on the new Tools menu, just as they are in Office applications.

= Toolbar appearance— You can select smaller toolbar buttons and icons for
the browser, similar to those used in Office applications.

= Toolbar commands— You can add popular Office commands, such as Print,
Cut, Copy, and Paste, to the browser toolbar.
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Integration with Web-Based Mail

You can now select Web-based e-mail providers as your default e-mail program
and experience the same integrated browsing and communication features
available in traditional e-mail programs, such as Microsoft Outlook and
Qualcomm Eudora. When you want to compose a new message, read e-mail,
send a link, or send a Web page from within Internet Explorer, the browser
automatically uses the Web-based e-mail provider that you select.

Internet Explorer includes MSN™ Hotmail™ as an option for the default
e-mail program, and other Web-based e-mail providers can provide the
same integrated functionality.

Automating Web Tasks

AutoCorrect

Internet Explorer 5 includes new and enhanced features that automate most
common browser tasks. For example, if you want, the browser can enter user
names, information in forms, and even passwords automatically.

The following sections describe new and enhanced features of Internet Explorer 5
that automate common tasks and activities on the Web.

When you incorrectly type a common URL convention in the Address bar, such
as the http://www. prefix or the .com suffix, the Internet Explorer AutoCorrect
feature automatically resolves the error and opens the appropriate Web site. For
example, if you type htpp;//, Internet Explorer changes the prefix to http:// and
then opens the correct Web site.
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AutoComplete: Address Bar and Run Command

When you start to type a URL in the Address bar or in the Run command box
(from the Start menu), the enhanced AutoComplete feature automatically
displays a list of matching sites that you visited recently. You can just click the
appropriate site on this list.

AutoComplete also attempts to match the partially typed URL with those in your
Favorites list. For example, if you type “Mic” and “Microsoft” is one of your
Favorites, the drop-down list includes a direct link to the Microsoft Web site.

The following illustration shows an AutoComplete drop-down list.
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AutoComplete: Web Forms

If you repeatedly fill out forms, such as entering a name and address or typing a
password, you can automate this process by using the new AutoComplete feature
for Web forms (also called Intelliforms). When you start to type a value in a form
field, a drop-down list displays a list of previous entries for the same field,
including entries that you typed at other Web sites.
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For example, every time you type a unique user name and password at a Web site
login page, Internet Explorer prompts you about whether to save the entries,
which are stored in the browser’s encrypted personal store. If you choose to save
the entries, each time you start to type your user name, Internet Explorer displays
a list of available user names that have been saved. You can select the appropriate
user name for that Web site, and the password is automatically inserted into the
appropriate field.

If you do not want to store certain types of information, such as passwords, you
can do the following:

= Highlight the entry that you want to delete in the drop-down list, and then
click the DELETE key.

= On the Content tab (accessible by clicking Internet Options on the Tools
menu), you can click AutoComplete, and then select or clear the options
you want.

The following illustration shows the AutoComplete Settings dialog box.

Also, content developers can use cache control to prevent Internet Explorer from
storing specific information for a Web page. For more information about this
feature, see “Cache Control” later in this chapter.
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Automatic Search

If you type a search query directly into the Address bar, Internet Explorer displays
the results for both a standard Web search and a specific recommendation on a
matching site if one exists. Internet Explorer provides this recommendation when
the site meets a very high probability for a match, and will automatically display
the matching Web site. For example, if you type “NetMeeting” in the Address bar,
the browser displays a single page that contains the standard search results plus a
recommendation that the http://www.microsoft.com/netmeeting Web site is the
most probable match.

The following illustration shows the search results for this example.
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Automatic Install

You might want to install a smaller version of Internet Explorer to save space

on your hard disk without giving up the functionality of a full-featured browser.
With the Automatic Install feature, you can install an 8 MB browser-only version
of Internet Explorer and install additional components as needed.

If you navigate to Web pages or try to view files that require an Internet Explorer
component not currently installed on your computer, Internet Explorer can
automatically install the component.

Automatically Detect When Offline

Internet Explorer 5 automatically detects the network status when the browser is
started and on an ongoing basis and then notifies you of the status. The browser
dims any items in Favorites and History that are unavailable when the browser is
offline. You can easily identify the items that are available and avoid trying to
connect to the Internet when a network connection is not available.

Automatic Detection and Automatic Configuration
of Browser and Server Settings

When the network administrator defines the appropriate settings, the network
can automatically detect and configure a browser’s settings. This feature works
with Dynamic Host Configuration Protocol (DHCP) servers that support the
DHCPINFORM message and Domain Name System (DNS) servers.

Automatically Detect Network Connections

Internet Explorer can automatically detect the network connections that are
available on your computer. If you are not already connected to the network
when Internet Explorer 5 is started, the browser evaluates the available
connections (for example, LAN, RAS, and ISDN) and automatically uses
the highest speed connection available.

Intelligently Detect Editing Programs

Many productivity applications, such as Microsoft Office, rely on the browser

as the primary means of viewing HTML content. In the past, it was difficult to
switch back and forth between creating a Web document with the productivity
application, viewing the document with the browser, and then editing it with the
productivity application. Now, you can perform all of these functions from within
the browser window.
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When you view an HTML document that was created by using an application on
your computer, Internet Explorer recognizes the application based on a metatag in
the HTML code. The Edit button in Internet Explorer then automatically changes
to the application icon. When you click the Edit button, Internet Explorer
automatically opens the file in the appropriate application.

Developing and Authoring for the Web

Internet Explorer 5 offers a feature-rich platform for building Web-based
applications and developing informative content for users. The browser
provides enhanced support for standards-based Internet technologies and
improves the ease and speed with which developers can take advantage of
these technologies. Improvements to the browser programming model, such
as drag-and-drop capabilities across frames and applications, further enrich
the Web development platform.

The following sections describe the new and enhanced features that can help you
create Web-based applications.

Enhanced Support for Dynamic HTML Standards

Enhanced support for Dynamic HTML standards provides you with a
comprehensive standards-based platform for authoring interactive content.
You can create content that is compatible with other browsers that also
support these standards.

Internet Explorer 5 includes enhanced support for the following standards:

= HTML 4.0

= Cascading style sheets (CSS) 1.0 and CSS positioning

= Scripting and support for the Document Object Model (DOM)
» Extensible Markup Language (XML)

= Extensible Stylesheet Language (XSL)

= ECMA-262 scripting (JavaScript standard)

= HTTP
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Enhanced Support for XML

XML provides you with a standard data-interchange format for building data-
based applications. Internet Explorer 5 includes the following enhancements to
XML support: ‘

Full support for the W3C XML Document Object Model (DOM) offers
extensive programmatic control of XML document content, structure,
and formats.

You can embed XML in a document as data or metadata. The full XML DOM
is then exposed for the element, but the elements inside the XML tag are not
rendered on the page and are not included in the HTML DOM.

You can intermix XML tags with HTML tags in a Web document. You can
also apply CSS properties to these elements to control how they are displayed.

Using native XML support, you can view XML like a regular document within
the browser.

With XSL support, you can apply style sheets to native XML documents and
display the data dynamically.

Performance Improvements

With enhancements to the browser programming model, both developers and
users will experience improved performance in the following areas:

A more efficient DHTML rendering engine— Optimization of the DHTML
rendering engine (and, in particular, the internal algorithms) has increased the
performance of basic browser functions, allowing significantly faster and more
efficient display of content than in earlier versions of the browser. These
improvements are most noticeable when users are viewing very large
documents built with Dynamic HTML and pages that include databinding
technology.

Fixed-layout tables—Internet Explorer 5 includes support for fixed-layout
tables, which allow you to specify table-column sizes, while the content size
inside the table cells does not affect the table layout. By not calculating the
minimum and maximum size of each cell in the table, fixed-layout tables are
progressively rendered, so the browser displays each table row as it
downloads.

Render first for the HTTP-Expires header —Internet Explorer 5 now
supports the HTTP-Expires header on both pages and images. The browser
does not automatically check the network first when an object from the cache
has not yet expired. For a period before the expiration time (specified in the
cache control header), Internet Explorer renders from the cache even if a
newer version is available. This ability reduces network traffic and improves
browser performance.
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Dynamic HTML Behavior Components

Dynamic HTML behavior components are simple, lightweight components

that, when applied to standard HTML elements on a page by using CSS, can
enhance the element’s default behavior. Additionally, behavior components
separate the script from the content on a page, making it easy to reuse code across
multiple pages and improving the overall manageability of the page. Just as CSS
enables Web-site developers to separate the content of a page from its format,
dynamic HTML behavior components extend that idea to separate scripted
behaviors as well.

You can now build reusable scripts and custom XML tags that Web pages can
reference. For example, you could write a script that specifies which text or
pictures fly in from the right side of the page. This script can be referenced from
any page simply by calling it. You can then change content without affecting
the script.

For example, to build the mask-entry field by using Internet Explorer 4.0, you
would have included an INPUT tag on the page, then added script that monitored
the focus and keyboard interaction with the control. You would have needed to
create the script for every page that required the new mask-entry type. Now, with
the new Dynamic HTML behavior components, you can encapsulate all the script
inside a component that can quickly and easily be referenced from any page, even
by someone who has no knowledge of scripting.

Dynamic Properties
Instead of creating long, complicated scripts to perform relatively simple
activities, you can define any property on a page as a function of any other
property. This feature can be useful for pages that use CSS positioning. You can
now set up very complex screen layouts that are simple to author, don’t require a
line of script, and respond to screen changes dynamically.

For example, the font size of a section of text can be set to 20 percent of the
width of a table, and the font size will change dynamically if the page is resized
without being refreshed from the Web server. As the document changes size, a
recalculation engine (similar to technology used in spreadsheet applications,
such as Microsoft Excel) determines a dependency and resets the property.

Full Drag-and-Drop Object Model Support

The Internet Explorer 5 object model now includes full support for drag-and-drop
operations from Web pages to the desktop or any other application. Full control
over cursors, drag initialization, and Clipboard support has also been added to the
object model. You can build Web-based applications that enable users to drag
content between frames and even to other applications.
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Retaining Persistence

Any element on a Web page, such as a collapsible outline, can remain in its
current state, even when a user leaves the page and returns later. While in the
past you have been able to do this in a limited way with cookies, the new
persistence technology of Internet Explorer 5 provides an XML-based method
for persisting data.

You can persist form data, dynamic positions and content, styles, and script
variables, which increases the speed of navigation and content authoring. For
example, you can specify that a collapsible list of links within a table of contents
on a page remains in the same expanded state until the user returns to the page.
You can preserve documents exactly as they are displayed on the screen rather
than relying on settings for a document maintained on a remote server.

Internet Explorer 5 provides a local store for retaining persistence that is protected
from unauthorized cross-domain access and is not affected by the 4 KB limit
imposed by cookies. Properties can be stored hierarchically by using name and
value pair combinations, and you can control the storage and retrieval of this
information. By allowing information to safely reside on the client computer,
fewer server transactions are required.

Client Capabilities

The Internet Explorer 5 platform introduces a new feature that enables the server
to request the specific capabilities of the client computer. The server creates a
special HTTP request (449) that includes a script for the client computer to
execute. The script queries the client computer about its system capabilities, as
well as the availability of browser features. The client computer executes the
script, and then sends the information back to the server. This approach is
secure—the client computer executes a script that is similar to any other script
the browser can run.

Client capabilities consist of information about the browsing environment,
including screen resolution, screen dimensions, color depth, CPU, and connection
speed. Internet Explorer 5 also detects the components installed on the system.
The server is specific about the capabilities that it needs from the client computer,
so only the required information is generated and transferred.

You can customize content to provide the best possible user experience based on
this client information. For example, if the user has an Intele Pentium 266
computer, you might want to provide more sophisticated content; if the user has
an Intel 386 computer, you might want to provide less sophisticated content,
regardless of the browser used.
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Cache Control

For specific Web pages where you do not want Internet Explorer to cache content,
such as the user’s password, you can disable the AutoComplete feature. You
would add the following tags to a Web page to prevent AutoComplete from
storing information:

= pragma:no-cache
= cache-control:no-cache
= cache-control:no-store

= cache-control:private (when not using Windows NT with per user-cache)

Multiple Cascading Style Sheet (CSS) Class Support

Internet Explorer 5 includes the ability to add multiple CSS classes to an element.
You simply apply a list of CSS classes to the element’s class property. Any
element can accept a list of CSS classes, which makes it much simpler to write
script when different actions can occur for a single element. For example, by
adding multiple CSS classes to an element, you can easily write the code for

a picture that changes when the mouse moves over it and changes again when

it is clicked.

CSS Positioning

You can use CSS positioning to gain more control over the position and layout of
elements on your Web pages. You can benefit from the following enhancements
to CSS positioning:

= Every HTML element can now be positioned, either absolutely or relatively.

= Elements can be placed on a page with relative positioning, but can revert to
absolute positioning on the fly.

= Elements can now change from positioned to non-positioned, or vice-versa, at
any time.

The currentStyle Object

Internet Explorer 5 introduces the currentStyle object (element.currentStyle),
which exposes the current value that each element is using for all of its CSS
properties (not just the ones that have been explicitly placed on that object).
The currentStyle object represents the cascaded format and style of the object
that is specified by global style sheets, inline styles, and HTML attributes.
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Through the currentStyle object, cascaded style values of an object can be
retrieved. Reading the currentStyle object differs from reading the style object,
because style is not set inline on an object. For example, if the color property is
set on a paragraph only through a linked or embedded style sheet and not inline,
then object.currentStyle.color will return the color, whereas object.style.color
will not return a value. If, however, you specify <P STYLE="color:‘red’”’>, both
the currentStyle and style objects will return a value of red.

The currentStyle object reflects the following CSS order of style precedence:

1. Inline styles

2. Style sheet rules

3. Attributes on HTML tags

4. Intrinsic definition of the HTML tag

The currentStyle object supports user-defined properties in style rules. It returns
values that reflect the applied style settings for the page and may not reflect what
is currently rendering at the time a value is retrieved. For example, an object that
has “color:red; display:none” will return a currentStyle.color of red even though
the object is not being rendered on the page. The currentStyle object, then, is not
affected by the rendering constraints. Disabled style sheets also do not affect
currentStyle objects.

Developer Mode

Internet Explorer 5 includes a Developer Mode, which enables developers and site
designers to view all scripting and site error messages for debugging purposes.
This option is turned off by default for most users who are simply browsing the
Web. The error messages in Internet Explorer have also been improved to provide
more detailed information about scripting errors, HTML structure errors, and
other useful information for diagnosing application errors.

Compatibility Mode

Internet Explorer 5 has an Internet Explorer 4.0-compatibility mode. Using this
special compatibility mode, you can set up a single computer to test your Web
sites using the rendering capabilities of both versions of Internet Explorer.
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Browserless Applications

You can create browserless (.hta) applications that are built using Internet
technologies, but that do not run within the browser window. You author an .hta
application by using Dynamic HTML and scripting, the same way you author
Web pages for Internet Explorer 5. However, an .hta application can run in its
own window, which is controlled from corner to corner, instead of running within
the browser frame. The .hta applications are not subject to the security constraints
imposed on Web pages; like executable (.exe) files, they can run without browser
security restrictions.

An .hta application includes extensions for special behaviors and permissions
that are not available to HTML pages. You can take any HTML page, set the
“application/hta” MIME type, and then run it as an application. To make the
HTML page into a full-featured application, you can add a few special .hta
application declarations to specify the application icon, window size, window
border, system menu, and other settings.

HTML-Enabled Area for User Comments

Internet Explorer 5 introduces a new intrinsic control similar to text boxes or
drop-down boxes, which allows developers to insert a separate HTML-enabled
area into their Web pages. Within this area, users can insert comments or any
content they want.
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CHAPTER 2

Microsoft Internet Explorer 5
Components

Microsoft Internet Explorer 5 includes a comprehensive set of components that
provide solutions for your Internet- and intranet-based communication needs. This
chapter describes each of the components that comes with the Internet Explorer 5
Web browser. This product information can help you decide which components

to install.
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Overview

See Also -

= For more information about building custom packages of Internet Explorer
components, see Chapter 15, “Running the Internet Explorer Customization
Wizard.”

= For more information about installing Internet Explorer components, see
Chapter 19, “Deploying Microsoft Internet Explorer 5.”

= For more information about system policies and restrictions for Internet
Explorer components, see Appendix E, “Setting System Policies and
Restrictions.”

Using the Internet Explorer Setup program or the Internet Explorer Customization
wizard, you can select the components you want to install with the Web browser.
Internet Explorer 5 includes the following components for communication and
collaboration across the Internet or local intranet:

= Microsoft Outlook Express for e-mail and newsgroups
= Microsoft Windows Media™ Player for playing multimedia content
= Microsoft NetMeeting for audio-visual conferencing and application sharing

= Additional Microsoft and third-party components that enhance Web browser
features and functionality, such as the Microsoft Offline Browsing Pack and
Microsoft DirectAnimation®

Internet Explorer components work seamlessly together because the applications
are tightly integrated and have a common menu and toolbar. Internet Explorer
gives you the flexibility to implement these applications as a stand-alone
communication solution or to integrate them with your existing software
programs. An organization that uses Internet Explorer does not need to discard its
existing applications. For example, a corporation can use its existing messaging
solution together with Internet Explorer components.

If you need to move up to more advanced applications, Internet Explorer offers a
scalable solution. For example, Microsoft Outlook can replace Outlook Express
for those users who need a richer e-mail client. While FrontPage Express enables
you to create Web pages, Microsoft FrontPage is the fuller Web-site development
platform. Internet Explorer integrates with these more advanced applications just
as easily as it does with its built-in components.

System policies and restrictions enable you to configure and manage Internet
Explorer components easily. You can control user and computer access to
components or restrict the types of component features and functionality that
are available to users. For more information about system policies and
restrictions, see Appendix E, “Setting System Policies and Restrictions.”
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Microsoft Outlook Express

E-mail has become one of the most popular and effective ways for people to
communicate, both in business and in their personal lives. Until recently, most
e-mail has been limited to text-only messages, with perhaps some attachments.
Internet Explorer supports an entirely new type of standards-based messaging,
opening the door to greater richness and detail. Outlook Express 5 supports full
Hypertext Markup Language (HTML), so you can create e-mail messages that
have the color and functionality of Web pages, and even send full Web pages as
part of your message. You can also design your own HTML stationery or use
professionally designed stationery from Microsoft Greetings Workshop to give
e-mail a personal touch.

The following illustration shows the Outlook Express start page.

== Outlook Express

. ocal Fol e,'s for George
G2 Inbox (1) ]
-G8 Dutbox

----- S Sent ltems

B4 There is 1 unread Mail message in your Tnp

3 Deleted ltems . -

..... S Drafts (B Create a new Mail message <«
£1-48 Hotmail Read Mail

-4 Inbox (1)

53 Sent ltems

----- (3 Deleted ltems Set up a Newsaroups account...

Open the Address Book...

@ Find People...

I when outlook Express starts, go directly to my Inbox.

In addition, Outlook Express provides powerful mail management features,
more efficient e-mail and newsgroup use, enhanced security, and full support for
Internet standards and technologies. Outlook Express is flexible enough to meet
the diverse e-mail needs of a variety of users—for example, users with dial-up
Internet access through an Internet service provider (ISP) and users who work on
a local area network (LAN) based on Internet standards, such as Simple Mail
Transfer Protocol (SMTP), Post Office Protocol 3 (POP3), and Internet Mail
Access Protocol 4 (IMAP4).
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Microsoft Outlook Express Features

Outlook Express offers a wide range of features that make it easy for you to
communicate more effectively with others, whether they are down the hall, across
the city, or around the world. The following sections describe important Outlook
Express features.

Setup and Migration Tools

You can get up and running easily with Outlook Express. The Internet Connection
wizard guides you through each step of establishing new e-mail, news, and
directory service accounts. Migration is simplified because Outlook Express
automatically detects and offers the opportunity to import existing e-mail
messages, message rules, e-mail account settings, news settings, and address
books from Netscape Messenger, Eudora, and Internet Mail. You can import
information from these products when you first start up Outlook Express or at
your convenience. You can also use Outlook Express to import information from
Microsoft Exchange and Microsoft Outlook (in order for Outlook Express to
import messages or address books from Exchange or Outlook, you must have
these applications installed on your computer).

Web Integration

As the successor to Microsoft Internet Mail and News, Outlook Express

further integrates e-mail with the Web by using the Internet Explorer Web
browser control. Outlook Express supports HTML as a native message format,
so you can create messages in HTML and communicate using the richness of
Web pages without knowing how to write HTML code. Support for MIME
HTML (MHTML) enables you to send full Web pages from the Internet or
intranet and insert content from existing Web pages into messages. To maintain
compatibility, messages created in Outlook Express are readable by both HTML-
capable and non-HTML-capable e-mail clients. Outlook Express also doubles as
a newsreader, so you do not need to switch between two separate applications for
e-mail and news.

Security

Internet Explorer features state-of-the-art security technology. Support for the
Secure Multipurpose Internet Mail Extensions (S/MIME) standard enables you

to encrypt messages, digitally sign messages, and verify senders with digital
certificates. Outlook Express uses public key cryptography to facilitate the
encoding and decoding of encrypted messages. Outlook Express also incorporates
Internet Explorer security zones, which protect you when you access Web sites
and receive e-mail with Web content. By default, Outlook Express is set to the
Internet zone, but you can select a more restrictive setting to limit specific types
of content, such as scripting and Java applets.
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Support for Internet Standards

Outlook Express implements leading Internet messaging standards and protocols
to provide e-mail services, regardless of the Internet service provider or browser.
Outlook Express provides full support for the following standards and protocols:

= POP3 and SMTP—POP3 and SMTP are the two most commonly used
protocols for sending and receiving e-mail over the Internet. Outlook Express
provides full support for POP3 and SMTP, including multiple Internet e-mail
accounts and distributed password authentication.

= IMAP4—IMAP4 is the next-generation standard for e-mail messaging. This
protocol allows messages to be stored on the server so that e-mail is accessible
from any computer on the network. As a result, users can have access to e-mail
at both work and home. Support for IMAP4 also offers improved bandwidth
use and central mail-store administration.

= HTML Mail —HTML Mail allows e-mail messages to be sent in standard
HTML format. These messages retain their formatting, even if they are read
by an e-mail client other than Outlook Express. Text and attachments can also
be read by non-HTML e-mail clients.

= MHTML—Images embedded directly into messages by using MHTML
create richer e-mail content. Recipients do not have to connect to the Internet
or intranet to view the message contents.

=  S/MIME —S/MIME helps ensure the security of e-mail and news messages
by enabling users to digitally sign and encrypt messages. Digital signatures
verify the authenticity and integrity of the message, and encryption protects
the contents of messages from being read by anyone except their intended
recipient.

= LDAP—LDAP provides users with a means to easily find people on the
Internet through Internet white-page services, such as Bigfoot, Yahoo! People
Search, and WhoWhere? Note that LDAP support applies to the Windows
Address Book only.

=  NNTP—The Network News Transfer Protocol (NNTP) enables news clients
to read and post to newsgroups. This protocol also supports communication
between news servers.

= HTTP—Hypertext Transport Protocol (HTTP) provides access to e-mail
messages that have been sent to other types of Internet e-mail accounts, such
as MSN™ Hotmail™.
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Identities

With the new Identity Manager, you can create multiple identities on a computer
with separate e-mail accounts, passwords, contacts, and preferences. You can
create a separate identity for each person who uses Outlook Express (for example,
you and a co-worker may share Outlook Express on the computer). Then you can
easily switch between individual identities without having to shut down your
computer or cancel the Internet connection.

A new identity folder is automatically created in the Windows Address Book
when you create an identity by using the Identity Manager. You can keep contacts
in your main folder, as well as organize them into subfolders. If you have contacts
you want to share with other people who share your computer, you can move the
contacts into the Shared Contacts folder.

Note Identities exist within Windows logon profiles and are intended to be an
alternative to profiles. All information within a profile is available to all users
with access to that profile. Identities, though, are not secure and are not intended
for environments where security between users is a concern.

Message Rules

To help you manage and prioritize your e-mail, you can use the Outlook Express
Rules wizard to develop rules for your e-mail messages. You can create one or
more of these e-mail rules to organize the messages that you have already
received and to screen your new incoming e-mail. E-mail rules enable you to
designate the types of messages, such as e-mail from a specific account or with
a specific priority, that Outlook Express forwards, moves, copies, highlights, or
deletes automatically.

Note Message rules do not apply to IMAP or HTTP mail (MSN Hotmail)
accounts.

Newsgroup Filters

You can create filters on an individual-newsgroup basis that ignore messages
based on sender, subject, date posted, or length of message. Messages matching
your filter criteria are neither downloaded to your computer nor displayed in
the message list. Filtered materials can also include bitmap images, writings,
audio and video clips, and links to other materials that can be accessed through
Internet newsgroups.
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Windows Address Book

The Windows Address Book provides a convenient place to store contact
information for easy retrieval by programs, such as Outlook Express. Using the
address book, you can store multiple e-mail addresses, home and work addresses,
and phone and fax numbers. The address book enables you to create groups of
contacts, which makes it easy to send e-mail to a set of people, such as business
associates, relatives, or sports groups. It also features access to Internet directory
services, which you can use to look up people and businesses on the Internet.
You can store individual and business Internet addresses, and link directly to
them from the Address Book.

The Windows Address Book has full support for LDAP directory services, which
provide access to virtual Internet white pages. Using this feature, you can easily
find anyone on corporate LDAP servers or use the built-in support for Bigfoot,
InfoSpace, Switchboard, Verisign, WhoWhere?, and Yahoo! People Search to
locate people on the Internet. Internet Explorer also includes support for vCard,
which enables you to exchange business card information with other users.

You can also use Outlook Express to create both personal and shared contacts
within the Address Book. Then, you can share your Address Book with other
users, and they can use your individual and group contacts for sending their
own messages.

Smart Reply

Outlook Express automatically sends your replies to messages in the same format
in which they were sent. For example, if you receive HTML mail, Outlook
Express responds with HTML. If you receive a message in plain text, Outlook
Express does not send HTML mail when replying to that message, and it
remembers not to do so for future messages to that recipient.

Outlook Express also automatically sends your replies to messages using the
same account that received the message. For example, users can easily separate
personal and business correspondence.

Multiple E-Mail and News Server Accounts

Outlook Express enables you to access and manage multiple e-mail and news
accounts from a single client. You can also send and receive mail from numerous
e-mail accounts. For example, if you have e-mail accounts for home and work,
you can set up Outlook Express to receive messages for both accounts and sort
them into separate folders. Outlook Express keeps track of which account an
incoming message is using, so when you reply to it, you can just click Send, and
Outlook Express sends your response using the appropriate account. Or, if several
people share one e-mail account, you can set up folders for each person and then
automatically route incoming messages to individual folders.
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Support for Roaming Users

Users may need to access their e-mail account and read messages from several
different computers. Outlook Express provides this capability for MSN Hotmail
account users. These users can access their e-mail messages from any computer
with an Internet connection and Outlook Express installed.

MSN Hotmail Integration

Outlook Express includes MSN Hotmail integration features, which enable you
to do the following:

= Read your MSN Hotmail e-mail messages from within Outlook Express.
Support for the HTTP protocol enables Outlook Express to communicate
with MSN Hotmail e-mail servers.

= Configure your existing MSN Hotmail account for use with Outlook Express.
= Synchronize your Outlook Express and MSN Hotmail contacts.
= Sign up for a new MSN Hotmail account from within Outlook Express.

Productivity Features

Microsoft has added numerous features to make Outlook Express easier to use.
Now you can perform the following tasks:

= Create multiple hierarchical folders and drag them and the messages they
contain as needed to organize them.

= Easily save important e-mail addresses by using the Auto-Add feature,
which automatically adds replied-to addresses to your Address Book.

= Enter a partial name of a recipient on the To: line. Outlook Express
automatically compares it against your Address Book and fills in the
rest of the name if it’s found.

= Save e-mail messages in the Draft folder before they are sent, so you can
easily keep track of messages in progress. The Draft folder ensures that
important messages do not get overlooked among the e-mail in your Inbox.

= Execute the Send and Receive commands separately, so you can spend
your time online efficiently. For example, if your connection is slow, you
can choose only to send messages and not download large messages
with attachments.

= Receive notification of unread messages and unfinished messages in your
Draft folder when you start the application.

= Take advantage of several word-processor-like features, including changing
font sizes, rich-text editing, and up to 150 levels of the Undo command.
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Format for Message Stores

All Outlook Express messages are now stored in files with a .dbx extension.
When you upgrade to Outlook Express 5 from a previous version (Outlook
Express 4.0 or Internet Mail and News), a copy of the message store is converted
to the new Outlook Express message format.

If you subsequently uninstall Outlook Express 5, you will see only the messages
you received in Outlook Express 4.0 or Internet Mail and News.

Note If you were using Outlook Express 4.0 previously, you can import the
Outlook Express 5 messages into Outlook Express 4.0. A message importer
remains on your computer after you uninstall Outlook Express 5 (accessible
by clicking Import on the File menu in Outlook Express 4.0).

Outlook Bar

Outlook Express offers the same style of navigational bar that Microsoft
Outlook 97 introduced. Because you can use the Outlook bar to easily access
different folders and modules, it is one of the most popular features of Outlook.
You can also customize the Outlook bar by adding and deleting folders and
changing the folder order according to your preferences.

Integration with Internet Explorer

Because Outlook Express is tightly integrated with the rest of the Internet
Explorer components, you can easily use them together and switch between them
seamlessly. Not only does Outlook Express share common menus and toolbars
with the other Internet Explorer components, it also enables you to send an entire
Web page to someone with a single click in the browser. The message embeds the
page, not just a link to a Web site.

In addition, you can use the Internet Explorer Customization wizard to customize
Outlook Express options as part of your custom browser package. You can
specify the following information:

= The custom settings that apply to all users, including the default e-mail and
news client, new account source information, and message rules
= The configuration for e-mail and news servers

=  Whether users are required to log on by using secure password authentication
(SPA) to access a server

= The default IMAP settings used to preconfigure IMAP accounts for users

= The LDAP directory services (in addition to standard Windows Address Book
directories) that are available
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= The custom views and default settings for the Outlook Express main windows,
toolbar, and preview pane

=  Whether HTML or plain text is used for e-mail and news messages
» The default signatures for e-mail messages and newsgroups

= Any other welcome message, in addition to the Outlook Express welcome
message, that greets new users

= The custom content that appears in the Outlook Express InfoPane
= The presubscribed newsgroups for the default news server

* A menu item for users to sign up for a new mail account (Internet service
providers only)

For More Information

Additional information about Outlook Express is available from the Microsoft
Internet Explorer Web site.

Microsoft Windows Media Player

In the past, you needed to download and configure a separate media player for
each type of multimedia content you wanted to play. This process wasted valuable
time and system resources. The new Microsoft Windows Media Player solves this
problem by enabling you to play different types of streaming multimedia content
and local multimedia files from one easy-to-use application. Now, you can play
all the popular multimedia formats and even develop your own filters to support
other types of multimedia content.
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The following illustration shows Media Player playing video content
from MSNBC.

10:01 of 0:15 Buffering (100%4)

{o close

Microsoft Windows Media Player Features

You can use Windows Media Player to play popular multimedia formats and
even develop your own filters to support other types of multimedia content.
The following sections describe Media Player features.

Note If you choose not to install Windows Media Player with your browser
package, you can use the Automatic Install feature of Internet Explorer to install
this component when you need it.
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Support for Multimedia File Formats

Windows Media Player can play most multimedia file formats, including
the following:

= asf = .mpeg?2

= au = QuickTimeo®

= avi = Real Video 4.0
= midi = Real Audio 4.0
= .mov = vod

= .mp3 = wav

= .mpegl

Also, this version of Media Player upgrades existing Media Player and Microsoft
ActiveMovie™ content.

Customizable Media Playlists

Playlists provide quick access to your favorite content. Content authors can create
entire shows that combine multiple pieces of media content using playlists and
play them as a single program or continuous loop. Media Player can rapidly
switch between the different multimedia streams without pausing between clips.
The media can exist on different servers and can include different media types.

Fully Resizable Player

You can select video image sizes of 50%, 100%, 200%, and full screen, or resize
the image to any percentage you want, depending on your preference for size and
image quality. -

Favorites

You can preload the Favorites menu with pointers to preferred content and add
your own favorite Web site links.

Automatic Codec Download

When you attempt to play a new piece of media content, Media Player checks
to see whether the required audio or video codec is installed. If the codec is not
installed, Media Player automatically downloads the codec without user
intervention.
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Support for Multiple Bandwidths

Media Player enables you to play streams of speech-quality audio that range from
2.4 kilobits per second (Kbps) to full-screen, full-motion video at 8 megabits per
second (Mbps).

Intelligent Streaming

Media Player can adjust the audio and video streams based on the capabilities of
your computer. It chooses between one of two video streams depending on the
available bandwidth. When the lower bit-rate stream cannot continue, Media
Player requests that the server transmit only key frames. If the available
bandwidth is insufficient to run video, Media Player stops the video stream but
continues to play audio. Then, as network bandwidth conditions improve, the
video stream is automatically restarted and optimized for your continued viewing.

Customizable Advertisement

Media Player provides space that you can use to display branding or advertising
messages. Content authors can tailor the advertisements to specific users based
on their preferences or other criteria. The advertisements can appear as a video
stream or be displayed beside the main window.

Extendable Architecture

Because Media Player is based on Microsoft DirectShow™ architecture,
developers can write filters that extend the functionality to support additional
multimedia file types and content formats.

For More Information

Additional information about Windows Media Player is available from the
Microsoft Windows Media Player Web site.
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Microsoft NetMeeting

Microsoft NetMeeting 2.11 is a powerful application that supports real-time
communication and collaboration over the Internet or intranet, providing
standards-based audio, video, and multipoint data conferencing support. From
a desktop running Windows 95, Windows 98, or Windows NT 4.0, you can
communicate over the network with real-time voice and video technology. You
can share data and information with many people using true application sharing,
electronic whiteboard, text-based chat, and file-transfer features.

Connecting to other NetMeeting users is also made easy with the Microsoft
Internet Locator Server (ILS), which enables participants to call each other from
a dynamic directory within NetMeeting or from a Web page.

The Microsoft NetMeeting Current Call window is shown in the following
illustration.
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Designed for corporate communication, NetMeeting supports international
communication standards for audio, video, and data conferencing. People can use
NetMeeting to connect by modem, Integrated Services Digital Network (ISDN),
or local area network by using Transmission Control Protocol/Internet Protocol
(TCP/1P), and communicate and collaborate with users of NetMeeting and other
standards-based, compatible products. In addition, support for custom settings in
NetMeeting makes it easy for users to centrally control and manage the
NetMeeting work environment.

The Microsoft NetMeeting 2.1 Software Development Kit enables developers to
integrate NetMeeting conferencing functionality directly into their applications
or Web pages. This open development environment supports international
communication and conferencing standards and provides interoperability with
products and services from multiple vendors.

Microsoft NetMeeting Features

As the leading Internet conferencing solution, NetMeeting has become

the key building block for vendors of conferencing products and services.
NetMeeting 2.11, the most recent product release, is designed to support new
technology featured in Windows 98, including Microsoft DirectXe 5, Universal
Serial Bus (USB) video cameras, and the new video device driver model.
NetMeeting 2.11

is packaged as part of Windows 98, but it is also designed to run as a stand-alone
product on Windows 95 and Windows NT 4.0 (with Service Pack 3 and later) -
operating systems.

NetMeeting 2.11 is fully compatible with NetMeeting 1.0 and 2.0, and with
applications and solutions that use the NetMeeting SDK for the Windows 95
operating system. With its first release, NetMeeting 1.0 transformed the everyday
telephone call into a richer and more effective communication tool. For the first
time, people could use voice communication to interact and collaborate over the
Internet. Also, this product was the first to introduce multipoint data conferencing
capabilities based on the International Telecommunications Union (ITU) T.120
standard.

NetMeeting 2.0 was the next major release of this award-winning multimedia
communication client. Building on NetMeeting 1.0 audio and data conferencing
capabilities, NetMeeting 2.0 integrated a number of new features and provided
improved functionality and an enhanced user interface.



48

Part1 Getting Started

The following sections describe the key features of NetMeeting 2.11.

H.323 Standards-Based Audio Support

Real-time, point-to-point audio conferencing over the Internet or corporate
intranet enables you to make voice calls to associates and organizations around
the world. NetMeeting audio conferencing offers many features, including half-
duplex and full-duplex audio support for real-time conversations, automatic
sensitivity-level settings for microphones to ensure that meeting participants hear
each other clearly, and microphone muting, which enables you to control the
audio signal sent during a call. NetMeeting audio-conferencing supports network
TCP/IP connections.

The H.323 protocol provides interoperability between NetMeeting and other
H.323-compatible audio clients. The H.323 protocol supports the ITU G.711 and
G.723 audio standards and Internet Engineering Task Force (IETF) Real-Time
Protocol (RTP) and Real-Time Control Protocol (RTCP) specifications for
controlling audio flow to improve voice quality. On multimedia extensions
(MMX)-enabled computers, NetMeeting uses the MMX-enabled audio codecs to
improve performance for audio compression and decompression algorithms. This
capability results in lower CPU use and improved audio quality during a call.

NetMeeting 2.11 infrastructure changes improve interoperability with new H.323
devices, including gateways and Multipoint Conferencing Units (MCUs). These
changes include the ability to initiate a call by using the H.323 calling model
rather than the T.120 calling model. You will not notice any visible differences
resulting from these internal NetMeeting changes, although connections may
occur more quickly in some cases.

H.323 Standards-Based Video Conferencing

NetMeeting enables you to send and receive real-time visual images with another
conference participant using any video for Windows-compatible equipment. You
can share ideas and information face-to-face, and use the camera to instantly view
items, such as hardware or devices, that you choose to display in front of the lens.
Combined with the audio and data capabilities of NetMeeting, you can both see
and hear the other conference participant, as well as share information and
applications. This H.323 standard-based video technology is also compliant with
the H.261 and H.263 video codecs.

NetMeeting video conferencing includes the following features:

= Users can switch audio and video to another person during a meeting. This
feature makes it easy for users to communicate with many different people.

= During a meeting, users can remotely adjust the video image quality, balancing
the need for higher quality or faster performance.
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= NetMeeting users can dynamically change the size of the video window to
reduce or enlarge the image being sent to others.

= In the NetMeeting main window, the video preview and receive windows are
located on the Current Call window. Users can view these video windows
from Current Call, or they can drag them to a different location on the desktop.

= NetMeeting users can choose whether or not to transmit video immediately
when a call starts. Also, they can pause or resume sending or receiving video
by pressing a button in the video window frame.

= NetMeeting automatically balances the performance and quality of video
during a meeting based on the speed of the network connection, providing
the highest quality, lowest bandwidth video capabilities.

= Administrators can control access to video features by using NetMeeting
custom settings.

= On MMX-enabled computers, NetMeeting uses the MM X-enabled video
codecs to improved performance for video compression and decompression
algorithms.

= NetMeeting support for H.323 conference servers and gateways enables users
to take part in meetings with multiple audio and video connections.

Intelligent Audio and Video Stream Control

NetMeeting features intelligent control of the audio and video stream, which
automatically balances the load for network bandwidth, CPU use, and memory
use. This intelligent stream control ensures that audio, video, and data are
prioritized properly so that NetMeeting maintains high-quality audio while
transmitting and receiving data and video during a call. Using NetMeeting
custom settings, IT organizations can configure the stream control services to
limit the bandwidth used for audio and video for each client during a meeting.

Multipoint Data Conferencing

Two or more users can communicate and collaborate as a group in real time.
They can share applications, exchange information through a shared clipboard,
transfer files, collaborate on a shared whiteboard, and use a text-based chat
feature. Also, the T.120 data conferencing standard provides interoperability
with other T.120-based products and services.
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The following features characterize multipoint data conferencing:

Application sharing— You can share an application running on one computer
with other participants in the conference. Participants can review the same
data or information and see the actions as you work with the application (for
example, as you edit content or scroll through information). Participants can
share Windows-based applications transparently without any special
knowledge of the application’s capabilities.

The person sharing the application can choose to collaborate with other
conference participants, and can take turns editing or controlling the
application. Only the person sharing the application needs to have the
given application installed.

Shared clipboard—The shared clipboard enables you to exchange its
contents with other participants in a conference by using familiar cut, copy,
and paste operations. For example, you can copy information from a local
document and paste the contents into a shared application as part of a group
collaboration.

File transfer— Using the file transfer capability, you can send a file in the
background to one or all of the participants taking part in the conference.
When you drag a file into the main window, the file is automatically sent to
each person in the conference, who can then accept or decline receipt. This
file-transfer capability is fully compliant with the T.127 standard.

Whiteboard— You can simultaneously collaborate with many people by
using the whiteboard to review, create, and update graphic information.
Because the whiteboard is object-oriented (versus pixel-oriented), you can
manipulate the contents by dragging and dropping. In addition, you can use
a remote pointer or highlighting tool to point out specific contents or sections
of shared pages.

Chat— You can type text messages to share common ideas or topics with
other conference participants, or record meeting notes and action items as part
of a collaborative process. Also, participants in a conference can use chat to
communicate without audio support. A new “whisper” feature enables you

to have a separate, private conversation with another person during a group
chat session.
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Internet Locator Server

Replacing the NetMeeting 1.0 User Location Service (ULS), the Microsoft
Internet Locator Server (ILS) for NetMeeting expands existing server technology
to provide more advanced directory services, higher scalability, and better
performance standards (such as LDAP). ILS enables you to locate other people
for conferencing. You can view the ILS directory from within NetMeeting or a
Web page and review a list of people currently running NetMeeting. Then, you
can choose to connect to one or more of the listed users or select another user by
typing the user’s location information. For more information about ILS, see the
Microsoft BackOffice Web site.

NetMeeting can detect whether a server is available and automatically attempt to
log on in the background, without user intervention. If you log off and then log on
again later, NetMeeting automatically connects to the specified ILS.

Support for the LDAP Standard

LDAP is an Internet standard that defines the protocol for directory access.
NetMeeting uses LDAP to access the ILS and perform server transactions,
including logging on and off, creating a directory listing of all available users,
and resolving a particular user’s address information, such as the IP address.
This standards-based approach to directories facilitates interoperability and
allows organizations to implement compatible servers.

Support for Windows NT 4.0

Windows NT 4.0 users can communicate and collaborate with each other, with
NetMeeting 1.0 users, and with NetMeeting users running the Windows 95
operating system. The functionality of NetMeeting, including audio, video, and
multi-user data conferencing for electronic whiteboard, text-based chat, and file
transfer, is supported for Windows NT 4.0. Windows NT Service Pack 3 is
required for a Windows NT 4.0 user to share applications.

Support for DirectX 5

DirectX is a set of technologies that provide faster access to hardware in
Windows. DirectX 5, the latest version of DirectX, is available for Windows 95
and Windows 98. Installing the Microsoft DirectSounde component of DirectX 5
on your computer (with a compatible audio device) significantly speeds up
sending or receiving audio over the Internet using NetMeeting. For example,
Microsoft testing of a typical audio scenario in NetMeeting 2.0 showed an
average delay of 590 milliseconds (ms) end-to-end. However, using

NetMeeting 2.11 and DirectSound, the same scenario resulted in an average
delay of 160 ms end-to-end.
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DirectSound replaces your existing sound card driver with a new DirectX driver.
The new DirectX driver supports DirectSound record and playback APIs (and
also supports the existing driver functions). You can install the DirectSound
component of DirectX 5 from the Microsoft NetMeeting Web site.

Because DirectX drivers are often installed with games, you may already have
DirectX capabilities. You must upgrade to DirectX 5, though, because earlier
versions of DirectX do not support NetMeeting 2.11.

Note Some DirectX sound drivers do not support full-duplex audio. When you
upgrade your existing driver to a DirectSound driver, you may lose this capability.
Removing DirectX restores your original configuration with full-duplex audio.

NetMeeting Custom Settings

Custom settings can be used to control access to NetMeeting components and
features. These settings provide a standard configuration for the user community.
For example, custom settings can prevent the use of audio and video features or
limit the network bandwidth for audio and video streams. The NetMeeting
Resource Kit wizard, Internet Explorer Customization wizard, and System Policy
Editor all provide ways to configure these custom settings. To learn more about
using the Customization wizard to preconfigure NetMeeting custom settings, see
Appendix E, “Setting System Policies and Restrictions.”

User Interface Enhancements

One of the goals of NetMeeting is to enhance the existing user interface so that
features are easier to locate, view, and use. Enhancements focus on these areas:

= Four lists, which appear in the NetMeeting main window, make it easy for you
to connect to other users and participate in calls:

= Directory list—Shows all of the people currently logged onto the
directory server and their audio and video capabilities

= SpeedDial list—Displays entries and their status
= Current Call list—Enumerates the users participating in the current call
= History list—Provides a log of all received calls

= You can filter the directory entries to more easily find and connect with
people. For example, you can filter the entries to identify only people currently
participating in a call or only people who have audio and video capabilities.
Also, you can choose one of three user categories—personal, business, or
adults-only—as an additional filter to show only people who selected the same
user category.
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» A refined NetMeeting Options tab and wizards make it easier to set up and
configure the NetMeeting environment. A new Calling tab enables you to
choose directory and SpeedDial options. In addition, an H.323 gateway calling
option enables you to connect to a person by using a telephone number.

= A graphical interface similar to the one in Internet Explorer, including a
common toolbar, enables you to move easily between applications that are part
of Internet Explorer. The toolbar is context-sensitive, displaying the most
appropriate options based on the active window.

» The host computer allows the meeting originator to hang up on one or more
meeting participants, so people can be removed from the call more easily
within conference groups that you participate in.

= E-mail messaging provides you with the option of sending e-mail to people
who are not available for conferencing. NetMeeting uses the Messaging
Application Programming Interface (MAPI) to start an e-mail client of choice,
automatically adds the subject information, and then includes a SpeedDial
shortcut so that the person can easily call back later.

NetMeeting Mail Extension

NetMeeting includes a mail extension that works with Microsoft Outlook and
Exchange e-mail clients, enabling you to place a call directly from a menu in the
e-mail client based on entries in the mail address book. This feature gives you the
flexibility to use your e-mail client to send a message or start a real-time meeting
from the same mail address book. A NetMeeting custom setting enables you to
specify the Exchange attribute for the NetMeeting address.

Outlook Bar

A new Outlook bar gives NetMeeting a look and feel that is consistent with
Microsoft Outlook 97 and Outlook Express. This Outlook bar provides easy
access to frequently used NetMeeting features, including the Directory,
SpeedDial, Current Call, and History lists.

For More Information

Additional information about NetMeeting is available from the Microsoft
NetMeeting Web site.
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Microsoft FrontPage Express

Based on the full-featured Microsoft FrontPage 97 Web authoring and
management tool, FrontPage Express features a graphical interface that makes
creating HTML pages as easy as creating a document in a word processor.
FrontPage Express enables you to create your own Web pages in a what-you-see-
is-what-you-get environment, without knowing HTML. FrontPage Express
includes all the features of the FrontPage 97 editor, except for premium features,
such as Active Server Pages and some of the WebBot components (special
preprogrammed scripts) that rely on specific server extensions.

The following illustration shows the FrontPage Express HTML editor.
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Microsoft FrontPage E'xpress Features

You can use Front Page Express to author and publish your own Web pages and
edit existing HTML documents. The following sections describe the features of
the FrontPage Express editor.
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Flexible Authoring Environment

FrontPage Express offers two ways to create and edit Web pages. The word-
processing-style editor displays a graphical representation of what the Web page
will look like when it’s published. You can type the contents directly onto the
page and highlight text to change the color, size, and style. You can also specify
background colors and graphics, text and link colors, margins, and base location.

FrontPage Express enables authors to view the actual HTML code that is being
generated. Color codes, indentation, and formats make it easy to read the HTML
code. Authors who are comfortable working with HTML can even edit in this
mode and instantly see the results in the FrontPage Express application.

Table Creation and Editing

The Insert Table feature enables you to generate tables effortlessly, because
FrontPage Express creates all the HTML code automatically based on your input.
You can insert the table into a Web page and then edit either the entire table or
individual cells. This feature also makes it easy to create nested tables without
knowing HTML.

Forms Creation

You can add forms to your Web page that people can fill out and return. Your
forms can include text boxes, drop-down menus, images, and more. You must
be connected to a server running FrontPage server extensions to use these form-
related features.

Templates and Wizards

If you are connected to a server running FrontPage server extensions, you can also
use form-related templates and wizards in FrontPage Express. Templates are
preformatted Web pages that you can use as a guide to create your own pages and
Web View folders. Wizards walk you through the step-by-step process of creating
a Web page. Templates and wizards enable you to create the forms you want just
by selecting the types of information you need. You can also create a survey to
collect information from readers and store it on your Web server, or you can
create a page to acknowledge that you have received the reader’s input.

Support for Web Technologies

FrontPage Express support for standard Internet technologies means that you can
make your pages more engaging without any programming knowledge. You can
insert JavaScript, Java applets, Visual Basic Scripting Edition, and ActiveX
objects. Also, you can add form elements, such as text boxes, buttons, and drop-
down menus, to pages directly from the toolbar. Then, you can easily edit these
properties.
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For More Information

Additional information about FrontPage Express is available from the Microsoft
Internet Explorer Web site.

Additional

Microsoft and Third-Party Components

In addition to the primary components described in the previous sections, Internet
Explorer contains other Microsoft and third-party components that you can install.
These additional components include the following:

Microsoft Offline Browsing Pack—The Offline Browsing Pack enables
users to view their favorite Web pages without being connected to the Internet.
Offline browsing enables users to connect to the Internet periodically to
download Web content, and then browse this content offline at their
convenience.

Microsoft Internet Explorer Help— Internet Explorer provides a
comprehensive set of Help topics that users can access to find answers
to questions, troubleshoot potential problems, or get additional product
information.

Microsoft Virtual Machine—The Virtual Machine (VM) enables users
to browse Web pages that contain Java-enhanced content.

Microsoft Internet Explorer Connection wizard—The Internet Explorer
Connection wizard steps users through the process of signing up with and
using an Internet service provider (ISP) to connect to the Internet.

Microsoft Internet Explorer core fonts—This core set of TrueTypee fonts
has been optimized to provide maximum on-screen legibility.

Dynamic HTML data binding— Data binding components allow Internet
Explorer to access information from a database and display it in Web pages.

Microsoft Internet Explorer browsing enhancements—Browsing
enhancements include a graphical File Transfer Protocol (FTP) helper.

Microsoft Windows Media Player codecs— These codecs support audio
and video playback for Windows Media Player.

DirectAnimation— This component provides animation and muitimedia
services for your computer, both for Web content and stand-alone products.

Vector Graphics Rendering (VML)—This rendering tool enables users to
view vector graphics images with Internet Explorer.

AOL Art Image Format Support— This component enables you to view
images from Internet Explorer that were created in AOL Art format.

Macromedia Shockwave Director— With Director, you can create a variety
of multimedia productions, including business presentations, Web content,
interactive advertising pieces, Kiosk-mode productions, and CD-ROM titles.



Chapter 2 Microsoft Internet Explorer 5 Components 57

Macromedia Flash—Flash brings Web pages to life without the wait. Vector-
based Flash movies offer compact, interactive Web interfaces, animations,
buttons, advertising banners, logos, maps, cartoons, and more.

Microsoft Web Publishing wizard—The Web Publishing wizard steps users
through the process of uploading content and posting their Web site to almost
any Web server available.

Web folders—Web folders enable users to access FrontPage and Web servers
for editing purposes.

Microsoft Visual Basice scripting support—This component provides
support for viewing Web pages that use the VBScript scripting language.

Additional Web fonts—This set of additional TrueType fonts enables users
to read Web-page text that was designed for viewing with Arial, Comic,
Courier, Impact, and Times New Roman fonts.

Language auto-selection—This feature enables Internet Explorer to
automatically detect the language encoding of Web pages.

Japanese text display support—The Japanese language pack includes
TrueType fonts and other support files that enable Internet Explorer to display
Japanese text.

Japanese text input support— The Japanese Input Method Editor (IME)
allows Japanese characters to be entered as text in other language versions
of Windows.

Korean text display support— The Korean language pack includes
TrueType fonts and other support files that enable Internet Explorer to
display Korean text.

Korean text input support—The Korean IME allows Korean characters
to be entered as text in other language versions of Windows.

Pan-European text display support— The Pan-European language pack
includes TrueType fonts and other support files that enable Internet Explorer
to display Central European, Cyrillic, Greek, Turkish, and Baltic text.

Chinese (traditional) text display support— The traditional Chinese
language pack includes TrueType fonts and other support files that enable
Internet Explorer to display traditional Chinese text.

Chinese (traditional) text input support— The traditional Chinese IME
allows traditional Chinese characters to be entered as text in other language
versions of Windows.

Chinese (simplified) text display support—The simplified Chinese language
pack includes TrueType fonts and other support files that enable Internet
Explorer to display simplified Chinese text.

Chinese (simplified) text input support— The simplified Chinese IME
allows simplified Chinese characters to be entered as text in other language
versions of Windows.
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Vietnamese text display support—The Vietnamese language pack includes
TrueType fonts and other support files that enable Internet Explorer to display
Vietnamese text.

Hebrew text display support—The Hebrew language pack includes
TrueType fonts and other support files that enable Internet Explorer to
display Hebrew text.

Arabic text display support— The Arabic language pack includes
TrueType fonts and other support files that enable Internet Explorer to
display Arabic text.

Thai text display support— The Thai language pack includes TrueType fonts

“and other support files that enable Internet Explorer to display Thai text.
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CHAPTER 3

Understanding Customization |
and Administration P

This chapter describes how you can tailor Microsoft Internet Explorer 5 to fit

the needs of your organization. Information in this chapter applies to corporate
administrators, Internet service providers, Internet content providers, independent
software vendors, and developers.

The Microsoft Internet Explorer Administration Kit (IEAK) provides a convenient
way to alter the appearance and behavior of Internet Explorer and to customize
Windows Update Setup for Internet Explorer 5 and Internet Tools. In addition,

the IEAK enables corporate administrators to control many user actions,

including file management, desktop behavior, and Internet usage. The IEAK

also enables Internet service providers to develop tools and processes to sign up
new customers.
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See Also

= For more information about developing deployment, training, and support
plans, which you will test during the pilot installation, see Chapter 9,
“Planning the Deployment.”

» For more information about preparing graphics files and obtaining digital
signatures, see Chapter 12, “Preparing for the IEAK.”

= For more information about building custom packages, see Chapter 15,
“Running the Internet Explorer Customization Wizard.”

= For more information about deploying Internet Explorer to your users
following the pilot program, see Chapter 19, “Deploying Microsoft Internet
Explorer 5.”

Reasons to Customize Internet Explorer

There are several reasons for customizing Internet Explorer. The benefits
that you can gain from customization will vary depending on your role in
your organization:

» If you're a corporate administrator, you can save time by centrally
administering individual installations of Internet Explorer.

= If you’re an Internet service provider, you can customize Internet Explorer
so that customers can easily sign up for your services.

= If you’re an Internet content provider, you can choose customization options
for Internet Explorer that help showcase your content more effectively.

» If you’re an independent software vendor or developer, you can easily
distribute your program with Internet Explorer by customizing Windows
Update Setup.

Customization Benefits for Corporate Administrators

You can control how Internet Explorer is installed, how the browsing software
and Internet Explorer components get customized, and what browser, messaging,
and conferencing options are available before installation begins. You can
customize Internet Explorer for Windows 16-bit, Windows 32-bit, Apple
Macintoshe, and UNIX platforms.

You can use automatic configuration and proxy files to change browser settings
after you install Internet Explorer. If the needs of your organization change, you
can use the IEAK Profile Manager to change the files that contain user options
without leaving your office.
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You can also set policies and restrictions for the browser, including security,
messaging, and desktop settings. This can help you manage your organization’s
resources and bandwidth. Does your accounting department have different needs
than your marketing department? You can create different profiles that contain
settings and restrictions tailored for each department.

Customizing Windows Update Setup

You can customize Windows Update Setup in several ways. You can add Internet
Explorer components or create up to 10 different setup options. This extends the
Minimal, Typical, and Full options that come with default installations of Internet
Explorer. Adding several setup options can be helpful if your employees have
different usage needs and varying disk-space limitations.

Perhaps you want to reduce options so that certain setup choices are already
made for users. You can configure Internet Explorer so that users can install it
with little or no intervention from you. This setup option is sometimes referred
to as a “silent install.”

Installations with limited intervention are often used for setting up Internet
Explorer after hours, when employees aren’t at their desks. You can further
adapt these types of installations by using command-line switches or batch files.
Because you are making choices for the user, you can create only one “silent
install” setup option.

If you suppress all user feedback, including error messages and status
information, you should make sure your setup plan includes error handling.

If you suppress restarting after installation, you’ll need to handle restarting in
your custom program or script to ensure that Internet Explorer is set up correctly.
You can learn more about these issues in the IEAK online Help and in

Chapter 16, “Customizing Setup,” in this book.

You may find it convenient to install your own custom components—such
as virus-checking programs or scripts—when you install Internet Explorer.
You can include up to 10 custom components in your custom package.

You can also alter the appearance of the setup program by adding your own
bitmap and including custom descriptions for your different setup options.

Note If you need to customize existing installations of Internet Explorer 4.01
Service Pack 1 and higher, you can use single-disk branding. This option creates
a Setup.exe file in the BrndOnly folder of your build location. You can distribute
this file on any media or server. When this file is run, it will customize Internet
Explorer features without installing Internet Explorer. This option does not enable
you to package and install custom components, however.
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Customizing the Browser, Desktop, and Other Programs

You can customize the appearance and behavior of the browsing software,
the user’s desktop, and the Internet Explorer messaging and conferencing
components. These customizations can help you create a standard corporate
desktop that’s easier to manage.

To customize the browser, you can add your organization’s name or another
message to the title bar. For example, the phrase “Microsoft Internet Explorer
Provided by ABX Computer Corporation” could appear on your title bar. You
can also customize the static and animated logos that appear in the upper-right
corner of the browser.

You can preset the following Web pages and links:

= Corporate support page

= User’s home page

= User’s search page

= Links on the Links bar

= Links on the Favorites bar

= Channels (specialized ways of delivering Web content)

= Add-on Components page (for optional components)

The following illustration is an example of how you might customize a
user’s Favorites list with helpful links.
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If your organization has standardized on the Active Desktop™ that was included
with Internet Explorer 4.0, you can reinstall the desktop component with Internet
Explorer 5. Even if only some of your users are running Internet Explorer 4.0, you
can include the desktop component with Internet Explorer 5 so that all users have
the same desktop. If your users are running Windows 98, they already have the
new desktop.

You can also customize Internet Explorer components, such as Microsoft Outlook
Express. You can preset server information for Outlook Express and customize
the InfoPane that appears when users start Outlook Express. You can add a
signature to all e-mail and newsgroup messages, such as a disclaimer that the
sender’s views don’t represent your organization’s policies.

In addition, you can customize remote dialing for your users, including the dialing
settings they need, the icon they click, and the dialog box they see when they

dial in to your services. Providing a preconfigured dialer, called a Connection
Manager, can help reduce the amount of support that your help desk must provide
for remote access services (RAS).

If your organization’s messaging server doesn’t automatically provide directory
or address book services, you can use Lightweight Directory Access Protocol
(LDAP) to set up those services for your network.

Maintaining Internet Explorer

If you will need to change settings after you install Internet Explorer, you should
consider using automatic configuration, which enables you to change user settings
globally at any time.

You can use the IEAK Profile Manager to create an installation (.ins) file
containing user profile information. You then post the .ins file and custom

cabinet (.cab) files on a server. When you use the Internet Explorer Customization
wizard, which is part of the IEAK, you can point your users’ browsers to the
specific .ins file.

You can import connection settings, such as proxy servers, when you run the
Customization wizard. You can also customize and maintain connection settings
by using the IEAK Profile Manager. If your organization uses an automated
program, such as a script in a proxy automatic configuration (.pac) file, a Jscript
(js) file, or a JavaScript (.jvs) file to control proxy settings, you can incorporate
it into your Internet Explorer package.

For more information about using the IEAK, see Chapter 15, “Running
the Internet Explorer Customization Wizard.” For more information about
automatic configuration, see Chapter 21, “Using Automatic Configuration
and Automatic Proxy.”



64

Part1 Getting Started

Setting Restrictions and Using System Policies

When users customize their programs, they sometimes create challenges for
corporate administrators. Although some changes just reflect user preferences,
other changes make it difficult for corporate administrators to manage resources,
control security, or maintain consistent functionality. By using the I[EAK, you can
control user settings and, in some cases, disable browser features that don’t fit
your organization’s needs.

You can “lock down” or control user settings by using the Internet Explorer
Customization wizard or the IEAK Profile Manager. If you’re familiar with
system policies, you can import administration (.adm) files, and then customize
them when you use the IEAK.

Both the Customization wizard and the Profile Manager have graphical interfaces
that enable you to easily set and clear options. Just make sure to analyze whether
you should control options on a “per computer” or “per user” basis. If you have
roaming users who have different needs than other users, you may not want to
lock down settings on a per-computer basis.

Customization Benefits for Internet Service Providers

You can customize the appearance of the browser and Setup, tailor Internet
Explorer packages to meet various customer needs, and incorporate sign-up
solutions. You can customize Internet Explorer for Windows 16-bit platforms
and Windows 32-bit platforms by using the IEAK 5.

Customizing the Browser and Other Programs
You can customize the appearance and behavior of the browsing software and
the Internet Explorer messaging and conferencing components.

To customize the browser, you can add your organization’s name or another
message to the title bar. For example, the phrase “Microsoft Internet Explorer
Provided by ABX Computer Corporation” could appear on your title bar. You can
also customize the static and animated logos that appear in the upper-right corner
of the browser.

You can preset the following Web pages and links:

= Customer support page

= User’s home page

= User’s search page

= Links in the Links bar

= Links in the Favorites bar

= Channels (specialized ways of delivering Web content)
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= Add-on Components page (for optional components)
= Sign-up and billing pages

The following illustration shows how you can customize the title bar, links bar,
and logo.

Illustration 3.1 Internet Explorer with Customized Title Bar, Links Bar, and Logo

You can also customize Internet Explorer components, such as Microsoft Outlook
Express. You can preset server information for Outlook Express and customize
the InfoPane that appears when users start Outlook Express. You can add a
signature to all e-mail and newsgroup messages, such as a disclaimer that the
sender’s views don’t represent your organization’s policies.

Tailoring Internet Explorer to Different Customer Needs

If you have customers who live in different parts of the world or who have
different configurations, you can create different Internet Explorer packages to
address those needs. You can create packages for different language versions of
Internet Explorer, and you can determine which components to include with your
packages.

If you distribute Internet Explorer in different countries, you can add the
appropriate language packs, font packs, and versions of Internet Explorer
components. You can also include different sets of sign-up pages using the
appropriate languages.

You can add a custom component that you’ve created, such as an address book
utility, for your customers to install when they set up Internet Explorer. You can
include up to 10 custom components with your custom package.

Because customers often have different hard-disk limitations and advanced
component needs, you can create up to 10 setup choices for them by using the
IEAK. You can also design packages for different media, such as a Web server
or a CD-ROM.

In addition, you can customize remote dialing for your customers by including the
dialing settings they need, the icon they click, and the dialog box they see when
they dial in to your services. This can give your Internet service a “branded” look
so that customers have a consistent experience with your services.
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Some of your users might have specialized logon needs as a result of their
location or their hardware. If you’re concerned that they will need to enter
complicated settings manually each time they connect, you can create a logon
script. The script can configure logon settings and can even manage pauses
between dialing sequences so that users don’t have to worry about their settings.

Notes If you need to customize existing installations of Internet Explorer 4.01
Service Pack 1 and higher, you can use single-disk branding. This option creates a
Setup.exe file in the BrndOnly folder of your build location. You can distribute
this file on any media or server. When this file is run, it will customize Internet
Explorer features without installing Internet Explorer. This option does not enable
you to package and install custom components, however.

If you are an Internet Service Provider, and plan to set up a sign-up server
solution, you need to use Kiosk-mode sign-up for Internet Explorer 4.01 SP1
users. If you anticipate that some customers will have Internet Explorer 5 and
others will have Internet Explorer 4.01 SP1,you can create an IEAK package that
includes both types of sign-up server solutions.

Developing and Incorporating Sign-up Solutions

In addition to setting up Internet Explorer for customers, you probably also need
to sign customers up and bill them for your services. The IEAK comes with
sample sign-up pages and scripts that you can customize to create a complete
sign-up solution for your customers.

You can use the IEAK to design server-based and serverless solutions. You can
use a sign-up server to provide a new customer with a fully active account. If a
customer already has an account with your service or another service, you can
update the user’s settings through single-disk branding.

You can also use a server-based solution to customize Internet Explorer for
different sets of customers without having to create a separate IEAK package
for each group. In this case, all of the compact discs you send out are the same,
but they are branded differently when the customer signs up.

For more information about Internet sign-up, see Chapter 20, “Implementing the
Sign-up Process.”
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Customization Benefits for Internet Content Providers

You can customize the appearance of the browser and Setup to showcase your
content in a number of ways. You can customize Internet Explorer for Windows
16-bit, Windows 32-bit, and Apple Macintosh platforms.

Customizing the Browser
You can customize the appearance of the browsing software. That way, your
organization’s content can be more prominent when the user browses the Internet.

What are some reasons for customizing the browser? Perhaps you want to
customize the customer’s home page with content and links related to your
business. By continually updating the content on your Web sites, you can keep
your customers interested in and informed about your products or services.

To customize the browser, you can add your organization’s name or another
message to the title bar. For example, the phrase “Microsoft Internet Explorer
Provided by ABX Computer Corporation” could appear on your title bar. You can
also customize the static and animated logos that appear in the upper-right corner
of the browser.

You can preset the following Web pages and links:

= Customer support page

= User’s home page

= User’s search page

= Links in the Links bar

= Links in the Favorites bar

» Channels (specialized ways of delivering Web content)

= Add-on Components page (for optional components)

Note If you need to customize existing installations of Internet Explorer 4.01
Service Pack 1 and higher, you can use single-disk branding. This option creates a
Setup.exe file in the BrndOnly folder of your build location. You can distribute
this file on any media or server. When this file is run, it will customize Internet
Explorer features without installing Internet Explorer. This option does not enable
you to package and install custom components, however.
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Customization Benefits for Internet Developers

You can include Internet Explorer technologies, such as the WebBrowser control,
with your custom program. You can redistribute Internet Explorer on Windows
16-bit, Windows 32-bit, and Apple Macintosh platforms.

You can use the Microsoft Internet Explorer Administration Kit (IEAK) to easily
create Internet Explorer distribution media. You can also specify home and search
pages and a favorites list. This enables you to create and distribute a Web browser
that reflects your organization’s specific needs and the needs of your users.

By using setup scripts or command-line switches, you can reduce or eliminate
the user interaction required to install Internet Explorer. This helps ensure a
smooth installation experience when users set up your custom program with
Internet Explorer.

Note If you need to customize existing installations of Internet Explorer 4.01
Service Pack 1 and higher, you can use single-disk branding. This option creates a
Setup.exe file in the BrndOnly folder of your build location. You can distribute
this file on any media or server. When this file is run, it will customize Internet
Explorer features without installing Internet Explorer. This option does not enable
you to package and install custom components, however.

Using the Microsoft Internet Explorer
Administration Kit

The Internet Explorer Administration Kit (IEAK) includes the Internet Explorer
Customization wizard, the IEAK Profile Manager, the Connection Manager
Administration Kit (CMAK), and the IEAK Toolkit.

You will find more information about using the IEAK in Chapter 15, “Running
the Internet Explorer Customization Wizard.” Before using the IEAK, however,
you should spend some time planning your installation so that you’ll know which
decisions to make when you create your installation package.

You use the Internet Explorer Customization wizard to build custom packages.
After you build custom packages, you distribute them to the appropriate user
groups so that they can install customized versions of Internet Explorer on their
desktops. Internet Explorer is installed with the settings and options that you
specified when you built your custom package.
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Preparing to Build Custom Packages

You’ll get the most out of using the IEAK if you do some advance planning.
You’ll want to assess the needs of your users, analyze your organization’s needs,
and develop a deployment plan. You might also want to set up a deployment lab
where you can test a pilot installation. For more information about getting ready
to run the IEAK, see Chapter 12, “Preparing for the IEAK.” For more information
about developing an installation plan, see Chapter 9, “Planning the Deployment,”
and Chapter 11, “Setting Up and Administering a Pilot Program.”

You’ll also want to gather the URLSs you’ll need and create any custom graphics.
For more information, see Chapter 12, “Preparing for the IEAK.” For a
preparation checklist and graphics resolutions and dimensions, see Appendix D,
“Checklists for Preparing to Use the IEAK.”

If your users will download your custom package over the Internet, you’ll want
to obtain a digital certificate to sign the custom .cab files that you create with the
IEAK and any custom programs that you include. The .cab files are used to
organize and compress installation files that are copied to the user’s computer.

If you have a publisher’s certificate on your computer, you can sign your files
when you run the Internet Explorer Customization wizard, which is included with
the IEAK. For more information about signing files, see Chapter 12 “Preparing
for the IEAK.”

What'’s in the IEAK?

The following programs and tools come with the IEAK.

Internet Explorer Customization Wizard

The Customization wizard divides the customization process into five stages.
Step-by-step screens for each stage guide you through the process of creating
customized Internet Explorer packages.

IEAK Profile Manager

You can use the Profile Manager to change user settings and restrictions
automatically after Internet Explorer is installed.

Connection Manager Administration Kit

The Connection Manager Administration Kit (CMAK) is a wizard that guides you
through customizing and configuring the Microsoft Connection Manager dialer.
The CMAK creates a self-extracting executable (.exe) file that installs itself on the
user’s computer. When the user clicks the custom icon to connect to the Internet,
the custom dialer dialog box that you created appears. You can customize the
dialer by building a custom service profile into your Internet Explorer packages.
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IEAK Toolkit

The IEAK Toolkit contains helpful tools, programs, and sample files, such as the
animated bitmap tools, IExpress wizard, and sample signup and add-on files. The
Toolkit contents are located in the \Toolkit folder of the IEAK program folder.

IEAK Help

IEAK Help contains many conceptual and procedural topics that you can access
by using the Index, Contents, and Search tabs. You can print topics from IEAK
Help. ‘

Starting the Internet Explorer Customization Wizard

Microsoft Internet Explorer 5 must be installed before you set up the IEAK.
Before starting the installation process, make sure that you have enough disk
space to download the Internet Explorer files and to build your IEAK packages.
Information about how to use the IEAK is covered in detail in Chapter 12,
“Preparing for the IEAK.”

This procedure shows how to start the IEAK after you install it.

To start the Internet Explorer Customization wizard
1. On the Start menu, point to Programs.

2. Point to Microsoft IEAK, and then click Internet Explorer
Customization Wizard.

Integrating Your Custom Solutions

The IEAK gives you a high level of control over installation and customization.
You can also use some of the tools that come with the IEAK to further tailor a
solution for your organization.

The IEAK supports the use of batch files to further control Setup. For example,
you can use a batch file if you need to temporarily download files from a location
that isn’t specified in your custom package.

The IExpress wizard, which is included in the IEAK Toolkit, can integrate
command-line switches into your Internet Explorer package so they are run
automatically during installation. The IExpress wizard provides graphical screens
that enable you to control other setup options as well.

You can find more detailed information in Chapter 16, “Customizing Setup.”

The IEAK Toolkit, which is installed on your hard disk when you set up the
IEAK, contains additional samples that you can modify and tools that you can use
to extend the IEAK functionality for your organization.
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Sample Scenarios

You can customize Internet Explorer in many ways to accommodate different
preferences and needs. To help you get started, here are just a few ideas about
how an organization might customize Internet Explorer.

Corporate Administration Example

You can customize Internet Explorer to meet differing needs in your organization.
For example, you might want to customize the following items:

Include fewer components in custom packages used by employees in the field
who might have limited disk space on their laptop computers.

Include support for different character sets for employees who communicate
with overseas departments, so they can correctly view Web pages in different

“languages.

Create a CD-ROM setup for users in a remote country so that they do not need
to connect to the local area network (LAN) or wide area network (WAN) used
by most of your employees for downloading Setup.

Increase the level of security for employees downloading from the Internet by
creating a different IEAK package with enhanced security options or by using
automatic configuration to modify their security settings.

Internet Service Provider Example

To accommodate different user preferences, you might want to customize the
following items:

Create an Internet Explorer package that includes several installation choices.
That way, you can accommodate customers who want to use a different e-mail
program than Microsoft Qutlook Express, as well as experienced users who
want to use more advanced components.

Customize and control connection settings. For example, you can have a
program run either before or after your users connect to the Internet. You can
also add your organization’s logo to the dialog box that appears when users
dial in to the Internet.

Customize Microsoft Outlook Express. You can preconfigure its servers and
customize its appearance. That way, your customers can get connected and
start using their software more quickly and with less technical support from
your organization.
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Internet Content Provider Example

You might want to customize Internet Explorer to showcase your organization’s
information and services better on the Internet. For example, you could customize
the following items:

= If your organization is a radio station, add links to your organization’s Web
sites, such as pages that highlight play lists and composers’ biographies. You
can also add your organization’s name to the title bar and your organization’s
logo to the setup bitmap. In addition, you can replace the browser logo with a
treble clef symbol, musical notes, or your organization’s logo.

= Track usage of your customized browser by using a user agent string, which is
a string of characters that a Web browser sends when it visits an Internet site.
The custom string that you append to the user agent string enables Web sites to
compile statistics about how many of your customers are using your browser
to view the site.

Internet Developer Example

You might want to customize the following items:

= Create a custom program that uses, or “hosts,” the WebBrowser control, but
does not display the Windows Update Setup interface during installation.

= Use a batch file and command-line switches to install Internet Explorer in
redistribution mode. This mode installs the underlying program files without
overwriting the Internet Explorer icon, if Internet Explorer already exists on
the user’s computer. You can also suppress Windows Update Setup prompts,
so that your custom program provides setup feedback to the user.

= Customize the Web browser with links to your organization’s Web sites or
to related technologies. Then you can use the IEAK to create a CD-ROM
package that includes your custom program.
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Working with Different Platforms

This chapter identifies the platforms on which you can install Microsoft

Internet Explorer 5 and Internet Tools, and describes the deployment variations
among the supported platforms. This information is particularly important if you
are deploying Internet Explorer on multiple platforms.

In This Chapter

Overview 74

Windows Platform: 32-bit Versions 75
Windows Platform: 16-bit Versions 78
UNIX Platform 80

See Also

= For more information about planning your browser deployment for different
platforms, see Chapter 9, “Planning the Deployment.”

= For more information about building custom packages of Internet Explorer
for different platforms, see Chapter 15, “Running the Internet Explorer
Customization Wizard.”

= For more information about installing Internet Explorer on different platforms,
see Chapter 19, “Deploying Microsoft Internet Explorer 5.”



74 Part1 Getting Started

Overview

You can install Internet Explorer 5 and Internet Tools on the following platforms:

= Microsoft Windows

=  Windows 32-bit versions, including Windows 95, Windows 98,
Windows NT version 3.51, Windows NT version 4.0, and Windows 2000

=  Windows 16-bit versions, including Windows version 3.1 and Windows
for Workgroups version 3.11

Note Although Windows NT version 3.51 is a 32-bit platform, it must run the
16-bit version of Internet Explorer.

= UNIX, including Sun Solaris 2.5.1, Sun Solaris 2.6, and Hewlett
Packard HP-UX

If your organization uses several different platforms, you will need to deploy
and maintain a separate version of Internet Explorer 5 on each platform.

Internet Explorer 5 provides a single, standards-based set of technologies for
Web authoring, browsing, communication, and collaboration for all supported
platforms. The HTML rendering engine for Internet Explorer on Windows and
UNIX platforms was derived from the same code base, so developers are assured
that content developed for one platform will render the same on all platforms.

Note Although Macintosh is not included in this platform discussion, Internet
Explorer for the Macintosh is also developed from the same standards-based set of
technologies. If you have deployed Internet Explorer on the Macintosh platform
or developed Web content for the Macintosh, you can expect the same benefits of
this common browser across all platforms.

If you plan to install Internet Explorer 5 and Internet Tools on different platforms,
you should consider the following issues:

= Planning the deployment—To successfully deploy Internet Explorer, you
need to determine the platform and browser requirements for all groups
targeted to migrate to Internet Explorer. For more information about planning
your deployment on different platforms, see Chapter 9, “Planning
the Deployment.”

= Conducting a pilot program—Before you deploy Internet Explorer to your
users, you should conduct a pilot program to test your browser packages for
each platform. For more information about conducting a pilot program, see
Chapter 11, “Setting Up and Administering a Pilot Program.”
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= Building custom packages— You can use the Internet Explorer
Customization wizard, which is part of the Internet Explorer Administration
Kit (IEAK) 5, to build custom packages of Internet Explorer for the Windows
and UNIX platforms. For more information about the Internet Explorer
Customization wizard, see Chapter 15, “Running the Internet Explorer
Customization Wizard.”

=  Maintaining browser versions— You can use the IEAK Profile Manager
to administer Internet Explorer for the Windows and UNIX platforms.
The IEAK Profile Manager enables you to update browser settings and
manage different versions of the browser from a single location. For more
information about using the IEAK Profile Manager, see Chapter 22, “Keeping
Programs Updated.”

Windows Platform: 32-bhit Versions

The 32-bit versions of Windows integrate Internet technology and browser
features directly into the operating system. This browser-platform integration
means that users who run Windows 32-bit versions can take advantage of
advanced browsing capabilities. Users can browse their hard disk, local area
network, or the Internet to quickly find the information they need. Using Internet
Explorer, they can quickly navigate the Web by using the Search, History, and
Favorites bars, or get information delivered directly to their computers for offline
viewing. For more information about this browser-platform integration, see the
Microsoft Windows Web site at http://www.microsoft.com/windows/.

Some Internet Explorer customization features, deployment methods, and
maintenance practices are specific to Windows 32-bit versions. You should
consider the following issues when you deploy Internet Explorer on Windows
32-bit versions:

= CD-ROM installation—If you distribute your custom-browser package
to users who run Windows 32-bit versions from a CD-ROM, a splash-screen
Autorun program appears when users insert the disc. This program offers users
the choice of installing your custom browser or viewing more information.
If the current version of Internet Explorer is already installed, the Autorun
program detects it. The browser appears in what is known as Kiosk mode (if
this feature is enabled using the Internet Explorer Customization wizard), with
the Start.htm file or your own custom start page loaded.

» Administrative privileges—For Windows NT, you must have privileges
as an administrator to install and uninstall Internet Explorer 5 and Internet
Tools. Users must, therefore, have administrative privileges the first time they
start their computers after installing or uninstalling Internet Explorer 5 and
Internet Tools.
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Setup download folder— You can find the IE5Setup.exe file in the media
type folder created for your language and platform version. For example, the
English version of Internet Explorer for Windows 32-bit versions would reside
in the \Download\Win32\En folder of your build directory.

Code signing—If you are distributing Internet Explorer 5 and Internet Tools
over the Internet or intranet, you should sign custom cabinet (.cab) files
created by the Internet Explorer Customization wizard for Windows 32-bit
versions. This is recommended unless you preconfigure the Local Intranet
zone with the

Low security setting. You should also sign any custom components that you
distribute with your browser package for this platform. Code signing lets users
know that they can trust your code before downloading it to their computers.
The default settings in Internet Explorer will reject unsigned code. If you have
a digital certificate, the Internet Explorer Customization wizard can sign these
files automatically.

Options for digital certificates are not available for Windows 2000 in the
IEAK Profile Manager, because Windows 2000 provides advanced certificate
management features. For more information, search for "digital certificates" in
Windows 2000 Help.

Single-disk branding— When you build custom packages using the Internet
Explorer Customization wizard, you can choose the single-disk branding
option for your media type. This option customizes an existing installation of
Internet Explorer 4.01 Service Pack 1 (which is part of Windows 98) or higher.
It does not install Internet Explorer 5 and Internet Tools.

Windows 2000 Administration—For Windows 2000, you can use Group
Policy to customize and manage Internet settings. Group Policy enables
administrators to customize and control settings for users and computers in
various groups across an organization.

For more information about starting Group Policy, look up “Group Policy” in
Windows 2000 Help. For more information about the types of settings and
restrictions that you can manage with Group Policy, see Appendix A,
"Administration Options for Windows 2000."

Customizing Internet Explorer with Group Policy

. In Group Policy in Windows 2000, click User Configuration.

The method for starting Group Policy depends on the type of group that you
want to administer. Consult the Windows 2000 documentation for the method
to use for your situation.

2. Click Windows Settings, and then click Internet Explorer Maintenance.
. Click the icon for the feature area you want to change.
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4. Double-click the title of the feature you want to administer.

5. Change the settings you want.

Note If you are using the IEAK Profile Manager to administer Internet
Explorer on other platforms with automatic configuration, you may want to
export your Group Policy settings to an Internet Settings (.ins) file, and if
applicable, to cabinet (.cab) files. That way, if you configure settings in
Windows 2000, you will not need to configure the settings again for use with
other platforms.

=  Windows 2000 Unattended Setup—Unattended Setup mode is a
hands-free method of installing Windows 2000 that is convenient for Original
Equipment Manufacturers (OEMs), administrators in corporations, Value
Added Resellers (VARSs), and other users. By using the IEAK Profile Manager,
you can produce an Internet Settings (.ins) file that contains the settings for
customizing Internet Explorer. Then, in the Unattended Setup file, you provide
a pointer to the .ins file.

If you are using Unattended Setup to deploy Internet Explorer with

Windows 2000, you can use the IEAK Profile Manager to specify custom
Internet Explorer settings. These settings will be configured when Unattended
Setup is run. The Profile Manager enables you to create .ins files, and if
needed, cabinet (.cab) files. The .ins file is specified in the [Branding] section
of the Unattend.txt file. For more information, consult the Windows 2000
Setup documentation.

To specify Windows 2000 as your platform, click the Platform menu, and
then click Windows 2000. Under Wizard Settings, click the items that you
want to customize.

Restrictions, which determine which settings users can change, are not
available for the Windows 2000 platform in the IEAK Profile Manager.
To set restrictions for the Windows 2000 platform, use Group Policy.
For information, look up Group Policy in Windows 2000 Help.
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Windows Platform: 16-bit Versions

Internet Explorer delivers a full set of browser features and functions for
Windows 16-bit versions. The 16-bit versions of Internet Explorer were designed
for computers with less than 12 MB of RAM and require as little as 6.5 MB of
hard-disk space to install, providing complete, standards-based Web-browsing
and authoring capabilities even on lower-performance computers. Users can easily
browse the Internet or intranet, use Internet standards-based e-mail and discussion
groups, and benefit from the same secure browsing environment that is available
to Windows 32-bit and UNIX users.

The Windows 16-bit browser also includes special features, such as the Preview
button, which was designed to optimize the user’s browsing experience on
Windows 16-bit versions. The Preview button enables you to browse the Web
faster by turning off images and formatting until you get to the page you want

to see.

Some customization features, deployment methods, and maintenance practices
for Windows 16-bit versions differ from Windows 32-bit versions. You should
consider the following issues when you deploy Internet Explorer on Windows 16-
bit versions:

= Digital signatures— Unlike Windows 32-bit versions with Authenticode
technology, Windows 16-bit versions do not perform digital-signature
verification. Windows 16-bit browsers do not support certificates, so
automatic-configuration files are not signed. You do not need to sign your
programs or cabinet files for this platform. You should, therefore, ensure that
your automatic-configuration Web site has restricted access so that no one can
tamper with your files.

= Certification authorities—For Windows 16-bit versions, you can import
and install certificates for up to 20 certification authorities. If you have
certificates for more than 20 certification authorities on your computer, you
will need to identify the 20 that you plan to install, and then remove the
certificates for remaining certification authorities before you build your
custom package.

= File-naming format—If you build a custom package for Windows 32-bit
versions and then rebuild a custom package for Windows 16-bit versions in the
same folder, the file names will automatically be converted to eight-character
names with three-character extensions (8.3 format). If you rebuild a custom
package for Windows 32-bit versions in the same location, the files will
continue to be converted to 8.3 format. After rebuilding a custom package for
Windows 16-bit versions, it is recommended that you build a new custom
package for Windows 32-bit versions in a different location.
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Dial-up access—If your users need dial-up access, you must include the Stack
and Dialer for Windows version 3.1 as part of your setup package. If some
users are running Windows NT version 3.51 and some are running Windows
version 3.x, you should include at least two installation options: one with the
dialer for Windows version 3.1 and Windows for Workgroups version 3.11,
and one without it for Windows NT version 3.51. For dial-up access, you must
first configure Windows NT version 3.51 computers for Remote Access
Service (RAS).

Media selection— When you build custom packages by using the Internet
Explorer Customization wizard, you can choose the multiple floppy disks
option for your media type. You can distribute custom packages on multiple
floppy disks for Windows version 3.1 and Windows for Workgroups version
3.11, but not for Windows NT version 3.51.

Microsoft Outlook Express— With Windows 16-bit versions, you cannot
use automatic configuration for Outlook Express.

Custom channels—When you customize channels for Windows 16-bit
versions, you should verify that any channels you include are displayed
correctly for this platform.

Security options— All security options apply to the Internet Explorer
browser, but they are not necessarily applicable system-wide—that is, other
programs may or may not respect these options. When you set the security
options for Internet Explorer, you should be aware that the following options
do not apply to the Windows 16-bit platform:

= User authentication

= Font download

= Software channel permissions

= Installation of desktop items

=  Microsoft ActiveXe scripting

= Launching applications and files from an [IFRAME element

Setup download folder— You can find the IE5Setup.exe file in the media
type folder created for your language and platform version. For example,
the English version of Internet Explorer for Windows 16-bit versions would
reside in the \Download\Win16\En folder of your build directory.

Setup graphic file—For Windows 16-bit versions, the Setup graphic that
you use for a custom package must be a 16-color, 162-by-312-pixel bitmap
(.bmp) file.
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UNIX Platform

Internet Explorer for UNIX provides a full set of browser features that have been
optimized for UNIX operating systems. Internet Explorer supports the primary
UNIX installed systems. Users can also remotely use Internet Explorer for UNIX
from other UNIX operating systems, such as Linux, Silicon Graphics IRIX, and
IBM AIX.

Implementation of the Internet Explorer user interface is consistent with the
standard UNIX design. Internet Explorer for UNIX takes advantage of UNIX
interface standards and was developed using the Motif look. Users benefit from
the power and flexibility of Windows, implemented in a way that is immediately
familiar to UNIX users.

Internet Explorer also includes support for existing UNIX applications, such as
Emacs, Elm, RN, and VI. This integration uses the UNIX features and functions
that users are accustomed to. You can easily configure Internet Explorer to handle
e-mail links or open a favorite e-mail client or news reader directly from the
browser. Integration with existing applications also includes the ability to read
UNIX-specific file types from Web sites without opening the application for that
file separately.

Using Internet Explorer for UNIX, you can customize existing applications or
Multipurpose Internet Mail Extension (MIME) types directly from the browser.
This functionality allows you to configure existing applications to handle different
content on the Internet, such as Adobe Acrobat file formats. For example, a user
can click on a link to an Acrobat file and Internet Explorer automatically opens
the Acrobat Reader.

Some customization features, deployment methods, and maintenance practices for
UNIX differ from Windows 32-bit versions. You should consider the following
issues when you deploy Internet Explorer for UNIX:

= Custom packages— You must build custom packages of Internet Explorer for
UNIX from a Windows 32-bit computer. On the UNIX platform, the setup
package will consist of one self-contained file rather than a collection of files
or a set of floppy disks.

= Digital signatures— Unlike Windows 32-bit versions with Authenticode
technology, UNIX does not perform digital-signature verification. UNIX
browsers do not support certificates, so automatic-configuration files are not
signed. You do not need to sign your programs or .cab files for UNIX. You
should, therefore, ensure that your automatic-configuration Web site has
restricted access so that no one can tamper with your files.
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Server installations—The UNIX functionality in the IEAK supports the
common UNIX method of installing the customized product on only a few
servers. Users can then run Internet Explorer from this location rather than
installing the product locally. This configuration is recommended for UNIX
installations. Windows Update Setup for Internet Explorer 5 and Internet
Tools, which downloads .cab files, is not available on the UNIX platform.

Custom channels—When you create custom packages for UNIX, you should
verify that any channels you include are displayed correctly for this platform.
The channels will display in the Explorer bar, which appears in the left side of
the browser window when the user clicks the Channels button, but they will
not appear in a separate Channel bar on the desktop.

Custom components— For the UNIX platform, you should create a .cab file
that contains your custom components and installation scripts. Then, specify

the name of the .cab file, the script name, and size information when you run
the Internet Explorer Customization wizard.

When you install your customized IEAK package, it decompresses the .cab
file, runs the script, and installs the components before it customizes the
browser. After the setup script has run, it is deleted automatically. For more
information, see the IEAK Help, which provides procedures and samples to
help you create a script file and a .cab file so that you can prepare UNIX
components for your custom package.

Security options— All security options apply to the Internet Explorer
browser, but they are not necessarily applicable system-wide—that is, other
programs may or may not respect these options. When you set the security
options for Internet Explorer, you should be aware that the following options
do not apply to the UNIX platform:

= ActiveX controls and plug-ins

= Font downloads

= Software channel permissions

= Installation of desktop items

» Launching applications and files from an IFRAME element

Setup download folder — You can find the IESSetup.exe file in the media
type folder created for your language and platform version. For example,
the English version of Internet Explorer for UNIX would reside in the
\Download\Unix\En folder of your build directory.
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File naming conventions— You may need to change the case of file names
on a UNIX FTP server.

Use the following conventions for UNIX operating systems:

Sun Solaris UNIX

If you are using a case-sensitive UNIX FTP server, the .cab directory must
not be capitalized. You must, however, capitalize the following file names:

BRANDING.CAB

CUSTOM.CIF

DESKTOP.CAB

IE.CIF

IECIF.CAB

IESSITES.DAT -

AT&T UNIX

On an AT&T UNIX FTP server, all file names must be capitalized.

IRIX UNIX (Silicon Graphics)
For IRIX UNIX, you must capitalize the following file names:

BRANDING.CAB
CUSTOM.CIF
DESKTOP.CAB
IE.CIF
IECIF.CAB
IESSITES.DAT

You should also use a text editor to modify the file names listed in the
IE.CIF file to match the case of the files.

UNIX settings in the Internet Explorer Customization wizard—If you are
building custom packages of Internet Explorer for UNIX, the Internet Explorer
Customization wizard provides several screens where you can enter UNIX-
specific settings. The UNIX Programs screen enables you to specify which
programs will run when the user performs tasks related to e-mail, newsgroups,
or printing, or when the user views the HTML source of a page. The UNIX
Mappings screen enables you to specify the options for associating extensions
and MIME types with a program so that the appropriate program starts when a
user clicks a link.
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CHAPTER 5

Understanding Related Tools
and Programs

When you use the Internet Explorer Customization wizard to build and install
custom packages of Microsoft Internet Explorer 5, you can also include other
tools and programs as part of the deployment process. This chapter describes
the following related tools and programs and outlines how you can use them
to support your rollout of Internet Explorer:

= Microsoft Systems Management Server (SMS)
= Microsoft Office 2000 Custom Installation wizard (CIW)

=  Microsoft Internet Information Server (IIS)

In This Chapter
Microsoft Systems Management Server 84
Creating a Package for Internet Explorer 84
Creating and Running a Job to Distribute the Package 85
For More Information 85
Microsoft Office 2000 Custom Installation Wizard 85
Web Component Features 86
For More Information 88
Microsoft Internet Information Server 88
Managing Web Sites 88
Generating Dynamic Web Pages 89
Customizing Web Site Content 89
Capturing User Information 90
For More Information 90
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See Also

= For more information about planning the deployment process, see Chapter 9,
“Planning the Deployment.”

» For more information about building custom packages of Internet Explorer,
see Chapter 15, “Running the Internet Explorer Customization Wizard.”

= For more information about installing Internet Explorer, see Chapter 19,
“Deploying Microsoft Internet Explorer 5.”

Microsoft Systems Management Server

Microsoft Systems Management Server (SMS) can help you automate a large-
scale deployment of Internet Explorer by distributing and installing the browser
on your users’ computers. This automated installation requires no intervention
from you or your users.

To distribute Internet Explorer by using SMS, you will need to complete the
following tasks:

= Create a package for Internet Explorer— A package consists of a package
source folder, which contains all the Internet Explorer installation files, and a
package definition (.pdf) file. The .pdf file describes the setup commands that
define how Internet Explorer is installed on users’ computers.

= Create and run a job to distribute the package—A job consists of a
package and a list of destination computers where you want Internet Explorer
to be installed. SMS copies the package to distribution servers and then
executes the job on the destination computers.

Note Before you use SMS to install Internet Explorer, you must create an
administrative installation point on a server. SMS uses the administrative
installation point as the package source folder.

Creating a Package for Internet Explorer

You can use the SMS Administrator program to import your Internet Explorer
.pdf file and create a package for Internet Explorer installation. You need to
manually copy this file to the administrative installation point.

Note The standard Internet Explorer .pdf file supports only local installations; it
does not support installations that are run from a network server or that require
sharing Internet Explorer components over the network.
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The Internet Explorer .pdf file contains command-line definitions for the
installation types and for the uninstall options. Each of these command-line
definitions contains a setup command line that directs Windows Update Setup

for Internet Explorer 5 and Internet Tools to run in batch mode with the specific
installation type (except for Custom installations, which always run interactively).
For a description of the available command-line options, see Appendix C,
“Batch-Mode File Syntax and Command-Line Switches.”

Creating and Running a Job to Distribute the Package

After you create your package, you must create a job to distribute it. This job
includes the list of destination computers where you want Internet Explorer to

be installed and the job schedule. When the job is executed, SMS copies all the
files from the package source folder at the administrative installation point to a
folder on one or more SMS distribution servers. These are the servers that support
the users on your network. Windows Update Setup is then run from your
distribution servers.

For More Information

For complete information about using SMS to deploy Internet Explorer,
see the following:

= Microsoft Systems Management Server Administrator’s Guide
= Microsoft BackOffice Web site

= Microsoft Internet Explorer Web site

= Chapter 9, “Planning the Deployment”

= Chapter 19, “Deploying Microsoft Internet Explorer 5”

Microsoft Office 2000 Custom Installation Wizard

The Microsoft Office 2000 Custom Installation wizard (CIW) enables you to
customize how you install Office 2000 applications. To simplify the process of
installing Internet Explorer with Office 2000, the Internet Explorer Customization
wizard works with the CIW.

If you plan to include Internet Explorer with your custom Office package, you
have the following two choices:

= If you do not want to customize Internet Explorer, you can choose to install
Internet Explorer components by using the CIW. You do not need to use the
Internet Explorer Customization wizard.

= If you want to customize Internet Explorer, you can specify this choice in the
CIW. The CIW will then start the Internet Explorer Customization wizard so
that you can customize the browser setup process.
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To customize Internet Explorer, you must first install Internet Explorer 5 and the
IEAK on the computer where you are creating your custom Office package. When
you customize Internet Explorer settings, the Internet Explorer Customization
wizard runs in corporate administrator mode with the following settings:

= The distribution media is CD.

= Two installation options are available: Minimal and Typical.
You cannot change the names of these options, but you can specify
which components will be installed with each installation option.

Note The CIW installs Microsoft NetMeeting and Microsoft Outlook
Express with all installation options.

= All of the cabinet (.cab) files and custom components that are created by
the Internet Explorer Customization wizard are placed in the same folder.

When you run the CIW and customize Internet Explorer, user options from
Windows Update Setup will not be displayed during the Office setup process.
The user options for the setup are determined by the CIW.

Web Component Features

When you install Office 2000 and Internet Explorer 5, you can take advantage
of new Office 2000 Web components, which integrate Office functionality with
the Web. Most importantly, Web components make it possible for anyone with a
browser to view the contents of Office files. Using Web components, you can
easily create and share Web documents using the same Office tools that you use
to create printed documents. For example, your Web pages can now include
Microsoft Word documents or Microsoft Excel functions and formulas.

Web components include the following features:

= HTML as a companion file format—Office applications can save to and
read from HTML files. HTML files are elevated to the same level as the
proprietary file formats, including Microsoft Word (.doc) files, Microsoft
Excel (.xls) files, and Microsofte PowerPoint (.ppt) files. Office applications
also intelligently manage companion files, such as embedded graphics and
other objects that cannot be stored in HTML format.

=  Web-based collaboration— Using Office Server Extensions (OSE) features,
you can work with Office files and collaborate in a Web-based environment
without needing expert knowledge of Web technologies and servers. For
example, you can publish documents to available Web servers or view the
contents of the Web server by using Windows Explorer.



Chapter 5 Understanding Related Tools and Programs 87

Data access pages— Using the new data access page designer, you can

build data access pages (HTML pages with databinding capabilities) by

using familiar Microsoft Access controls, or open any existing HTML file
and add data-bound fields to the page. Data access pages also support
Microsoft Visual Basic Scripting Edition (VBScript) or Microsoft JScript, so
you can program in the language of your choice using a familiar development
environment.

Save as a Web page—This Web component feature enables you to save
your current Office file in HTML format directly to a Web server. For
example, you could create product pricing tables in Excel and then save
them as Web pages on your server so that customers could view the tables
using their browser.

Office themes and design templates— You can easily create consistent-
looking Web pages using themes and design templates, which have been
created and coordinated between Office applications and the Microsoft
FrontPage® Web site creation and management tool. For example, Microsoft
Word and Microsoft Access provide themes, and the Microsoft PowerPoint
presentation graphics program includes design templates consistent with
these themes.

HTML file editing— You can easily edit HTML files by using Office
applications. When you click the Edit button in Internet Explorer, it
launches the Office application that created the HTML file so that you
can edit its contents.

HTML as a Clipboard format— Office makes HTML a standard Clipboard
format. Now you can easily copy and paste data between Office applications
and the browser.

Web page preview—Using your default browser, you can preview Web
pages created in Office without saving the pages first.

Link handling and repair— An improved link interface in Office
applications makes it easier for you to create, edit, and remove links from
Office documents. Also, when users save documents, Office applications
check the links and repair those that are not working.

International text encoding— Office applications save files by using
international text encoding, which enables you to view the correct characters
using any language.
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For More Information

For more information about the CIW and deploying Internet Explorer with
Office 2000, see the following:

Microsoft Office 2000 Resource Kit
Microsoft Office 2000 Web site
Chapter 16, “Customizing Setup”

Microsoft Internet Information Server

Microsoft Internet Information Server (IIS) can help you deploy Internet Explorer
and other business applications, host and manage Web sites, and publish and
share information securely across a company intranet or the Internet. IIS can help
you do the following:

Manage the Web sites where you distribute and maintain your custom
browser packages and other related files and programs.

Generate dynamic Web pages by using Active Server Page (.asp) files.

Customize Web site content, including custom error messages and
content expiration.

Capture user information in log files, which enables you to collect and
analyze valuable customer and usage data.

Managing Web Sites

IIS management tools and flexible administration options can help you easily set
up Web sites to distribute the browser and manage your custom packages and
other content. Your organization can take advantage of these IIS site-management
features:

Built-in wizards step you through many common administrative tasks, such as
creating a new Web site.

From a single window, you can manage all network, Web, and application
services.

New configuration capabilities enable you to set properties independently for
each Web site or file on the server.

By running administration scripts from the command line, you can automate
common administrative tasks across multiple servers.
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Generating Dynamic Web Pages

You can create HTML page templates by using Active Server Page (.asp) files,
which enable you to build dynamic Web pages for site information that is updated
frequently. You can use .asp files to easily update the contents of Web pages
without opening the HTML files. By keeping information, such as your site
headlines, in a separate file, you can easily change the content or design of your
site without updating every page. You can also keep frequently changing
information in databases where it is easier to manage, and then build your Web
pages from content dynamically extracted from the database. This capability
means that Web sites of hundreds or thousands of pages can be reduced to a small
number of .asp files.

Active Server Pages also make it easy to customize content for users. IIS Intrinsic
Objects provide access to server variables, such as the user’s browser type and
screen resolution. An .asp file can use this information to select different graphics,
layouts, or ActiveX components based on what the browser supports.

Customizing Web Site Content

You can easily customize the content on your Web site by taking advantage of the
following IIS customization features:

» Custom error messages— Instead of using the default error messages, you
can choose to send custom error messages (in a file or URL) to your users.
You can also define custom .asp files to handle specific errors.

= Content ratings— You can configure content ratings for violence, nudity,
sex, and offensive language by using embedded descriptive labels in the HTTP
headers of Web pages on the server. Internet Explorer can detect these content
labels and help users identify potentially objectionable Web content.

= Content expiration— You can set an HTTP header that determines how long
a Web page should remain in the browser cache. For example, you can set the
date for time-sensitive material, such as special offers or event announcements.
The browser compares the current date to the expiration date and determines
whether to display a cached page or request an updated page from the server.

= Cache control—You can set a tag in the HTTP header for secure Web sites
that prevents Internet Explorer from caching the content. This capability
prevents private information from being cached on a computer, where it could
potentially be accessed by other people.
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= Custom headers— You can send a custom HTTP header from the Web
server to a browser. For example, you can send a custom HTTP header that
allows the browser to cache a page, but prevents proxy servers from caching
the same content.

=  Custom document footers— You can configure the Web server to
automatically insert a file that contains HTML formatting instructions for
adding a logo image or text to the footer of Web pages on the server.

Capturing User Information

Using IIS logging features, you can gather detailed information about Web site
visitors, such as the date and time the Web site is accessed, the client Internet
Protocol (IP) address, and the browser type. IIS enables you to choose specific
files for which you want to collect data, thereby reducing log file size and making
it easier to interpret the log files. You can also create custom log files for
processing specific user activities, such as tracking the Web site visitors who
download your custom browser package.

Using Site Server Express analysis tools, you can easily identify basic trend and
usage information from an IIS log file. The Usage Import and Report Writer
modules of Site Server Express enable you to import an IIS log file and translate
the entries into useful information about the client. Also, you can organize the
information into over 20 predefined reports by using HTML or other business
software file formats.

For More Information

For more information about using IIS to deploy Internet Explorer, see
the following:

=  Microsoft BackOffice Web site
= Chapter 13, “Setting Up Servers”
=  Chapter 20, “Implementing the Sign-up Process”
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CHAPTER 6

Digital Certificates

Microsoft Internet Explorer 5 uses digital certificates to authenticate clients
and servers on the Web and to ensure secure browser communications. Read
this chapter to learn about certificates and about how to configure settings for
the certificates you trust.

In This Chapter
Understanding Digital Certificates 92
Commercial Certification Authorities 94
Certificate Servers 95
Authenticode Technology 96
Secure Client and Server Communications 97
Using Digital Certificates 100
Installing and Removing Trusted Certificates 101
Adding Trusted Publishers and Credentials Agencies 104
Removing Trusted Publishers and Credentials Agencies 105

Configuring Advanced Security Options for Certificate
and Authentication Features 106

See Also

= For more information about configuring security zones and permission-based
security, see Chapter 7, “Security Zones and Permission-Based Security for
Microsoft Virtual Machine.”

= For more information about Internet Explorer features that help ensure user
privacy, see Chapter 8, “Content Ratings and User Privacy.”

= For more information about planning for user security and privacy before
Internet Explorer installation, see Chapter 9, “Planning the Deployment.”

= For more information about digitally signing packages, see Chapter 12,
“Preparing for the IEAK.”
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» For more information about using the Internet Explorer Customization wizard
to preconfigure security settings, see Chapter 15, “Running the Internet
Explorer Customization Wizard.”

= For more information about using the IEAK Profile Manager to preconfigure
security settings, see Chapter 22, “Keeping Programs Updated.”

Understanding Digital Certificates

To verify the identity of people and organizations on the Web and to ensure
content integrity, Internet Explorer uses industry-standard X.509 v3 digital
certificates. Certificates are electronic credentials that bind the identity of the
certificate owner to a pair (public and private) of electronic keys that can be used
to encrypt and sign information digitally. These electronic credentials assure that
the keys actually belong to the person or organization specified. Messages can
be encrypted with either the public or private key, and then decrypted with the
other key.

The following illustration shows the basic process of using public and private
keys to encrypt and decrypt a message sent over the Internet.

Recipient's
public key

Original message Encrypted message

(plaintext) | s (cipher text) -
®
Encrypt " "

The
Internet

Original message ncrypted message

(plain text) 1 (cipher text)

Illustration 6.1 How Public and Private Keys Work
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Each certificate contains at least the following information:

Owner’s public key

Owner’s name or alias

Expiration date of the certificate

Serial number of the certificate

Name of the entity that issued the certificate

Digital signature of the entity that issued the certificate

Certificates can also contain other user-supplied information, including a postal
address, e-mail address, and basic registration information, such as the country,
postal code, age, and gender of the user.

Certificates form the basis for secure communication and client and server
authentication on the Web. You can use certificates to do the following:

Verify the identity of clients and servers on the Web.

Encrypt secure communication channels between clients and servers.
Encrypt messages for secure Internet e-mail communication.

Verify the sender’s identity for Internet e-mail messages.

Sign executable code that users can download from the Web.

Verify the source and integrity of signed executable code that users
can download from the Web.

Certificates are authenticated, issued, and managed by a trusted third party
called a certification authority (CA). The CA must provide a combination
of three essential elements:

Technology, such as security protocols and standards, secure
messaging, and cryptography

Infrastructure, including secure facilities, backup systems, and
customer support

Practices, including a defined model of trust and a legally binding
framework for managing subscriber activities and resolving disputes

A commercial CA must be a trusted service. In addition to obtaining
certificates from CAs, you can also implement a certificate server, such
as Microsoft Certificate Server, and use it to provide certificate services
for your Web infrastructure.
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Commercial Certification Authorities

Commercial CAs issue certificates that verify the electronic identity of individuals
and organizations on the Web. The primary responsibility of a CA is to confirm
the identity of the people and organizations seeking certificates. This effort
ensures the validity of the identification information contained in the certificate.

CAs perform the following types of services:

= Issue and renew certificates.
= Authenticate the identities of individuals and organizations.
= Verify the registrations of individuals and organizations.

= Publish and maintain a Certificate Revocation List (CRL) of all
certificates that the CA has revoked.

= Handle legal and liability issues related to security.

Many commercial CAs offer certificate services for Microsoft products, as
well as a wide range of other certificate services. For a current list of CAs that
support Microsoft products, visit the Microsoft Security Advisor Web site. For
a list of Microsoft Web sites that offer additional product support information
related to Internet Explorer, see Appendix I, “Microsoft Internet Explorer 5
Resource Directory.”

Commercial CAs issue various types of certificates, including the following:
= Personal certificates for people to digitally sign communications and assure
secure transactions over the Internet and intranet

= Client authentication and server authentication certificates for managing
secure transactions between clients and servers

= Software publisher certificates for people who digitally sign their software

» Software publisher certificates for commercial software companies that
digitally sign their software

CAs can also issue many other types of certificates. Each CA operates within the
charter of its Certification Practices Statement (CPS). You can visit the CA’s Web
site and read the CPS to understand the types of certificates issued by a specific
CA and the operating procedures that the CA follows.
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When you choose a CA, you should consider the following issues:

= Isthe CA a trusted entity operating a certification practice that can both
meet your needs and operate efficiently in your region? Other people should
immediately recognize your CA as reputable and trustworthy. If you choose
a CA with a questionable reputation, users may reject your certificate.

= Is the CA familiar with your organization’s business interests? Look for a
CA from which you can leverage technical, legal, and business expertise.

= Does the CA require detailed information from you to verify your
trustworthiness? Most CAs require information, such as your identity, your
organization’s identity, and your official authority to administer the Web
server for which you are requesting a certificate. Depending on the level of
identification required, a CA may need additional information, such as
professional affiliations or financial records, and the endorsement of this
information by a notary.

= Does the CA have a system for receiving online certificate requests, such as
requests generated by a key manager server? An online system can speed up
the processing of your certificate requests.

= Does the CA give you enough flexibility and control over how certificates are
issued and authenticated? Some commercial CA services and products may not
integrate with your existing security model and directory services.

= Does the cost of the CA service meet your requirements? Substantial costs can
be associated with obtaining a server certificate, especially if you need a high
level of identification assurance.

Certificate Servers

You can implement a certificate server, such as Microsoft Certificate Server, to
manage the issuance, renewal, and revocation of industry-standard certificates.
You can use these certificates in conjunction with servers that support Secure
Sockets Layer (SSL), Transport Layer Security (TLS), or Private Communications
Technology (PCT) to build a secure Web infrastructure for the Internet or intranet.
For large organizations with complex Web needs, certificate servers can offer
many advantages over commercial CAs, including lower costs and total control
over certificate management policies.

Depending on your relationship with your users, you can obtain server certificates
from a commercial CA, or you can issue your own server certificates. For services
on your intranet, user trust is typically not an issue, and you can easily configure
Internet Explorer to trust server certificates issued by your organization. For
services on the Internet, however, users may not know enough about your
organization to trust certificates issued by your certificate server. Therefore,

you may need to obtain server certificates that are issued by a well-known,
commercial CA to ensure that users trust your Internet sites.
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Authenticode Technology

Microsoft Authenticode™?2.0 is client-side software that watches for the
downloading of ActiveX control (.ocx) files, cabinet (.cab) files, Java applets,

- or executable files in order to provide reliable identity of the code. Authenticode

displays certificate information, such as the name included in the digital signature,
an indication of whether it is a commercial or personal certificate, and the date
when the certificate expires. This information enables users to make a more
informed decision before continuing with the download.

The software publisher digitally signs software (including .exe, .dll, .ocx, and
.cab files) when it is ready for publication. Software publishers that obtain a code-
signing certificate from a CA can use Authenticode signing tools to digitally sign
their files for distribution over the Web. Authenticode looks for the signatures

(or the lack of signatures) in the files that users attempt to download. For more
information about how to digitally sign files by using Authenticode signing tools,
see Chapter 12, “Preparing for the IEAK,” and the MSDN Online Web site.

If a piece of software has been digitally signed, Internet Explorer can verify
that the software originated from the named software publisher and that no one
has tampered with it. Internet Explorer displays a verification certificate if the
software meets these criteria. A valid digital signature, though, does not
necessarily mean that the software is without problems. It just means that the
software originated from a traceable source and that the software has not been
modified since it was published. Likewise, an invalid signature does not prove
that the software is dangerous, but just alerts the user to potential problems.
When a digital signature fails the verification process, Internet Explorer reports
the failure, indicates why the signature is invalid, and prompts the user about
whether to proceed with the download.

You can configure Internet Explorer to handle software in different ways,
depending on the status of its digital signature. Software can be unsigned,
signed using valid certificates, or signed using invalid certificates.

For signed or unsigned software, you can configure Internet Explorer to do

the following:

= Prevent users from downloading or running the software from a specific zone.
= Download and run the software without user intervention from a specific zone.

= Prompt users to make a choice about whether to download or run the software
from a specific zone.
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How you configure Internet Explorer to respond to certificates depends on various
factors, such as the level of trust you have for the security zone where the content
originated. If you are deploying Internet Explorer in an organization, you may
also want to consider the level of trust you have for the intended user group and
the level of technical expertise of the users. For example, you might trust
unsigned software from your intranet, but not trust unsigned software from the
Internet. In that case, you would configure Internet Explorer to automatically
download and run unsigned active content from the intranet without user
intervention and prevent the download of unsigned active content from the
Internet.

Secure Client and Server Communications

Certificates can be used for secure communications and user authentication
between clients and servers on the Web. Certificates enable clients to establish
a server’s identity, because the server presents a server authentication certificate
that discloses its source. If you connect to a Web site that has a server certificate
issued by a trusted authority, you can be confident that the server is actually
operated by the person or organization identified by the certificate. Similarly,
certificates enable servers to establish a client’s identity. When you connect

to a Web site, the server can be assured about your identity if it receives your
client certificate.

The following sections describe security technologies that ensure secure
communications between clients and servers.

Secure Channels

The exchange of certificates between clients and servers is performed using a
secure transmission protocol, such as SSL, TLS, or PCT. SSL 2.0 supports server
authentication only. SSL 3.0, TLS 1.0, and PCT 1.0 support both client and server
authentication. Secure transmission protocols can provide these four basic
security services:

= Client authentication— Verifies the identity of the client through the
exchange and validation of certificates.

= Server authentication— Verifies the identity of the server through the
exchange and validation of certificates.
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» Communication privacy—Encrypts information exchanged between clients
and servers by using a secure channel.

= Communication integrity— Verifies the integrity of the contents of messages
that are exchanged between clients and servers by ensuring that messages have
not been altered en route.

Note. Encrypting all traffic over secure channels can put a heavy load on clients
and servers. Therefore, secure channel encryption is typically used only for the
transfer of small amounts of sensitive information, such as personal financial data
and user authentication information.

You can change the set of protocols that are enabled for client and server
authentication by clicking the Tools menu, clicking Internet Options, and then
clicking the Advanced tab. For more information, see “Configuring Advanced
Security Options for Certificate and Authentication Features” later in this chapter.

Server Gated Cryptography

For situations that require the highest-possible level of security, such as online
banking, you can implement Server Gated Cryptography (SGC) to provide
stronger encryption for communication between clients and servers. SGC enables
a 128-bit server with an SGC certificate to communicate securely with all versions
of Internet Explorer by using 128-bit SSL encryption. For example, SGC enables
financial institutions with Microsoft Windows NTe—based Internet servers to use
128-bit SSL encryption for secure financial transactions.

Note 128-bit SSL encryption is available in the United States; internationally, it
is restricted to approved SGC sites only.

The key benefits of SGC include the following:

= Banks and financial institutions can securely conduct financial transactions
with their retail customers worldwide without requiring customers to change
their standard Web browser or financial software.

= Online banking does not require any special client software. For example,
customers can use all standard, off-the-shelf, exportable versions of Internet
Explorer to connect to an SGC server and conduct secure transactions by using
128-bit encryption.

= SGC is fully interoperable with Netscape browsers and servers. Therefore,
Internet Explorer users can communicate with Netscape servers using 128-bit
encryption by means of SGC.
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SGC is enabled in Internet Explorer 4.0 and later. It works with standard, off-the-
shelf export-version servers and client applications that use an updated dynamic-
link library named Schannel.dll and have an SGC certificate. For no charge, you
can download the updated Schannel.dll from the Microsoft Web site. Users can
enable their Internet Explorer browser for SGC by simply downloading the
exportable 128-bit SGC add-on.

Banks can enable Microsoft Internet Information Server (IIS) for SGC if they have
the standard, off-the-shelf version of IIS 3.0, which is part of Windows NT 4.0.
First, they must download and apply the patch that updates their Schannel.dll file
for IIS 3.0. Then they can use the Key Manager in IIS 3.0 to generate a request for
a certificate, and submit the request to an authorized CA. After the certificate has
been issued and installed, IIS will be fully SGC-enabled and can communicate
with SGC-enabled Microsoft and Netscape clients.

CryptoAPI1 2.0

CryptoAPI 2.0 provides the underlying security services for certificate
management, secure channels, and code signing and verification (Authenticode
technology). Using CryptoAPI, developers can easily integrate strong
cryptography into their applications. Cryptographic Service Provider (CSP)
modules interface with CryptoAPI and perform several functions, including key
generation and exchange, data encryption and decryption, hashing, creation of
digital signatures, and signature verification. CryptoAPI is included as a core
component of the latest versions of Windows. Internet Explorer automatically
provides this support for earlier versions of Windows.

Fortezza Support

Microsoft provides a Fortezza cryptographic service provider (CSP) plug-in for
Internet Explorer that supports Fortezza security technology, which was created
by the National Security Agency for the United States Department of Defense.
Users can install the Fortezza CSP plug-in to ensure secure Internet Explorer
communications based on Fortezza security standards; this support includes
communications with Fortezza-secured Web sites.

Note To use the Fortezza CSP plug-in provided for Internet Explorer 5, users
must have the necessary Fortezza hardware and CSP installed. For tools and
instructions about installing and enabling Fortezza, users can contact their
Fortezza hardware vendor.
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Using Internet Explorer, users can log in using Fortezza credentials, and operate
in Fortezza mode, which is identified by an “F” overlaid on the Internet Explorer
lock icon. They can perform various Fortezza management functions, including
selecting certificates and changing personalities (credentials). To enable this
support, select the Use Fortezza check box. For more information about enabling
advanced security options, see “Configuring Advanced Security Options for
Certificate and Authentication Features” later in this chapter.

Server Certificate Revocation

Internet Explorer 5 adds support for server certificate revocation, which verifies
that an issuing CA has not revoked a server certificate. This feature checks for
CryptoAPI revocation when certificate extensions are present. If the URL for the
revocation information is unresponsive, Internet Explorer cancels the connection.

Note Outlook Express also includes certificate revocation, which is controlled
through a separate option within the e-mail program.

To enable server certificate revocation, select the Check for server certificate
revocation check box. For more information about enabling advanced security
options, see “Configuring Advanced Security Options for Certificate and
Authentication Features” later in this chapter.

Publisher’s Certificate Revocation

Internet Explorer 5 adds support for publisher’s certificate revocation, which
verifies that an issuing CA has not revoked a publisher’s certificate. To enable
publisher’s certificate revocation, select the Check for publisher’s certificate
revocation check box. For more information about enabling advanced security
options, see “Configuring Advanced Security Options for Certificate and
Authentication Features” later in this chapter.

Using Digital Certificates

You can install certificates and configure certificate settings for Internet Explorer
by using the following methods:

»  Within the browser, you can use the Internet Explorer Certificate Manager by
clicking the Tools menu, clicking Internet Options, and then clicking the
Content tab. You can also configure advanced security options for certificates
by clicking the Tools menu, clicking Internet Options, and then clicking the
Advanced tab.
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= You can use the Internet Explorer Customization wizard to create custom
packages of Internet Explorer that include preconfigured lists of trusted
certificates, publishers, and CAs for your user groups. If you are a corporate
administrator, you can also lock down these settings to prevent users from
changing them.

= After the browser is deployed, you can use the IEAK Profile Manager to
manage certificate settings through the automatic browser configuration
feature of Internet Explorer. You can automatically push the updated
information to each user’s desktop computer, enabling you to manage
security policy dynamically across all computers on the network.

The options for configuring certificates are the same whether you access

them from Internet Explorer 5, the Internet Explorer Customization wizard,

or the IEAK Profile Manager. For more information about using the Internet
Explorer Customization wizard and the IEAK Profile Manager, see Chapter 15,
“Running the Internet Explorer Customization Wizard” and Chapter 22,
“Keeping Programs Updated.”

Note Outlook Express also includes certificates, called “digital IDs,” which can
be configured separately within the e-mail program.

Installing and Removing Trusted Certificates

The Internet Explorer Certificate Manager enables you to install and remove
trusted certificates for clients and CAs. Many CAs have their root certificates
already installed in Internet Explorer. You can select any of these installed
certificates as trusted CAs for client authentication, secure e-mail, or other
certificate purposes, such as code signing and time stamping. If a CA does not
have its root certificate in Internet Explorer, you can import the root certificate
into Internet Explorer. Each CA’s Web site contains instructions describing how
to obtain the root certificate. You may also want to install client certificates,
which are used to authenticate users’ computers as clients for secure Web
communications.

» To install or remove clients and CAs from the list of trusted certificates
1. On the Tools menu, click Internet Options, and then click the Content tab.
2. Click Certificates.
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3. Click one of the following tabbed categories for the type of certificates you
want to install or remove:

= Personal—Certificates in the Personal category have an associated private
key. Information signed by using personal certificates is identified by the
user’s private key data. By default, Internet Explorer places all certificates
that will identify the user (with a private key) in the Personal category.

= Other People—Certificates in the Other People category use public key
cryptography to authenticate identity, based on a matching private key that
is used to sign the information. By default, this category includes all
certificates that are not in the Personal category (the user does not have a
private key) and are not from CAs.

= Intermediate Certification Authorities—This category contains all
certificates for CAs, including trusted root certificates.

= Trusted Root Certification Authorities— This category includes only
self-signing certificates in the root store. When a CA’s root certificate is
listed in this category, you are trusting content from sites, people, and
publishers with credentials issued by the CA.

The following illustration shows the Certification Manager with the
Intermediate Certification Authorities category selected.

Certificate Manager

Microsoft Windows ...  Microsoft Root Authority  12/30/02 <None>
MS SGC Authority Root SGC Authority 12/31/93 <None>
Root Agency Root Agency 12/31/01 <None>

4. In the Intended Purpose box, select the filter for the types of certificates that
you want to be displayed in the list.
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5. To add other certificates to the list, click Import. The Certificate Manager
Import wizard steps you through the process of adding a certificate.

To export certificates from the list, click Export. The Certificate Manager
Export wizard steps you through the process of exporting a certificate.

To specify the default drag-and-drop export file format (when the user
drags a certificate from the Certificate Manager and drops it into a folder),
click Advanced.

The following illustration shows the Advanced Options dialog box.

vanced Options

Server Authentication
[ Client Authentication
Code Signing
1O secure Email
[ Time Stamping

DER Encoded Binary X.508 [*.cer)

To delete an existing certificate from the list of trusted certificates,
click Remove.

To display the properties for a selected certificate, including the issuer
of the certificate and its valid dates, click View.
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Adding Trusted Publishers and Credentials Agencies

To designate a trusted publisher or credentials agency (also called certification
authority and issuer of credentials) for Internet Explorer, use the Security
Warning dialog box that appears when you attempt to download software from
that publisher or credentials agency. Active content that is digitally signed by
trusted publishers or credentials agencies with a valid certificate will download
without user intervention, unless downloading active content is disabled in the
settings for a specific security zone.

» To add a trusted publisher or credentials agency

1. Use Internet Explorer to download signed active content from the publisher
or credentials agency.

2. When the Security Warning dialog box appears, select Always trust content
from publisher or credentials agency name.

The following illustration shows the Security Warning dialog box.

3. To download the software and control, and add the publisher or credentials
agency to the list of trusted publishers and credentials agencies, click Yes.
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Removing Trusted Publishers and Credentials Agencies

You can use the Authenticode Security Technology dialog box to remove
publishers and credentials agencies from the list of trusted authorities.

» To remove a trusted publisher or credentials agency
1. On the Tools menu, click Internet Options, and then click the Content tab.
2. Click Publishers.

3. To remove a trusted publisher or credentials agency, select the name
of the agency from the list, and then click Remove.

The following illustration shows a list of trusted publishers and
credentials agencies.

orporation
MSNBC Interactive News LLC
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Configuring Advanced Security Options for Certificate
and Authentication Features

You can easily configure options for certificate and authentication features that
your users may need.

» To configure advanced security options for certificates
1. On the Tools menu, click Internet Options, and then click the Advanced tab.
2. In the Security area, review the options that are selected.

3. Depending on the needs of your organization and its users, select or clear the
appropriate check boxes.

For example, to enable Fortezza support for users with Fortezza Crypto Cards
and the Fortezza CSP plug-in for Internet Explorer, select the Use Fortezza
check box.

The following illustration shows the Security check boxes.

Internet Oplions B

O Do not search from the Address bar
O Just display the results in the main window
O Just go to the most likely site

[ Check for publisher's certificate revocation

[ Check for server certificate revocation [requires restart)
O Do not save enciypted pages to disk

[ Empty Temporary Intemet Files folder when browser is closed
Enable Profile Assistant

Use Fortezza

[ UseFCT 1.0

Use SSL 2.0

Use S5L 3.0

[0 UseTLS 1.0

[ wam about invalid site certificates

‘Warn if changing between secura and not secure mode

Wam if forms submittal is being redirected
LBy i G

For information about security options for user privacy features, see Chapter 8,
“Content Ratings and User Privacy.”
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CHAPTER 7

Security Zones and Permission-
Based Security for Microsoft Virtual
Machine

Microsoft Internet Explorer S provides comprehensive management and
enforcement of Internet and network security. This chapter describes two

key features of security management: security zones and permission-based
security for Microsoft Virtual Machine. Read this chapter to learn how these
security features can help protect access to individuals and information in
your organization.
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See Also
= For more information about configuring digital certificates, see Chapter 6,
“Digital Certificates.”

= For more information about Internet Explorer features that help ensure user
privacy, see Chapter 8, “Content Ratings and User Privacy.”

= For more information about planning user security before Internet Explorer
installation, see Chapter 9, “Planning the Deployment.”

= For more information about Internet Explorer system policies and restrictions
that enable you to preconfigure security settings, see Appendix E, “Setting
System Policies and Restrictions.”

Understanding Security Zones

Security zones offer you a convenient and flexible method for managing a secure
environment. You can use security zones to enforce your organization’s Internet
security policies based on the origin of the Web content. Security zones enable
you to:

= Group sets of sites together.
= Assign a security level to each zone.

Group Sets of Sites Together

Zone security is a system that enables you to divide online content into four
categories, or zones. You can assign specific Web sites to each zone, depending
on how much you trust the site’s content. The Web content can be anything from
an HTML or graphic file to an ActiveX control, Java applet, or executable file.

Important You should configure the Local intranet zone to correspond to the
particular network and firewall configuration of your organization. The default
settings for the Local intranet zone cannot be guaranteed to match your network
configuration, and there is no method for automatically detecting your firewall
and configuring the zone based on your specific settings. For more information,
see “Setting Up the Local Intranet Zone” later in this chapter.
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Internet Explorer includes the following predefined security zones:

= Local intranet zone—The Local intranet zone includes all sites inside an
organization’s firewall (for computers connected to a local network). The
Local intranet zone also contains Web applications that need access to a
computer’s hard disk.

= Trusted sites zone—The Trusted sites zone can include all Internet sites that
you know are trusted. For example, the Trusted sites zone might contain
corporate subsidiaries’ sites or the site of a trusted business partner.

= Internet zone— The Internet zone includes all sites on the Internet that are not
in the Trusted sites or Restricted sites zones.

= Restricted sites zone—The Restricted sites zone can include all sites that you
know are trusted.

= My Computer zone—The My Computer zone includes everything on the
client computer, which is typically the hard disk and removable media drive
contents. This zone excludes cached Java classes in the Temporary Internet
Files folder.

You cannot configure the My Computer zone through the security zone
settings in Internet Explorer. However, you can configure My Computer zone
settings by using the Microsoft Internet Explorer Administration Kit (IEAK).

Assign a Security Level to Each Zone

A security level assigned to each zone defines the level of browser access to Web
content. You can choose to make each zone more or less secure. In this way,
security zones can control access to sites based on the zone in which the site is
located and the level of trust assigned to that zone. Also, you can choose a custom
level of security, which enables you to configure settings for ActiveX controls,
downloading and installation, scripting, cookie management, password
authentication, cross-frame security, and Java capabilities. A custom level of
security also enables you to assign administrator-approved control, which runs
only those ActiveX controls and plug-ins that you have approved for your users.

Zone Architecture

When Internet Explorer opens an HTML page, a dynamic-link library named
Urlmon.dll determines the zone from which the page was loaded. To do this,
Urlmon.dll performs these two steps:

1. Determines whether a proxy server retrieved the HTML page. If it did,
Urlmon.dll automatically recognizes that the page originated from the Internet.

2. Checks the registry to see whether the page is from a trusted or restricted
location, and whether the security zone is set appropriately. If no proxy server
is involved, the URL is then parsed to determine the origin of the page.
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Setting Up Security Zones

You can use security zones to easily provide the appropriate level of security for
the various types of Web content that users are likely to encounter. For example,
because you can fully trust sites on your company’s intranet, you probably want
users to be able to run all types of active content from this location. To provide
this capability, set the Local intranet zone to a low level of security. You might
not feel as confident about sites on the Internet, so you can assign a higher level
of security to the entire Internet zone. This higher level prevents users from
running active content and downloading code to their computer. However, if there
are specific sites you trust, you can place individual URLs or entire domains in
the Trusted sites zone. For other sites on the Internet that are known to be sources
of potentially harmful Web content, you can select the highest restrictions.

Note Outlook Express shares zone settings with Internet Explorer. You can also
select zone settings in Outlook Express. For more information, see the Outlook
Express Help files.

You can accept the default security settings for each zone, or you can configure
the settings based on the needs of your organization and its users. The options for
configuring security zones are the same whether you access them from Internet
Explorer 5, the Internet Explorer Customization wizard, or the IEAK Profile
Manager. For more information about using the Internet Explorer Customization
wizard and the IEAK Profile Manager, see Chapter 15, “Running the Internet
Explorer Customization Wizard” and Chapter 22, “Keeping Programs Updated.”

Important Internet Explorer 5 maintains the existing security zone settings from
previous browser versions.
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Configuring Security Zones

You can configure security zones by using the following methods:

= In Internet Explorer, click the Tools menu, click Internet Options, and
then click the Security tab.

» You can use the Internet Explorer Customization wizard to create custom
packages of Internet Explorer that include security zone settings for your
user groups. You can also lock down these settings to prevent users from
changing them.

» After the browser is deployed, you can use the IEAK Profile Manager to
manage security zone settings through the automatic browser configuration
feature of Internet Explorer. You can automatically push the updated security
zone settings to each user’s desktop computer, enabling you to manage
security policy dynamically across all computers on the network.

The following sections describe how to configure zone settings from within
Internet Explorer.

» To configure security zone settings
1. On the Tools menu, click Internet Options, and then click the Security tab.
The following illustration shows the Security tab.

Internet Option:

Internet [ELEIENEE  Trusted sites  Restricted
sites

2. Click a security zone to select it and view its current settings.
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3. As necessary, change the following settings:

= Security level—To change the security level for the selected zone to
High, Medium, Medium-low, or Low, move the slider. The on-screen
description for each level can help you decide which level to select.

=  Sites—To add or remove Web sites from the zone, click the Sites button,
and then click the Add or Remove button to customize your list of sites for
the selected zone.

If you are setting up the Local intranet zone, some additional site options
are available. For more information about adding sites to the Local intranet
zone, see “Setting Up the Local Intranet Zone” later in this chapter.

= Custom level —For more precise control of your security settings, click the
Custom Level button, and then select the options you want. At any time,
you can click Default Level to return to the original security level for the
selected zone. For more information about Custom Level security options,
see “Selecting Custom Level Settings” later in this chapter.

The process required for setting up each security zone is described in the
following sections.

Setting Up the Internet Zone

The Internet zone consists of all sites that are not included in the other zones. By
default, the Internet zone is set to a Medium security level. If you are concerned
about possible security problems when users browse the Internet, you might want
to change the setting to High. If you raise the security setting, Internet Explorer
prevents some Web pages from performing certain potentially harmful operations.
As a result, some pages might not function or be displayed properly. Rather than
use a High security setting, you might want to choose a Custom Level so that you
can control each individual security decision for the zone.

Note You cannot add Web sites to the Internet zone.

Setting Up the Local Intranet Zone

To ensure a secure environment, you must set up the Local intranet zone in
conjunction with the proxy server and firewall. All sites in this zone should be
inside the firewall, and proxy servers should be configured so that an external
Domain Name System (DNS) name cannot be resolved to this zone. Configuring
the Local intranet zone requires that you have a detailed knowledge of your
existing networks, proxy servers, and firewalls. For more information, see the
MSDN Online Web site.
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By default, the Local intranet zone consists of local domain names, as well as
domains that are specified to bypass the proxy server. You should confirm that
these settings are secure for the installation, or adjust the settings to be secure.
When you set up the zone, you can specify the categories of URLs that should
be considered. You can also add specific sites to the zone.

» To set up sites in the Local intranet zone
1. On the Tools menu, click Internet Options, and then click the Security tab.
2. Click the Local intranet zone.
3. Click Sites, and then select the following check boxes that apply:

= Include all local (intranet) sites not listed in other zones— Intranet sites,
such as http://local, have names that do not include dots. In contrast, a site
name that does contain dots, such as http://www.microsoft.com, is not
local. This site would be assigned to the Internet zone. The intranet site
name rule applies to File as well as HTTP URLs.

= Include all sites that bypass the proxy server—Typical intranet
configurations use a proxy server to access the Internet, but have a direct
connection to intranet servers. The setting uses this kind of configuration
information to distinguish intranet from Internet content for purposes of
zones. If the proxy server is otherwise configured, you should clear this
check box, and then use another means to designate Local intranet zone
membership. For systems without a proxy server, this setting has no effect.

= Include all network paths (UNCs)—Network paths (for example,
\\servername\sharename\file.txt) are typically used for local network
content that should be included in the Local intranet zone. If some of your
network paths should not be in the Local intranet zone, you should clear
this check box, and then use other means to designate membership. For
example, in certain Common Internet File System (CIFS) configurations,
it is possible for a network path to reference Internet content.

The following illustration shows the Local intranet zone settings.

Local intranet
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4. Click Advanced.

5. Type the address of the site you want to include in this zone, and
then click Add.

The following illustration shows where you would type the address
to add a site to the Local intranet zone.

el

http://carpoint. men.com
http://channel.chin.com/intro/index. htm

hitp: //expedia.msh.com/daily/help/help/farecomp.|
http: //expedia.msh.com/pubseta.dil? .
http: //expedia.msh.com/pub/eta. dii ?qscr=speckitty

6. To require that server verification be used, select the Require server
verification (https:) for all sites in this zone check box.

The Local intranet zone is intended to be configured by using the Internet
Explorer Customization wizard or the IEAK Profile Manager, although you can
also access Local intranet options by clicking Internet Options on the Tools
menu, and then clicking the Security tab. After the Local intranet zone is
confirmed secure, consider changing the zone’s security level to Low so that
users can perform a wider range of operations. You can also adjust individual
security settings by using a Custom Level of security for this zone. If parts of
your intranet are less secure or otherwise not trustworthy, you can exclude the
sites from this zone by assigning them to the Restricted sites zone.

Setting Up the Trusted and Restricted Sites Zones

You can add trusted and untrusted Web sites to the Trusted sites and Restricted
sites security zones. These two zones enable you to assign specific sites that you
trust more or less than those in the Internet zone or the Local intranet zone. By
default, the Trusted sites zone is assigned a Low security level. This zone is
intended for highly trusted sites, such as the sites of trusted business partners.
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If you assign a site to the Trusted sites zone, the site will be allowed to perform a
wider range of operations. Also, Internet Explorer will prompt you to make fewer
security decisions. You should add a site to this zone only if you trust all of its
content never to perform any harmful operations on your computer. For the
Trusted sites zone, Microsoft strongly recommends that you use the HTTPS
protocol or otherwise ensure that connections to the site are completely secure.

By default, the Restricted sites zone is assigned a High security level. If you
assign a site to the Restricted sites zone, it will be allowed to perform only
minimal, very safe operations. This zone is for sites that you do not trust. To
ensure a high level of security for content that is not trusted, pages assigned to
this zone might not function or be displayed properly.

Note A user could copy content from one zone to another, potentially increasing
or decreasing the level of security intended for that zone’s content.

Working with Domain Name Suffixes

You can address Web content by using either the DNS name or the Internet
Protocol (IP) address. You should assign sites that use both types of addresses to
the same zone. In some cases, the sites in the Local intranet zone are identifiable
either by local name or by IP addresses in the proxy bypass list. However, if
you enter the DNS name but not the IP address for a site in the Trusted sites or
Restricted sites zone, that site might be treated as part of the Internet zone if it is
accessed by using the IP address.

If you want to reference a Web server by using a shorter version of its address
that does not include the domain, you can use a domain name suffix. For example,
you can reference a Web server named sample.microsoft.com as sample. Then
you can use either http://sample.microsoft.com or http://sample to access

that content.

To set up this capability, you must add the domain name suffix for TCP/IP
properties to the domain suffix search order.

» To add the domain name suffix for TCP/IP properties
to the domain suffix search order

1. Right-click the Network Neighborhood icon, and then click Properties.
2. On the Configuration tab, click TCP/IP, and then click Properties.
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3. Click the DNS Configuration tab, and then select Enable DNS if it is not
already selected.

4. In the Domain Suffix Search Order box, add the search order that you want.
The following illustration shows the DNS Configuration tab.

It is important to set up security zones correctly for this capability. By default, the
URL without dots (http://sample) is considered to be in the Local intranet zone,
while the URL with dots (http://sample.microsoft.com) is considered to be in the
Internet zone. Therefore, if you use this capability and no proxy server bypass is
available to clearly assign the content to the proper zone, you need to change the
zone settings.

Depending on whether the content accessed by the domain name suffix is
considered to be intranet or Internet content, you need to assign the ambiguous
site URLSs to the appropriate zones. To assign URLs, such as http://sample, to the
Internet zone, clear the Include all local (intranet) sites not listed in other zones
check box for the Local intranet zone, and include the site in the Internet zone.

Selecting Custom Level Settings

The Custom Level button on the Security tab gives you additional control over
zone security. You can enable or disable specific security options depending on
the needs of your organization and its users. For more information about how to
use Custom Level security options, see “Setting Up Security Zones” earlier in
this chapter.
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The Custom Level security options for Internet Explorer are grouped into the
following categories:

= ActiveX controls and plug-ins

=  Cookies

= Downloads

= Java

= Miscellaneous

= Scripting

= User authentication

The following table identifies the default value for each Custom Level security

option at each level of security.

Security option Low Medium-low Medium High
ActiveX controls and plug-ins

Download signed ActiveX Enable Prompt Prompt Disable
controls

Download unsigned ActiveX Prompt Disable Disable Disable
controls

Initialize and script ActiveX Prompt Disable Disable Disable
controls not marked as safe

Run ActiveX controls and Enable Enable Enable Disable
plug-ins

Script ActiveX controls marked Enable Enable Enable Disable
safe for scripting

Cookies

Allow cookies that are stored Always Always Always Disable
on your computer

Allow per-session cookies Always Always Always Disable
(not stored)

Downloads

File download Enable Enable Enable Disable
Font download Enable Enable Enable Prompt
Java

Java permissions Low safety Medium safety Medium safety High safety
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Security option Low Medium-low Medium High
Miscellaneous

Access data sources across Enable Prompt Disable Disable
domains

Drag and drop or copy and Enable Enable Enable Prompt
paste files

Installation of desktop items Enable Enable Prompt Disable
Launching applications and files Enable Enable Prompt Disable
in an IFRAME

Software channel permissions Low safety Medium safety Medium safety High safety
Submit non-encrypted form data Enable Enable Prompt Prompt
Userdata persistence Enable Enable Enable Disable
Scripting

Active scripting Enable Enable Enable Enable
Allow paste operations via script Enable Enable Enable Disable
Scripting of Java applets Enable Enable Enable Disable

User authentication

User Authentication - Logon Automatic Automatic Prompt Prompt

These Custom Level security options apply to Internet Explorer; other programs
might not accept them. These security options are for Microsoft Windows 32-bit
platforms, but some options might also apply to Microsoft Windows 16-bit or

UNIX platforms. The following sections describe these settings in greater detail.

ActiveX Controls and Plug-ins

These options dictate how Internet Explorer approves, downloads, runs, and
scripts ActiveX controls and plug-ins.

Note If a user downloads an ActiveX control from a site that is different from the
page on which it is used, Internet Explorer applies the more restrictive of the two
sites’ zone settings. For example, if a user accesses a Web page within a zone that
is set to permit a download, but the code is downloaded from another zone that is
set to prompt a user first, Internet Explorer uses the prompt setting.
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Download signed ActiveX controls—This option determines whether users

can download signed ActiveX controls from a page in the zone. This option
has these settings:

= Disable, which prevents all signed controls from downloading.

= Enable, which downloads valid signed controls without user intervention

and prompts users about whether to download invalid signed controls —
that is, controls that have been revoked or have expired.

=  Prompt, which prompts users about whether to download controls signed
by publishers who are not trusted, but still silently downloads code validly

signed by trusted publishers. For more information about trusted
publishers, see Chapter 6, “Digital Certificates.”

Download unsigned ActiveX controls—This option determines whether
users can download unsigned ActiveX controls from the zone. This code is
potentially harmful, especially when coming from an untrusted zone. This

option has these settings:

Disable, which prevents unsigned controls from running.
Enable, which runs unsigned controls without user intervention.

Prompt, which prompts users about whether to allow the unsigned
control to run.

Initialize and script ActiveX controls not marked as safe— ActiveX
controls are classified as either trusted or untrusted. This option controls
whether a script can interact with untrusted controls in the zone. Untrusted
controls are not meant for use on Internet Web pages, but in some cases
they can be used with pages that can absolutely be trusted not to use the
controls in a harmful way. Object safety should be enforced unless you can
trust all ActiveX controls and scripts on pages in the zone. This option has
these settings:

Disable, which enforces object safety for untrusted data or scripts. ActiveX
controls that cannot be trusted are not loaded with parameters or scripted.

Enable, which overrides object safety. ActiveX controls are run, loaded
with parameters, and scripted without setting object safety for untrusted
data or scripts. This setting is not recommended, except for secure and
administered zones. This setting causes both untrusted and trusted controls
to be initialized and scripted and ignores the Script ActiveX controls
marked safe for scripting option.

Prompt, which attempts to enforce object safety. However, if ActiveX
controls cannot be made safe for untrusted data or scripts, users are given
the option of allowing the control to be loaded with parameters or scripted.
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For more information about how to make ActiveX controls safe, see the
MSDN Online Web site.

= Run ActiveX controls and plug-ins— This option determines whether
Internet Explorer can run ActiveX controls and plug-ins from pages in the
zone. This option has these settings:

= Administrator approved, which runs only those controls and plug-ins
that you have approved for your users. To select the list of approved
controls and plug-ins, use Internet Explorer system policies and
restrictions. The Control Management category of policies enables
you to manage these controls. For more information about selecting
Control Management policies, see Appendix E, “Setting System Policies
and Restrictions.”

= Disable, which prevents controls and plug-ins from running.
= Enable, which runs controls and plug-ins without user intervention.

=  Prompt, which prompts users about whether to allow the controls or
plug-ins to run.

= Script ActiveX controls marked safe for scripting— This option determines
whether an ActiveX control that is marked safe for scripting can interact with
a script. This option has these settings:

= Disable, which prevents script interaction.
= Enable, which allows script interaction without user intervention.
=  Prompt, which prompts users about whether to allow script interaction.

Note that safe-for-initialization controls loaded with PARAM tags are
unaffected by this option. This option is ignored when Initialize and script
ActiveX controls that are not marked safe is set to Enable, because that
setting bypasses all object safety. You cannot script unsafe controls while
blocking the scripting of the safe ones.
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Cookies

These options determine the settings for per-session cookies (text files that store
the user’s preferences) and cookies that are stored on the client computer.

= Allow cookies that are stored on your computer—This option determines
whether cookies are stored on the hard drive for future browsing sessions.
For example, this setting can allow a list of preferences or a user’s name to be
retained for the user’s next browsing session. This option has these settings:

= Disable, which prevents persistent cookies from being created. If you
disable persistent cookies, some Web sites will not retain their settings
when users return to the sites.

= Enable, which automatically accepts persistent cookies.
= Prompt, which prompts users before persistent cookies are created.

= Allow per-session cookies (not stored)—This option determines how long
cookies are stored when users browse a Web site. For example, this setting can
allow a “virtual shopping cart” to be created while a user is shopping online.
Per-session cookies do not remain on the hard disk. They are in effect only for
the specific browsing session. This option has these settings:

= Disable, which prevents cookies from being created. If you disable
per-session cookies, some Web site information might not be displayed

properly.
= Enable, which automatically accepts cookies.
= Prompt, which prompts users before cookies are created.
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Downloads

These options specify how Internet Explorer handles downloads.

= File download—This option controls whether file downloads are permitted
within the zone. Note that this option is determined by the zone of the page
that contains the download link, not the zone from which the file originated.
This option has these settings:

= Disable, which prevents files from being downloaded from the zone.
= Enable, which allows files to be downloaded from the zone.

= Font download—This option determines whether Web pages within the zone
can download HTML fonts. This option has these settings:

= Disable, which prevents HTML fonts from downloading.
= Enable, which downloads HTML fonts without user intervention.

=  Prompt, which prompts users about whether to allow HTML fonts
to download.

Java

These options control the permissions that are granted to Java applets when
they are downloaded and run in this zone. Depending on the Internet Explorer
components that you install, you might not be able to view or set these options.

Each option determines the following:

= The maximum permission level silently granted to signed applets downloaded
from the zone.
= The permissions granted to unsigned applets downloaded from the zone.

= The permissions granted to scripts on pages in the zone that call into applets.

Note If a Java applet is downloaded from a different site than the page on which
it is used, the more restrictive of the two sites’ zone settings is applied. For
example, if a user accesses a Web page within a zone that is set to allow a
download, but the code is downloaded from another zone that is set to prompt

a user first, Internet Explorer uses the prompt setting.

= Java permissions—This option has these settings:

= Custom, which controls permissions settings individually. For more
information about custom Java permissions, see “Configuring Java
Custom Security” later in this chapter.

= Disable Java, which prevents any applets from running.
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High Safety, which enables applets to run in their sandbox (an area
in memory outside of which the program cannot make calls).

Low Safety, which enables applets to perform all operations.

Medium Safety, which enables applets to run in their sandbox. In addition,
applets are given other capabilities such as access to scratch space (a safe
and secure storage area on the client computer) and user-controlled file
input and output.

Note For Microsoft Windows 16-bit versions, the available settings are
Enable and Disable.

Miscellaneous

These options control whether users can access data sources across domains,

submit non-encrypted form data, launch applications and files from IFRAME
elements, install desktop items, drag and drop files, copy and paste files, and

access software channel features from this zone.

Access data sources across domains—This option specifies whether
components that connect to data sources should be allowed to connect
to a different server to obtain data. This option has these settings:

Disable, which allows database access only in the same domain
as the Web page.

Enable, which allows database access to any source, including
other domains.

Prompt, which prompts users before allowing database access
to any source in other domains.

Drag and drop or copy and paste files—This option controls whether users
can drag and drop, or copy and paste, files from Web pages within the zone.
This option has these settings:

Disable, which prevents users from dragging and dropping files, or copying
and pasting files, from the zone.

Enable, which enables users to drag and drop files, or copy and paste files,
from the zone without being prompted.

Prompt, which prompts users about whether they can drag and drop files,
or copy and paste files, from the zone.
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Installation of desktop items—This option controls whether users can install
desktop items from Web pages within the zone. This option has these settings:

= Disable, which prevents users from installing desktop items from this zone.

= Enable, which enables users to install desktop items from this zone without
being prompted.

=  Prompt, which prompts users about whether they can install desktop items
from this zone.

Launching applications and files in an IFRAME — This option controls
whether users can launch applications and files from an IFRAME element
(containing a directory or folder reference) in Web pages within the zone.

This option has these settings:

= Disable, which prevents applications from running and files from
downloading from IFRAME elements on pages in the zone.

= Enable, which runs applications and downloads files from IFRAME
elements on the pages in the zone without user intervention.

=  Prompt, which prompts users about whether to run applications and
download files from IFRAME elements on pages in the zone.

Software channel permissions— This option controls the permissions given
to software distribution channels. This option has these settings:

= High safety, which prevents users from being notified of software updates
by e-mail, software packages from being automatically downloaded to
users’ computers, and software packages from being automatically installed
on users’ computers.

= Low safety, which notifies users of software updates by e-mail, software
packages to be automatically downloaded to users’ computers, and
software packages to be automatically installed on users’ computers.

» Medium safety, which notifies users of software updates by e-mail and
software packages to be automatically downloaded to (but not installed on)
users’ computers. The software packages must be validly signed; the user is
not prompted about the download.

Submit non-encrypted form data—This option determines whether HTML
pages in the zone can submit forms to or accept forms from servers in the
zone. Forms sent with Secure Sockets Layer (SSL) encryption are always
allowed; this setting only affects data that is submitted by non-SSL forms.
This option has these settings:

= Disable, which prevents information from forms on HTML pages in the
zone from being submitted.

= Enable, which allows information from forms on HTML pages in the zone
to be submitted without user intervention.

= Prompt, which prompts users about whether to allow information from
forms on HTML pages in the zone to be submitted.
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= Userdata persistence—This option determines whether a Web page can save
a small file of personal information associated with the page to the computer.
This option has these settings:

= Disable, which prevents a Web page from saving a small file of personal
information to the computer.

» Enable, which allows a Web page to save a small file of personal
information to the computer.

Scripting
These options specify how Internet Explorer handles scripts.

= Active scripting— This option determines whether Internet Explorer can run
script code on pages in the zone. This option has these settings:

= Disable, which prevents scripts from running.
= Enable, which runs scripts without user intervention.
=  Prompt, which prompts users about whether to allow the scripts to run.

= Allow paste operations via script— This option determines whether a Web
page can cut, copy, and paste information from the Clipboard. This option has
these settings:

= Disable, which prevents a Web page from cutting, copying, and pasting
information from the Clipboard.

= Enable, which allows a Web page to cut, copy, and paste information from
the Clipboard without user intervention.

=  Prompt, which prompts users about whether to allow a Web page to cut,
copy, or paste information from the Clipboard.

= Scripting of Java applets— This option determines whether scripts within
the zone can use objects that exist within Java applets. This capability allows
a script on a Web page to interact with a Java applet. This option has these
settings:

» Disable, which prevents scripts from accessing applets.
= Enable, which allows scripts to access applets without user intervention.

= Prompt, which prompts users about whether to allow scripts to access
applets.
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User Authentication

This option controls how HTTP user authentication is handled.

= Logon—This option has these settings:

» Anonymous logon, which disables HTTP authentication and uses the guest
account only for Common Internet File System (CIFS).

* Automatic logon only in Intranet zone, which prompts users for user IDs
and passwords in other zones. After users are prompted, these values can be
used silently for the remainder of the session.

» Automatic logon with current user name and password, which attempts
logon using Windows NT Challenge Response (also known as NTLM
authentication), an authentication protocol between the client computer and
the application server. If Windows NT Challenge Response is supported by
the server, the logon uses the network user name and password for logon.
If Windows NT Challenge Response is not supported by the server, users
are prompted to provide their user name and password.

For information about other secure connection options, see Chapter 8,
“Content Ratings and User Privacy.”

» Prompt for user name and password, which prompts users for user IDs
and passwords. After users are prompted, these values can be used silently
for the remainder of the session.

Understanding Permission-Based Security
for Microsoft Virtual Machine

Permission-based security for Microsoft Virtual Machine (which is Java-
compatible) is a Windows 32-bit security model that provides fine-grained
management of the permissions granted to Java applets and libraries. This model
uses Java cabinet (.cab) file-signing technology to ensure that an applet can
perform actions only for which it specifically requests permissions.

Using permission-based security for Microsoft Virtual Machine, developers can
precisely limit the section of code where permissions have been granted, and
administrators can control the permissions granted to Java code, such as access
to scratch space, local files, and network connections. Also, when used in
conjunction with security zones, permission-based security for Microsoft Virtual
Machine can simplify security decisions because it permits sets of Java
permissions to be specified for each security zone.
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Permission-based security for Microsoft Virtual Machine includes the
following elements:

= Permission-based security model— This security model provides fine-
grained control over the actions that Java classes can perform.

= Security zones— You can use security zones to assign security settings to
a group of Web sites, such as all sites on a company intranet.

= Permission signing— You can use permission signing to associate specific
security permissions with a Java package. You can specify the identity of the
signer for the package’s cabinet (.cab) file and the set of permissions being
requested by the signed classes.

= Permission scoping—This feature enables you to precisely limit the sections
of code for which a granted permission is enabled.

= Package Manager— The Package Manager allows classes to be installed with
their associated permissions. Using the Package Manager, you can also control
the permissions granted to local classes.

= Trust User Interface— This interface enables you to greatly simplify or
eliminate the decisions that users need to make about the permissions granted
to an applet.

The following sections describe these features of permission-based security for
Microsoft Virtual Machine. For more information, see the MSDN Online Web
site and the Microsoft Software Development Kit for Java.

Permission-Based Security Model

The permission-based security model for Microsoft Virtual Machine supports a
set of parameterized and non-parameterized permissions that can individually be
granted or denied. For an applet to obtain access to the desired set of resources,
such as a file’s input and output, the applet must be signed with the proper
permissions. For more information about permission signing, see “Permission
Signing” later in this chapter.

The following sets of permissions correspond to the standard Java sandbox:

= Allow thread access in the current execution context.
= Open network connections to the applet host.
= Create a top-level pop-up window with a warning banner.

= Access reflection application program interfaces (APIs) for classes
from the same loader.

= Read base system properties.
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Security Zones

Security zones integrate with the permission-based security model to create a
configurable, extensible mechanism for providing security for users. Whenever
users attempt to open or download content from the Web, Internet Explorer
checks the security settings associated with that Web site’s security zone. For
more information about security zones, see ‘“Understanding Security Zones”
earlier in this chapter.

You can configure three different sets of permissions for each security zone for
both signed and unsigned code:

= Permissions that are granted without user intervention— These
permissions are available to applets from the zone without user intervention.
They can be specified separately for signed and unsigned applets.

= Permissions that are granted with user intervention— Users are prompted
about whether to grant these permissions to applets from the zone.

= Permissions that are denied —These permissions are considered harmful and
are automatically denied to applets from the zone.

Only applets that have permissions granted without user intervention run
automatically. An applet that has been denied permissions will not run. If an
applet uses permissions granted with user intervention, Internet Explorer displays
a dialog box with a list of all the permissions and their associated risks and
prompts the user about whether to trust the applet. If the user chooses not to trust
the applet, the applet can continue to run with alternate and limited functionality,
but the applet is prevented from using the expanded set of permissions.

Note The user will be asked to confirm execution of the applet only if it requests
more permissions than the zone can automatically grant. You can configure the
specific permissions that Internet Explorer will automatically grant in each zone.

For more information about setting up permissions for each security zone, see
“Configuring Java Custom Security” later in this chapter.

Permission Signing

Permission signing extends the signed .cab file functionality provided by previous
versions of Internet Explorer. Under permission-based security, a signed .cab file
can securely specify not only the identity of the signer, but also the set of
permissions being requested for the signed classes.
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When the signed .cab file is downloaded, the signature is examined for permission
information before any code is permitted to run. By signing your applet with Java
permission information, you request only the specific permissions that you need.
Because your applet can perform only the actions that it specifically requests
permission to perform, users can make informed decisions about the risks
associated with running your applet.

Microsoft Virtual Machine uses the permissions requested in the signature and

the user’s general security preferences to determine whether to grant the requested
access. If Microsoft Virtual Machine cannot automatically grant the requested
access, it displays a dialog box prompting the user about whether the applet
should be allowed to run. If the user approves, the applet is run with the
permissions it requests. Otherwise, the applet is run in the sandbox. Because the
set of permissions are fully defined and understood by Microsoft Virtual Machine,
the requested permission information is displayed, and the user is warned about
the risk of each requested access.

Note The .cab files can contain both Microsoft ActiveX controls and Java
code. Because ActiveX controls must be fully trusted to be run, they are treated
differently from Java code. For ActiveX controls to run when they are in a

.cab file that uses permission signing, you must specify in the signature that
the .cab file contains ActiveX controls.

Java code can be signed with the default capabilities of the following safety
settings:

=  High Safety— This setting is a restrictive set of capabilities that are the
equivalent of “sandboxed” Java code. In addition, High Safety allows the
applet to do the following:

= Allow thread access in the current execution context.

= Open network connections to the applet host.

= Create a top-level pop-up window with a warning banner.
= Access reflection APIs for classes from the same loader.
= Read base system properties.

= Medium Safety—This setting includes the capabilities of High Safety.
In addition, Medium Safety allows the applet to do the following:

= Access scratch space.
= Perform user-directed file input and output.
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= Low Safety—This setting includes the capabilities of High and Medium
Safety. In addition, Low Safety allows the applet to do the following:

= Perform file input and output.

= Execute other applications on the client computer.

= Implement user-interface dialog boxes.

= Provide thread group access in the current execution context.
= Open network connections with computers other than the host.
= Load libraries on the client computer.

= Make native method calls.

= Determine whether an applet can make native method calls.
= Create a top-level pop-up window without a warning banner.
= Exit the virtual machine.

= Perform registry operations.

= Perform printing operations.

= Create a class loader.

Custom permissions can also be used if you need more fine-grained control of the
types of permissions granted to the signed code. Custom permissions are defined
in an initialization (.ini) file. The .ini file includes a section for each desired
permission, which defines its necessary parameters. You can create the .ini file
manually, or you can use the Piniedit tool provided with the Microsoft Software
Development Kit for Java.

Permission Scoping

Permission scoping prevents permissions granted to a trusted component from
being misused (either inadvertently or intentionally) by a less trusted component.
A trusted class can precisely limit the range of code for which a granted
permission is enabled. This is a particularly important feature because some
methods that use enhanced permissions are designed to be safely called by
anyone, while other methods are designed to be used internally by trusted callers
only and should not expose their permissions to less trusted callers.

Permission-based security distinguishes between permissions that have been
granted to a class and permissions that are actually enabled at a particular time.
The granted permissions are determined by the administrative options for a class’s
zone and the permissions with which the class was signed. Enabled permissions
are determined by the permissions granted to other callers on the call stack and
whether any explicit calls to the assertPermission, denyPermission, or
revertPermission methods have been made. If there are less trusted callers

on the call stack, the enabled permissions can be more restrictive than the

granted permissions.
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Microsoft Virtual Machine follows two rules for permission scoping:

= Permissions are never inherited from the caller. If a class has not been directly
granted a permission, then it can never make use of that permission, regardless
of what permissions its callers have. This means that an untrusted class would
never incorrectly be allowed to make use of the expanded permissions of
its caller.

= Evenif a class has been granted a permission, its methods must explicitly
enable that permission using the assertPermission method whenever there is
a caller on the call stack that has not been granted that permission.

For example, permission P is enabled only if the following statements are true:

= Pis granted in all of the stack frames from the active frame up to the
earliest frame on the stack.

» P is granted in all of the stack frames up to a frame that has called
assertPermission on P.

= No intervening frame has called denyPermission on P.

Permission-based security for Microsoft Virtual Machine checks to see whether
the code making the call to perform a trusted operation is signed with the proper
level of permissions before honoring the assertPermission request. A security
exception occurs if the caller was not signed with the permissions for the
operation that it is trying to perform.

Package Manager

The Package Manager administers the installation of Java packages and classes
and provides a database for storing them. The Package Manager uses permission
signing to allow the installation of local class libraries that are not fully trusted.
This is especially important for JavaBeans and class libraries. It is desirable to
allow these components to reside locally and to have some expanded permissions,
but not to give them unlimited power.

The Package Manager was designed to address the limitations of using the
CLASSPATH environment variable. It does so in the following ways:

= Security—Packages and classes installed through the Package Manager are
not implicitly trusted as system library classes. Any Java package installed
through the Package Manager that requires access to certain resources on the
user’s computer must be signed with the desired permissions. The Package
Manager, in coordination with the security manager in Microsoft Virtual
Machine, enforces these signed permissions.
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» Versioning—The Package Manager database stores the version number of
every Java package it installs. By tracking version numbers, the Package
Manager can upgrade Java packages if a newer version is being installed or
downloaded from the network. The Package Manager can also eliminate any
downgrading of Java packages.

= Installing Java packages— When Java packages are installed through the
Package Manager, it is not necessary to update the CLASSPATH environment
variable. Therefore, the user does not need to restart the computer.

= Namespace—To prevent namespace collision, Java packages can be installed
under the global namespace or under an application namespace. Packages
installed in the application namespace are visible only to applications running
in that namespace. Packages in the global namespace are visible to all Java
applications.

= Load-time performance—The Package Manager locally stores all of the
packages it installs on the user’s computer, which greatly speeds up class load
time performance for Java applets. This improved performance occurs because
the classes do not need to be downloaded from the network every time the user
visits the Web page containing the applet.

When the application classes are loaded from the user’s computer, they will
still be restricted to the permissions the application was originally signed with.
The Java package includes specific system permission identifiers that are
approved when the package is installed on the user’s computer. These
permission identifiers determine the maximum permissions that can be used
by the classes in a specific package.

= Upgrading—When a user revisits a Web page that contains a newer version
of a Java package (which was previously installed through the Package
Manager), the new version is downloaded and the local classes are
automatically upgraded. The Java applet or application must be packaged in
a .cab file and signed with the permissions it needs to run.

Trust User Interface

The Trust User Interface defined by permission-based security for Microsoft
Virtual Machine shields users from complicated trust decisions and reduces the
number of dialog boxes they must respond to. The integration of permissions with
security zones means that users need to make only a simple “Yes or No” choice
when deciding whether to trust an application. The complex decisions about
which permissions to allow have already been made by an administrator.
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In addition, permission signing allows the security system to predetermine all the
permissions required by a class. When a package is installed, the security system
can use the signature to determine exactly the system permissions that it needs to
provide, and a single trust dialog box can reliably present all of the permissions
required by an application before running any code. Because the default system
permissions are well defined and static, their level of risk can be determined and
refined over time, ensuring that the level of risk is acceptable.

Setting Up Java Custom Security

You can deploy Internet Explorer with the default settings, or you can configure
Java custom settings, which explicitly define the Java permissions for signed

and unsigned applets. The options for configuring Java custom settings are the
same whether you access them from Internet Explorer 5, the Internet Explorer
Customization wizard, or the IEAK Profile Manager. For more information about
using the Internet Explorer Customization wizard and IEAK Profile Manager,
see Chapter 15, “Running the Internet Explorer Customization Wizard” and
Chapter 22, “Keeping Programs Updated.”

Important You can only configure Java custom settings if the Microsoft Virtual
Machine is installed on your computer.

Configuring Java Custom Security

You can configure Java custom security by using the following methods:

= In Internet Explorer, click the Tools menu, click Internet Options, and then
click the Security tab.

= You can use the Internet Explorer Customization wizard to create custom
packages of Internet Explorer that include Java custom settings. If you are a
corporate administrator, you can also lock down these settings to prevent users
from changing them.

= After the browser is deployed, you can use the IEAK Profile Manager to
manage Java custom settings through the automatic browser configuration
feature of Internet Explorer. You can automatically push the updated security
zone settings to each user’s desktop computer, enabling you to manage
security policy dynamically across all computers on the network.
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You can view and change Java custom settings for each security zone.
The following section describes how to configure Java custom settings.

» To view and edit Java custom settings
1. On the Tools menu, click Internet Options.
Click the Security tab.
Click a security zone.
Click Custom Level.
In the Java Permissions area, select Custom.

Click Java Custom Settings.

NN A WD

As necessary, perform the following tasks:
» To view Java permissions, click the View Permissions tab.

This tab displays permissions in a hierarchical tree that you can expand and
collapse. Permissions are organized into the following categories:

Permissions Given To Unsigned Content— Unsigned Java applets that
request these permissions can run without user prompting.

Permissions That Signed Content Are Allowed—Signed Java applets
that request these permissions can run without user prompting.

Permissions That Signed Content Are Denied—Signed Java applets are
denied these permissions.

The following illustration shows the Java permission categories.

f Local intranet

£ UserInterface Access
£ System Properties
] Reflection

-§ Thieads

Permissions That Signed Content Are Allowed
7§ Filel/0

£ Network 1/0

) UserInterface Access

) System Propetties
£ Ciient Storage
8 UserFiel/0
-8 Reflection
| 6§ Threads
A ﬂ Permissions That Signed Content Are Denied
a No Permissions Specified



Chapter 7 Security Zones and Permission-Based Security for Microsoft Virtual Machine 135

= To edit Java permissions, click the Edit Permissions tab, and then select
the options you want for more precise control of Java permissions. At any
time, you can click the Reset button to reset the Java custom settings to
the last saved permissions or to the default high, medium, or low security
settings. For more information about specific Java permissions, see
“Selecting Java Custom Settings” later in this chapter.

The following illustration shows the options you can set for
Java permissions.

Unsigned Content
'ﬁ Run Unsigned Content
® Runin sandbox
Q Disable
QO Enable
ﬂ Additional Unsigned Permissions
ﬁ Access to all Files
(® Disable
Q Enable
@ Access to all Network Addresses
@® Disable
Q Enable
@ Execute
@® Disable
Q Enable
ﬂ Dialogs

Saved permissions
e

Selecting Java Custom Settings

The Java Custom Settings button on the Security tab gives you additional
control over Java permissions. You can enable or disable specific Java
permissions depending on the needs of your organization and its users. For
more information about how to use the Java custom settings, see “Configuring
Java Custom Security” earlier in this chapter.

Java custom settings for Internet Explorer are grouped into two categories:
Unsigned Content and Signed Content. The following tables identify the default
value for each option and the level of security. '
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Unsigned Content

High Medium Low
Java custom option security security security
Run Unsigned Content
Run Unsigned Content Run in sandbox Run in sandbox Run in sandbox
Additional Unsigned Permissions
Access to all files , Disable Disable Disable
Access to all network addresses Disable Disable Disable
Execute Disable Disable Disable
Dialog Disable Disable Disable
System information Disable Disable Disable
Printing Disable Disable Disable
Protected scratch space Disable Disable Disable
User-selected file access Disable Disable Disable
Signed Content

High Medium Low
Java custom option security security security
Run Signed Content
Run Signed Content Prompt Prompt Prompt
Additional Signed Permissions
Access to all files Prompt Prompt Disable
Access to all network addresses Prompt Prompt Disable
Execute Prompt Prompt Disable
Dialog Prompt Prompt Disable
System information Prompt Prompt Disable
Printing Prompt Prompt Disable
Protected scratch space Prompt Enable Disable

User-selected file access Prompt Enable Disable
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The following sections describe the settings for the Unsigned Content and
Signed Content groups.

Unsigned Content

The Run Unsigned Content group determines whether unsigned applets can run
in the zone. This group has the following settings:

= Run in sandbox, which runs unsigned Java applets for this zone in a Java
sandbox that you specify. You can enable or disable individual options in the
Additional Unsigned Permissions category.

= Disable, which disables running unsigned applets for this zone. All options in
the Additional Unsigned Permissions category are disabled and shaded.

= Enable, which enables running unsigned applets for this zone. All options in
the Additional Unsigned Permissions category are enabled.

The Additional Unsigned Permissions option determines whether unsigned
applets can have additional permissions, such as access to network addresses and
the ability to run other applications. If you disable the ability to Run Unsigned
Content, Internet Explorer automatically disables all of these options.

= Access to all files—This option determines whether unsigned applets
can have read access to all the files on the users’ systems. This option
has these settings:

= Disable, which prevents unsigned applets from having read access
to all the files on the users’ systems.

= Enable, which allows unsigned applets to have read access to all the
files on the users’ systems.

= Access to all network addresses— This option determines whether unsigned
applets can access network addresses. This option has these settings:

= Disable, which prevents unsigned applets from having access to
network addresses.

= Enable, which allows unsigned applets to have access to network
addresses.
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= Execute— This option determines whether unsigned applets can run other
applications. This option has these settings:

= Disable, which prevents unsigned applets from running other applications.
= Enable, which allows unsigned applets to run other applications.

= Dialogs— This option determines whether unsigned applets can create file
dialog boxes. This option has these settings:

= Disable, which prevents unsigned applets from creating file dialog boxes.
= Enable, which allows unsigned applets to create file dialog boxes.

= System information— This option determines whether unsigned applets can
read system properties. This option has these settings:

= Disable, which prevents unsigned applets from reading system properties.
= Enable, which allows unsigned applets to read system properties.

= Printing— This option determines whether unsigned applets can access
printer resources. This option has these settings:

= Disable, which prevents unsigned applets from accessing printer resources.
= Enable, which allows unsigned applets to access printer resources.

= Protected scratch space—This option determines whether unsigned applets
can use storage space on the hard drive. This option has these settings:

= Disable, which prevents unsigned applets from using storage area on the
hard disk.

= Enable, which allows unsigned applets to use storage area on the hard disk.

= User-selected file access—This option determines whether unsigned applets
can access selected files. This option has these settings:

= Disable, which prevents unsigned applets from accessing any files (users
are not prompted for permission).

= Enable, which prompts users about whether unsigned applets can access
selected files.
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Signed Content

The Run Signed Content option determines whether users can run signed

applets. This option has these settings:

» Prompt, which sets individual options in the Additional Signed Permissions
category to Prompt. You can disable or enable each individual option.

= Disable, which disables running signed applets for this zone. All options in the
Additional Signed Permissions category are disabled and shaded.

» Enable, which enables running unsigned applets for this zone. All options in
the Additional Signed Permissions category are enabled.

The Additional Signed Permissions options determine whether signed applets
can have additional permissions, such as access to network addresses and the
ability to run other applications. If you disable the ability to Run Signed Content,
Internet Explorer automatically disables all of these options.

= Access to all files—This option determines whether signed applets can have
read access to all the files on the users’ systems. This option has these settings:

= Prompt, which prompts users before signed applets can have read access to
all the files on the users’ systems.

= Disable, which prevents signed applets from having read access to all the
files on the users’ systems.

= Enable, which allows signed applets to have read access to all the files on
the users’ systems.

= Access to all network addresses— This option determines whether signed
applets can access network addresses. This option has these settings:

= Prompt, which prompts users about whether signed applets can access
network addresses.

= Disable, which prevents signed applets from accessing network addresses.
= Enable, which allows signed applets to access network addresses.

= Execute—This option determines whether signed applets can run other
applications. This option has these settings:

=  Prompt, which prompts users about whether signed applets can run
other applications.

= Disable, which prevents signed applets from running other applications.
= Enable, which allows signed applets to run other applications.
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Dialogs— This option determines whether signed applets can create file dialog
boxes. This option has these settings:

=  Prompt, which prompts users about whether signed applets can create file
dialog boxes.

= Disable, which prevents signed applets from creating file dialog boxes.
= Enable, which allows signed applets to create file dialog boxes.

System information—This option determines whether signed applets can
read system properties. This option has these settings:

* Prompt, which prompts users about whether signed applets can read
system properties.

= Disable, which prevents signed applets from reading system properties.
= Enable, which allows signed applets to read system properties.

Printing— This option determines whether signed applets can access printer
resources. This option has these settings:

=  Prompt, which prompts users about whether signed applets can access
printer resources.

= Disable, which prevents signed applets from accessing printer resources.
= Enable, which allows signed applets to access printer resources.

Protected scratch space—This option determines whether signed applets can
use storage space on the hard drive. This option has these settings:

=  Prompt, which prompts users about whether signed applets can use storage
area on the hard disk.

= Disable, which prevents signed applets from using storage area on the
hard disk.

= Enable, which allows signed applets to use storage area on the hard disk.

User-selected file access—This option determines whether signed applets can
access selected files. This option has these settings:

=  Prompt, which prompts users about whether signed applets can access
selected files.

= Disable, which prevents signed applets from accessing any files (users are
not prompted for permission).

= Enable, which prompts users about whether signed applets can access
selected files.
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CHAPTER 8

Content Ratings and User Privacy

Using the content rating and user privacy features of Microsoft Internet
Explorer 5, you can create a secure environment that protects users from
inappropriate Web content and ensures the privacy of their information.
This chapter describes these features and explains how you can configure
rating and privacy settings.

In This Chapter
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Secure Communications 150
Zone-Based Password Security Protection 150
Control Over Cookies 151
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Configuring Privacy Options 152
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Configuring Advanced Security Options for User Privacy 154

See Also
= For more information about managing your list of trusted digital certificates,
see Chapter 6, “Digital Certificates.”

= For more information about configuring security zones and Java custom
security, see Chapter 7, “Security Zones and Permission-Based Security
for Microsoft Virtual Machine.”
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= For more information about using the Internet Explorer Customization wizard
to preconfigure security settings, see Chapter 15, “Running the Internet
Explorer Customization Wizard.”

= For more information about using the Internet Explorer Administration Kit
(IEAK) Profile Manager to preconfigure security settings, see Chapter 22,
“Keeping Programs Updated.”

Using Content Ratings

Using the Internet Explorer Content Advisor, you can control the types of content
that users access on the Internet. You can adjust the content rating settings to
reflect the appropriate level of content in four areas: language, nudity, sex, and
violence. For example, businesses might want to block access to sites that offer no
business value to their employees, and parents might want to block access to sites
that display inappropriate content for their children.

Historically, the motive for filtering sites on the basis of a site’s content has been
driven by a site’s subject matter and the fact that some ideas and images are
blatantly offensive to many people. In 1995, the World Wide Web Consortium
(W3C) Platform for Internet Content Selection (PICS) began to define an
infrastructure that would encourage Web content providers to voluntarily rate
their sites. This is done by using a specific set of HTML meta tags that rate the
content of Web sites. Software programs can then block access to Web sites based
upon the values of those meta tags. Today, the most common content ratings are
based on the PICS standard for defining and rating Web content. For more
information about PICS, visit the W3C Web site.

RSACi Rating System

Internet Explorer is installed with a PICS-based content rating system known

as the Recreational Software Advisory Council on the Internet (RSACi) system.
This built-in PICS support can help you control the types of content that users can
access on the Internet. When you enable Content Advisor, Internet Explorer reads
the meta tags to determine whether Web sites meet your criteria for suitable
content. You can also subscribe to independent ratings bureaus or use third-party
ratings to control access to Web content.

RSAC:i is an open, objective, content ratings system for the Internet developed by
the Recreational Software Advisory Council (RSAC), an independent, nonprofit
organization. The RSACi system provides information about the level of sex,
nudity, violence, and offensive language (vulgar or hate-motivated) in software
games and Web sites. For more information about RSAC and the RSACi rating
system, see the RSAC Web site.
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The following table shows the five levels of the RSACi rating system and
describes the content allowed for each level. Level 0 is the most restrictive,

and Level 4 the least restrictive.

Level Violence rating Nudity rating Sex rating Language rating

4 Rape or wanton, Frontal nudity Explicit sexual acts Crude, vulgar
gratuitous violence qualifying as or sex crimes language, or extreme

provocative hate speech

3 Aggressive violence Frontal nudity Non-explicit sexual Strong language
or death of humans acts or hate speech

2 Destruction of Partial nudity Clothed sexual Moderate expletives
realistic objects touching or profanity

1 Injury to a human Revealing attire Passionate kissing Mild expletives
being

0 None of the above None of the above None of the above None of the above

or innocent kissing;
romance

You can set content ratings to any level for each of the four content areas. All
content ratings are set to Level 0 by default. When Content Advisor is turned on
and the PICS rating for a Web site exceeds the rating level you specify, Internet
Explorer prevents users from accessing the site. Also, you can configure Internet
Explorer to prevent or allow users to access unrated Web content. For more
information, see “Configuring Content Advisor Settings” later in this chapter.

Web site publishers can obtain PICS content ratings from RSAC, as well as from
a number of other nonprofit and fee-based ratings services. Publishers can
voluntarily add PICS ratings to their Web sites. You can also obtain independent
PICS ratings from ratings bureaus. Ratings bureaus are typically fee-based and
specialize in rating Internet sites. You can specify a ratings bureau other than
RSAC that Internet Explorer can use to obtain PICS ratings. Because Internet
Explorer must contact the ratings bureau to obtain the ratings, using other ratings
bureaus can slow access to Web pages considerably.

Other Rating Systems

Some Web publishers rate their sites using rating systems that are not based on
PICS. To use these rating systems, you must subscribe to ratings services that
support the non-PICS rating systems and then import the rating systems so that
Internet Explorer can use them to rate Web content. For more information, visit
the Web sites of the rating services. You can also review “Configuring Content
Advisor Settings” later in this chapter to learn how to specify different rating
systems for Internet Explorer.
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Supervisor Password

The first time you turn on Content Advisor, you must specify a supervisor
password. This password allows administrators or supervisors to turn Content
Advisor on or off and to change Content Advisor settings for users.

In addition, you can configure Internet Explorer so that users can display
restricted Web pages by typing the supervisor password. When users attempt to
access restricted content, the Content Advisor dialog box prompts users to enter
the supervisor password. For more information, see the next section.

Configuring Content Advisor Settings

You can configure Content Advisor settings in several ways:

= In Internet Explorer, click the Tools menu, click Internet Options, and then
click the Content tab.

=  You can use the Internet Explorer Customization wizard to create custom
packages of Internet Explorer that include preconfigured Content Advisor
settings for your user groups. You can also lock down these settings to
prevent users from changing them.

= After Internet Explorer is deployed, you can use the IEAK Profile Manager to
update Content Advisor settings through the automatic browser configuration
feature of Internet Explorer. You can automatically push the updated security
zone settings to each user’s desktop computer, enabling you to manage
security policy dynamically across all computers on the network.

You can accept the default Content Advisor settings, or you can configure the
settings based on the needs of your organization and its users. The options for
configuring Content Advisor are the same whether you access them from Internet
Explorer 5, the Internet Explorer Customization wizard, or the IEAK Profile
Manager. For more information about using the Internet Explorer Customization
wizard and IEAK Profile Manager, see Chapter 15, “Running the Internet
Explorer Customization Wizard,” and Chapter 22, “Keeping Programs Updated.”

After you enable Content Advisor, you can use it to do the following:

= Select content rating levels.

= Configure the list of approved and disapproved Web sites.
= Configure user options for content ratings.

= Change the supervisor password.

] Impoft new rating systems.

= Specify a different ratings bureau.
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» To enable Content Advisor
1. On the Tools menu, click Internet Options, and then click the Content tab.
2. In the Content Advisor area, click Enable.
3. Type the password you want to use.
The following illustration shows the Create Supervisor Password dialog box.

vl:leale Supervisor Password

4. In the Confirm password box, type the same password again.

» To select content rating levels
1. On the Tools menu, click Internet Options, and then click the Content tab.
2. In the Content Advisor area, click Settings, and then click the Ratings tab.
3. Select the Language, Nudity, Sex, or Violence ratings category.
The following illustration shows the ratings categories for Content Advisor.

&= Sex
&= Violence
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4. Drag the slider to the appropriate content level for the selected category.

The default setting for each category is Level 0, which is the most restrictive
setting. For more information about ratings levels, see “RSACi Rating
System” earlier in this chapter.

» To configure the list of approved and disapproved Web sites
1. On the Tools menu, click Internet Options, and then click the Content tab.

2. In the Content Advisor area, click Settings, and then click the Approved
Sites tab.

The following illustration shows the Approved Sites tab for Content Advisor.

Content Adyisor 2]

3. Type the URL for each Web site that your users can view regardless of its
rating level, and then click Always.

4. Type the URL for each Web site that your users can never view regardless of
its rating level, and then click Never.

Note If you want to delete an approved or disapproved Web site, click the
URL in the list, and then click Remove.
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» To configure user options for content ratings
1. On the Tools menu, click Internet Options, and then click the Content tab.
2. In the Content Advisor area, click Settings, and then click the General tab.
3. In the User Options area, select the settings you want.
The following illustration shows the User Options area for Content Advisor.

Content Advisor

Option Description

Users can see sites that ~ Select or clear this option depending on whether you want
have no rating users to access Web pages that are not rated.

Supervisor can type Select or clear this option depending on whether you

a password to allow want users to view restricted content by typing the

users to view restricted  supervisor password.

content

» To change the supervisor password
1. On the Tools menu, click Internet Options, and then click the Content tab.
2. In the Content Advisor area, click Settings, and then click the General tab.
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3. Click Change Password.

The following illustration shows the Change Supervisor Password dialog box.

4. In the Old password box, type the current password to verify that you are
authorized to change Content Advisor settings.

5. In the New password box, type the new password.
6. In the Confirm new password box, type the new password again.

» To import new rating systems

Important If necessary, install rating systems files following the directions
provided by the ratings service. Then proceed with the following steps.

1. On the Tools menu, click Internet Options, and then click the Content tab.
2. In the Content Advisor area, click Settings, and then click the General tab.
3. Click Rating Systems.

The following illustration shows the Rating Systems dialog box.

Raling Systems

4. If the rating system you want to add is displayed on the list, click it, and then
click Add.

If the rating system you want to add is not on the list, click OK, and then click
Find Rating Systems.
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» To specify a different ratings bureau
1. On the Tools menu, click Internet Options, and then click the Content tab.
2. In the Content Advisor area, click Settings, and then click the Advanced tab.
The following illustration shows the Advanced tab for Content Advisor.

Content Advisor

3. In the Ratings bureau box, type the name of the ratings bureau (other than
RSAC) that Internet Explorer can use to obtain PICS ratings.

4. In the PICSRules area, click Import, and then type the name of the PICSRules
(.prf) file used by the new ratings bureau.
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Ensuring User Privacy

When you communicate over the Web, you want to know that other people cannot
intercept or decipher the information you send and receive and cannot use your
passwords and other private information. You also want to ensure that no one can
access information on your computer without your knowledge. Internet Explorer
protects your privacy in the following ways:

= [t supports a wide range of Internet security and privacy standards that provide
secure information transfer and financial transactions over the Internet or
intranet.

= [t provides encryption and identification capabilities to help users ensure the
privacy of their information on the Web.

Secure Communications

Internet Explorer supports the latest Internet security standards, including
Secure Sockets Layer (SSL), Transport Layer Security (TLS), and Private
Communications Technology (PCT). Internet Explorer uses these protocols to
create a secure channel for information exchange over the Web. In addition,
Internet Explorer supports Fortezza security technology through the Fortezza
Cryptographic Service Provider (CSP) plug-in. Users with Fortezza Crypto
Cards can install the Fortezza CSP plug-in to ensure secure Internet Explorer
communications based on Fortezza security standards.

When you browse a Web site that supports SSL, TLS, PCT, or Fortezza, Internet
Explorer displays a lock icon in the browser’s status bar at the bottom of your
computer screen; in Fortezza mode, an “F” is overlaid on the lock icon. When you
see this lock, you know that you can safely send information over the Internet to
the site you are browsing.

For more information about Internet Explorer support for SSL, TLS, PCT, and
Fortezza, see Chapter 6, “Digital Certificates.”

Zone-Based Password Security Protection

Internet Explorer prompts you before transmitting your user name or password
to sites that are designated as trusted in the security zones settings. You can,
however, also configure security zones to send information from trusted sites
without prompting you. For more information about configuring security zones,
see Chapter 7, “Security Zones and Permission-Based Security for Microsoft
Virtual Machine.”
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Control Over Cookies

An HTTP cookie is a small file that an individual Web site stores on your
computer to provide customization features. For example, when you implement
custom settings for MSN, that information is stored in a cookie file on your
computer. MSN then reads the cookie each time you visit the site and displays
the options you selected.

You can configure Internet Explorer to handle cookies in the following ways:

= Prevent cookies from being stored on your computer.
=  Prompt you about whether to accept cookies from the site.

= Allow cookies to be stored on your computer without notitying you.

For more information, see Chapter 7, “Security Zones and Permission-Based
Security for Microsoft Virtual Machine.”

Note Accepting a cookie does not give a Web site access to your computer or
any personal information about you other than what you have specified in the
customized settings for that site.

Profile Assistant

You can use Profile Assistant to securely share registration and demographic
information with Web sites while maintaining your computer’s privacy and safety.
Profile Assistant supports the Internet privacy model defined by the Platform for
Privacy Preferences (P3), a W3C project. You can maintain your personal
information in a user profile, which provides a secure, encrypted information

store on your computer.

A Web site can request information from your profile, but the Web site is not
allowed to access profile information unless you specifically give your consent.
Because Profile Assistant complies with the Internet’s P3 privacy standards, it
can also work with other Internet programs and servers.

For information about how to write scripts to access Profile Assistant information,
see the Microsoft Internet Client Software Development Kit, which is part of the
MSDN Online Web site.

When a Web site requests information from your user profile, the Profile
Assistant dialog box opens. You can use the information in the Profile Assistant
dialog box to verify which Web site is making the request, choose which
information (if any) to share, and understand how the Web site intends to use
the information.
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The following table describes the information displayed in the Profile Assistant

dialog box.

Option

Description

‘Requester name’ has
requested information
from you

Site

Profile information
requested

Always allow this site

to see checked items
Edit profile

Privacy

Displays the name of the requester, which can be an individual
or an organization.

Displays the URL of the site requesting information from the
user profile.

Displays the list of information items requested. Clear the
check boxes for any items you do not want to send to the
requester.

Adds this site to a list of sites that you allow to access your
user profile without notifying you.

Opens the My Profile dialog box so you can edit the profile
information that will be sent to this Web site. For example,
you might want to send a different fax number.

Displays a message that explains whether the information you
are sharing will be secure when it is sent over the Internet. It
also displays a message describing how the requester intends
to use the information.

Web sites can request up to 31 different items of information from your
user profile. For more information, see “Configuring Profile Assistant” later

in this chapter.

Configuring Privacy Options

To configure Internet Explorer privacy options, click the Tools menu, click
Internet Options, and then click the Content and Advanced tabs. From these
dialog boxes you can do the following:

= Configure Profile Assistant.

» Configure advanced security options for user privacy.
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Configuring Profile Assistant

You can use Profile Assistant to store or update the information you want to share
with Web sites. Profile Assistant is used by other Internet programs, including
NetMeeting and Outlook Express.

» To create or update a user profile
1. On the Tools menu, click Internet Options, and then click the Content tab.
2. Click My Profile.
The following illustration shows the summary of profile properties.

Properties

3. In the appropriate boxes on the Personal, Home, Business, and Other tabs,
type the information you want to share.
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Configuring Advanced Security Options for User Privacy

You can configure a variety of user-privacy security options for Internet Explorer.

» To configure advanced security options for user privacy
1. On the Tools menu, click Internet Options, and then click the Advanced tab.
2. In the Security area, review the options that are selected.
The following illustration shows the Security options on the Advanced tab.

Intemet Options

O Do not search from the Addrass bar
O Just display the results in the: main window
O Just go to the most likely site
Security
[ Check for publisher's certificate revocation
[ Check for server certificate revocation [requires restart)
[ Do not save encrypted pages to disk
[ Empty Temporary Intemet Files folder when browser is closed
Enable Profile &ssistant
[0 Use Fortezza
[#] Use PCT 1.0
Use S5L 2.0
Use S5L 3.0
O UseTLS 1.0
Warn about invalid site certificates
[ wam if changing between secure and not secure mode
[ wam if forms submittal is being redirected

% P s

3. Depending on your needs, select or clear the Security check boxes.
For example, if you want to enable Profile Assistant, select the Enable
Profile Assistant check box.
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Preparing

Chapter 9: Planning the Deployment

To install Microsoft Internet Explorer 5 successfully, you must first plan
your deployment processes and strategies. By understanding how to plan and
automate your browser installation, you can reduce the cost of migration and
ensure a smooth transition to Internet Explorer. This chapter describes how to
plan your deployment.

Chapter 10: Accessibility Features and Functionality

This chapter describes the different ways that Internet Explorer supports enhanced
accessibility and explains how to use the browser to accommodate different
accessibility needs. In particular, Internet Explorer offers many features that
enable users with disabilities to customize the appearance of Web pages to meet
their own needs and preferences. Users without disabilities might also be
interested in this functionality, which enables them to customize colors and

fonts to their own tastes and to use time-saving keyboard shortcuts.

Chapter 11: Setting Up and Administering a Pilot Program

Before you deploy Internet Explorer to your users, it is recommended that you

set up and administer a pilot program. Begin by testing the Internet Explorer
installation in a lab, and then conduct the pilot program to refine your deployment
configurations and strategies by using a limited number of pilot participants. This
process will help you validate your deployment plan and ensure your readiness for
full-scale deployment.
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CHAPTER 9

Planning the Deployment

To install Microsoft Internet Explorer 5 successfully, you must first plan your
deployment processes and strategies. By understanding how to plan and automate
your browser installation, you can reduce the cost of migration and ensure a
smooth transition to Internet Explorer. This chapter describes how to plan

your deployment.
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Developing a Deployment Plan 180
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See Also
= For more information about testing the deployment process before installation,
see Chapter 11, “Setting Up and Administering a Pilot Program.”

= For more information about building custom packages for installation, see
Chapter 15, “Running the Internet Explorer Customization Wizard.”

= For more information about deploying the browser to your users, see
Chapter 19, “Deploying Microsoft Internet Explorer 5.”

Evaluating Internet Explorer 5

The first steps in planning the deployment process are to evaluate the new and
enhanced features and functions of Internet Explorer 5 and to understand how
these features and functions can help you reduce the total cost of ownership.

Understanding New Features and Functions

To evaluate Internet Explorer 5, you should review the contents of this Resource
Kit, which is a technical supplement to other browser product documentation.
Each team member who assists with Internet Explorer planning and installation
should obtain a copy to read and use during the deployment process. In particular,
review the chapters in Part 1, “Getting Started,” which provide an overview of the
browser. These chapters can help you evaluate new features and functions so that
you can better prepare for deploying Internet Explorer in your organization and
training and supporting your users.
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Reducing the Total Cost of Ownership

Microsoft has implemented Internet Explorer features and functions that can help
you reduce the total cost of ownership while maximizing the return on your
technology investment. Internet Explorer delivers both economic and business
benefits without affecting browser scalability and flexibility. Your organization
can quickly recover the time spent on Internet Explorer deployment and continue
to realize cost savings by taking advantage of these features and functions:

Integrated, multiple-platform capabilities— By integrating browser,
desktop, network, messaging, and productivity applications, Microsoft offers
a single desktop solution for users. The Internet Explorer Active Desktop
enables users to browse the Internet, intranet, local network, or hard disk,
and provides a standard method for accessing business-critical content,
applications, and resources. Internet Explorer further enhances desktop
integration by providing a common browser across multiple platforms,
including Windows 32-bit, Windows 16-bit, Macintosh, and UNIX versions.

Internet Explorer Administration Kit— You can use the Microsoft Internet
Explorer Administration Kit (IEAK) to centrally customize, deploy, and
manage Internet Explorer on your users’ desktops from one central location.
The IEAK includes the Internet Explorer Customization wizard, which enables
you to create custom browser packages that you can distribute to your users,
and the IEAK Profile Manager, which enables you to manage Internet
Explorer settings after the browser is installed. These comprehensive, cross-
platform tools work with your existing infrastructure without additional
browser or server expenses.

For more information about using the Internet Explorer Customization wizard,
see Chapter 15, “Running the Internet Explorer Customization Wizard.” For
more information about using the IEAK Profile Manager, see Chapter 22,
“Keeping Programs Updated.”

System policies and restrictions—Using the Internet Explorer Customization
wizard or the IEAK Profile Manager, you can set system policies and
restrictions to control user and computer access to Internet Explorer features
and functions. System policies and restrictions enable you to customize the
Internet Explorer work environment by deploying a standard configuration that
best meets the requirements of your users. You can limit functionality to
reduce browser complexity, or provide access to more advanced browser
functions, as needed.
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These tools provide a simple, flexible method for customizing and
administering user and computer settings. The system policies and
restrictions you set are stored in a policy file, which overwrites default
settings for HKEY_CURRENT_USER (user-specific policies) and
HKEY_LOCAL_MACHINE (computer-specific policies) registry keys
when users log on to the network. You can allow users to change these
predefined settings, or you can choose to lock down all system policies

and restrictions, which prevents users from making any changes. For more
information about system policies and restrictions, see Appendix E, “Setting
System Policies and Restrictions.”

Channels— You can use Internet Explorer channels to easily distribute and
manage important information and software updates that your users receive on
a regular basis. You can also use system policies and restrictions to predefine
the channels that users can subscribe to, set limits on channel bandwidth
usage, and control the frequency of channel updates. Organizations can use
this technology to manage key business data and instantly notify users about
important information and tools that can enhance their decision-making
capabilities.

Security— You can preconfigure Internet Explorer security settings to protect
the work environment and the privacy of its users. These settings enable you to
control the types of information and software that users can access, download,
or run on the Internet or local intranet. You can set security zones to
differentiate between trusted and untrusted content on the Internet and the
intranet, so you provide rich browser functionality within the safety of the
local firewall, while restricting incoming untrusted content from outside this
environment. You can also manage security ratings, which control the users’
access to undesirable content. For more information about Internet Explorer
security, see Chapter 6, “Digital Certificates,” Chapter 7, “Security Zones and
Permission-Based Security for Microsoft Virtual Machine,” and Chapter 8,
“Content Ratings and User Privacy.”

Application development— Using Internet Explorer as a platform, you can
develop your own custom Web-based applications that take advantage of state-
of-the-art Web technologies based on Internet standards. Microsoft simplifies
the development process by using familiar languages, such as HTML,
Dynamic HTML, and Visual Basic. For more information about developing
Web applications using Internet Explorer, see the MSDN Online Web site.

Usability features— Users can benefit from the many usability features in
Internet Explorer, which enable them to quickly and easily access important
Web sites and desktop information. These features, which include the Search
page, History bar, favorites, and Active Channel™ subscriptions, can help
users complete tasks more efficiently and increase productivity. For more
information about usability features, see Chapter 1, “What’s New in Microsoft
Internet Explorer 5?7”
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Assembling Project Teams

After you have a general understanding of Internet Explorer features and
functions, you can assemble the people needed to plan and carry out the Internet
Explorer deployment. Typically, a project manager oversees the deployment of
Internet Explorer. That project manager assembles the necessary teams of system
administrators and other information technology (IT) professionals to help plan,
test, implement, and support the deployment.

Important The size and number of teams will vary depending on the needs of
your organization. For small organizations, only a few people who perform the
roles of all the teams may be involved. Also, you can use external resources to
supplement your internal teams.

Project teams can include:

= Planning teams that help determine the deployment requirements, develop
deployment strategies, and write the deployment plan.

» [Installation teams that set up the test lab and use it to test the deployment
strategies.

= Training teams that develop the training plan and training documentation,
promote Internet Explorer, and train the users during the pilot program and
Internet Explorer deployment.

= Support teams that develop the support plan and assist users during and after
the pilot program and Internet Explorer deployment.

When you set up your deployment planning teams, you should also include
representatives from other groups involved in the deployment process. For
example, you may include people from standards committees and finance groups.

Determining Time and Resource Requirements

The next step after assembling a team is to determine your project goals, including
the number of computers on which to install Internet Explorer and the time
expected for completion. Also, you should identify all the tools that you will need
to complete the process within the stated time frame. If necessary, you can
propose a formal budget for the company-wide implementation, including the

cost for staff and additional resources, and present it to management for approval.
Be sure to document all time and resource requirements in your deployment plan.
For more information, see “Developing a Deployment Plan” later in this chapter.
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After obtaining approval (if necessary), you should purchase any additional
equipment or software you need to facilitate the installation. If you need
additional staff, you might want to hire skilled Microsoft Certified Professionals
to train your users, which can provide a cost-effective solution for many
organizations.

Assessing System Requirements

The project teams should study the technical documentation for Internet Explorer
and identify the system requirements for deployment. Sources of technical
information include:

» This Resource Kit

=  The Microsoft Windows Technologies Internet Explorer Web site

= Internet Explorer Help that is included with the product

= The Internet Explorer Customization wizard Help, which is included with the
Microsoft Internet Explorer Administration Kit (IEAK)

The following sections describe the system requirements for installing and
running Internet Explorer 5 and the Internet Explorer Customization wizard.

Requirements for Internet Explorer 5

Windows Update Setup for Internet Explorer 5 and Internet Tools offers four
installation options: minimal, typical, full, and custom. The following table
provides a list of components that are included with each of these options. If you
select a custom installation, you can install only the Web browser—the minimal
custom installation—or you can install the Web browser with as many other
components as you like. In addition, you can use the Internet Explorer
Customization wizard to build custom packages of Internet Explorer that include
up to 10 additional custom components.

Internet Explorer 5 Components
This option Includes these components

Minimal installation Microsoft Internet Explorer 5 Web browser (all other
components can be installed using the Automatic
Install feature)

Typical installation Microsoft Internet Explorer 5 Web browser, Microsoft
Outlook Express 5, Microsoft Windows Media Player,
and other multimedia enhancements

Full installation Microsoft Internet Explorer 5 Web browser, Microsoft
Outlook Express 5, Microsoft Windows Media Player,
and other enhancements
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This option

Includes these components

Custom installation

Microsoft Internet Explorer 5 Web browser and any
of the following components:

Microsoft Internet Explorer 5: Offline Browsing
Pack, Microsoft Internet Explorer Help, Microsoft
Virtual Machine, Microsoft Internet Connection
wizard, Microsoft Internet Explorer core fonts,
Dynamic HTML data binding, Microsoft Internet
Explorer browsing enhancements

Communication components: Microsoft NetMeeting
2.11, Microsoft Outlook Express 5

Multimedia components: Microsoft Windows Media
Player, Microsoft Windows Media Player codecs,
Microsoft DirectAnimation, Vector Graphics
Rendering, AOL Art Image Format support,
Macromedia Shockwave Director, Macromedia Flash

Web authoring components: Microsoft FrontPage
Express, Microsoft Web Publishing wizard, Web
folders, Visual Basic scripting support, additional
Web fonts

Multi-language support: Language auto-selection,
Japanese text display support, Japanese text input
support, Korean text display support, Korean text
input support, Pan-European text display support,
Chinese (traditional) text display support, Chinese
(traditional) text input support, Chinese (simplified)
text display support, Chinese (simplified) text input
support, Vietnamese text display support, Hebrew
text display support, Arabic text display support,
Thai text display support

Disk space requirements depend on the components that you install. The
following table lists the minimum hardware and software system requirements to
deploy Internet Explorer 5 on Windows 32-bit versions. For information about
requirements for other systems, including Windows 16-bit versions, UNIX, or
Macintosh, see the Microsoft Windows Technologies Internet Explorer Web site.
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Requirements for Windows 32-Bit Operating Systems

Item Windows 95/Windows 98 Windows NT 4.0
Service pack All Service Pack 3 or later

is required
Processor 486/66 486/66
Memory 16 MB 32 MB
Maximum disk 92 MB typical Web install 88 MB typical Web install
space needed to 71 MB typical CD-ROM install 67 MB typical CD-ROM install
accomplish 145 MB full Web install 141 MB full Web install
installation 112 MB full CD-ROM install 109 MB full CD-ROM install

Requirements for the Internet Explorer Customization Wizard

The following table lists the system requirements that must be met to install and
run the Internet Explorer Customization wizard. The Customization wizard is
used to build custom packages of Internet Explorer.

Requirements for the Customization Wizard

Item Requirements

Processor 486/66

Operating system Windows 32-bit versions

Memory 16 MB for Windows 95 and Windows 98 16 MB for
Windows NT 4.0

Disk space 8 MB to 70 MB to install
16 MB to 100 MB for each media type

Connection A modem and Internet connection are needed to run the wizard

the first time, if Internet Explorer is installed from a Web
download site (not from CD-ROM)

Note Windows Desktop Update is included with Internet Explorer 4.0, but not
with Internet Explorer 5. To install Windows Desktop Update with Internet
Explorer 5, you must select this feature when you build your custom packages
using the Internet Explorer Customization wizard.

You must install Internet Explorer 5 before running the Internet Explorer
Customization wizard. If Internet Explorer 5 is not installed and you attempt
to run the wizard, you will receive a message requesting that you install the
browser first.
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The disk space required to build custom browser packages varies considerably,
depending on the number of components you plan to include. For example, a
minimal installation, which includes only the Web browser, requires 16 MB of
free disk space. A standard installation, which includes the Web browser, Outlook
Express, Media Player, and other multimedia enhancements, requires 36 MB of
free disk space. Also, you will need additional disk space for any custom
components that you include with your browser installation.

The disk space required to install custom browser packages varies depending

on the distribution method you use. If you plan to distribute Internet Explorer on
CD-ROMs or floppy disks, the custom packages include the distribution files for
the CD-ROM s or floppy disks. Therefore, CD-ROMs require about twice as much
disk space, and floppy-disk packages require about three times as much disk space
as packages that do not use these media.

Assessing Bandwidth Usage

Bandwidth usage and its impact on network traffic and server load can be a major
concern for corporations that are implementing browser software. Microsoft
designed Internet Explorer as a “bandwidth-smart” application with built-in
mechanisms for caching and compressing data, as well as tools that optimize
information dynamically. System policies to limit bandwidth and restrict access to
bandwidth-intensive features, such as audiovisual components, provide additional
control of bandwidth usage.

Internet Explorer achieves optimal bandwidth use by focusing on the most
efficient methods for minimizing network traffic while maximizing performance.
This occurs primarily by:

= Optimizing data through caching, compression, and other methods

= Using system policies and restrictions to control bandwidth

In addition, organizations that distribute Internet Explorer from Web download
sites should consider the impact of this distribution media on bandwidth usage
and server load. For more information about potential bandwidth issues, review
“Assessing Network Performance and Bandwidth Issues™ later in this chapter.
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Optimizing Data Through Caching, Compression, and Other Methods

Internet Explorer uses the following methods to minimize the amount of data
transmitted over the network and maximize the performance for the end user:

Caching content— Internet Explorer optimizes bandwidth by caching Web
content. The first time you connect to a Web page, Internet Explorer
downloads the page and its supporting content to a cache stored in the
Temporary Internet Files folder on your hard disk. By default, Internet
Explorer uses the cached content instead of downloading new content when
you return to browse a cached page. Using cached content provides faster
performance for browsing Web sites, because the same content is not
downloaded over and over again.

Providing data compression with the HTTP 1.1 protocol—For faster, more
efficient downloading of Web content, Internet Explorer supports the HTTP
1.1 protocol. This protocol compresses packets of data transferred with the
HTTP protocol, which can boost performance as much as 50 to 100 percent
over compressed data using HTTP 1.0. Web communications using HTTP 1.1
require fewer delays and consume less bandwidth, and Web content
downloads faster to the browser. By default, HTTP 1.1 communications are
enabled in Internet Explorer to optimize performance when the browser
interacts with servers that support HTTP 1.1.

Supporting bandwidth-smart tools to develop Web content—Internet
Explorer supports the Portable Network Graphics (PNG) specification,
Dynamic HTML, and the Microsoft DirectX multimedia extensions, which
enable developers to design faster, more bandwidth-efficient graphics and
interactive and animated Web content. Also, Internet Explorer includes

the Microsoft Virtual Machine, which provides optimum performance for
Java applets. For more information about these tools, see the MSDN Online
Web site.
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Using System Policies and Restrictions to Control Bandwidth

You can use Internet Explorer system policies and restrictions to control access
to bandwidth-intensive features and to enforce a limit on bandwidth usage. For
example, you can control the following capabilities:

Access to multimedia capabilities— By default, Internet Explorer shows or
plays a wide range of standard multimedia content, including graphics, video,
and audio. Internet Explorer also uses image-dithering technology to smooth
images, so they appear less jagged. However, multimedia content and
dithering can use a significant amount of network bandwidth, causing Web
pages to download and be displayed slowly.

Using system policies and restrictions, you can limit access to multimedia
functions, such as Web pictures, animation, videos, and sound, which allows
Web pages with multimedia content to download faster and use less
bandwidth. You can also turn off image dithering to speed up image display
time. Be aware, however, that when multimedia features are disabled, the
pages will not appear as intended and you may miss some relevant content.

NetMeeting audio and video throughput—NetMeeting intelligently
manages the throughput (average bandwidth use) of audio, video, and data
over the network on a client-specific basis. This process ensures the smooth
operation of the separate NetMeeting components and the bandwidth resources
of the network.

You may want to further manage or restrict NetMeeting audio and video
depending on the needs of your users and the capacity of your network
systems. Using system policies and restrictions, you can set a specific number
limit for the audio and video throughput, which controls bandwidth usage by
restricting NetMeeting audio and video streams.

Access to offline features—If you have many users who download Web
content for offline browsing, you may be concerned about the server load.

To address this concern, Internet Explorer provides system policies and
restrictions that let you disable or limit access to offline functions. For
example, you can reduce bandwidth usage by increasing the minimum number
of minutes between scheduled updates of offline content and reducing the size
of subscriptions that can be updated for offline viewing.

For more information about using Internet Explorer system policies and
restrictions, see Appendix E, “Setting System Policies and Restrictions.”
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Identifying Client and Server Configurations

-Because your deployment plan is dictated by your current system environments,
you need to gather information about the existing client and server configurations
for all groups that will migrate to Internet Explorer 5. You should interview the
appropriate group managers, system administrators, and users for these groups.
Be sure that you survey a representative sample so that you compile an accurate
inventory of hardware and software used on client and server computers.

Specifically, you should consider the following configuration elements:

= Minimum hardware requirements—Computers may need to be upgraded
to meet minimum hardware requirements for Internet Explorer, so review the
hardware configurations currently in use by all groups.

= Laptops and desktop computers—Laptop and desktop computers have
different configurations, including disk space and access to the network.
You must select installation options that work for each type of computer.

= Network access—Users without network access need to install Internet
Explorer locally from a CD-ROM or floppy disk. Users with network access
can install Internet Explorer from a network.

= Server load—Many users installing the browser from a Web download site
can impact server load. Microsoft Certified Professionals can provide
information about server load patterns and how to distribute the server load
by using multiple download sites.

For more detailed information about working with a large number of computers
on a network, you can use system management programs, such as Microsoft
Systems Management Server (SMS), to conduct the inventory. This tool can
produce a report describing the computers’ hardware and settings. In addition, you
can use SMS to query the inventory database and quickly get information about
equipment that might need to be upgraded. For more information about SMS, see
Chapter 5, “Understanding Related Tools and Programs.”

After you have identified the existing hardware and software for client and server
computers, use that configuration information to do the following:

= Determine the preferred deployment strategies for the Internet Explorer custom
package configurations.

= Evaluate migration issues, including the need for hardware and software
upgrades to support migration.

= Simulate the organizational environment in the lab before full-scale
deployment to your users.
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Identifying Migration and Compatibility Issues

Whether your users currently run Internet Explorer or a competitive browser,
planning how you want to migrate these users is critical. Determine in advance
whether you need to convert existing files and custom programs. It’s important to
identify and solve migration issues, such as compatibility problems, before you
attempt to migrate from your current browser software to Internet Explorer 5.

To identify migration issues, you should test the migration process using the
actual user configurations. Testing enables you to identify solutions, such as the
best method for upgrading existing, noncompatible systems. For more information
about testing the migration process, see Chapter 11, “Setting Up and
Administering a Pilot Program.” After you have identified your migration
solutions, you should also document them in your deployment plan.

The following sections discuss some of the general migration issues you should
consider. For more information about migration issues:

= See the Internet Explorer 5 Release Notes, included with the browser software.
= Visit the Microsoft Internet Explorer Support Center on the Web.
= Contact the manufacturer of the existing software or hardware.

Upgrading from Internet Explorer Version 3.0 or Version 4.0

Windows Update Setup installs over existing versions of Internet Explorer 3.0 and
Internet Explorer 4.0, and imports proxy settings, favorites, and cookies from the
previous version. However, you must reinstall any add-ons that you want to keep.
For more information about installing Internet Explorer 5, see Chapter 19,
“Deploying Microsoft Internet Explorer 5.”

Migrating from Netscape Navigator Version 3.0 or Version 4.0

Windows Update Setup imports proxy settings, bookmarks (called favorites

in Internet Explorer), and cookies from Netscape Navigator version 3.0 and
version 4.0. If you want helper applications to run when Internet Explorer calls
them, add the applications’ Multipurpose Internet Mail Extension (MIME) types
and file extensions to the list of Windows file-type extensions. Also, specify the
program that opens files with those extensions. For more information about
migrating e-mail information, see “Using Previously Existing Internet E-Mail
and News Programs” later in this chapter.
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Using Previously Existing Browser Plug-ins or Add-ins

You can use most existing browser plug-ins and helper applications with Internet
Explorer 5 by including them as custom components when you build your custom
browser packages. For more information about building custom packages, see
Chapter 15, “Running the Internet Explorer Customization Wizard.”

Note Some earlier plug-ins and add-ins may not be compatible with Internet
Explorer 5. The software manufacturer may be able to provide you with patches
or updates to compatible versions.

Using Previously Existing Internet E-Mail and News Programs

Using the Internet Explorer Customization wizard, you can preconfigure Internet
Explorer 5 to work with your previously existing e-mail and news applications.
If the e-mail application is already installed, users can then select the application
from within the browser.

» To select a previously installed e-mail application
1. On the Tools menu, click Internet Options, and then click the Programs tab.

2. In the E-mail box, select the application that you want to use.

If you want to introduce another e-mail or news application in conjunction

with Internet Explorer, include each application as a custom component when
you build your custom browser packages. For more information about building
custom packages, see Chapter 15, “Running the Internet Explorer Customization
Wizard.”

You can also specify Outlook Express as your Internet e-mail and news program
when you build custom packages of Internet Explorer. If you select a standard
installation, Outlook Express is automatically included. If you select a custom
installation, you can choose Outlook Express from the list of available
components. If Outlook Express is selected, Windows Update Setup automatically
imports folders from existing e-mail packages—such as Netscape Mail, Eudora
Light, and Eudora Pro—into Outlook Express. Windows Update Setup also
imports settings from Microsoft Exchange and Microsoft Outlook into Outlook
Express, if they are appropriate for your configuration.
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Dealing with Compatibility Problems

Some previously existing software may not be compatible with Internet

Explorer 5. You can often correct compatibility problems with earlier software
by obtaining upgrades or patches from the software manufacturer or by migrating
to other compatible applications.

In addition, Web pages that were developed for other Web browsers and for
proprietary HTML or scripting extensions may not function the same way in
Internet Explorer 5. Test your Web pages to identify any compatibility problems
with Internet Explorer 5. You may need to redesign any Web pages that do

not function properly. For more information about third-party compatibility
issues, see the Internet Explorer 5 Release Notes included with the Internet
Explorer software.

Managing Multiple Browsers

Internet Explorer 5 can safely coexist on a computer with other versions of
Internet Explorer, as well as different versions of competitive browsers.

Internet Explorer 4.0 Compatibility Mode

Internet Explorer 5 has an Internet Explorer 4.0 compatibility mode for evaluation
and content-testing purposes only. Developers can test their Web sites using the
rendering capabilities of Internet Explorer 4.0 or Internet Explorer 5 on a single
computer, which simplifies the process of determining compatibility with
previous browser versions.

Coexisting with Netscape Navigator

Internet Explorer 5 can coexist on the same computer with Netscape Navigator.
If you install Internet Explorer 5 on a computer that already has Netscape
installed, Windows Update Setup copies the Netscape plug-ins to the \Program
Files\Internet Explorer\Plugins folder. Each time you launch the browser, the
contents of this folder are loaded into memory.

Windows Update Setup looks for an installed browser that is specified as the
current default browser. It then adopts the user-configurable settings—including
proxy settings, dial-up connections, and favorites—from the current default
browser. Windows Update Setup may also adopt additional settings if the
corresponding optional components are installed.
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For example, Windows Update Setup configures the following Outlook
Express settings:

=  SMTP server information

= POP3 server settings (POP3 server name and POP3 user name)

= Identity information (name, e-mail address, reply address, organization,
and signature information)

= Personal address book
» Internet telephone program and Web-based phone book

= Send and post settings (8-bit characters in headers and MIME compliance)
if different from the Netscape default

= Settings for Check new message every x minutes if different from the
Navigator default

Windows Update Setup also configures the following Web Publishing
wizard settings:

= Author name
= Document template location
= Publisher user name

= Publisher password

Specifying Custom Package Configurations

Using the Internet Explorer Customization wizard, you can select which
components of Internet Explorer to install. This capability means that you can
tailor client installations to include the best set of features for your users, while
reducing the amount of disk space needed. The Customization wizard also enables
you to specify a wide variety of configuration options. For example, you can
specify security and proxy settings, and the media and setup options used to
distribute the custom package to your users.

For more information about custom package configurations, review the following:

= Chapter 13, “Setting Up Servers,” which provides information about setting
up your servers to work with Internet Explorer and the components and
options you select.

= Chapter 15, “Running the Internet Explorer Customization Wizard,” which
describes the components and options you can implement with your custom
browser packages.
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= “Considering User Needs,” later in this chapter, which can help you
determine whether any additional user requirements may affect your
configuration choices.

= “Developing a Deployment Plan,” later in this chapter, which describes
documenting your components and options in a deployment plan.

Considering User Needs

When you are deciding which configuration options to install on your users’
computers, you should consider the following user needs:

= Browser security and privacy requirements that your users may have

= Language versions of the browser that you will need to install for users

= Accessibility features needed to accommodate users with disabilities

= Training and support that your users will need during and after installation

Providing User Security and Privacy in the Corporate Environment

Note This section describes security and privacy options of Internet Explorer that
are particularly important for administrators who need to protect the information,
network, and users within their corporate environment. These options, though,
may also be valuable for many other organizations and users.

Because Web browsers enable users to actively exchange important information
and programs through the Internet and intranet, you must consider the security
requirements needed to protect your users’ privacy and the contents of their
exchanges. You need to make educated choices about the types of browser
security and privacy that you want to implement for your users.

Internet Explorer supports a wide range of Internet protocols for secure
information transfers and financial transactions over the Internet or intranet.
Internet Explorer also provides a variety of features to help users ensure the
privacy of their information and the safety of their work environment.

Users can set their own security and privacy options from within the browser,
or you can preconfigure these options as part of your custom browser packages.
When you preconfigure these settings, you have the option of locking them
down, which prevents users from changing them. For more information about
preconfiguring security options, see Chapter 15, “Running the Internet Explorer
Customization Wizard.”
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You can implement the following options, depending on the security and privacy
needs of your users:

Security zones— Internet Explorer security zones enable you to divide the
Internet and intranet into four groups of trusted and untrusted areas and to
designate that specific Web content belongs to these safe and unsafe areas.
This Web content can be anything from an HTML or graphics file to an
ActiveX control, a Java applet, or an executable program.

After establishing zones of trust, you can set browser security levels for each
zone. Then you can control settings for ActiveX controls, downloading and
installation, scripting, cookie management, password authentication, cross-
frame security, and Java capabilities based on the zone to which a site belongs.

Digital certificates—To verify the identity of individuals and organizations
on the Web and to ensure content integrity, Internet Explorer uses industry-
standard digital certificates and Microsoft Authenticode 2.0 technology.
Together with security zones, certificates enable you to control user access
to online content based on the type, source, and location of the content. For
example, you can use security zones in conjunction with certificates to give
users full access to Web content on their intranet but limit access to content
from restricted Internet sites.

Content ratings— The Internet Explorer Content Advisor enables you to
control the types of content that users can access on the Internet. You can
adjust the content rating settings to reflect the appropriate content in four
areas: language, nudity, sex, and violence. You can also control access by
specifying individual Web sites as approved or disapproved for user viewing.

Permission-based security for Java—Internet Explorer provides permission-
based security for Java with comprehensive management of the permissions
granted to Java applets and libraries. Enhanced administrative options include
fine-grained control over the capabilities granted to Java code, such as access
to scratch space, local files, and network connections. These options enable
you to give an application some additional capabilities without offering it
unlimited access to every system capability.

For more information about Internet Explorer security, see Chapter 6, “Digital
Certificates,” Chapter 7, “Security Zones and Permission-Based Security for
Microsoft Virtual Machine,” and Chapter 8, “Content Ratings and User Privacy.”
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Addressing Language Needs

You may need to deploy Internet Explorer in more than one language, depending
on the diversity of your user community. To do so, you must create and distribute
a separate Internet Explorer custom package for each language version you want
to deploy. When you create additional packages for different language versions,
you do not need to reenter your setup and browser settings. For more information
about selecting the language for your custom package of Internet Explorer, see
Chapter 15, “Running the Internet Explorer Customization Wizard.”

Internet Explorer also includes several Input Method Editors (IMEs), which you
can deploy with your custom packages. IMEs enable users to input Chinese,
Japanese, and Korean text into Web forms and e-mail messages using any
Windows 32-bit language version. Then users can start any language version of
Internet Explorer, Outlook Express, or Outlook, and write in Chinese, Japanese,
or Korean without the need for a special keyboard or a different language
browser. For example, a business based in New York could use its English
version of the browser to send messages in Korean to an overseas affiliate, or

a student attending classes in Paris could write home in Japanese.

Implementing Accessibility Features
You may need to address the needs of users who are affected by the
following disabilities:
= Blindness
= Low vision
= Deafness

= Physical impairments that limit their ability to perform
manual tasks, such as using a mouse
= Cognitive or language impairments

= Seizure disorders

Internet Explorer provides many features that benefit users who have disabilities,
such as screen readers, customizable layout, and other accessibility aids. For more
information about using accessibility features, see Chapter 10, “Accessibility
Features and Functionality,” and Internet Explorer 5 Help.
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Providing User Training and Support

You may need to customize your user training and support to meet the different
learning needs, backgrounds, and skill levels of your users. Consider these
groups, which may be part of your user community:

= Novice users—Novice users have little or no experience using browser
programs and browsing the Internet or intranet. They will require full training
and support, starting with the most basic Internet Explorer features and
functions. Also, these users may become overwhelmed by new information,
so you should tailor your training and support for their special needs.

= Intermediate users—These users already have some experience using
Internet Explorer or a competitive browser program, either at home or at work.
Typically, these users require training and support for new browser features
and job-specific functions that enhance their existing knowledge.

= Advanced users— Advanced users have expert knowledge of browser
software and advanced features and functions. These users may include
people who develop their own Web pages and Web applications. Training
and support for these users should concentrate on adding new information
to their existing knowledge.

After assessing your user groups, you may decide not to implement formal
training and support, depending on the Internet Explorer components and features
that you install. Instead, you can point your users to the built-in browser support.
Help files included with Internet Explorer provide users with a comprehensive set
of topics, which they can access from within the browser. Also, Microsoft offers
complete support services through the Online Support option on the browser
Help menu.

If you decide to offer formal training and support for your users, you will need to
acquire the following resources:

» Training and support methods—Determine what training and support
methods users need to master Internet Explorer, and structure those methods
to meet their learning needs and anticipated use of the browser. If you are
implementing custom browser packages, you need to tailor your training and
support according to the features and functions that you will install.
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You may choose to offer a variety of learning methods—including online or
in-person demonstrations, training and support Web pages, computer-based
training (CBT), instructor-led training classes, self-paced learning materials,
or desk-side support—depending on the needs of your users. Also, the types
of training and support that you offer can depend on the amount of time that
users can dedicate to those activities and the resources and facilities that

are available.

If in-house staff is not available, you might want to use outside vendors to
develop and conduct your user training and support. The vendor must be able
to meet your schedule and budget, and tailor training and support based on the
needs of your organization and users.

= Learning facilities, materials, and aids—Decide what learning space,
materials, and additional aids you need to train and support your users. These
items can include videos, books, quick-reference cards, handouts, practice
exercises and files, and multimedia presentations. You may choose to develop
some materials internally or purchase them from an outside vendor, depending
on the unique needs of your users, the type of installations you are planning,
and the resources available. Also, to help your users learn more quickly, make
these learning materials relevant by including information pertinent to your
organization, such as job-specific policies and procedures and company
software and templates.

= Training and support schedule—Decide how many users you need to train
and support and the timeline for completing training and support tasks. You
should schedule your first training sessions right before Internet Explorer
deployment so that users can retain their knowledge by putting it to use
immediately. Support services should also be in place before deployment.

= Budget for training and support expenses— Prepare a complete budget for
training and support expenses. These expenses may include developing or
purchasing learning materials and aids, renting external classroom facilities,
and hiring an outside vendor for training and support.

After you have decided the best training and support strategies for your
organization, you should document this information in formal training and support
plans. For more information, see “Developing User Training and Support Plans”
later in this chapter. Also, you should plan for ongoing training and support. For
more information, see Chapter 23, “Implementing an Ongoing Training and
Support Program.”
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Determining Installation Media and Methods

After you use the Internet Explorer Customization wizard to build custom
packages, you can use several methods to distribute them to your users. You
can automate installations of Internet Explorer with preselected components
and browser settings so that no user action is required, or you can allow users
to choose from up to 10 different installation options.

You can distribute Internet Explorer from:

= Download FTP or Web sites on the Internet or intranet
= Flat network shares (all files in one directory)

= CD-ROMs

= Multiple floppy disks

= A single floppy disk (Internet service providers only)

= Single-disk branding (customize existing installations of Internet Explorer 4.01
Service Pack 1, which is part of Windows 98, and higher)

The following sections discuss some of the factors to consider when you choose
your distribution media and methods. For more information about selecting your
media for distribution, see Chapter 15, “Running the Internet Explorer
Customization Wizard.”

Reaching Your Users

Identify the media that will work best for your users. For example, you may need
to distribute your custom packages to the following types of users:

= Stand-alone users—For stand-alone users who are not connected to the local
area network (LAN), you can distribute custom packages from the Internet, on
CD-ROMs, or on floppy disks.

= Remote-access users—If your users access the Internet or intranet through
remote-access modems, it can be time-consuming for them to download the
Internet Explorer custom package over the modem. Instead of using the
Internet or intranet, you can distribute the custom package to these users on
CD-ROMs or floppy disks.

» Local network users—For corporate users who are connected to your
network, you can distribute custom packages from download sites on
your intranet.
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Assessing the Size and Geographical Distribution
of Your User Groups

The size and geographical distribution of your user groups will influence your
distribution strategy. For example, consider these options:

= For a large number of users, you may want to produce and distribute custom
packages on CD-ROMs at a volume discount.

= For a smaller number of users, it may be more economical to distribute custom
packages over the intranet or the Internet.

= If your users are located worldwide, you may decide to distribute multiple-
language versions of custom packages over the Internet.

Assessing Resources Available to Your Organization

The resources available to your organization will influence your distribution
strategy. For example, if your organization does not have a wide area network
(WAN), you may decide to distribute custom packages to your worldwide user
community over the Internet.

Assessing Network Performance and Bandwidth Issues

When determining your distribution method, consider your network capacity,
as well as the performance expectations of your users. If your users access the
custom packages on the intranet, your distribution methods will affect network
performance and the available bandwidth. Installing Internet Explorer over the
network places different demands on network bandwidth, both in response time
and connection time. Choose distribution methods that help optimize network
performance and bandwidth.

For example, if you distribute custom packages over the Internet to users on your
intranet, it can cause excessive loads on firewalls and proxy servers. If you
distribute custom packages from only one download server on a large WAN,; it
can overload the server and cause traffic problems across the interconnecting
routers and bridges of subnets and LANs. You can usually achieve the best
network performance by distributing custom packages from download servers
that are located in multiple domains or subnets of your intranet.

Note Using the Internet Explorer Customization wizard, you can specify up to
10 download sites that Windows Update Setup will automatically switch between
during installations. This provides optimum download performance, as well as a
distributed load across the intranet.
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To help alleviate performance and bandwidth impact, you may also want to
consider distributing a smaller package of Internet Explorer with only a limited
number of browser components. For example, users can install an 8-MB browser-
only version, which includes the majority of the components used on the Web,
and then install additional components as needed using the Automatic Install
feature of Internet Explorer.

Assessing Network Security Issues

The distribution methods available to you depend on the security configuration

of your intranet, as well as the level of Internet access that you allow your users
to have. You can distribute custom packages from the Internet to users on the
intranet if you configure firewalls and proxy servers to allow users to download
the Internet Explorer components. Internet Explorer components are authenticated
when downloaded from the Internet. However, distributing custom packages over
your intranet still provides maximum security and does not require additional
configurations for firewalls and proxy servers.

If your organization does not provide the required level of Internet access to users,
you do not have the option of distributing custom packages over the Internet.
However, you still need to provide Internet access to the administrators who run
the Internet Explorer Customization wizard to build the custom packages. The
Internet Explorer Customization wizard must access the Internet to download the
most current components of Internet Explorer from the Microsoft download site.

Developing a Deployment Plan

To ensure a successful Internet Explorer deployment, you should develop
a written plan. Here’s a suggested four-step process for completing your
deployment plan:

1. Get organization-wide input. Collect information from your project teams,
staff, and user groups. You may want to conduct surveys or interviews to
determine the full scope of your organization’s deployment requirements.

2. Identify and document key topics. Your deployment plan should include
sections about the following topics:

=  Deployment goals

= Critical success factors

= Deployment tasks, resources, and tools

= Task and resource dependencies

= Budget for resources needed to meet deployment goals
= Task responsibilities and timelines for completion

» Significant risks and contingency plans
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As you read through the planning sections in this chapter, you can develop
your deployment strategies and collect the information needed to write your
plan. For example, as you read the “Identifying Client and Server
Configurations” section, you should identify and document the number of
computers for Internet Explorer installation, the software and hardware
configurations, the best types of installations for these existing configurations,
the time and cost for additional hardware upgrades, and any network access
requirements for deployment.

3. Test the plan. After you write the plan, test it thoroughly. Verify all
deployment strategies and identify any potential issues. Then update the
plan based on your test results. For more information about testing your
deployment plan in the lab, see Chapter 11, “Setting Up and Administering
a Pilot Program.”

4. Review and accept the plan. The deployment plan should be finalized before
Internet Explorer deployment. All project teams should review and accept the
contents of the plan before deployment begins.

Developing User Training and Support Plans

After you assess the training and support needs of your users (see ‘“Providing User
Training and Support” earlier in this chapter), it’s time to prepare the training

and support plans. The training and support teams should collaborate with the
planning team to develop and review the plans. The purpose of these plans is to
define the training and support objectives, tasks, resources, and methods you will
use. You should finalize the training and support plans before you deploy Internet
Explorer to your users.
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You can follow the same four-step process used to develop your deployment
plan. For more information, see the previous section, “Developing a Deployment
Plan.” In addition, consider the following items as you write your training and
support plans:

Roles and responsibilities—If you plan to use an outside vendor for training
and support services, differentiate between tasks completed by internal staff
members and tasks performed by a representative from the outside vendor.
Make sure that you clearly assign responsibility for each task and identify any
additional costs. For example, you should identify the people responsible for
developing the curriculum and courseware, training the trainers and support
staff, setting up equipment and classroom facilities, scheduling student
training, and delivering training and user support.

Migration costs—Carefully consider the costs for migration training and
support. You may need to commit a percentage of your budget to preparing
your users for Internet Explorer deployment, customizing training and support
options to match their specific needs, and helping them learn how to use

the new browser software. This investment is necessary to ensure that your
users master browser skills quickly and to minimize additional migration
support costs.

Ongoing training and support demands— Anticipate increasing resource
demands for ongoing support and training as users begin working with Internet
Explorer. Determine a process for ensuring that users successfully complete
training objectives. Also, decide how you will track and resolve support issues,
and relay information about frequently asked questions to your users. For more
information about ongoing training and support methods, see Chapter 23,
“Implementing an Ongoing Training and Support Program.”
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CHAPTER 10

Accessibility Features and
Functionality

This chapter describes the different way's that Microsoft Internet Explorer 5
supports enhanced accessibility and explains how to use the browser to
accommodate different accessibility needs. In particular, Internet Explorer has
many features that enable users with disabilities to customize the appearance of
Web pages to meet their own needs and preferences. Users without disabilities
might also be interested in this functionality, which enables them to customize
colors and fonts to their own tastes and to use time-saving keyboard shortcuts.
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Overview

Customizing Fonts, Colors, and Styles 204

Overriding Web-Page Formatting 204

Changing Font Size 205

Creating a Style Sheet 206

Changing Colors of Text, Backgrounds, and Other Objects 208
Creating Custom Colors 209

Selecting the High Contrast Color Scheme 210

Selecting a Full-Screen Browser Window 212

Changing Button Size and Text Labels on the Toolbar 212
Understanding Font-Size Changes 213

Configuring Advanced Internet Accessibility Options 214
Accessibility Resources 217

See Also

For more information about planning accessibility features for users with
disabilities, see Chapter 9, “Planning the Deployment.”

For more information about testing accessibility features before installing
Internet Explorer, see Chapter 11, “Setting Up and Administering a Pilot
Program.”

For more information about deploying Internet Explorer to your user groups,
see Chapter 19, “Deploying Microsoft Internet Explorer 5.”

Internet Explorer 5 makes the Web more accessible to computer users with
disabilities. You can customize Internet Explorer for users with different types
of disabilities, including users who are blind or have low vision, users who are
deaf or hard-of-hearing, or users with physical impairments, seizure disorders,
or cognitive or language impairments.

The sections in this chapter cover the following topics:

Accessibility benefits offered by Internet Explorer

Upgrade considerations for users transitioning from previous versions of
Internet Explorer

Suggested features that can benefit users with different types of disabilities

Keyboard navigation within the Internet Explorer browser, Internet Explorer
Help, the Windows Desktop Update (if installed), and Web pages

Customization of fonts, colors, and styles on Web pages, the Windows
Desktop Update (if installed), and Internet Explorer Help
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Advanced Internet accessibility options, such as disabling or enabling sounds,
images, and animations; the use of smooth scrolling; and the treatment of links

Accessibility features and keyboard shortcuts for Microsoft NetMeeting

Other accessibility resources, including telephone numbers, postal addresses,
and Web sites

Accessibility Benefits

Microsoft products are designed to make computers easier to use for everyone,
including people with disabilities. In recent years, products have been further
enhanced based on feedback from users who have disabilities, organizations
representing those users, workers in the rehabilitation field, and software
developers who create products for the accessibility market.

Internet Explorer offers many features that can benefit users with disabilities.
These features enable users to perform the following tasks:

Control how Web pages are displayed— Users can customize the colors of
background, text, and links based on their preferences. By installing their own
style sheets, users can control font styles and sizes for Web pages. Users can
create style sheets that make headings larger or highlight italicized text with a
different color. These Web-page preferences also apply to content within the
Windows Explorer and Internet Explorer Help windows.

Work better with screen readers and other accessibility aids— Internet
Explorer 5 uses the HTML 4.0 standard, which enables Web-page designers to
specify additional information on Web pages, such as the name of an image or
control, for use by screen readers. Users can also turn off smooth scrolling and
other effects that can confuse screen readers. In addition, the Dynamic HTML
Object Model in Internet Explorer enables developers to create other
accessibility aids for users with disabilities.

Reduce the amount of typing required— With the AutoComplete feature
turned on, Internet Explorer resolves partially typed URLs based on a cached
history of sites that the user has visited. This feature makes it easier for users
to type long or repetitive URLs. Explorer bars for Search, History, and
Favorites also make it easier for users to find the items they need.

Perform tasks easily by customizing the desktop layout— When Windows
Desktop Update is installed, users can further customize their desktop, Start
menu, and taskbar. They can choose from a range of desktop toolbars, or
create their own. By clicking Favorites on the Start menu, users can quickly
access preferred sites. Also, the Address bar enables users to enter URLSs
directly from the Windows desktop, without having to open the browser first.
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Get better feedback— Two sound events in Control Panel, Start Navigation
and Complete Navigation, signal when a Web page begins loading and when
the page finishes loading. These sounds can be helpful to users who are blind
or have low vision. Users can also set the appearance of links to show when
they are activated or hovered over with a mouse.

Use a mouse with greater ease— When Windows Desktop Update is
installed, users can choose to single-click rather than double-click the mouse
to initiate common computer operations, such as opening folders. Also, users
can put the most commonly used commands and shortcuts on desktop toolbars
so that they can be accessed with a single mouse click.

Communicate with Internet conferencing— The Internet conferencing
features of Microsoft NetMeeting can improve accessibility for users
with disabilities. NetMeeting users can employ real-time, multipoint
communication, which enables them to collaborate and share information
with two or more conference participants at the same time.

Navigate with the keyboard— Using their keyboards, users can navigate
through Web pages, panes, links, toolbars, and other controls. Keyboard
shortcuts also make it easy for users to work with Favorites, use the Address
bar, and perform editing functions, such as cut and paste.

Replace images with textual descriptions— Users with disabilities might
want to turn off the display of pictures in Internet Explorer and read the textual
description of the image instead.

Turn off animation, pictures, videos, and sounds— Users who are blind or
have low vision might want to turn off animation, pictures, videos, and sounds
to improve computer performance. Sounds can interfere with screen readers
that read text aloud. Users with cognitive disabilities or users who are sensitive
to motion or sound might also want to disable these functions.

Use the High Contrast option—High contrast enables users to choose a
simple color scheme and omit images that make text difficult for them to read.

Upgrade Considerations

Changes in software architecture might affect the functionality of certain
accessibility aids that were written for previous versions of Internet Explorer. You
should test Internet Explorer 5 with those aids to determine if the behavior differs
from previous versions. Also, you can contact vendors to find out how the
different accessibility aids function with Internet Explorer 5.
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Depending on their specific needs, users with disabilities might find challenges
using the different features of Internet Explorer 5. They can easily customize
those features by installing or uninstalling components based on the functionality
that works best for them. Many features can also be turned on or off, according to
user preferences.

The following list provides some general tips to consider when upgrading to
Internet Explorer 5:

=  When Windows Desktop Update is installed with Internet Explorer 5, it
replaces the traditional Start menu with a scrolling Start menu that supports
dragging so that users can rearrange menu items. However, this type of menu
limits the number of menu commands that are visible at one time to those
commands that fit in a single column. Although long menu lists do not display
all of the commands at once, users can navigate to them all by using the
keyboard.

Users who need to keep as many options as possible available on the screen at
one time and who currently have many commands on their Start menu might
want to remove some commands from the Start menu. They might also want
to use the desktop toolbar, the Quick Launch toolbar, or the custom toolbar
feature to make the commands available from other places on the desktop.

= Internet Explorer 5 uses menus and check boxes that might not be described
correctly by some screen readers. If Windows Desktop Update is installed
with Internet Explorer, these menus will also be used in Windows Explorer.
To determine the level of support, you should test these features with your
accessibility aids. Also, contact the vendors of your aids to find out about
upgrades that might better support Internet Explorer 5.

Suggested Features for Different Types
of Disabilities

The following sections suggest features that can benefit users with certain types
of disabilities. The list of features for each type of disability is not complete,
because the needs and preferences of individuals vary and some people have a
combination of disabilities or varying abilities.
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To learn more about these features or to find procedures that explain how to
configure a specific setting, see “Using Keyboard Navigation,” “Customizing
Fonts, Colors, and Styles,” and “Configuring Advanced Internet Accessibility
Options” later in this chapter.

Features for Users Who Are Blind

Many users who are blind depend on screen readers, which provide spoken

or Braille descriptions of windows, controls, menus, images, text, and other
information that is typically displayed visually on a screen. Internet Explorer 5
provides improved functionality for screen readers and offers a range of other
features that can be helpful to individuals who are blind.

Users who are blind can benefit from these features:

= Use the keyboard to navigate Internet Explorer, Web pages, Internet
Explorer Help, and NetMeeting.

= Jgnore colors specified on Web pages.

= Ignore font styles and sizes specified on Web pages.

= Format documents by using an individualized style sheet.

= Expand alternate text for images.

= Move the system caret with focus and selection changes.

= Disable smooth scrolling.

= Choose not to show pictures, animations, and videos in Web pages.

= Disable smart image dithering.

= Assign a sound to the Start Navigation and Complete Navigation events.

Features for Users Who Have Low Vision

Common forms of low vision are color blindness, difficulty in changing focus,
and impaired contrast sensitivity. Users with color blindness might have difficulty
reading colored text on a colored background. Users who have difficulty changing
focus or who experience eye strain with normal use of a video display might have
difficulty reading small text, discriminating between different font sizes, or using
small on-screen items as targets for the cursor or pointer. Users with impaired
contrast sensitivity might have difficulty reading black text on a gray background.
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Users who have low vision can benefit from these features:

= Use the keyboard to navigate Internet Explorer, Web pages, Internet
Explorer Help, and NetMeeting.

= Ignore colors specified on Web pages.

= Ignore font styles and sizes specified on Web pages.

= Format documents by using an individualized sheet.

= Expand alternate text for images.

= Move the system caret with focus and selection changes.

= Disable printing of background colors and images.

= Choose text and background colors for Web pages (or create
custom colors).

= Choose the visited and unvisited colors for Web links (or create
custom colors).

= Display Web pages in the Windows High Contrast color scheme
(click the Accessibility Options icon in Control Panel), which offers
a simple color palette and omits images that make text difficult to read.

= Assign a sound to the Start Navigation and Complete Navigation events.

= Add the Size button to the browser toolbar so font sizes can be
changed easily.

= Display large icons.

Features for Users Who Are Deaf or Hard-of-Hearing

Sound cues in programs are not useful to users with hearing impairments or
users working in a noisy environment. Users who are deaf might have sign
language as their primary language and English as their secondary language.

As a result, they might have difficulty reading pages that use custom fonts,
depart from typographical convention (that is, the standardized use of uppercase
and lowercase letters), or use animated text displays.

Note Users who are deaf might also be interested in the features recommended
for users with cognitive or language impairments.
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Users who are deaf or hard-of-hearing can benefit from these features:
= Select SoundSentry, which generates visual warnings when the computer
makes a sound.

= Select ShowSounds, which displays captions for the speech and sounds the
computer makes.

= Integrate NetMeeting.
= Disable sounds in Web pages.

Features for Users with Physical Impairments

Users with physical impairments might perform certain manual tasks with
difficulty, such as manipulating a mouse or typing two keys at the same time.
They might also hit multiple keys or “bounce” fingers off keys, making typing
difficult. These users could benefit from adapting keyboards and mouse functions
to meet their requirements.

Users who have physical impairments can benefit from these features:

= Use the keyboard to navigate Internet Explorer, Web pages, Internet
Explorer Help, and NetMeeting.

= Use Explorer bars.

= Ignore font sizes specified on Web pages.

= Format documents by using an individualized style sheet.

= Add hover colors to links.

= Expand alternate text for images.

=  Move the system caret with focus and selection changes.

= Use inline AutoComplete for Web addresses.

= Use inline AutoComplete in the integrated shell.

= Use inline AutoComplete for Web forms.

= Underline links when hovering.

= Add the Size button to the browser toolbar so font sizes can be
changed easily.

= Display large icons.
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Features for Users with Seizure Disorders

Users with seizure disorders, such as epilepsy, might be sensitive to screen refresh
rates, blinking or flashing images, or specific sounds.

Users who have seizure disorders can benefit from these features:

= Use the ESC key to immediately turn off animations.
= Disable animation.
= Disable video.

=  Turn off sounds.

Note Even if users turn off sounds in Internet Explorer, sounds might still play if
RealAudio is installed or if a movie is playing.

Features for Users with Cognitive and Language Impairments

Cognitive impairments take many forms, including short-term and long-term
memory loss, perceptual differences, and developmental disabilities. Dyslexia
and illiteracy are also common types of language impairments. People who are
learning the language used by their computer software as a second language
might also be considered to have a form of language impairment.

Users who have cognitive or language impairments can benefit from
these features:

= Use the keyboard to navigate Internet Explorer, Web pages, Internet
Explorer Help, and NetMeeting.

= Use Explorer bars.

= Ignore colors specified on Web pages.

= Ignore font styles and sizes specified on Web pages.

= Format documents by using an individualized style sheet.

= Choose text and background colors for Web pages (or create custom colors).

=  Choose the visited and unvisited colors for Web links (or create
custom colors).

= Display Web pages in the Windows High Contrast color scheme (click the
Accessibility Options icon in Control Panel), which offers a simple color
palette and omits images that make text difficult to read.

= Choose a hover color for links.
= Expand alternate text for images.

* Move the system caret with focus and selection changes.
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Choose to launch the browser in full-screen mode, which removes all toolbars
and scrollbars from the screen. This capability enables users with cognitive
disabilities to have more information on the screen at one time or to remove
distractions from peripheral controls.

Choose to display friendly URLs.

Use inline AutoComplete for Web addresses.
Use inline AutoComplete in the integrated shell.
Choose not to use smooth scrolling.

Disable images.

Disable animation.

Disable video.

Add the Size button to the browser toolbar so font sizes can be
changed easily.

Display large icons.

Using Keyboard Navigation

One of the most important accessibility features is the ability to navigate by using
the keyboard. Keyboard shortcuts are useful for people with a wide range of
disabilities, as well as anyone who wants to save time by combining key
commands with mouse control. This section describes the following keyboard
navigation features:

Internet Explorer shortcut keys

AutoComplete shortcut keys

Keyboard navigation of Web pages

Keyboard navigation of the Windows Desktop Update (if it is installed)
Keyboard navigation of Internet Explorer Help

Internet Explorer Shortcut Keys

Shortcut keys can make it easier for users to move between screen elements,
choose commands, and view documents. The following tables describes common
tasks and the associated shortcut keys.
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Shortcut Keys for Viewing and Exploring Web Pages

To Press

View Internet Explorer Help F1

Switch between the regular and full-screen views of the F11

browser window

Move forward through the Address bar, Links bar, Explorer TAB

bars, and the items, menus, and toolbars on a Web page

Move backward through the Address bar, Links bar, Explorer SHIFT+TAB

bars, and the items, menus, and toolbars on a Web page

Move forward between frames CTRL+TAB

Move backward between frames SHIFT+CTRL+TAB

Activate a selected link ENTER

Display a shortcut menu for the page or link SHIFT+F10

Go to the previous page ALT+LEFT ARROW

Go to the next page ALT+RIGHT
ARROW

Scroll toward the beginning of a document UP ARROW

Scroll toward the end of a document DOWN ARROW

Scroll toward the beginning of a document in larger increments PAGE UP or
SHIFT+SPACEBAR

Scroll toward the end of a document in larger increments PAGE DOWN or
SPACEBAR

Move to the beginning of a document HOME

Move to the end of a document END

Stop downloading a page and stop animation ESC

Refresh the current page only if the timestamps for the Web F5 or CTRL+R

version and the locally stored version are different

Refresh the current page even if the timestamps for the Web CTRL+ F5

version and the locally stored version are the same

In the History or Favorites bar, open multiple folders CTRL+CLICK

Open Search in the Explorer bar CTRL+E

Find on this page CTRLA+F

Open History in the Explorer bar CTRL+H

Open Favorites in the Explorer bar CTRLA+I

Go to a new location CTRL+0 or CTRL+L

Open a new window CTRL+N

Print the current page or active frame CTRL+P

Save the current page CTRLA4S

Close the current window CRTL+W
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Shortcut Keys for Using the Address Bar

To Press
Move-the mouse pointer to the Address bar ALT+D
Display the Address bar history F4

When in the Address bar, move the cursor left to the next CTRL+LEFT
logical break character (. or /) ARROW
When in the Address bar, move the cursor right to the next CTRL+RIGHT
logical break character (. or /) ARROW

Add www. to the beginning and .com to the end of the text CTRL+ENTER
typed in the Address bar

Move forward through the list of AutoComplete matches UP ARROW
Move backward through the list of AutoComplete matches DOWN ARROW
Shortcut Keys for Working with Favorites

To Press

Add the current page to the Favorites menu CTRL+D
Open the Organize Favorites dialog box CTRL+B
Shortcut Keys for Editing

To Press

Select all items on the current Web page CTRL+A
Copy the selected items to the Clipboard CTRLA+C
Insert the contents of the Clipboard at the selected location CTRL+V
Remove the selected items and copy them to the Clipboard CTRL+X

For additional information about using the keyboard with Windows, visit the

Microsoft Accessibility Web site.

AutoComplete Shortcut Keys

With the AutoComplete feature turned on, Internet Explorer automatically
completes Web page addresses and directory paths as the user types them in the
Address bar. Internet Explorer resolves this information based on the Web pages
or local files that the user has visited. AutoComplete also works with the Run
command on the Start menu.

For example, if the user starts typing http://www.home.micr and has
recently visited http://www.home.microsoft.com, AutoComplete suggests
http://www.home.microsoft.com. The user can accept the match, view other
potential matches, or override the suggestion by typing over it. AutoComplete
also adds prefixes and suffixes to Internet addresses.
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Users can turn AutoComplete on or off in the Internet Options dialog box.

» To turn AutoComplete on or off
1. On the Tools menu, click Internet Options, and then click the Advanced tab.
2. Select or clear the following check boxes:

= Use inline AutoComplete for Web addresses— Specifies whether you
want Internet Explorer to complete Web addresses automatically as you
type them in the Address bar.

= Use inline AutoComplete in integrated shell —Specifies whether
you want Internet Explorer to complete file names, paths, or folders
automatically as you type them in the Address bar or the Open box in
the Run command.

The following illustration shows the AutoComplete options.

E Internet Options

,.3\“6,

Show friendly HTTP error messages
[0 Show friendly URLs
Show Go button in Address bar
Show Internet Explorer on the desktop
Underline links

® Always

O Hover

O Never
[ Use inline AutoComplete for'web addresses
Use inline AutoComplete in “indows Explorer
Use smooth scrolling
[0 Use Web Based FTP
HTTP 1.1 settings
Use HTTP 1.1
[ Use HTTP 1.1 through proxy connections
Java VM

[ Java console enabled (requires restart)
S S

AutoComplete includes the following shortcuts:

= To add to the string that Internet Explorer has automatically completed,
press the RIGHT ARROW key, and then type the additional characters.

= To skip to break characters or separator characters in URLSs (such as the
forward slash (/)), press and hold CTRL, and then use the LEFT ARROW
or RIGHT ARROW keys.
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= To search a history file, type the beginning of an address, and then press
the UP ARROW or DOWN ARROW keys to complete it.

» To add a prefix or suffix to a partial URL, press CTRL+ENTER to add
http://www. before the entry and .com after it.

Keyboard Navigation of Web Pages

Users can move forward and backward through the items in the browser window
by using the TAB and SHIFT+TAB keys. A one-pixel-wide border (called the
focus box) appears around links, so the user can identify the selected item.

Note Screen readers do not recognize the TAB and SHIFT+TAB keys
for toolbars.

When users press the TAB key, the selection rotates forward through the browser
window in the following order:

1. Address bar

= To display the Address bar, on the View menu, point to Toolbars, and then
click Address Bar.

2. Links bar

= To display the Links bar, on the View menu, point to Toolbars, and then
click Links.

= To move between the links, use the LEFT ARROW and RIGHT ARROW
keys. To open a link, press ENTER, or to display the shortcut menu for a
link, press SHIFT+F10.

3. Explorer bar
= [If an Explorer bar is open, users will see an entry highlighted on the bar.

= To display an Explorer bar, on the View menu, point to Explorer Bar, and
then click Search, Favorites, or History. Or, on the Internet Explorer
toolbar, click the Search, Favorites, or History icon.

= To move between the items on the Explorer bar, use the LEFT ARROW,
RIGHT ARROW, UP ARROW, and DOWN ARROW keys. To activate a
link on the Explorer bar, press ENTER, or to open a shortcut menu for a
link, press SHIFT+F10.
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4. Links on the page, moving left to right, and then down
= As links are highlighted, the link’s URL appears on the message bar.

= To activate the link, press ENTER, or to open a shortcut menu for the link,
press SHIFT+F10.

Note Web-page designers might specify a different order for their links than
the standard left-to-right and top-to-bottom order.

5. Internet Explorer menus

» To move between the items on the Internet Explorer menus, use the LEFT
ARROW, RIGHT ARROW, UP ARROW, and DOWN ARROW keys.

= To select a menu item, press ENTER.

6. Internet Explorer toolbar

= To move between the buttons on the Internet Explorer toolbar,
use the LEFT ARROW, RIGHT ARROW, UP ARROW, and
DOWN ARROW keys.

= To select a toolbar button, press ENTER.

Note In order to navigate through the Internet Explorer menus and toolbar
by using the TAB and SHIFT+TAB keys, you must select the Show extra
keyboard help in programs check box. (To access this option from Control
Panel, click Accessibility Options.)

To move between the same areas in reverse order, press SHIFT+TAB. Using
reverse order, the focus stops on the page as a whole before reaching the links on
the page. To quickly skip to the next frame, press CTRL+TAB, or to go to the
previous frame, press CTRL+SHIFT+TAB.

Keyboard Navigation of the Windows Desktop Update

If Windows Desktop Update is installed, users can press TAB and SHIFT+TAB to
move forward and backward through the desktop elements. A focus box appears
around the selected item.
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When users press the TAB key, the selection rotates forward through the desktop
elements in the following order:

1. Start button
2. Quick Launch toolbar

One of the Quick Launch icons appears selected.

To move between the toolbar icons, press the LEFT ARROW, RIGHT
ARROW, UP ARROW, and DOWN ARROW keys. After the focus is on
an icon, to open the application, press ENTER, or to display the shortcut
menu for the toolbar, press SHIFT+F10. (All the toolbars on the desktop
share the same shortcut menu.)

To bring the focus back to the left-most icon, continuously press the
RIGHT ARROW key.

3. Taskbar

A selection will not appear on the taskbar. To display the shortcut menu for
the toolbar, press SHIFT+F10. (All the toolbars on the desktop share the
same shortcut menu.)

To select an application, press the RIGHT ARROW key. To open the
selected application, press ENTER, or to display the shortcut menu for that
application, press SHIFT+F10.

To move between the applications, press the LEFT ARROW, RIGHT
ARROW, UP ARROW, and DOWN ARROW keys.

4. Desktop icons

An icon on the desktop appears selected.

To move between the icons on the desktop, press the LEFT ARROW,
RIGHT ARROW, UP ARROW, and DOWN ARROW keys. To open the
application or document, press ENTER, or to display the shortcut menu for
that icon, press SHIFT+F10.

To select or deselect the current icon, press CTRL+SPACEBAR. To
display the shortcut menu for the entire desktop when no icon is selected,
press SHIFT+F10.
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5. Desktop items
= A desktop item appears selected.

= To move forward through the links in that item and on to the other items on
the desktop, press TAB. To activate a link, press ENTER.

6. Desktop Channel bar
= The topmost button on the Channel bar appears selected.

= To move between the icons on the Channel bar, press the LEFT ARROW,
RIGHT ARROW, UP ARROW, and DOWN ARROW keys. To display a
channel by using Internet Explorer, press ENTER.

Note Internet Explorer 5 does not include the desktop Channel bar; this
feature is a part of previous browser versions.

7. Start button

To move between the same areas in reverse order, press SHIFT+TAB. If you

add other bars, such as the Address bar, Quick Links toolbar, desktop toolbar,

or a custom toolbar, you can also navigate to these bars by pressing TAB and
SHIFT+TAB. Note that you can reach the Channel bar only by pressing TAB; the
Channel bar is skipped when you navigate in reverse order by using SHIFT+TAB.

Keyboard Navigation in Internet Explorer Help

Internet Explorer Help displays Help information as Web pages. This tool offers
several significant accessibility advantages (explained in detail in this section),
but it also introduces a few changes for users who navigate by using the keyboard:

=  When a user displays a topic in the right pane, it continues to be displayed
until the user replaces it with another selection—that is, when the user
highlights another topic and then presses ENTER. This display can be
confusing during navigation, because the topic name currently selected in
the left pane might not match the topic shown in the right pane.

= The Hide button on the Help toolbar hides the left pane (used for Contents,
Index, and Search). When the left pane is hidden, users cannot navigate
through Help. To return to the Contents, Index, or Search tab, press ALT+C,
ALTH], or ALT+S, respectively.
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The following procedures describe how to navigate through the Internet Explorer
Help Contents, Index, and Search tabs by using the keyboard.

» To navigate through the Help Contents by using the keyboard
1. To view the Contents tab in Internet Explorer Help, press ALT+C.
The following illustration shows the Contents tab for Internet Explorer Help.

k£ Microsoft Internet Explorer Help
-

2 “iilémet Explorer

Getting started with
Internet Explorer

With an Internet connection and Internet
Explorer, you can find and view information
about anything on the Web, Just click the topics
below to get started. You'll find more information
to help you browse the Internet in the Help

#] Contents.

a Taking the Internet Explorer 5 Tour
Connecting to the Internet
Finding the VWeb Pages You Want
Browsing the Web Offiine

Printing and Saving Information

® Send Information over the Internet Safely

® Protect Your Computer While You're Online :
# Controlling Access to Inappropriste Internet i
> Customize Your Browser 1
&2 Accessibilty

Basic setup

If you aren't connected to the Internet, or you
| wantto create a new connection, click this link.

H | e Setup ap Internet connection

s Learning about Internet Explorer

1 If you're new to the Internet or to Internet
Explorer, here's the information you need to get
started.

i1 e Introducing the Internet Explorer Web
browser

: e Learning how to browse the Web faster and
t - easier

® Finding the information you want

4|

2. To scroll through the list of Contents topics, press the UP ARROW and
DOWN ARROW keys.

3. To display the expanded list of subtopics for a main topic, highlight the main
topic and then press ENTER or the RIGHT ARROW key. An open main topic
is represented by an open-book icon. A subtopic is represented by a page icon.
To close the main topic, press ENTER or the LEFT ARROW key; the list of
subtopics collapses and a closed book icon appears.
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4. To view topic information, highlight the subtopic, and then press ENTER.
Internet Explorer Help displays the topic you select in the right pane, and the
keyboard focus moves to the topic. Within the topic, you can do the following:

To scroll up and down or left and right in the topic pane, press the UP
ARROW and DOWN ARROW keys or the LEFT ARROW and RIGHT

To display information about a linked topic, highlight the link, and then

To scroll to the beginning or end of the topic, press HOME or END.

ARROW keys.
press ENTER.

To display the shortcut menu for the topic, press CTRL+F10.

5. To return to the Contents tab to select another topic, press ALT+C.
6. To exit Help, press ALT+F4.

» To navigate through the Help Index by using the keyboard

1. To view the Index tab in Internet Explorer Help, press ALT+I. Initially, the
keyboard focus is in the keyword box, and the box is empty.

The following illustration shows the Index tab for Internet Explorer Help.

E'? h;li;;o;oft Internet Explol;r Help
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:4accessing Web Folders

Jaccount, setting up

active content, adding to the desktop
Active Desktop interface

‘Hadding languages
*{adding pages to the Favorites list

adding pages to the Links bar
adding settings for a new user

¢ adding shortcuts to the taskbar
2 adding the Channel bar to the desktop

:qadding the new desktop

adding toolbar buttons

*{adding toolbars
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Hadding Weh sites to security zones

Address bar
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hiding
how to use
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Internet Explorer
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- 34 to help you browse the Internet in the Help

Contents.

Basic setup

‘ ‘ If you aren't connected to the Internet, or you
4 want to create a new connection, click this link.

s Setup an Internet connection

| Learning about Internet Explorer

If you're new to the Internet or to Internet
Explorer, here's the information you need to get
started.
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browser

® Learning how to browse the Web faster and
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e Finding the information you want
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2. To scroll through the list of index topics, press the UP ARROW and
DOWN ARROW keys. As you scroll, each highlighted topic appears
in the keyword box.

You can also type the name of the topic you want to view in the keyword
box. As you type, the Index list scrolls to highlight matching topics.

3. To display information about a highlighted topic, press ENTER or ALT+D.
Internet Explorer Help displays the topic you select in the right pane, and the
keyboard focus moves to the topic. Within the topic, you can do the following:

= To scroll up and down or left and right in the topic pane, press the UP
ARROW and DOWN ARROW keys or the LEFT ARROW and RIGHT
ARROW keys.

= To display information about a linked topic, highlight the link, and then
press ENTER.

= To scroll to the beginning or end of the topic, press HOME or END.
= To display the shortcut menu for the topic, press CTRL+F10.

4. To return to the Index tab to select another topic, press ALT+I.

5. To exit Help, press ALT+F4.
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» To navigate through the Help Search by using the keyboard

1. To view the Search tab in Internet Explorer Help, press ALT+S. The keyboard
focus moves to the keyword box.

The following illustration shows the Search tab for Internet Explorer Help.
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Getting started with
Internet Explorer

With an Internet connection and Internet

1 Explorer, you can find and view information
about anything on the Web. Just click the topics
below to get started. You'll find more information
to help you browse the Internet in the Help
Contents.

Basic setup

If you aren't connected to the Internet, or you
want to create a new connection, click this link,

® Setup an Internet connection

Learning about Internet Explorer
Explorer, here's the information you need to get
started.

e Introducing the Internet Explorer Web
browser

% If you're new to the Internet or to Internet

® Learning how to browse the Web faster and
gasier

Finding the information you want

2. Type the keyword you want, and then press ENTER or ALT+L. The Select
Topic to Display list shows topics that contain the keyword you typed.

3. To move the keyboard focus to the first item in the Select Topic to Display list,
press ALT+T and then the DOWN ARROW key.

4. To highlight a topic, press the UP ARROW and DOWN ARROW keys.
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5. To display information about a highlighted topic, press ENTER or ALT+D.
Internet Explorer Help displays the topic you select in the right pane, and the
keyboard focus moves to the topic. Within the topic, you can do the following:

= To scroll up and down or left and right in the topic pane, press the UP
ARROW and DOWN ARROW keys or the LEFT ARROW and RIGHT
ARROW keys.

» To display information about a linked topic, highlight the link, and then
press ENTER.

= To scroll to the beginning or end of the topic, press HOME or END.
= To display the shortcut menu for the topic, press CTRL+F10.

6. To return to the Search tab to select another topic, press ALT+S, or to begin
another search, press ALT+K.

7. To exit Help, press ALT+F4.

Customizing Fonts, Colors, and Styles

When Web authors and designers create Web pages, they often specify particular
fonts, colors, and styles. They might specify the settings for each coded item on
the Web page, or they might define the settings in a style sheet. A style sheet
provides a template for specifying how different styles should appear throughout
a Web site.

Internet Explorer 5 enables users to override any or all of these settings. Users can
specify their own font and color preferences for all Web pages. They can also use
their own style sheet or select the Windows High Contrast option. If users have
installed the Windows Desktop Update, these font, color, and style options will
also affect the Windows desktop and file folders.

Because Internet Explorer Help information is also displayed as Web pages, most
of the browser accessibility features are also available for viewing Help topics.
Users can override and customize formatting and color settings, display text
instead of images, disable animation, and even apply their own style sheet to
control how Help is presented. When users adjust these options in Internet
Explorer and then restart Help, the settings automatically apply to all Help topics.

Overriding Web-Page Formatting

Because of the different methods Web authors and designers can use to format
Web pages, some pages might not be affected by customizing the font, color, and
style options within the browser. To change the appearance of these pages, users
must override the page formatting.
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» To override page formatting

1. On the Tools menu, click Internet Options.

2. On the General tab, click Accessibility.

3. Select any of the following options:
= Ignore colors specified on Web pages
= Ignore font styles specified on Web pages
= Ignore font sizes specified on Web pages
= Format documents using my style sheet

The following illustration shows these accessibility options.

Changing Font Size
When users browse a Web page, they can immediately change the size of the
displayed text.
» To immediately display all text in a larger or smaller font size
1. On the View menu, click Text Size, or click the Size button on the toolbar.

2. Choose the size you want. A check mark appears next to your choice, and the
change takes effect immediately.
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If the Size button is not displayed, users can add it to the toolbar.

» To add the Size button to the toolbar
1. On the View menu, click Toolbars, and then click Customize.
2. In the Available Toolbar Buttons list, select Size, and then click Add.

The following illustration shows Size after it has been added to the Current
Toolbar Buttons list.

Separator Separatar

3. Click Close.

The changes created by the Text Size menu option and Size button are active for
current and future sessions.

For more information about changing font sizes, see “Understanding Font-Size
Changes” later in this chapter.

Creating a Style Sheet

This section shows a sample style sheet that adjusts the display of Web pages and
Help topics to be read more easily by users who have certain types of low vision.
In particular, it overrides normal formatting of all displayed pages in the
following ways:

= All items on the Web page appear in high contrast, with a black background
and brightly colored text. Body text is white, highlighted text is yellow, and
links are brighter versions of their normal blue and purple.

= All text is displayed in a large, sans serif font. Body text is 24 point, and
headings are 32 point.

= All bold, italic, and underlining, which might be difficult to read, are replaced
by normal text with a single highlight color.

= The keyboard focus is emphasized by showing the active link in a bright, light
green, sometimes called “low-vision green.”
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These settings affect all pages viewed in Internet Explorer, as well as pages
displayed by other programs, such as HTML Help.

Note The style sheet in the following example is just one possible solution for
increasing the readability of Web pages. By editing the style sheet, users can
change the background color and the size, color, and style of the fonts according
to their preferences.

To create a high-visibility style sheet
1. Open Notepad.
2. Type the following text into a new file:

<STYLE TYPE="text/css">

<1--

BODY, TABLE {
font-size: 24pt;
font-weight: normal;
font-family: sans-serif;
background: black;
color: white;}

B, I, U {color: yellow; font-weight: normal; font-style: normal;}
H1 {font-size: 32pt;}
H2 {font-size: 32pt;}
H3 {font-size: 32pt;}
H4 {font-size: 32pt;}
H5 {font-size: 32pt;}

a:visited {color: #FFOOFF}
a:1ink {color: #00FFFF}
a:active {color: #B1FB17}
-->

</STYLE>

3. Save the file with a .css file name extension (for example, Mystyle.css)
to the folder of your choice.

4. In Internet Explorer, on the Tools menu, click Internet Options.
5. On the General tab, click Accessibility.
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6. Click Format documents using my style sheet.
The following illustration shows this option selected.

Accessibility

7. Type the path of the style sheet file you just created, or click Browse
to navigate to the file’s location.

Caution Use care when experimenting with the Format documents using my
style sheet option. Errors in style sheets can cause serious problems with Internet
Explorer. If possible, use style sheets that have been created by professional
designers. When trying out new style sheets, keep the style-sheet files on a floppy
disk that can be removed if a problem occurs.

Changing Colors of Text, Backgrounds, and Other Objects

Users can select the colors they prefer for text, backgrounds, links, and objects
that the mouse pointer hovers over on Web pages.

To change the color of text, backgrounds, links, and objects that the mouse
pointer hovers over

1. On the Tools menu, click Internet Options.
2. On the General tab, click Colors.
3. Clear the Use Windows colors check box.
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4. Click the Use hover color check box. The Hover button is enabled
with the default color.

The following illustration shows Use hover color selected in the Colors
dialog box.

5. Click the Text, Background, Visited, Unvisited, or Hover button to
display the Color dialog box, which includes the Basic colors and Custom
colors palettes.

6. In the Color dialog box, click the color of your choice from the color palettes.
(To create custom colors, see “Creating Custom Colors” later in this section.)

Creating Custom Colors

Users can create custom colors for fonts, text background, links, and objects that
the mouse pointer hovers over.

» To create custom colors
1. On the Tools menu, click Internet Options, and then click the General tab.
2. Click the Colors button.

3. In the Colors dialog box, click the Text, Background, Visited, or Unvisited
button to display the Color dialog box, which includes the Basic colors and
Custom colors palettes.
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4. In the Color dialog box, click Define Custom Colors. The dialog box expands
to include the Custom colors palette.

The following illustration shows the expanded dialog box for the Custom
colors palette.

Color

5. Select a custom color by using either of two methods:

» Type values for either Hue, Sat (Saturation), and Lum (luminescence),
or type values for Red, Green, and Blue. The sample box changes color
to reflect your choices.

= Click within the color box to select a color, and then move the slider
(on the right) up or down to select the luminescence level. The sample
box changes color to reflect your choices.

6. Click Add to Custom Colors.

Selecting the High Contrast Color Scheme

Instead of creating their own customized color scheme, users can choose to view
their Web pages by using the Windows High Contrast color scheme.

» To view Web pages by using Windows High Contrast
1. On the Start menu, point to Settings, and then click Control Panel.
2. Click the Display icon, and then click the Appearance tab.
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3. In the Scheme list, select one of the high contrast options.

The following illustration shows the Appearance tab with High Contrast
Black selected.

Display Properties

Message Box

In Control Panel, click the Internet Options icon.
5. On the General tab, click the Accessibility button.

Select the Ignore colors specified on Web pages check box,
and then click OK.

On the General tab, click the Colors button.
8. Select the Use Windows colors check box.

Note You must restart Internet Explorer before these changes can take effect.
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Selecting a Full-Screen Browser Window

When users browse a Web page, they can choose to immediately change the size
of the browser window to full screen.

» To immediately change the size of the browser window to full screen

= On the View menu, click Full Screen, click the Full Screen button on the
toolbar, or click F11 (shortcut key).

If the Full Screen button is not displayed, you can add it to the toolbar.

» To add the Full Screen button to the toolbar
1. On the View menu, click Toolbars, and then click Customize.
2. In the Available Toolbar Buttons list, select Full Screen, and then click Add.

The following illustration shows Full Screen after it has been added to the
Current Toolbar Buttons list.

Separator Separator

Folders

Note The changes created by the Full Screen menu option or the Full Screen
button are active only for the current session.

Changing Button Size and Text Labels on the Toolbar

Users with disabilities might want to change the button size and text labels on the
Internet Explorer toolbar. Some users might want to view large buttons on the
toolbar rather than the smaller Microsoft Office-style buttons. Users who have
low vision might prefer these larger buttons. Users can also choose whether to
show text labels for the buttons.
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» To change button size and text labels on the toolbar

1.
2.

On the View menu, click Toolbars, and then click Customize.

In the Icon Options list, select the button size that you want to display
on the toolbar.

In the Text Options list, select whether to display text labels for the
toolbar buttons.

The following illustration shows the Customize Toolbar dialog box
with Show text labels and Large icons selected.

ustomize Toolbar

Separator

E‘ Folders

Understanding Font-Size Changes

The following list identifies the factors that affect font size and describes how
these factors are applied in Internet Explorer. The factors are listed in the order
they are applied when the browser displays a page.

1.

The Internet Explorer display defaults (for example, P is size 3 and H1

is size 6).

A user-specified style sheet (if one is provided) and whether Format
documents using my style sheet is selected in the Accessibility dialog box.

Style-sheet information in the document, unless Ignore font sizes specified
on Web pages is selected in the Accessibility dialog box.

FONT tags in the document, unless Ignore font sizes specified on Web pages
is selected in the Accessibility dialog box. Selecting this option does not
override relative sizes that are implied by structural tags. For example, a top-
level heading (H1) will still be larger than body text, even when Ignore font
sizes specified on Web pages is turned on.

A scaling factor determined by the Text Size options accessible from the View
menu, except in those cases where the font is specified in an absolute size,
such as 12 point.
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» To set the font-scaling factor

=  For current and future sessions, click the Tools menu, click Internet Options,
click the General tab, and then click the Fonts button.

= For the current session only, click the View menu, point to Text Size, and then
click the option you want.

Users can specify font sizes in three ways:

= As an index value (1-7)

= As arelative value (+1, +5)

= Using an absolute size unit, such as point or pixel (for example, 12pt, 32px)

Font sizes that are set by using index or relative values are affected by the View
menu font options, while fonts set in absolute size units are not.

Configuring Advanced Internet Accessibility Options

Users can configure many accessibility features by using the Advanced tab in the
Internet Options dialog box.
» To configure advanced Internet accessibility options
1. On the Tools menu, click Internet Options, and then click the Advanced tab.
The following illustration shows the Advanced tab.

i Internet Options

O Always expand ALT text for images
[0 Move system caret with focus/selection changes

Always send URLs as UTF-8

Automatically check for Internet Explorer updates
Close unused folders in History and Favorites

[ Disable script debugging

[ Display a notification about every script error
Enable Install On Demand

Enable offline items to be synchronized on a schedule

] Enable page hit counting
V] Enable page transitions
Launch browser windows in a separate process
Notify when downloads complete
Show channel bar at startup (if Active Desktop is off)
Show friendly HTTP eror messages
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2. Scroll through the check list, and clear or select the options you want.

For recommendations on selecting options for different types of
disabilities, see “Suggested Features for Different Types of Disabilities”
earlier in this chapter.

Users might want to select the following options, depending on their disabilities:

= Move system caret with focus/selection changes— Specifies whether
to move the system caret whenever the focus or selection changes. Some
accessibility aids, such as screen readers or screen magnifiers, use the
system caret to determine which area of the screen to read or magnify.

= Always expand alt text for images— Specifies whether to expand the
image size to fit all of the alternate text when the Show Pictures check
box is cleared.

= Use inline AutoComplete for Web Addresses—Specifies whether to
automatically complete Web addresses as the user types them in the Address
bar. The AutoComplete feature suggests a match based on the Web sites the
user has visited. Some users with cognitive disabilities might want to turn this
option off to avoid distractions. Also, some users who have low vision might
want to turn this option off if their accessibility aid reads the suggestions as
they appear, making typing difficult.

= Use inline AutoComplete in integrated shell—Specifies whether to
automatically complete names of files, paths, or folders as the user types them
in the Address bar or the Open box in the Run command. The AutoComplete
feature suggests a match based on the names of files, paths, or folder the user
has visited. Some users with cognitive disabilities might want to turn this
option off to avoid distractions. Also, some users with low vision might want
to turn this option off if their accessibility aid reads the suggestions as they
appear, making typing difficult.

= Show friendly URLs—Specifies whether to show the full Internet address
(URL) for a page on the status bar.

= Use smooth scrolling— Specifies whether to scroll through Web pages, which
gradually slides information up or down the screen when the user clicks on the
scroll bar or presses navigation keys, such as DOWN ARROW. Users who
have low vision might want to turn this option off if it causes timing problems.
People with certain cognitive disabilities might also want to turn this option
off if the scrolling motion is distracting.
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Underline links—Specifies whether to underline links on Web pages. Older
screen readers rely on underlining to recognize links. Users can select one of
the following settings:

= Always, which underlines all links.
= Never, which does not underline links.

= Hover, which underlines links when the mouse pointer
is placed over the link.

Show pictures— Specifies whether to include images when pages are
displayed. When available, alternate text is displayed in place of the image.
When this check box is cleared, users can still display an individual image
by right-clicking the icon that represents the image and then clicking Show
Picture. If images are turned on or the textual description is cut off by space
limitations, users can view the full description by moving the mouse over
the image.

Turning off images allows older screen readers to read the textual description
for images aloud. However, newer readers can use Microsoft Active
Accessibility® to identify and read descriptions, even when the images are
displayed on the screen. Turning off images speeds up browser performance,
although it might interfere with the functionality and effectiveness of some
Web sites.

Play animations— Specifies whether animations can play when pages are
displayed. Internet Explorer displays alternate text in place of the animations
if the text is supplied on the Web page. When this check box is cleared, users
can still play an individual animation by right-clicking the icon that represents
the animation and then clicking Show Picture. Users who are blind, as well as
users with seizure disorders, might want to turn off animations (especially
blinking). Users with cognitive disabilities might also want to turn off
animations or selectively download them to prevent distractions.

Play videos—Specifies whether to play video clips. When this check box is
cleared, users can still play an individual video by right-clicking the icon that
represents the video and then clicking Show Picture. Users who are blind, as
well as users with seizure disorders, might want to turn off videos. Users with
cognitive disabilities might also want to turn off videos or selectively
download them to prevent distractions.
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= Play sounds—Specifies whether to play audio sounds. If RealAudio is
installed or if a movie is playing, sounds might play even if users clear this
check box. Users who are deaf or hard-of-hearing, as well as users with seizure
disorders, might want to turn off sounds. Users with cognitive disabilities
might also want to turn off sounds or selectively download them to prevent
distractions. Users who are blind might want to turn off sounds or selectively
download them so that they do not conflict with the screen reader when it is
reading text aloud.

= Print background colors and images— Specifies whether to print
background colors and images when users print Web pages. Users who have
low vision or those wanting to speed up print time might want to turn this
option off. Users might also want to turn this option off if they are preparing
text to be scanned—for example, to provide the text to a text reader.

Accessibility Resources

The Microsoft Accessibility Web site contains information about Microsoft
products and accessibility. This site also discusses how to design accessible
Web pages that take advantage of new features in Internet Explorer 5 and
offers information about tools and utilities that make Internet Explorer even
more accessible.

The following sections describe additional resources that are available for
people with disabilities.

Microsoft Services for People Who Are Deaf or Hard-of-Hearing

If you are deaf or hard-of-hearing, complete access to Microsoft product and
customer services is available through a text telephone (TTY/TDD) service.

You can contact the Microsoft Sales Information Center on a text telephone
by dialing (800) 892-5234 between 6:30 AM. and 5:30 P.M. Pacific time.

For technical assistance in the United States, you can contact Microsoft Product
Support Services on a text telephone at (425) 635-4948 between 6:00 A.M. and
6:00 .M. Pacific time, Monday through Friday, excluding holidays. In Canada,
dial (905) 568-9641 between 8:00 A.M. and 8:00 P.M. Eastern time, Monday
through Friday, excluding holidays. Microsoft support services are subject to
the prices, terms, and conditions in place at the time the service is used.
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Microsoft Documentation in Other Formats

In addition to the standard forms of documentation, many Microsoft products are
available in other formats to make them more accessible. Many of the Internet
Explorer documents are also available as online Help or online user’s guides, or
from the Microsoft Web site. You can also download many Microsoft Presse
books from the Microsoft Accessibility Web site.

If you have difficulty reading or handling printed documentation, you can obtain
many Microsoft publications from Recording for the Blind & Dyslexic, Inc.
Recording for the Blind & Dyslexic distributes these documents to registered,
eligible members of their distribution service, either on audio cassettes or on
floppy disks. The Recording for the Blind & Dyslexic collection contains more
than 80,000 titles, including Microsoft product documentation and books from
Microsoft Press. For information about the availability of Microsoft product
documentation and books from Microsoft Press, contact:

Recording for the Blind & Dyslexic, Inc.
20 Roszel Road
Princeton, NJ 08540

Phone: (609) 452-0606
Fax: (609) 987-8116

Microsoft Products and Services for People with Disabilities

Microsoft provides a catalog of accessibility aids that can be used with the
Windows and Windows NT® operating systems. You can obtain this catalog from
the Microsoft Web site or by phone at the Microsoft Sales Information Center.

For more information about this catalog, contact:

Microsoft Sales Information Center
One Microsoft Way
Redmond, WA 98052-6393

Voice telephone: (800) 426-9400
Text telephone: (800) 892-5234
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Computer Products for People with Disabilities

The Trace R&D Center at the University of Wisconsin-Madison publishes a
database containing information about more than 18,000 products and other topics
for people with disabilities. The database is available on their Web site. The
database is also available on a compact disc, titled the Co-Net CD, which is issued
twice a year. The Trace R&D Center also publishes a book, Trace Resourcebook,
which provides descriptions and photographs of approximately 2,000 products.

To obtain these directories, contact:

Trace R&D Center
University of Wisconsin
S-151 Waisman Center
1500 Highland Avenue
Madison, WI 53705-2280

Fax: (608) 262-8848

Information and Referrals for People with Disabilities

Computers and accessibility devices can help people with disabilities overcome
a variety of barriers. For general information and recommendations about how
computers can help you with your specific needs, consult a trained evaluator.
For information about locating programs or services in your area that might be
able to help you, contact:

National Information System
University of South Carolina
Columbia, SC 29208

Voice/text telephone: (803) 777-1782
Fax: (803) 777-9557
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CHAPTER 11

Setting Up and Administering
a Pilot Program

Before you deploy Microsoft Internet Explorer 5 to your users, it is recommended
that you set up and administer a pilot program. Begin by testing the Internet
Explorer installation in a lab, and then conduct the pilot program to refine your
deployment configurations and strategies using a limited number of pilot
participants. This process will help you validate your deployment plan and ensure
your readiness for full-scale deployment. This chapter describes how to set up a
computer lab to test your deployment process and outlines the steps necessary to
conduct a successful pilot program.

Important Although the processes described in this chapter are based on a
corporate business model for deployment, it is recommended that Internet service
providers and Internet content providers follow similar procedures when they
administer a pilot program.

In This Chapter
Overview 222
Preparing the Test Plan and Checklist 223
Testing the Deployment Process in the Lab 224
Preparing the Lab 224
Conducting the Lab Tests 225
Testing the Uninstall Process 226
Planning the Pilot Program 226
Selecting Pilot Groups 227
Identifying Resources and Tasks 227
Creating a Database to Document Progress 227
Conducting the Pilot Program 227
Preparing the Training and Support Teams 227
Preparing Pilot User Groups 228
Implementing the Pilot Installation 228
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Updating the Policies and Practices Guidelines 231

See Also

= For more information about developing deployment, training, and support
plans, which you will test during the pilot installation, see Chapter 9,
“Planning the Deployment.”

= For more information about building custom packages for the pilot installation,
see Chapter 15, “Running the Internet Explorer Customization Wizard.”

= For more information about rolling out Internet Explorer to your users
following the pilot program, see Chapter 19, “Deploying Microsoft
Internet Explorer 5.”

Typically, a pilot program is preceded by a period of lab testing, which enables
you to experiment with deployment processes and methods by building and
installing custom browser packages on lab computers. You should develop a
separate plan and checklist for lab testing, because it encompasses only a subset
of actual deployment tasks. Your users do not need to participate in lab testing,
S0 no user training and support are required.

When you are comfortable with the installation process in the lab, you should plan
and conduct a pilot program. This program uses a small group of pilot users to
simulate the activities that will occur during final deployment. During this trial
run, you should complete the tasks for deploying Internet Explorer, which are
identified in your deployment, training, and support plans. Also, you should
finalize your deployment plan based on the results of your pilot program. For
more information about planning your deployment, including choosing browser
configurations, selecting training and support staff, and developing formal,
written plans, see Chapter 9, “Planning the Deployment.”

Important This chapter assumes that an optimum budget, time frame, staffing,
and resources are available for testing and pilot program tasks. Smaller companies
might need to implement a scaled-down version, with fewer computers and
participants. For example, if you do not have a designated support team that is
available on-site to address user questions and issues during the pilot program,
you may need to rely on other knowledgeable staff members or Microsoft Product
Support Services for browser support services.
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Preparing the Test Plan and Checklist

First, prepare a test plan and checklist. Use the checklist as a guide when you test
the deployment process in the computer lab before conducting your pilot program.
On the checklist, mark the tasks that are completed satisfactorily, and note any
problems with the process.

Your checklist should include each of the following sets of tasks:

Prepare custom packages for deployment
v" Install and run the Microsoft Internet Explorer Customization wizard.

v" Build custom packages containing the distribution files.

v" Configure automatic browser configuration and automatic detection
process files.

v" Configure download sites and install the distribution files.
v" Copy distribution files to compact discs and floppy disks, if needed.

Deploy custom packages to lab computers

v" Run Windows Update Setup for Internet Explorer 5 and Internet
Tools to install the custom package on each lab computer.

v" Install Internet Explorer using each available user option.

Test browser software after custom packages are installed

v" Run the sign-up server process, if applicable.

v Run Internet Explorer to test all add-ins and features.

v Run other desktop and business applications to make sure
they work properly.

Restore lab computers to their original state
v" Uninstall Internet Explorer and add-ins.

v" Verify that Internet Explorer components have been removed.

v' Test the desktop and business applications.
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Testing the Deployment Process in the Lab

To ensure that your deployment of Internet Explorer is as smooth as possible,
test the proposed deployment process on lab computers that are configured to
represent your typical user groups. If your user groups are large or have very
different computing environments or requirements, you may need to prepare

multiple labs and conduct tests at several different sites.

Preparing the Lab

Set aside physical space for each computer lab. Acquire a mix of computers
that accurately reflects the hardware and software environments of your
users’ computers. Also, set up lab computers to represent existing browser
configurations so that you can accurately test the migration process.

Make sure that all lab computers are functioning properly before you install
Internet Explorer:

= Select a production computer that meets the system requirements for the
Internet Explorer Customization wizard. For more information about system
requirements for the wizard, see Chapter 9, “Planning the Deployment.”

= Check to see that each computer has enough disk space, memory, and
processing speed to run Internet Explorer. For more information about
hardware requirements for Internet Explorer, see Chapter 9, “Planning
the Deployment.”

= Test basic operating system functions, including starting each computer and
connecting to the server.

= Run virus detection, disk scanning, and defragmentation programs on each
computer to prevent problems that might occur during testing. Although the
computers might appear to be operating properly, software upgrades often
uncover hardware or software problems because of the way they read and
write data to the hard disk. Checking the computers before installing Internet
Explorer helps you to focus on issues related to deployment.

= Make sure you have the appropriate network connection hardware. If your
users dial in from remote locations using portable computers or you need to
use additional servers or mainframe computers for business data, equip the lab
computers with an analog phone line and appropriate network access. Also,
you might need power supplies and surge protectors, depending on the number
of computers you use for testing. Be sure to research and eliminate potential
problems related to overheating or frequency distortion from the location.

= When the system hardware is ready, verify that the existing network is
fully operational.
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Important Make a backup copy of critical data and configuration files in case
the installation fails or you need to restore the original configuration. If you want
to automate the process of restoring the original configuration, consider using a
commercial backup program instead of copying the files manually.

Make sure to document the lab setup completely. Maintain a record of any
changes you make so that you can repeat the same setup process for the
pilot program. -

Conducting the Lab Tests

To test the deployment process in the lab, perform all the tasks identified on the
test checklist. Install Internet Explorer on the lab computers in the same way that
you plan to install Internet Explorer on your users’ computers. In some cases, this
might mean setting up the network installation location on the server and then
installing Internet Explorer on the lab computers from the server.

Automating your installation is an important step in reducing the cost of
migration. You can choose to run the installation process from start to finish
without user intervention. Also, you can run the installation from the server so
that you don’t need to configure individual computers when Internet Explorer

is installed. You should complete this automation work in the lab before you
conduct the pilot program. For more information about automating the installation
process, see Chapter 16, “Customizing Setup.”

When you run the Internet Explorer Customization wizard, you can predefine

a number of options for your users. Be sure to test the Internet Explorer
configuration you select and any changes you make before you run your pilot
program. Depending on how the test installation proceeds, you may want to
modify the configuration by adding or removing components or features. If you
are considering several different configurations, you can evaluate them side

by side in the lab. For more information about using the Internet Explorer
Customization wizard to predefine user options, see Chapter 15, “Running the
Internet Explorer Customization Wizard.”

After you install Internet Explorer on the test computers, you need to verify that
the software runs correctly and that you can perform basic browser tasks, such as
navigating to a Web page or adding a Web page to the favorites list. After you
are sure that the basic configuration works as expected, be sure to test any
optional features and components, such as FrontPage Express or NetMeeting,
that you install.

During the testing process, maintain a record of all issues and problems. These
records will help you design solutions to correct the problems you encounter.
Then test each solution using this same process.
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Testing the Uninstall Process

After you have successfully completed the Internet Explorer installation process,
you should uninstall the browser and restore the lab computers to their original
state. Using the Add/Remove Programs dialog box in'Windows Control Panel,
you can remove Internet Explorer 5. You also have the option to restore the
previous version of Internet Explorer that was installed on the computer.

Using the Internet Explorer Customization wizard (in corporate administrator
mode), you can choose not to install the files needed to uninstall the browser.
This reduces the amount of hard disk space required for the custom package
installation, but users will not be able to uninstall the browser from Control Panel.
Also if you are using system management programs, such as Microsoft Systems
Management Server (SMS), to install Internet Explorer, you cannot uninstall the
browser using Control Panel.

Important Because of the large number of changes made to the system by
Windows Update Setup, a manual uninstall would be a time-consuming process
requiring many steps. Attempting a manual uninstall is not recommended.

For troubleshooting information about the uninstall process, see Appendix B,
“Troubleshooting.”

Planning the Pilot Program

After you test the deployment process in the lab, plan your pilot program. The
pilot program is a scaled-down version of the final deployment. The goal of the
pilot program is to further test and refine deployment strategies and configurations
in everyday use among a limited group of users (for example, between 15 and

50 people).

In this phase, appointed project teams determine the best methods for installing
your custom package configurations. Even though you are only testing the
installation process, the pilot program sets a precedent for the final deployment;
therefore, it is important that all participants are completely prepared. For more
information about assembling project teams and selecting your custom package
configurations, see Chapter 9, “Planning the Deployment.”

To plan the pilot program, you will need to:

= Select appropriate pilot groups.
= Identify the resources and tasks for the pilot program.

= Create a database to document your progress.
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Selecting Pilot Groups

First, you will need to identify your pilot groups and prepare them for the pilot
program. If your user groups are large or have very different computing
environments or requirements, you may need to select several pilot groups. Select
groups that represent the diversity of your computer users. Make sure that the
participants have enough time in their schedules and are willing to cooperate in
the pilot program. Consider asking for volunteers—you should not ask people to
participate who might be too busy meeting deadlines.

Identifying Resources and Tasks

Next, identify the resources and tasks you need to conduct the pilot program.
Because the pilot program is your rehearsal for the final deployment, the tasks
and resources should be similar to those identified in your deployment plan.

Creating a Database to Document Progress

Before the actual pilot installation begins, create a central database to monitor
your progress and document any areas that may require further action. You can
use the database to track open items and issues and to measure your actual
progress against the original objectives documented in your deployment plan.

Conducting the Pilot Program

The pilot program helps you identify problems that may impede or delay
deployment and also helps you determine the resources you will need. A
successful pilot program can help your final deployment of Internet Explorer
run more smoothly. To conduct the pilot program, you need to:

= Prepare the training and support teams.
= Prepare the pilot groups.
= Implement the pilot installation of Internet Explorer.

Preparing the Training and Support Teams

Before the pilot installation begins, the training and support teams must become
skilled users of Internet Explorer and any additional browser components that you
plan to install. First, give the teams access to the browser software so that team
members can explore the functions and features on their own. Then, decide how
you want to train the teams.



228

Part2 Preparing

Some team members might already be proficient with earlier versions of Internet
Explorer or third-party browser software, while others may not be skilled in this
area. Consider self-paced and instructor-led training options, based on the skill
levels of your team members and the types of information you want to present.
A classroom that allows hands-on practice is recommended when you instruct
teams about more complex browser functions. If an external company is
instructing your training and support teams, make sure that their representative
is informed about any company- or job-specific policies or applications for
Internet Explorer.

After training, encourage team members to work with Internet Explorer every
day. Continue to provide follow-up information and practice exercises so that
team members are confident in their knowledge and ability before you start the
pilot program.

Preparing Pilot User Groups

Inform the users about the pilot program. Explain the benefits of migrating to
Internet Explorer 5, and describe the overall plan and process by which each
group or department will make the move. Then, users can anticipate and plan
for the Internet Explorer installation.

Announce the pilot program well in advance of the start date, and follow up your
announcement with several reminders. Conduct meetings with the pilot group
managers and with the entire group to set their expectations and to answer any
questions. Provide a deployment presentation that explains how users will install
Internet Explorer. Describe any installation options that users can select, and
explain how users can get support if they have any questions or issues.

Conduct Internet Explorer training. Training and support for the pilot program
should simulate—on a smaller scale—the user training for the final deployment.

Encourage users to visit the Microsoft Windows Technologies Internet Explorer
Web site for more information. If you implement a training Web page on the
Internet or intranet, use a memo or e-mail letter to broadcast the URL and a
description of the training page to users. Be sure to explain how users can benefit
from visiting your training page.

Implementing the Pilot Installation

The schedule for the pilot installation should simulate the schedule for the final
deployment. As you conduct the pilot installation, you may need to revise the
schedule because certain tasks take more or less time than expected, some tasks
need to be added, or some tasks can be eliminated. Use the revised pilot schedule
for projecting the final deployment timetable, and then update the deployment
plan with the new schedule information.
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Before you begin the pilot installation, make a backup copy of all files on the pilot
computers. Then, perform the pilot installation in the same way that you expect to
install Internet Explorer during the final deployment.

To implement the pilot installation, you will perform the following tasks:

= Deploy custom packages to pilot users.
= Test Internet Explorer performance and capabilities on pilot computers.

= Monitor and support pilot users as they install Internet Explorer.

Deploying Custom Packages

Use the appropriate distribution methods to deploy the custom package of Internet
Explorer that you created and tested in the lab. For example, you can send an
e-mail message to users that directs them to the download site where they can
follow instructions to download the custom package. Another option is to include
a batch file as an e-mail attachment and instruct users to double-click the batch
file to install the custom package. If you are using compact discs or floppy disks,
you can distribute them to the users and provide e-mail instructions about how to
install the custom package from this media.

Testing Internet Explorer Performance and Capabilities

In addition to the technicians responsible for conducting the pilot installation,
you might want to assign additional technicians to measure, observe, and test the
installation. By tracking the time per installation, handling problems that arise,
and identifying areas for improvement or automation, these individuals can help
ensure the success of both the pilot and final installations.

After Internet Explorer is installed, these technicians can test system capabilities,
such as remote administration, to make sure that all functions are operating
correctly. They should monitor the pilot computers for performance, stability,
and functionality, and highlight any inconsistencies with the lab configuration.
Also, they should document ways to improve the installation, training, and
support processes.

Monitoring and Supporting Pilot Users

Staff the support team with some of your best technicians and dedicate them to
the pilot program for the first few weeks. These technicians could be members of
your existing help desk, staff members that you have trained as subject matter
experts, or representatives from an external vendor that you have hired to provide
support services to browser users. The assigned technicians should carry pagers or
be available by phone to assist users at all times. The support team should also
monitor the progress of the pilot program.
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Track the volume of support calls during the pilot program to gauge the effect of
deploying Internet Explorer on your support staff. Make sure to document all user
trouble calls and problems, as well as the staff resources required to support pilot
users. Then, use your experience during the pilot program to plan the support
resources for the final deployment. You may want to plan for additional staffing,
or use this information to revise the final deployment schedule.

Finalizing the Deployment Plan

The results of the pilot installation provide the basis for developing a final plan
for deploying Internet Explorer to your user groups. To finalize your deployment
plan, you need to:

= Incorporate feedback from all participants in the pilot program.

= Determine the time and resource requirements for the final rollout.

= Update company policies and standards regarding Internet Explorer use.

Incorporating Feedback

Survey the pilot users to measure their satisfaction and proficiency with the new
installation and to evaluate the level of training and support provided. Test users’
proficiency by having them perform a few common tasks or use several of the
new Internet Explorer 5 features.

Obtain feedback from all participants, including pilot users, trainers, and support
technicians, and document the lessons learned during the pilot program. Based on
this initial feedback, record changes that will increase the satisfaction level and
the effectiveness of the installation process.

Continue to monitor the pilot installation for a week or more to ensure that
everything runs smoothly. Track open items and issues using the database you
created for the pilot installation. Then, incorporate the feedback into your
deployment, training, and support plans. If the pilot program did not run smoothly
or if feedback was negative, conduct additional pilot installations until the process
works well.
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Determining Time and Resource Requirements for Final Deployment

Using the actual time and resource requirements from the pilot program,
teams can make projections about the time and resources required for the final
deployment. If additional resources are needed, identify and acquire them at
this time.

Updating the Policies and Practices Guidelines

Before beginning the final deployment, update all company policies regarding
the use of browser software and Internet and intranet access by employees. In
addition, update the corporate standards lists for software usage, and ensure that
all computers are compliant.






233

PART 3

Customizing

Chapter 12: Preparing for the IEAK

If you plan to use the Microsoft Internet Explorer Administration Kit (IEAK),
you should take some time to gather information, set up your computers, and
prepare custom files. This advance preparation will help you use the [IEAK
programs more effectively.

This chapter applies to corporate administrators, Internet service providers (ISPs),
Internet content providers (ICPs) and developers, and independent software
vendors (ISVs) who are planning to use the IEAK to customize and distribute
Microsoft Internet Explorer 5.

Chapter 13: Setting Up Servers

As you customize the browser and prepare for deployment, you should also
prepare any servers that you will need to support your deployment of Internet
Explorer. This chapter covers preparing for proxy servers, roaming user profiles,
Internet sign-up by using the Internet Connection wizard, and using Microsoft
NetMeeting.

Chapter 14: Customizing Connection Management
and Settings

This chapter describes how to manage dial-up connections for your users. Using
the Connection Manager Administration Kit (CMAK) wizard, which is part of the
IEAK, you can customize connections and service profiles and the ways in which
they are managed.
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Chapter 15: Running the Internet Explorer
Customization Wizard

You can use the Microsoft Internet Explorer Customization wizard, which
comes with the IEAK, to customize the appearance and functionality of the
browser, its components, and Windows Update Setup for Internet Explorer 5
and Internet Tools. You can also preset browsing options and, if you are a
corporate administrator, set system policies and restrictions.

This chapter will help you understand how to use the Customization wizard to
create custom Internet Explorer packages that you can distribute to your users.

Chapter 16: Customizing Setup

You can customize Microsoft Windows Update Setup for Internet Explorer 5
and Internet Tools to fit the needs of your organization.

To customize Windows Update Setup, you can use the IEAK or you can use a
batch file or command-line switches. The following information applies to anyone
who wants to modify Windows Update Setup, including ISPs, ICPs, corporate
administrators, developers, and ISVs.

Chapter 17: Time-Saving Strategies That Address
Diverse User Needs

If your users or customers have diverse needs—for example, your marketing
department requires different Internet Explorer settings than your finance
department—there are ways that you can address those needs without repeating
all customization steps.

This chapter provides some strategies that corporate administrators and ISPs can
use to efficiently address diverse user needs.

Chapter 18: Working with .inf Files

Although you can use the IEAK, batch files, command-line switches, and third-
party programs to customize setup, you can also extend the setup program by
using setup information (.inf) files. Scripts based on .inf files take advantage of
the setup engine built into the Microsoft Windows operating system.
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CHAPTER 12

Preparing for the IEAK

If you plan to use the Microsoft Internet Explorer Administration Kit (IEAK),
you should take some time to gather information, set up your computers, and
prepare custom files. This advance preparation will help you use the IEAK
programs more effectively.

This chapter applies to corporate administrators, Internet service providers
(ISPs), Internet content providers (ICPs) and developers, and independent
software vendors (ISVs) who are planning to use the IEAK to customize
Microsoft Internet Explorer 5.
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See Also

= For more information about customizing Internet Explorer, see Chapter 3,
“Understanding Customization and Administration.”

= For more information about using the IEAK, see Chapter 15, “Running the
Internet Explorer Customization Wizard.”

= For a checklist of specific information you need to gather before running the
Internet Explorer Customization wizard, see Appendix D, “Checklists for
Preparing to Use the IEAK.”
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Preparing to Customize Internet Explorer

You can make a wide variety of changes to Internet Explorer to fit your needs.
You can modify the setup program, preset Internet options, and make visual
changes. If you’re a corporate administrator, you can control, or “lock down,”
many important settings to prevent users from changing them. If you’re an ISP,
you can provide sign-up solutions for your customers.

You should evaluate your organization’s needs and then determine the preparation
steps you’ll need to take.

Determining Which Features to Customize

This section outlines the customization options for Internet Explorer and gives the
steps you need to follow when preparing to use those options. To see a checklist
of specific options, see Appendix D, “Checklists for Preparing to Use the IEAK.”

Digital Signatures

If you are deploying 32-bit versions of your programs over the Internet, you
must ensure that your programs are digitally signed. If you are deploying your
programs over an intranet and you do not want to specially configure settings in
your users’ browsers, you must also ensure your programs are digitally signed.
This is one of the first preparation steps you should consider, because you’ll need
to obtain a digital certificate from a certification authority (CA), if you don’t
already have one.

Digital signatures show where programs come from and verify that they haven’t
been altered. If you have a publisher certificate from a CA, the Internet Explorer
Customization wizard can use it to sign your programs automatically.

If you are an ISP, you can specify a root certificate, so that all certificates lower
in the hierarchy inherit the same level of trust and the user isn’t continually
prompted with security messages.

For more information about digitally signing your programs, see Chapter 6,
“Digital Certificates.”
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Preparation

To prepare certificates for use by the Customization wizard, you can import
them onto your computer by using the Certificate Manager Import wizard. If
you have received a file with a software publishing certificate (.spc) extension,
you can start the Certificate Manager Import wizard by double-clicking the
.spc file in Windows Explorer or My Computer. You can also open the
Certificate Manager from Internet Explorer. To do this, click the Tools menu,
click Internet Options, click the Content tab, and then click Certificates.
Click Import to start the Certificate Manager Import wizard, and then follow
the steps in the wizard.

Specifty the company name, descriptive text, a URL that the users can click for
more information, the .spc file name, and the private key (.pvk) file name.

If you are an ISP and plan to specify a root certificate, you’ll need to specify
its URL when you run the Customization wizard.

Although the Customization wizard provides an automated method of signing
files, you can sign files manually as well, if you have a digital certificate. To
use the manual method, you’ll need to sign any custom files or programs that
you are including in your custom package (also commonly known as an IEAK
package). In addition, you’ll need to sign any custom files created by the
Customization wizard.

You need to sign the following custom files:

= Branding.cab

= Desktop.cab

= [Ecif.cab

= [ES5Setup.exe

= Any cabinet (.cab) files that are created by using the IEAK Profile Manager

By default, the .cab files created by the IEAK Profile Manager will be
preceded by the root name of the corresponding Internet settings (.ins) file.
For example, if your .ins file is named Finance.ins, the corresponding
default file name for the Configuration cabinet file would be
Finance_Config.cab.

For more general information about digital signatures, contact your CA.

Windows Update Setup

You can add custom components to Windows Update Setup for Internet

Explorer 5 and Internet Tools. In addition, you can create ten setup combinations,
control whether users can customize the setup prompts, suppress user prompts
during the setup process, and modify the appearance and functionality of the

Windows Update Setup wizard. For 32-bit versions of Internet Explorer, you

can add a custom Autorun screen for CD-ROM installations.
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Preparation
= Prepare custom components and decide which setup combinations you’ll need.

» If you want the user to be able to uninstall your component by using the
Add/Remove Programs icon in Control Panel, create an uninstall script.

= Determine how you want to customize the appearance and functionality of the
Windows Update Setup wizard. This includes preparing any custom graphics
you want to use for the wizard.

= [If you are creating CD-ROM packages, prepare the graphics and any text you
want for the Autorun screen.

=  You can also use a batch file to customize Windows Update Setup. If you want
to include the batch file with your custom package, you should create it before
you run the Customization wizard.

For more detailed information about Windows Update Setup, see Chapter 16,
“Customizing Setup.”

CD-ROM Autorun Screen

If you are creating a CD-ROM version of your customized browser, you can
create an Autorun screen that is displayed when the user inserts the compact
disc into the CD-ROM drive.

You can also provide a text file that gives additional or late-breaking information
to users; this file is sometimes called a readme file. In addition, you can specify a
Web page that appears in full-screen, or “Kiosk,” mode after the user installs
Windows Update Setup.

Preparation
If you want to include an Autorun screen:

= Provide a background bitmap.

= Provide labels for two buttons: one for installing Windows Update Setup
and one for displaying more information.

= Determine whether you want to customize the title bar and the text color.

For more information about creating the Autorun splash screen, see “Creating
CD-ROM Autorun Splash-Screen Graphics” later in this chapter.

If you plan to add an informational file or specify a Web page for Kiosk mode,
you’ll need to prepare the files and know their paths before you run the
Customization wizard.
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Browser Toolbar Buttons

You can specify a custom toolbar button that appears in the toolbar of the user’s
browser. The toolbar button can launch a custom program or script, including
opening a custom Explorer bar.

Preparation
If you want to prepare a browser toolbar button:

= Create two icon files that contain color and gray-scale images for active
and inactive states.

= Specify the script or custom program that you want to run when you start
the browser.

For more information about creating the icons, see “Designing Browser Toolbar
Icons for Internet Explorer 5™ later in this chapter.

For more information about creating custom programs, see the MSDN Online
Web site.

Connection Manager

Corporate administrators and ISPs can use the Microsoft Connection Manager
Administration Kit (CMAK) to customize the appearance and functionality of
the Connection Manager, a tool that enables users to dial up to the Internet or
an intranet.

Preparation

You can import a connection profile that you’ve already created, or you can start
the CMAK from the Customization wizard. Either way, you’ll want to determine
the settings that you want to customize.

For more information, see Chapter 14, “Customizing Connection Management
and Settings” and online Help in the CMAK.
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Appearance

You can customize the title bar, animated and static logos, and the toolbar
background of the browser. You can add a custom toolbar button or custom
icons for the Favorites list. You can also customize the appearance of the
Windows Update Setup wizard and Outlook Express.

If you’re an ISP or a corporate administrator, you can customize the appearance
of the Connection Manager, the dialog box that provides users with a connection
to the Internet. ISPs can also customize the appearance of the Internet Connection
wizard, which sets connection options and helps users sign up for Internet
services.

Preparation
= Determine how you want to customize title bars.

= Gather any custom graphics. For a list of all the graphics you can customize,
see Appendix D, “Checklists for Preparing to Use the IEAK.”

For more information about using IEAK programs to create the animated logo,
see “Creating an Animated Logo” later in this chapter.

Links, Favorites, and Important URLs

You can customize the links to Web pages that appear in the user’s Links bar,
across the top of the browser, and in the Favorites list, which appears in the left
part of the browser when the user clicks the Favorites button. You can also
customize the user’s search, home, and support pages.

Preparation

= Gather up to 200 URLs and determine whether you want to use URL titles that
differ from the current ones. Instead of specifying the links and favorites when
you run the wizard, you can import them from the computer where you build
your custom package.

= If you want graphics for the Favorites list, create custom 16-by-16-pixel icons
before running the Customization wizard.

= Know the URLs for the search, home, and support pages. The pages don’t
have to be created before you run the Customization wizard, but you’ll need
to make sure they’re in place when you deploy Internet Explorer.
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Channels

You can add a channel or a channel category, which is a folder of related
channels. The channels feature enables you to specify what content is downloaded
and when. For example, you can provide the latest news reports and company
information through a channel.

The technology that makes this possible is the Channel Definition Format (.cdf)
file. You can use content you already have, such as Web pages and graphics, for
channels. You might, however, want to structure your content differently, so you
are sure that users receive the right amount of content in an organized way.

Preparation

For channel file specifications, see Appendix D, “Checklists for Preparing to Use
the IEAK.” For more information about creating channels, see the MSDN Online
Web site.

User-Agent String

Some companies track site statistics, such as how many times their content is
accessed and by which types of Web browsers. User-agent strings help identify
the browser type.

Here’s an example of a user-agent string:
Mozilla/4.0 (compatible; MSIE 5.0; WindowsNT; YourCustomString)

Preparation

If you want to append a custom string to the user-agent string generated by
Internet Explorer, you need to determine what the customizable part of the
string will be.
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Internet Sign-up

If you’re an ISP, you can specify whether your customers will sign up for Internet
services when they install Windows Update Setup. You can use a server-based
sign-up process and post your sign-up files on an Internet server. You can have
customers use the Internet Connection wizard, or they can use the browser in
Kiosk mode as the interface for signing up using a server-based solution. You can
also use a serverless, or local, solution that you include in your custom package.

Preparation
For a server-based sign-up process, you’ll need to:

= Customize sign-up files—such as Signup.htm or Icwsign.htm—
that will point to your sign-up server.

= Post sign-up and settings files on your servers before you deploy
Internet Explorer.

= Customize all the sign-up and settings files that you want to include in
your custom package. The Customization wizard can generate .ins files
to post to your server (for a server-based sign-up process) or to include in
your custom package (for a serverless, or local, sign-up process). If you want
the Customization wizard to generate these files for you, you’ll need to know
the settings that you plan to specify, such as area code, gateway, and
connection settings.

For more information about setting up servers, see Chapter 13, “Setting Up
Servers.” For more information about the sign-up process, see Chapter 20,
“Implementing the Sign-up Process.”

Address Book Directory Services
Corporate administrators and ISPs can provide custom directory or “address
book” services using the Lightweight Directory Access Protocol (LDAP).

You can specify your own LDAP server and Web site, and you can customize
the bitmap that appears when users access directory services.

Preparation
To customize LDAP settings:

= Know the service name, server name, service Web site, search base, and
service bitmap path.

= If you plan to customize the service bitmap, prepare it before you run the
Customization wizard.
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Microsoft Outlook Express

Corporate administrators and ISPs can customize many settings for Outlook
Express. Some key settings include account and server information, the InfoPane
that appears when users start the program, and advanced settings, such as service
information for obtaining additional accounts and for determining whether
Outlook Express is the default e-mail program.

Preparation
To customize Outlook Express, you need to gather the following information:

Incoming mail server—This can be a Post Office Protocol (POP3) or
Internet Mail Access Protocol (IMAP) server. POP3 is used by most Internet
subscribers for e-mail. An example is pop01.microsoft.com. IMAP is used
mainly by corporate users who want to read their e-mail from a remote
location. POP3 servers allow access to a single inbox, but IMAP servers
provide access to multiple server-side folders.

Outgoing mail server—This is a Simple Mail Transfer Protocol (SMTP)
server. An example is smtp.microsoft.com.

Internet news server— This is a Network News Transfer Protocol (NNTP)
server that is used to distribute network news messages to NNTP servers and
to NNTP clients (news readers) on the Internet. An example server name is
nntp.microsoft.com.

InfoPane— This is the page that appears along the bottom of the Outlook
Express window. You can specify a local Web page that you include with
your custom package, or a Web page on the Internet or intranet that you
can continue to customize. You can also include an image for the InfoPane.
If you do, you’ll need to provide the path to the image.

HTML welcome message—This is a custom message that appears in the
users’ inbox when they first install Outlook Express. You’ll need to specify
the location of the .htm message, the sender (your name or your group’s name)
address, and the recipient’s name (the group of users you will send the
message to).

Subscribed newsgroups— This is the list of newsgroups that the user will
automatically be subscribed to. You should collect these names before you
run the Customization wizard.
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= Service for additional accounts— This is the menu item that users can access
to get an additional mail account. You’ll need to know the service name and
service URL of the account provider. This entry is added to the New Account
From menu in Outlook Express. When the user selects this service name from
the menu, the Web page is opened. An account number, which can be
specified in the .ins file, and a unique identifier for the user will be sent to
the ISP when the Web page is opened.

= Compose settings— This is the default signature that you can add to each
e-mail or news message. Often, this is a disclaimer that shows that messages
submitted by employees over the Internet do not represent official company
policies. The maximum size of the signature is 1 KB.

Component Update and Update Notification Pages

You can specify and host a custom Web page from which users can download
components. By default, this is the Microsoft site that appears when the user
clicks the Tools menu, and then clicks Windows Update. If you choose to
customize this page, you’ll need to know its URL before you run the wizard.
For more information, see Chapter 16, “Customizing Setup.”

You can specify a page that temporarily replaces the user’s home page at a time
interval you designate. You’ll need to know the URL of this page before you run
the Internet Explorer Customization wizard. The default notification page is the
Microsoft Windows Update page. For ideas about how you can use this page,
see Chapter 22, “Keeping Programs Updated.”

For a checklist of specific information you need to gather before running
the Customization wizard, see Appendix D, “Checklists for Preparing to Use
the JEAK.”

My Computer and Control Panel

If you are a corporate administrator, you can customize how My Computer and
Control Panel appear on your company’s computers by customizing the files that
serve as templates for them. Then, if the user installs the Windows Desktop
Update, My Computer and Control Panel can appear as Web pages, or Webviews.
You can customize these folders to provide instructions, a company logo, or links
to support or corporate sites.

To provide Webviews, you must include the Windows Desktop Update in
your browser package and be running the desktop on your build computer.
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Preparation
To customize the templates, you use the following files:

= Mycomp.htt for My Computer
= Controlp.htt for Control Panel

If you have installed the Windows Desktop Update on your computer, these files
are located in the C:\Windows\Web or C:\Windows\NT folder. You can open
them using a text editor, such as Notepad, or an HTML editor. It’s recommended
that you make a back-up copy of these files before working with them, so you can
restore them to their original state if needed.

You can modify these files in several ways to suit your company’s needs. You can
add your own links or graphics, change colors, and even determine which icons
and file names are displayed. For example, you could choose not to display the
icons in Control Panel. Instead, you could provide graphical buttons that the user
can click for the settings you choose to make available.

The .htt files use active scripting, such as JavaScript, JScript, or Visual Basic
Scripting Edition (VBScript). The existing Mycomp.htt and Controlp.htt files, and
other files related to the desktop (Folder.htt and Printers.htt), use JavaScript. You
can modify some aspects of these files without scripting, or if you’re familiar with
scripting, you can add to or change the scripting to meet your needs.

The desktop template files are very similar to HTML (.htm) files, except for three
variables: %THISDIRNAME%, % THISDIRPATH%, and % TEMPLATEDIR%,
which are processed through a Multipurpose Internet Mail Extensions (MIME)
filter and replaced with the correct file or path information. These variables are
useful when you specify links to external files, such as graphics. Although the
template files are located in the C:\Windows\Web or C:\Windows\NT folder, they
are processed in the Temp folder, so the path information is necessary to ensure
that links to other items work.

It’s important to ensure that the customized versions of My Computer and Control
Panel resize the display in accordance with users’ screen resolutions, and that they
appear correctly. In the Mycomp.htt and Controlp.htt files, the following syntax is
used to ensure proper resizing:

<script language="JavaScript">
window.onresize = fixSize;
</script>

In My Computer and Control Panel, Infotips from the registry are displayed when
the user points to an item. The Infotips provide a brief description of the item.
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You can also modify the Printers.htt (Printers folder) and Folder.htt (default Web
view for folders) template files in the C:\Windows\Web or C:\Windows\NT folder
on your computer or on your users’ computers. These files cannot be included in
your custom package.

If you want, you can provide .htm files instead of modifying the *.htt files. To do
this, you need to change the associated PersistMoniker references in the registry
to PersistFile, and point the references to your customized file.

Caution Editing the registry can cause harm to the operating system. You are
responsible for any risks associated with editing registry entries.

Developing Custom Graphics

Some custom graphics used with the Customization wizard are simple bitmaps
sized to the appropriate dimensions and resolutions. Other graphics, however,
require more complex preparation. This section discusses how to produce those
graphics.

Creating CD-ROM Autorun Splash-Screen Graphics

When the user inserts a CD-ROM into a computer running a 32-bit version of
Windows, an Autorun splash screen can appear. The splash screen provides
installation instructions and other helpful information.

The following procedure for creating an Autorun splash screen assumes that you
are starting with a 24-bit RGB bitmap file. If your file is not a 24-bit RGB bitmap,
you must convert it.

» To create an Autorun bitmap

1. Create a 256-color bitmap image (540-by-357 pixels).

This bitmap should provide an introduction to the product and should contain
labels for two buttons: one for installing Windows Update Setup and one for
displaying more information.

Note The dimensions of the bitmap are important, because the dialog box
resizes to the bitmap dimensions. If the bitmap isn’t wide enough, text in the
dialog box may appear clipped.

2. In your graphics program, create a working file for your palette. To do this,
paste both your background and button files into a single file. Make sure to
paste the files side by side, not overlapping.

3. Save the file as Palette.bmp.
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Creating an Animated Logo

Two separate tools are included with the IEAK to help you create customized

animated bitmaps for your browser:

= The Animated Bitmap Creator takes a series of sequentially numbered bitmaps
and stacks them into one bitmap using the correct format for animation.

= The Animated Bitmap Previewer allows you to preview the animation of the
bitmap. This tool can also be used to display any correctly formatted bitmap.

Note These tools are not to be distributed as supported Microsoft products. Both
tools can be found in the \Toolkit\Tools\Animate folder.

» To use the Animated Bitmap Creator (Makebmp.exe)

e To run this tool, type the following at the command line:
makebmp basename numfiles outputname
Where:
= makebmp is the executable file
= basename is the root file name (without numbers and an .bmp extension)
= numfiles is the number of bitmaps to sequentially add
= outputname is the output file name (you must include the .bmp extension)
Example:

To combine the files Bitmap0.bmp through Bitmap19.bmp, you would type
the following:

makebmp bitmap 20 final.bmp

Note The files you use should be numbered sequentially beginning with 0. For
example, if you were using 25 files, they would be numbered as: IEbmp0.bmp
IEbmp1.bmp IEbmp2.bmp ... [Ebmp24.bmp. When typing basename at the
command line, you would use IEbmp.

» To use Animated Bitmap Previewer (Animbmp.exe)
= Start the previewer either from a command line or from Windows Explorer.

After Animbmp.exe is started, you can preview an animated bitmap by
dragging the file into the box, or by clicking the File menu and then
clicking Open. The lead-in frames are shown only once, and then the
bitmap loops continuously.
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Designing Browser Toolbar Icons for Internet Explorer

To create a custom browser toolbar icon, you will need to provide each image in
two sizes for two toolbar states (grayscale for the default state and color for the
active state, when the user’s mouse is pointing to it), and in two color depths.
The following summary describes the image icons that you need:

One 20-by-20-pixel color image (256-color Windows half-tone palette)
One 20-by-20-pixel gray image (256-color Windows half-tone palette)
One 20-by-20-pixel color image (16-color Windows palette)

One 20-by-20-pixel gray image (16-color Windows palette)

One 16-by-16-pixel color image (16-color Windows palette)

One 16-by-16-pixel gray image (16-color Windows palette)

For example, if you used the image of a house as the icon, the images
would look similar to this:

Y fa) fa) fa) & @

Designing Toolbar Icons
Keep the following points in mind when designing toolbar icons:

Make sure the visual transitions between your default and active images are
smooth. An easy way to test this is to create separate layers for the default and
active images in a photo imaging program so that you can view the images on
top of each other.

When you design 16-color icons, use the Windows 16-color palette. For both
the default and active states, a black border should appear around the icon,
except where the readability of the image might be affected, such as for an
arrow or an “X.” The images should have little shading and appear flat.

When you design 256-color icons, use the Windows half-tone palette. For both
the default and active states, the icons should have icon-style borders with gray
or color top and left borders, and black bottom and right borders. They can
have more shade and visual depth than 16-color images, with a light source
from the upper left and shading where appropriate.
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Creating .ico Files
You will need to create two .ico files for one icon:

= The first .ico file contains the active images (color) in the appropriate sizes
and color depths.

= The second .ico file contains the default images (grayscale) in the appropriate
sizes and color depths.

It is recommended that you use a graphics program to draw your icons and a
development environment, such as Microsoft Visual C++e Development Studio,
to create the .ico files.

The two icon files would contain the following graphics:

I— #1 .ico I— #2 .ico

» To draw images for your icons

1. After drawing your images in a graphics program, place the 16-color and
256-color images in separate files.

2. Index each file to the appropriate palette, either the Windows 16-color
palette or the Windows half-tone palette.

3. Save each file as a .bmp file.

» To create your icon files in Visual C++
1. Open each .bmp file.

2. On the File menu, click New, and then click Icon. By default, the icon
window that opens displays a standard 32-by-32-pixel device image.
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3. In the Icon window, click New Device Image. Click Custom, and then
create the following images:

= One 22-by-20-pixel 16-color image
= One 22-by-20-pixel 256-color image
= One 18-by-16-pixel 16-color image

Note The device images are two pixels wider than your original images,
which reflects the actual width of the button. Center your images in the
device image area.

4. Delete the default 32-by-32-pixel device image.

5. Copy and paste the color images from your .bmp files into a device
image with the appropriate size and color depth.

6. To make the background transparent, select the transparent color
in the color palette and fill the background of each image where you
want transparency.

7. Save this file as an .ico file.

8. To create your default (grayscale) .ico file, follow the same steps
(steps 1 through 7).

Setting Up Your Computers

The next stage in preparing for running the Customization wizard is to ensure
that your build computer and your users’ computers meet the appropriate system
requirements. You should also prepare any settings on your build computer that
you plan to import into your custom package.

Preparing Your Build Computer

You can build browser packages and use the IEAK Profile Manager for the
Windows 16-bit, Windows 32-bit, and UNIX platforms. You must build
the packages and run the Customization wizard from a computer running a
Windows 32-bit operating system.

Before you start the Customization wizard, check the amount of disk space
available in the Program Files folder and on the destination drive (where you
build your custom package). The destination drive can be, but isn’t required
to be, on the same computer.

For each media type that you build, you will need to have additional space on
your build computer. For more information about system requirements for the
IEAK and Internet Explorer, see Chapter 9, “Planning the Deployment.”
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Understanding IEAK Build Locations

You can build a custom package on the computer where you are running the
Customization wizard, and then move the files to servers where users will
download them. Or, you can build on a network server on your Local Area
Network (LAN) or on a Web server, such as Microsoft Internet Information
Server (IIS).

When you build custom packages, folders for each media type are created in
your build folder. For flat (network) and download (Web) packages, you can
build at the location where files will be available for downloading. For CD-ROM
packages, you can drag the appropriate folder from Windows Explorer to a
CD-recording program. For floppy disk packages, you can drag the appropriate
folders to the drives for the floppy disks.

If you are building directly on a Web or network server, you should have the
necessary folder structure in place before building your custom packages. For
more information about deploying your packages, see Chapter 19, “Deploying
Microsoft Internet Explorer 5.”

Importing Your Settings

You can import some settings directly from your computer. Importing settings can
save time if your computer already contains settings or options you want to use.
For some customizations, such as your Favorites list and channels, you can import
items from your computer as a starting point, and then further customize them
while you are using the Customization wizard.

It’s a good idea to prepare your computer before you run the Customization
wizard. However, if last-minute adjustments are necessary, you can switch away
from the wizard by pressing ALT+TAB, change the settings on your computer,
and then switch back to the wizard to import your settings.

Here are the items you can import from your computer:

= Links and favorites— You can import the URLs and titles for your Links bar
and Favorites list. You can also import any custom graphics that you’ve used
for items in your Favorites list. To see your current Favorites list, click the
Favorites button in your browser. To see your current links, point to Toolbars
on the View menu in the browser, and then click Links.

= Channels— You can import Channel information from your computer, and
then further customize it as necessary. The channels that you will import are
located in the Channels folder on your Favorites list.
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Certification authorities (corporate administrators only)—You can import
your certification authorities, and then use the Certificate Manager to further
customize settings (if necessary). To see the current settings in Internet
Explorer, click the Tools menu, and then click Internet Options. Click the
Content tab, and then click Certificates.

Authenticode security (corporate administrators only)— You can import
Authenticode settings, which designate software publishers and credentials
agencies as trustworthy, from your computer. To see the current settings in
Internet Explorer, click the Tools menu, click Internet Options, click the
Content tab, and then click Publishers.

Content ratings (corporate administrators only)— You can import your
content ratings. Ratings provide a way to control the type of content that

your users can access on the Internet. To see the current settings in Internet
Explorer, click the Tools menu, click Internet Options, click the Content tab,
and then click Settings. If you have not yet enabled Content Advisor, click
Enable, and then set the options you want.

Connection settings (corporate administrators only)— You can import
your connection settings, such as proxy server information. To see the current
settings in Internet Explorer, click the Tools menu, click Internet Options,
and then click the Connections tab. To see network and proxy settings, click
LAN Settings.

System policies and restrictions—Corporate administrators can import their
settings, policies, and restrictions. ISPs and ICPs can import their settings.

Desktop toolbar settings—If you are a corporate administrator and you are
including the Windows Desktop Update with your custom package, you can
import your desktop toolbar settings. The desktop could be installed with
Internet Explorer 4.0 and is part of Windows 98.
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Setting Up Servers

As you customize the browser and prepare for deployment, you should also
prepare any servers that you will need to support your deployment of Microsoft
Internet Explorer 5. This chapter covers preparing for proxy servers, roaming user
profiles, Internet sign-up with the Internet Connection wizard, and Microsoft
NetMeeting.
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For more information about testing the deployment process before the final
rollout, see Chapter 11, “Setting Up and Administering a Pilot Program.”

For more information about preparing to use the Internet Explorer
Administration Kit (IEAK), see Chapter 12, “Preparing for the IEAK.”

For more information about building custom browser packages for installation,
see Chapter 15, “Running the Internet Explorer Customization Wizard.”

For more information about rolling out Internet Explorer to your users,
see Chapter 19, “Deploying Microsoft Internet Explorer 5.”

For more information about automatic configuration, see Chapter 21,
“Using Automatic Configuration and Automatic Proxy.”

For more information about updating programs after deployment, see
Chapter 22, “Keeping Programs Updated.”

Preparing Servers

Depending on your situation, you may need to set up servers as part of your
deployment. When setting up servers, you should plan for your users’ needs
in terms of deployment, browser use, and updating of software. If you are an
Internet service provider (ISP), you should also plan how users will sign up
for your services.
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If you distribute files over the Internet or an intranet, consult your Web server
documentation for specific information about how to set up your servers.
Regardless of your Web server type, consider the following issues that can
impact how smoothly users are able to install your software:

= Security— Certain security levels prevent files that are not digitally signed
from being downloaded, and some security levels prompt the user with
warning messages. For general information about digital certificates, see
Chapter 6, “Digital Certificates.” For information about preparing digital
certificates for use with the Internet Explorer Customization wizard, see
Chapter 12, “Preparing for the IEAK.”

= Bandwidth—Setting up servers in different locations or staggering rollouts
might be necessary to avoid an overwhelming demand on a specific server.
For example, you could schedule installation for different divisions or regions
a few days or weeks apart, depending on the size of your organization and
resources. For more information about deployment, see Chapter 19,
“Deploying Microsoft Internet Explorer 5.”

You can use the Customization wizard to specify up to 10 locations from which
users can download and install Internet Explorer. This information is stored in
the IESSites.dat file. If one server is down, an attempt is made to download files
from the next site in the list. You can choose only one site, however, if you are
installing Internet Explorer silently—that is, with no user interaction.

If you are a corporate administrator, you can help offset some of the load
associated with Internet usage by specifying and setting up key user pages, such
as the home, support, and search pages, on your intranet. You can preconfigure
these pages before deployment on the Important URLSs screen in Stage 4 of the
Customization wizard.

If you are a corporate administrator and you don’t have Internet access, you
must set up these pages on your intranet.

If your deployment plan also includes software updates, you might want to
schedule them during off-hours or stagger updates among groups of users
to minimize server load. For more information about software updates, see
Chapter 22, “Keeping Programs Updated.”
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In addition to general deployment issues, you may need to address additional
server needs for your organization. This chapter covers the following specific
server issues:

= Automatic browser configuration servers and automatic detection
of browser settings (corporate administrators)

= Proxy servers

= Automatic searching

= Roaming user profiles (corporate administrators)

= Internet sign-up servers (ISPs)

= NetMeeting servers

Configuring Central Automatic Configuration Servers

Automatic configuration and automatic proxy enable you to change user settings
from a central location after you deploy Internet Explorer. This can be useful if
you expect the needs of your users or your organization to change frequently.

On the Connections tab in the Internet Options dialog box, you can specify
that Internet Explorer should check periodically for changes to the automatic
configuration files, and then refresh user settings as needed.

You can also set these options before deployment by using the Internet Explorer
Customization wizard. The following illustration shows the Automatic
Configuration screen of the wizard, where you can set automatic detection,
automatic proxy, and automatic configuration settings.

icrosoft Internet Explorer Customization Wizard - Stage 4

i Automatic Configuration
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Information about setting up your servers for this feature is contained in

this chapter. Information about setting options in the browser and in the
Customization wizard are contained in Chapter 21, “Using Automatic
Configuration and Automatic Proxy. If you plan to use automatic configuration,
you will need to configure servers on your intranet. To configure central
management servers, you need to have the following:

= Web-server software, such as Microsoft Internet Information Server (IIS)

= Automatic configuration and automatic proxy files on the server at the URLs
necessary for automatic browser configuration

The number of automatic browser configuration servers you require can vary
according to the size and demands of your organization. If your organization is
large, you might need to configure automatic browser configuration servers for
each domain. For example, you could specify automatic browser configuration
for user groups in domain 1 as follows:

http://domainl_server/autoconfig/<usergroup>.ins
http://domainl_server/autoconfig/proxyl.pac

You would install a Web server at http://domainl_server/ and then copy the
<usergroup.ins and <usergroup>.cab files and proxyl.pac to the server at
http://domainl_server/autoconfig/. When users in domain 1 start Internet
Explorer, it reads the appropriate automatic configuration files and the auto-
proxy file residing at http://domain1_server/autoconfig/.

Note Whenever you update and post an Internet settings (.ins) file to a server,
you should also copy any cabinet (.cab) files that have also changed.

Automatic Detection of Browser Settings (Corporate Administrators)

You can configure your network so that Internet Explorer is customized
automatically the first time it is started. This can help reduce administrative
overhead and potentially reduce help desk calls about browser settings.

Automatic detection of browser settings, which is based on Web Proxy
AutoDiscovery (WPAD), is supported by both Dynamic Host Configuration
Protocol (DHCP) and Domain Name System (DNS). With the appropriate
settings, DHCP servers that support the DHCPINFORM message and DNS
servers can automatically detect and configure a browser's settings.

Automatic detection of settings builds on existing automatic configuration
technologies, in which a browser can be configured from a central location
with an IEAK profile or a JavaScript proxy configuration (.js, .jvs, or .pac) file.
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With automatic detection, the browser can now be automatically configured when
it is started, even if the browser was not first customized by the administrator. For
example, if a user were to download a noncustomized browser from the Internet,
instead of installing a customized version from the corporate servers, automatic
detection can automatically configure and customize the user’s browser.

To specify in the IEAK that you want to set up automatic detection of browser
settings, select Automatically detect settings on the Automatic Configuration
screen of the Internet Explorer Customization wizard.

Automatic Detection of Browser Settings for
DHCP and DNS

A DHCEP server enables the administrator to centrally specify global and subnet-
specific TCP/IP parameters and to define parameters for clients by using reserved
addresses. When a client computer moves between subnets, it is automatically
reconfigured for TCP/IP when the computer is started.

DNS is a set of protocols and services on a TCP/IP network that allow users
to search for other computers by using hierarchical user-friendly names, often
known as “hosts,” instead of numeric IP addresses.

Using DHCP with automatic detection works best for local area network-based
(LAN-based) clients, while DNS enables computers with both LAN-based and
dial-up connections to detect their settings. Although DNS can handle network
and dial-up connections, DHCP provides for faster access to LAN users and
allows greater flexibility in specifying configuration files.

To enable automatic detection of browser settings, you need to configure specific
settings on DNS servers, DHCP servers, or both.

Enabling Automatic Detection of Browser Settings on DHCP

To set up automatic detection of browser settings on a DHCP server, you need to
create a new option type with a code number of 252. Your DHCP server must
support the DHCPINFORM message.

Note Depending on your type of DHCP server, the option names may vary
slightly.

» To add a new DHCP option type

1. On the DHCP Options menu, click Defaults.

2. In the Option Class list, click the class for which you want to add
a new option type, and then click New.

3. In the Name box, type a new option name.
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4. In the Data Type list, click the String data type.

For the default value of the string, type the URL that points to your
configuration file. This file can be a .pac, .jvs, .js, or .ins configuration file.

Examples:
http://www.microsoft.com/webproxy.pac
http://marketing/config.ins

http://#H## # ### #/account.pac

5. In the Identifier box, type the code number 252 to associate with
this option type.

6. In the Comment box, type a description.

Enabling Automatic Detection on DNS

To enable automatic detection of browser settings on DNS, you need to configure
either the host record or CNAME “alias” record in the DNS database file.

Host Record

A host record is used to statically associate host (computer) names to IP addresses
within a zone. A host record contains entries for all hosts that require static
mappings, such as work stations, name servers, and mail servers.

The syntax for a host record has this form:

<host name> IN A <ip address of host>

The following list shows some examples.

Host name IN A Host IP address
corserv IN A 192.55.200.143
nameserver2 IN A 192.55.200.2
mailserverl IN A 192.55.200.51
CNAME Record

These records are sometimes called “aliases” but are technically referred to as
“canonical name” (CNAME) entries. These records allow you to use more than
one name to point to a single host. Using canonical names makes it easy to do
such things as host both an FTP server and a Web server on the same computer.
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» To configure a DNS database file for automatic detection of browser settings

= In the DNS database file, enter a host record named wpad that points to the
IP address of the Web server that contains the .pac, .jvs, .js, or .ins automatic
configuration file.

_OI'-

Enter a CNAME alias named wpad that points to the name (the resolved
name, not the IP address) of the server that contains the .pac, .jvs, .js, or
.ins automatic configuration file.

Note After the record is added and the database file is propagated to the
server, the DNS name wpad.domain.com should resolve to the same computer
name as the server that contains the automatic configuration file.

When using DNS, Internet Explorer constructs a default URL template based
on the host name wpad—for example:

http://wpad.domain.com/wpad.dat

Therefore, on the Web server wpad, you must set up a file or redirection point
named wpad.dat, which delivers the contents of your automatic configuration file.

Working with Proxy Servers

A proxy server acts as an intermediary between your computer and the Internet.
It is most frequently used when there is a corporate intranet and users are
connected to a LAN. It can also work with a firewall to provide a security

barrier between your internal network and the Internet. In addition, corporate
administrators can balance proxy loads and block undesirable sites. Proxy servers
are becoming more advanced in their ability to reduce network traffic by caching
content that is frequently requested by the browsers they serve.

A key benefit of Internet Explorer 5 is that users can have multiple connection
configurations. Proxy and other LAN settings can be altered for each connection
configuration, and a friendly name can be assigned to each configuration—for
example, “docking station.”

The following section covers two key issues that you should consider if your
organization uses proxy servers:

= Configuring proxy port settings
= Configuring proxy bypass lists
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Proxy Configuration (Corporate Administrators and ISPs)

Corporate administrators and ISPs can preset proxy server settings by entering the
settings in Stage 4 of the Internet Explorer Customization wizard. The following
illustration shows the Proxy Settings screen.

osoft Internet Explorer Customization Wizard - Stage 4

Proxy Settings

These settings in the Customization wizard correspond to proxy settings in the
browser. To see these settings in the browser, click the Tools menu, and then click
Internet Options. Click the Connections tab, and then click LAN Settings. To
see addresses of specific proxy servers, click Advanced.

Selecting the Use the same proxy server for all protocols check box in the
browser or the Use the same proxy server for all addresses check box in the
Customization wizard makes all the other entries unavailable and copies the proxy
information in the HTTP setting into the other protocol settings. Selecting the
check box also hides the information in the Socks setting.

The Secure setting is for HTTPS requests based on the Secure Sockets Layer
(SSL) technology.

Proxy locations that do not begin with a protocol (such as http:// or ftp://) are
assumed to be a CERN-type HTTP proxy. For example, when the user types
proxy, it’s treated the same as if the user typed http://proxy. For FTP gateways,
such as the TIS FTP gateway, the proxy should be listed with the ftp:// in front
of the proxy name. For example, an FTP gateway for an FTP proxy would have
this format:

ftp://ftpproxy
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When you enter proxy settings, use the following syntax, where <address> is the
Web address of the proxy server and <port> is the port number assigned to the
PIoxy server:

http://<address>:<port>

For example, if the address of the proxy server is proxy.example.microsoft.com
and the port number is 80, the setting in the Proxy Server box for LAN settings
in the Proxy Settings dialog box or the Proxy Settings screen of the Customization
wizard should read as follows:

http://proxy.example.microsoft.com:80

Note If you are using the Internet Protocol (IP) address of your proxy server,
make sure not to type leading zeros. For example, use 130.25.0.1 instead of
130.025.000.001.

Key proxy registry settings are as follows:

HKEY_CURRENT_USER\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\
Internet Settings\

“ProxyEnable”=“01 00 00 00~

“ProxyServer”=“data”

“ProxyOverride”=“Tocal”

The proxy bypass list in the Exceptions area of the Proxy Settings dialog box
allows users to specify addresses that will bypass the proxy server and be
accessed directly.

Corporate administrators can also preset proxy settings or manage proxy settings
by using an automatic proxy configuration file in js, .jvs, or .pac format. For more
information about automatic proxy configuration, see Chapter 21, “Using
Automatic Configuration and Automatic Proxy.”

Using the Proxy Bypass List

Some network requests need to bypass the proxy. The most common reason to
bypass the proxy is for local (intranet) addresses. Generally, these addresses do
not contain periods in them. By selecting the Bypass proxy server for local
(intranet) addresses check box, all addresses without a period (for example,
http://compserv) will bypass the proxy and be resolved directly.
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To bypass more complex addresses, you can set up exceptions for specific
addresses or wildcards. If you are configuring settings by using the Customization
wizard, enter the addresses into the Do not use proxy server for addresses
beginning with check box in the Exceptions area of the Proxy Settings dialog
box. If you are configuring proxy settings on a user’s computer after deployment,
click the Tools menu, and then click Internet Options. Click the Connections
tab, click LAN Settings, and then click Advanced. Enter the addresses into

the Do not use proxy server for addresses beginning with check box in the
Exceptions area. Use a semicolon (;) between entries in the Customization wizard
and in the browser.

A proxy bypass entry may begin with a protocol type: http://, https://, ftp://, or
gopher://. If a protocol type is used, the exception entry applies only to requests
for that protocol. Note that the protocol value is case insensitive. Multiple entries
should be separated by semicolons.

If no protocol is specified, any request using the address will be bypassed. If a
protocol is specified, requests with the address will be bypassed only if they are
of the indicated protocol type. As with the protocol type, address entries are
case insensitive. If a port number is given, the request is processed only if all
previous requirements are met and the request uses the specified port number.

The Exceptions area of the Proxy Settings dialog box allows a wildcard (*) to be
used in the place of zero or more characters. The following list contains examples
showing how to use wildcards:

= To bypass servers, enter a wildcard at the beginning of an Internet address,
IP address, or domain name with a common ending. For example, use
* example.microsoft.com to bypass any entries ending in
.example.microsoft.com (such as some.example.microsoft.com and
www.example.microsoft.com).

» To bypass servers, enter a wildcard in the middle of an Internet address,
IP address, or domain name with a common beginning and ending. For
example, the entry www.*.com matches any entry that starts with www
and ends with com.

= To bypass servers, enter a wildcard at the ending of an Internet address,
IP address, or domain name with a common beginning. For example, use
www.microsoft.* to bypass any entries that begin with www.microsoft.
(such as www.microsoft.com, www.microsoft.org, and
www.microsoftcorporation.com).

= To bypass addresses with similar patterns, use multiple wildcards. For
example, use 123.1*.66.* to bypass addresses such as 123.144.66.12,
123.133.66.15, and 123.187.66.13.
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Although wildcards are powerful, they must be used carefully. For example,
the entry www.*.com causes Internet Explorer to bypass the proxy for most
Web sites.

If you need to bypass the proxy for a local domain, try using *.domain.com.
This will not use the proxy for any computer name ending in .domain.com.
You can use the wildcard for any part of the name.

Using FTP with CERN-Compliant Proxy Servers

Users can access FTP sites through a CERN-compliant proxy server. To access an
FTP site, users would type the Internet address (URL) for the FTP site they want
to connect to, as shown in the following example:

ftp://ftp.microsoft.com

If the site requires a user name and password, users also need to include that
information in the address:

ftp://username:password @ftp.microsoft.com

If your system uses a CERN proxy server, users can only download files from
and view files at FTP sites. To enable users to perform other services, such as
uploading files, you need to provide another proxy solution.

Working with Automatic Search

You can customize automatic search, which enables users to type a conversational
word into the Address bar to search for frequently used pages. Users do not need
to remember the URLSs for the pages that you specify, so key information is easier
to find.

For example, you could enable a Web page about invoices to appear when a user
types the term “invoice” into the Address bar, even if the URL of the page doesn’t
contain this term. If you are a corporate administrator, the following topic shows
you how you can customize automatic searching. If you are an ICP or ISP, send
e-mail to autosrch@microsoft.com for more information.

This feature is already enabled for the Internet. For example, typing certain
distinct, popular terms into the Address bar causes a Web site associated with that
term to appear. When a Web site cannot distinctly be associated with that term—
for example, if there are several apparent matches—then a Web page showing top
search results is displayed.



Chapter 13  Setting Up Servers 265

The Web site that appears does not necessarily contain the exact search term in its
URL. If a Web site whose domain is the same as the term is not the best match for
the search term (for example, if the search term is the same as the URL without
www. and .com), then the user is redirected to the site that is the best match for
that term. By default, the user is prompted when a redirection occurs.

The Automatic Search URL is configurable by using two parameters denoted by
a percent (%) sign. These two values must be part of the URL itself. The value
%]1 represents what the user typed in the Address bar. The value %2 represents
the type of search option chosen by the user. Possible values for %2 are 3, 2, 1,
and 0, where:

= 3 = Display the results and go to the most likely site.
= 2 =Just go to the most likely site.

= 1 = Just display the results in the main window.

= 0 =Do not search from the Address bar.

To set up Automatic Search
1. Create a script and post it to an intranet server.

The search page can be a script file, such as an Active Server Page (.asp) file,
that conditionally checks for search terms. The script needs to be hosted at this
location: http://ieautosearch/response.asp?MT=%1&srch=%?2. If you are not
using IIS, then you would need to remap this URL to the address where your
script is located.

2. If you are setting this option on the System Policies and Restrictions screen in
Stage 5 of the Customization wizard, click Internet Settings.

If you are setting this option in the Profile Manager, click Policies and
Restrictions, and then click Internet Settings.

3. Click Advanced Settings, and then in the Searching area, type intranet into
the Search Provider Keyword box.

If you’re just redirecting users to another site rather than returning search
results, then select Just go to the most likely site in the When Searching
From The Address Bar box.

Note If you are a corporate administrator, you are not customizing search, and
your organization doesn’t have Internet access, you may want to disable automatic
searching. To do this, in the Searching area on the Advanced Settings screen,
select Never search from the Address bar.
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Sample .asp AutoSearch Script

The following is a script that shows how search queries on an intranet can be
redirected to the appropriate Web page.

<%@ Language=VBScript %>

<%

' search holds the words typed in the Address bar by the user, without
‘ the "go" or ' "find" or any delimiters like "+" for spaces.

' If the user types "Apple pie,"” search = "Apple pie."”

' If the user types "find Apple pie," search = "Apple pie.”

search = Request.QueryString("MT™")

search = UCase(search)

searchOption = Request.QueryString("srch™)

' This is a simple if/then/else script to redirect the browser
‘ to the site of your choice based on what the user typed.

‘ Example: expense report is an intranet page about

‘ filling out an expense report

if (search = "NEW HIRE") then
Response.Redirect("http://admin/hr/newhireforms.htm")

elseif (search = "LIBRARY CATALOG") then
Response.Redirect("http://1ibrary/catalog”)

elseif (search = "EXPENSE REPORT") then
Response.Redirect("http://expense™)

elseif (search = "LUNCH MENU") then
Response.Redirect("http://cafe/menu/")

else

' If there is not a match, use the

' default IE autosearch server
Response.Redirect("http://auto.search.msn.com/response.asp?MT="
+ search + "&srch=" + searchOption +

"&prov=&utf8")

end if

%>
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Working with Roaming User Profiles
(Corporate Administrators)

The roaming user profiles feature allows multiple users to use a single installation
of Internet Explorer while retaining unique individual settings for each user. This
feature also allows settings to follow a user to another computer. Corporate
administrators should consider how best to configure roaming user profiles for
network configuration and user needs.

If a network is used, user profiles can roam. This means that the user’s copy of
User.dat is stored on a central server and downloaded to any workstation that the
user logs on to. This way, users can see the same environment no matter what
workstation they use. It also allows administrators to have central control over
individual user settings.

Internet Explorer and the Internet Explorer Customization wizard include options
for caching temporary Internet files. These options can be useful when you are
using roaming user profiles on a network. If you do not use these options, all
temporary Internet files are copied to the user's profile folder when the user

logs off. The temporary Internet files are then copied back to the local computer
the next time the user logs on. This can be time-consuming and can use a lot of
server space.

Caching Options

You can use a caching option in Internet Explorer to delete all cached
Internet files when a user quits the browser. This option does not delete
cookie information. Cookie information (which is usually small) is copied
when the profile is saved. To set this option in the browser, carry out the
following procedure:

» To set caching options in Internet Explorer
1. On the Tools menu in Internet Explorer, click Internet Options.
2. Click the Advanced tab.

3. In the Security area, select the Empty Temporary Internet Files
folder when browser is closed check box.

You can also use the System Policies and Restrictions screen of the Internet
Explorer Customization wizard or the Internet Restrictions screen of the IEAK
Profile Manager to set this option before deployment. In the Security area, select
the Delete saved pages when browser closed check box.



268

Part3 Customizing

Understanding Roaming Profiles

The Personalized Item Settings dialog box in Control Panel can control the
content and settings saved on a per-user basis. This control is especially useful
for conserving disk space and for avoiding excessive network traffic. Even if a
server might have unlimited disk space to store content, it is not always practical
for content in a profile to pass back and forth between the server and a client.
Thus, to minimize the amount of data stored in profiles, you can specify
personalized item settings as follows:

= Desktop folder and Documents menu—If the Active Desktop is part of the
corporate installation, this setting can be left on.

= Start Menu and Program folders— Because these folders are dependent on
the programs installed in a standard corporate installation, this setting can be
turned off.

= Favorites folder— This setting should be left on so that users can maintain a
personal Favorites list.

= Downloaded Web pages— This setting affects the Temporary Internet Files
folder, which contains Cookies and History. If strict size limitations are
necessary, this setting can be left on, but in most cases it can be left off.

= My Documents folder —Network traffic can be minimized if this setting is
turned off and a network share is used for document storage.

If roaming profiles are already enabled on a computer, installing Internet Explorer
does not automatically move the new folders to the profile. You need to select the
items from the User Profiles Manager by clicking the Users icon in Control Panel
in Windows. If you run Internet Explorer on Windows NT 4.0, the Users icon
does not appear in Control Panel. Windows NT 4.0 either uses a preconfigured
profile or creates a local user profile automatically when you log on.

Note Because roaming profiles are handled by the operating system, they are
bound by the differences between user profiles for specific operating systems.

Creating User Profiles

Before you can create a user profile, you first need to enable them on the User
Profiles tab of the Passwords Properties dialog box (to access this dialog box,
click the Passwords icon in Control Panel.)

To create a new profile in Windows, just log on using a user name that is new to
the system and, therefore, has no corresponding password list (.pwl) file. The
system prompts you to confirm the new user password and asks whether you
would like to use global settings or per-user settings.
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Instead of logging on with a new user name, you can click the Users icon
in Control Panel to run the User Profile wizard, which you can use to add
and configure user profiles. This is an alternate user interface for creating a
new profile.

Understanding Advanced User Profile Functionality

If a path is stored in the per-user registry, it probably points to a folder with
contents that are also per-user. You should consider whether these contents also
should roam from one computer to another. Keep in mind that although any file
can be made to roam, not all files should. In addition to performance issues when
large numbers of files are copied to and from the user’s logon server, there are
security issues. For example, a user may not want or expect sensitive documents
to be copied to any workstation on which they log on and to remain there even
after they log off.

You need to be particularly careful with links to programs. Links usually

contain hard-coded paths (such as a shortcut to C:\Program Files\Internet
Explorer\IExplore.exe), which may not roam well. If you want the contents of a
folder full of shortcuts to roam, create shortcuts that don’t contain absolute paths.

When working with roaming profiles, there are several ways you can use
folder settings:

= Not per-user— The setting is the same for all users and does not follow the
user to other computers.

= Optionally per-user—The user or network administrator can choose whether
users get their own version of the setting. Note that it’s possible for this
optional configuration to be per-user. That is, either all users get their own
version of the setting or none of them do, or some users get their own setting
and others use the default.

= Optionally both per-user and roaming—Either all users get the same setting
and the contents do not follow them from computer to computer, or users get
their own settings and the contents follow them. This is how the Desktop and
Start menus work in Windows 95. Whether a particular user gets a unique
copy or uses the default is determined on a per-user basis.

= Always per-user, optionally roaming— All users on a computer get their
own version of the setting, but the contents of the folder do not follow the user
to other computers on the network.

= Always per-user, always roaming— Users each get their own content
because their individual content always follows them. This is the way typical
per-user registry items work; it is also how the user’s Favorites, Cookies, and
History folders are expected to work.
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Preparing Servers for Internet Sign-up (ISPs)

An Internet sign-up server is an HTTP server that automates the task of adding
new customers to an ISP’s customer database. The Internet sign-up server collects
information from each new customer, adds the information to the ISP’s customer
database, and then passes a configuration packet back to the customer’s desktop
computer. The configuration packet contains information that is used to configure
the customer’s Internet browser for subsequent connection to the ISP’s services.

To add a new customer to the ISP’s database, the Internet sign-up server:

= Causes the client computer to establish an HTTP connection with the
sign-up server.

= Collects sign-up information from the customer.

= Handles the customer’s acceptance or refusal of the ISP’s services.

When using the IEAK, three options are available for performing Internet sign-up:

= Server-based sign-up by using the Internet Connection wizard (ICW)
= Server-based sign-up by using the browser in Kiosk mode

= Serverless sign-up

Server-based sign-up is preferred, unless you can’t provide a sign-up server,
because settings are easier to change on the server than on the client. Of the two
server-based options, the ICW method is recommended, because it uses a standard
wizard interface that can be customized to fit your needs. This section will help
you prepare for Internet sign-up by using the ICW.

If you’re an ISP, you can specify the ICW as the tool that customers use to sign up
for Internet services and configure their computers.

Important If you are using single-disk branding and you anticipate that some of
your users will have Internet Explorer 4.01 Service Pack 1, you should not use
ICW mode sign-up; you should Kiosk-mode sign-up instead. If you think some
customers will have a later version of Internet Explorer, then you can create an
IEAK package that contains both sign-up solutions.

Customizable solutions for Internet sign-up are located in the IEAK Toolkit. The
code is provided in Active Server Pages as well as in Perl format, allowing you to
build an ICW sign-up process for Web servers on different platforms with a
minimum of effort. If you use the sample code, the only work you need to do is to
integrate the sign-up server with your registration and billing systems. In the
Windows 98 Referral Server Program, the sign-up server code is similar for both
IEAK sign-up and Referral Server registrations.
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The following sections describe how to develop a sign-up process for the ICW.
Although these sections describe a tested, comprehensive sign-up solution, which
is recommended in most cases, you can customize the sign-up process further to
meet the needs of your organization.

Note Because the IEAK solution includes multiple Internet sign-up (.isp) files
for different customer needs, you must also include the Dynamic HTML Data
Binding component in your custom package.

For general information about Internet sign-up and implementing the sign-up
process, see Chapter 20, “Implementing the Sign-up Process.”

Meeting Coding and Accessibility Requirements
for Internet Sign-up by Using the ICW

To prepare your Internet server, you need to design HTML pages on your server
that will interact with the customer during Internet sign-up.

The new ICW-mode sign-up mechanism in the IEAK is designed so that an
Internet sign-up server looks and acts like a standard Windows wizard. Although
the ICW uses the power and flexibility of HTML, it does not use the same
formatting as HTML.

HTML pages in the ICW must use the Windows system colors and fonts and also
must meet accessibility requirements. Unless otherwise specified, the ICW HTML
pages cannot contain any special HTML formatting, such as tables with visible
borders, images, or anchors. Only plain text and FORM elements (where required)
are allowed. Tables with invisible borders can be used for layout.

To match the user’s system colors, all HTML pages except the Icwsign.htm page
should contain no color or font attributes unless otherwise specified.

The only requirement for implementing forms within the HTML pages is that the
forms use the NAME attribute in FORM elements defined in the specification.

Back and Next Button Functionality

ICW-mode sign-up has specific requirements that must be met for the Back and
Next buttons in the Internet Connection wizard to work correctly.

Back Button

For the Back button to work correctly, you must add a FORM element to the
sign-up server page that specifies the URL of the Back button. To retain the data
previously collected in the sign-up process, you must append it to the URL for the
Back button page.
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The following example shows the FORM element that’s used with the Back
button for sending the user to the previous page of the sign-up process. Note that
the data for the first and last names is appended to the URL in name/value pairs:

<FORM
NAME=“BACK”ACTION="http://myserver/page2.asp”?firstname=bob&lastname=smi
th&address=...”></FORM>

Note All letters in the NAME attribute and its value must be capitalized because
the ICW is case-sensitive.

Next Button

For the Next button to work properly, you must add a FORM element to the
sign-up server page that specifies the URL of the Next button. For the data
collected to be passed to the next page in the sign-up process, you must add
hidden FORM fields on each of your sign-up server pages that contain the data
elements collected on this and all previous pages. The URL you reference must
contain code that collects the data from the previous page and displays the next
page of the sign-up process.

The following example shows the FORM element that’s used with the Next
button for sending the user to the next page of the sign-up process:

<FORM NAME=“NEXT” ACTION=“http://myserver/page2.asp”></FORM>

The sample sign-up server code included in the IEAK already conforms
to these requirements.

Accessibility

To ensure that the elements on the page are accessible by using only the keyboard,
you should check that each FORM element meets the following requirements:

= An access key (hot key) must be associated with the FORM element. Use the
Internet Explorer ACCESSKEY attribute in the INPUT element. The access-
key character should be highlighted with an underline by using an Underline
tag. The letters b, f, g, n, and o are reserved for the ICW and cannot be used as
access keys. For more information about the ACCESSKEY attribute, see the
MSDN Online Web site.

= Each FORM element on the page must be part of the ICW tab-key order. To be
included in the ICW tab-key order, the element must have a unique ID in the
INPUT element.

=  Each FORM element should have a label associated with it. To associate a
label for the different FORM input types, use the Internet Explorer LABEL
attribute.
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The following example shows a radio button FORM element that meets
these accessibility requirements:

<input ID="option2”
type=“radio”
name=“billing”
value=“hour”
accesskey=“h"
checked>

<label for=*“option2”>
5 <u>H</u>ours per month for $10.
</Tabel>

Designing HTML Pages for ICW Sign-up

Each page of the Internet Connection wizard should have the following design
elements and adhere to the following design conventions.

Style Sheet

If you use a style sheet, do not specify any font style or color attributes in it. The
parent wizard sets these attributes. If you use a TABLE element in your error
pages, the element must include a STYLE attribute—for example:

<TABLE style=“font: 8pt ‘ms sans serif’ buttontext”> </TABLE>

Design Restrictions

Only text and FORM elements are allowed. Do not use images, links, or scroll
bars in your design.

Required Form Elements

The HTML page must include four FORM elements that specify different
page properties:

» The unique PAGEID for the page—The NAME attribute for the FORM
element must be “PAGEID” (case sensitive). The ACTION attribute of the
FORM element must be a unique ID that does not match the PAGEID of any
other page in the ISP section of the wizard, as shown in this example:

<FORM NAME=“PAGEID” ACTION=“paged4”></FORM>

= The Back button function—The NAME attribute for the FORM element
must be “BACK” (case sensitive). The ACTION attribute for the FORM
element should be the absolute URL for the previous page, as shown in this
example:
<FORM NAME=“PAGEID” ACTION=“HTTP://signup/bin/pagel.cgi”></FORM>

Note, however, that no data is posted to this page.
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= The characteristics of the page—The NAME attribute for the FORM
element must be “PAGETYPE” (case sensitive). Because this is a standard
frame where the ISP defines the entire space, the ACTION attribute for the
FORM element must be an empty string, as shown in this example:

<FORM NAME=“PAGETYPE” ACTION=*“"></FORM>

= The Next button function—The NAME attribute for the FORM element
must be “NEXT” (case sensitive). There are no restrictions on the token names
for the INPUT elements within the FORM element. The ACTION attribute for
the FORM element should be the absolute URL where the form information
should be posted. The URL that you post on your server should contain a
script that receives the data and then displays the next HTML page of the
wizard.

Working with the ICW Sample Sign-up Files

If you want to simulate the sign-up process before creating your own files, you
can use the sample files from the IEAK Toolkit. The sample files can give you a
general idea of how the sign-up process works and the type of information that
you’ll need to provide.

To test the sample sign-up files on your server

1. Create a subfolder named Signup in the wwwroot folder on your server.
2. Copy the files from the Toolkit folder to the Signup subfolder.

3. In the files, change all the references to point to your sign-up server.

4

. In the HTML code of the sign-up server pages, change all the references
from the sample company name to your organization’s name.

5. Modify the last sign-up server page to reflect your .ins settings.

Creating Initial, Error, and Finish Pages for ICW Sign-up

For ICW sign-up, you need to design the initial page the user sees (Icwsign.htm),
error pages, and the finish page.

Initial Page (Icwsign.htm)

The initial page that the user sees after installing Internet Explorer 5 and restarting
the computer is the branded Icwsign.htm page. This page is specified in the IEAK
and is included in your build of Internet Explorer 5. It is not hosted on your sign-
up server.
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On the Icwsign.htm page, the user sees welcome information from the ISP and is
asked to either click Next to begin the sign-up process (if there is only one ISP
file needed for sign-up) or to select the city and state being dialed from so that the
ICW can select the appropriate sign-up server ISP file to use. When the user
clicks Next, the ICW dials and connects the user to the ISP sign-up server.

Error Pages for ICW Sign-up

If the data submitted to the sign-up server is invalid at any time during the sign-up
process, the server can display an HTML page with a friendly error message. An
example would be if the user requests an e-mail name that is already in use.

The error HTML page that is sent by the ISP’s sign-up server is displayed in a
floating frame within the wizard. The frame is 444 pixels wide by 273 pixels high.
Scroll bars do not appear if the HTML page exceeds these dimensions.

The frame should contain text that lets the user know that the data entered was
invalid and provides the FORM elements required for the user to enter new data.

For information about HTML design and required FORM elements, see
“Designing HTML Pages for ICW Sign-up” earlier in this chapter.

Finish Page for ICW Sign-up

When the user clicks Next on the ISP finish page, the .ins file is processed and
the computer is configured for the new Internet account. After this is done, the
ICW displays its final page, which informs the user that the Internet connection
is ready and tells the user how to begin browsing the Internet. There is no ISP-
configurable interface on this page.

The finish page also provides the option of beginning browsing immediately when
the user selects the Begin browsing immediately check box. You can use the
StartURL value in the .ins file to specify the page the browser displays when it
first opens.

Note After the user has finished the sign-up process, your sign-up server

must return information about how to configure the user’s computer for Internet
access. The .ins file, downloaded at the end of your sign-up process, contains
this information.
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Creating the Name and Address Page for ICW Sign-up

When a user connects to your sign-up server, the first page the user sees is the
name and address page.

The name and address HTML page is displayed in a frame within the wizard.
The frame is 444 pixels wide by 273 pixels high. Scroll bars do not appear if
the HTML page exceeds these dimensions.

For information about HTML design and required form elements, see
“Designing HTML Pages for ICW Sign-up” earlier in this chapter.

Creating the Billing Options Page for ICW Sign-up

On the Billing Options page, you can present the service billing options from
which the user can choose. The options are presented using an HTML form
within a frame in the wizard window.

The user should be able to select an option by clicking an HTML radio button,
and one of the radio-button options must be selected by default. If the user
needs to make multiple selections, you can also include HTML check boxes
in the frame.

The billing-option HTML page that you supply is displayed in a floating frame
within the wizard. The frame is 444 pixels wide by 273 pixels high. Scroll bars
do not appear if the HTML page exceeds these dimensions.

For information about HTML design and required form elements, see
“Designing HTML Pages for ICW Sign-up” earlier in this chapter.

Creating the Method of Payment Page for ICW Sign-up

The Method of Payment page is where users specify how they want to pay for the
Internet service. Each ISP controls which payment methods are available in the
Payment Method list. Payment information is collected in the form that appears in
a frame below the selection, which changes depending on the payment method
selected in the list.

You can choose to offer any type of payment method:

s Credit card (you can specify the type of card, such as Visa or American
Express)

= Debit card

= Invoice

=  Phone bill charges
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For information about HTML design and required form elements, see
“Designing HTML Pages for ICW Sign-up” earlier in this chapter.

Creating the ISP Account Login/E-Mail Screen for ICW Sign-up

The account login/e-mail page enables the user to select an account login
and/or e-mail ID and password.

The HTML page that is sent by your sign-up server for account login and

e-mail is displayed in a floating frame within the wizard. The frame is 444 pixels
wide by 273 pixels high. Scroll bars do not appear if the HTML page exceeds
these dimensions.

For information about HTML design and required form elements, see
“Designing HTML Pages for ICW Sign-up” earlier in this chapter.

Creating the ISP POP Selection Page for ICW Sign-up

The POP selection page is where the user selects a local phone number for
Internet access.

The HTML page that is sent by the ISP’s sign-up server for POP selection

is displayed in a floating frame within the wizard. The frame is 444 pixels
wide by 273 pixels high. Scroll bars do not appear if the HTML page exceeds
these dimensions.

The user should not be asked to enter an area code or phone number a second
time. Any area code or phone number fields in the frame should be prepopulated
using the information already sent to the ISP’s sign-up server from the name and
address page.

For information about HTML design and required form elements, see
“Designing HTML Pages for ICW Sign-up” earlier in this chapter.

Creating the ISP Terms and Conditions Page for ICW Sign-up

The ISP Terms and Conditions page is where the ISP displays the legal agreement
that the user must read to subscribe to the service. To ensure that the user accepts
the agreement, the Next button of the ICW is not available until the user clicks
the I accept the agreement check box.

The user can save the HTML page for ISP terms and conditions for viewing
later by clicking the Save Copy button. After clicking the button, the user is
prompted to enter a file name and path for where the file should be saved. The
actual terms and conditions HTML file from the ISP’s sign-up server will be
saved to that location.
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The HTML page that is sent by the ISP’s sign-up server for Terms and Conditions
is displayed in a floating frame with a 2-pixel border within the wizard. The
frame’s width is 426 pixels (without the 2-pixel border and vertical scroll bar).

A horizontal scroll bar does not appear if the HTML page exceeds the width
dimension.

The Terms and Conditions page should begin with the document’s title and
instructions explaining how users can find a copy of the legal document on the
ISP’s Web site if they want to view it again or print it.

For information about HTML design and required form elements, see
“Designing HTML Pages for ICW Sign-up” earlier in this chapter.

Note There are no accessibility requirements for this page because no HTML
form elements are allowed on the page.

Using ICW Automatic Reconfiguration for ISP Sign-up

ICW Automatic Reconfiguration enables users who already have an Internet
account with an Internet service provider to have an account setting automatically
reconfigured. When users buy a new computer, this feature helps them configure
it for the same Internet account they had on a previous computer or on a computer
at work. It also helps users whose Internet settings have become corrupted. The
Automatic Reconfiguration feature restores the user’s settings; the user needs to
know only the user name, password, and POP server.

In a custom version of Internet Explorer, the user reaches the automatic
reconfiguration server by clicking a link on the Icwsign.htm page. This link
connects the user to the registration server.

After the user is connected to your sign-up server, you can ask for the user name,
password, and POP server. With this information, you can send an .ins file to the
user’s computer to reconfigure the user’s account.
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Supporting ICW Automatic Reconfiguration

You can use two methods with ICW Automatic Reconfiguration to restore
user accounts:

= Ask the user for the user name, password, and POP server. This should be
sufficient information for you to recreate the .ins file, send it to the user, and
reconfigure the account. If you are concerned about abuse of this feature, you
might want to recollect the user’s credit card number and run a check against
the registration database.

= Store .ins files in the same location as the rest of the user’s account
information. When a user connects to the Automatic Reconfiguration server,
the user can obtain the .ins file by providing only the user name and password.
The server would then look up the user’s account and deliver a copy of the
user’s original .ins file. As noted for the previous method, if you are concerned
about abuse of this feature, you might want to recollect the user’s credit card
number and run a check against the registration database.

To set up ICW Automatic Reconfiguration, follow the coding and accessibility
requirements for ICW sign-up and design the ISP account login/e-mail page, the
ISP POP selection page, and the ISP finish page.

Working with the Sample Sign-up
Automatic Reconfiguration Files

If you want to simulate the Automatic Reconfiguration process before creating
your own files, you can use the sample files from the IEAK Toolkit. To do this,
carry out the following steps:

To work with the sample sign-up pages for Automatic Reconfiguration
1. Create a folder named Autocfg in the wwwroot folder on your server.

2. Copy the files from the Toolkit folder to the Autocfg folder.

3. Inthe files, change all the references to point to your sign-up server.

4

. In the HTML code of the sign-up server pages, change all the references
from Acme ISP to your organization’s name.

5. Modify the last sign-up server page to reflect your .ins settings.
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The following sample files can give you a general idea of how the sign-up process
works and the type of information that you’ll need to provide.

= ISP Account Login/E-mail page— This is the first page on the Automatic
Reconfiguration server, which asks the user to provide the account login
and/or e-mail ID and password. It is similar in design to the ISP Account
Login/E-mail page for traditional ICW sign-up.

= ISP POP selection page—The POP selection page is where the user
selects a local phone number for Internet access. After the user provides this
information, the ISP should have sufficient information to recreate the .ins file.
It is similar in design to the ISP Account Login/E-mail page for traditional
ICW sign-up.

= ISP finish page—This is the last page of the Automatic Reconfiguration
account restoration. The text provided by your HTML page is purely
informational with no visible FORM elements. The check box and text at the
bottom of the page are provided by the ICW. If the user selects the check box
and clicks Next, the HTML code from your sign-up server shown on this page
is saved to the user’s desktop as an HTML file. The user can refer to this file
to remember passwords or service information.

You can also decide whether you want to display the Save Information check
box and text. By default, it is not shown. To turn on the check box, add the
following form type to the HTML code for the finish page:

<FORM NAME=PAGEFLAG ACTION=1></FORM>

Sign-up Server Considerations for Internet Information Server

If you are using IIS as your sign-up server, you must configure the Internet sign-
up server to provide a DHCP IP address to the client when the client connects to
the server. Because the sign-up process is relatively short, the expiration time for
the IP address lease can be small, possibly only a few minutes.

The sign-up processing is intended to be used over a point-to-point dial-up
connection, so the IP addresses allocated for the DHCP server need not be
formally assigned IP addresses. It is your responsibility to determine whether
the DHCP IP addresses will be valid Internet addresses or arbitrary addresses.

For the client to process the .ins file automatically, you must register a
Multipurpose Internet Mail Extensions (MIME) type for the .ins file with the sign-
up server. The .ins file has been assigned the “application/x-Internet-signup”
Type. When the client requests an .ins file, the sign-up server responds with this
MIME type, which starts the associated installation application on the client side.
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Server Considerations for NetMeeting

When configuring your network for NetMeeting, you should consider how to
handle standardization requirements:

= Particularly in the corporate environment, communication between local and
remote locations is a necessity. To support these user communities, products
must interoperate in a standard fashion across platforms and networks.

= Products of varying levels of functionality must be able to communicate;
standards enable compatibility of applications that have a variety of functions
and features.

= As more vendors develop standards-based products, customers benefit from
competitive pricing, improved quality, and product upgrades.

The following sections describe the specific types of products and services,
including clients, servers, and gateways, that interoperate with NetMeeting.
Interoperability testing is described for two International Telecommunications
Unions (ITU) standards that NetMeeting currently supports: T.120 for data
conferencing and H.323 for audio and video conferencing. This section

also discusses the elements that make T.120 and H.323 standards-based
products interoperate.

Interoperability Scenarios and NetMeeting

For corporate and home users, many interoperability scenarios are possible
between NetMeeting and compatible, standards-based clients, servers, bridges,
and gateways:

= Within an organization, NetMeeting users can connect with each other over
the corporate intranet. A T.120 or H.323 conferencing server can provide
inbound and outbound connectivity with compatible clients for data, audio,
or video conferencing.

= An H.323 gateway can be used to bridge internal and external networks over
a corporate firewall, supporting connections for audio and video conferencing.

= NetMeeting users can initiate multipoint connections with third-party T.120
clients. T.120 servers can provide administration services for this data
conferencing scenario.

= NetMeeting users can initiate point-to-point connections with H.323 clients.
T.120 data conferencing can be supported in conjunction with H.323 audio
and video conferencing. H.323 servers can provide administration services
for this data conferencing scenario.
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= Through an H.32x gateway, NetMeeting users can connect to H.320 and H.324
systems. Also, an H.320 server can be used for connectivity with multiple
H.320 systems.

= An H.323 gateway also enables NetMeeting users to connect to people over
public switched telephone network (PSTN) lines.

Internet Locator Server

Internet Locator Server (ILS) offers a standards-based, dynamic directory
solution to the user location problem on the Internet. ILS supports LDAP
conferencing servers and directory servers. These server types are described
in following sections.

ILS provides organizations with a directory server for NetMeeting users. Like
User Location Service (ULS), which was developed for NetMeeting 1.0, ILS
provides a memory-resident database for storing dynamic directory information.
This database enables users to find dynamic information, such as an IP address,
for people currently logged on to an Internet service or site. The ILS database
maintains the entries, which clients update periodically. This process ensures
that clients can always access the most current information about each user’s
Internet location.

The following features distinguish ILS:

= Support for industry-standard protocols—ILS provides both an LDAP
interface for NetMeeting support and a proprietary user location protocol
(ULP) interface for legacy support of NetMeeting 1.0. Through these built-in
protocols, ILS provides directory server support for NetMeeting. These
interfaces allow NetMeeting to access the server for dynamic directory
information and facilitate point-to-point Internet communication sessions.
Other clients can access ILS through the LDAP interface. For more
information, see the Microsoft NetMeeting Software Development Kit.
All client applications must migrate to LDAP to access dynamic directory
information.

= Performance monitoring—ILS supports Windows NT Server administration
features—including performance monitoring (Perfmon counters), Simple
Network Management Protocol (SNMP) monitoring, and event logs—to
measure activity and system performance. Operators can make use of
administration features, such as transaction logs that collect usage statistics,
track messages and transactions, and allow administrators to examine usage
patterns. These tools enable administrators to proactively monitor server
performance and identify potential problems.
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= Stable, robust server capabilities— As a standards-based Internet directory
server, ILS was designed to provide stable, robust directory services. ILS
uses thread pooling and connection management to enable more efficient
handling of system resources. ILS users experience better performance,
because ILS uses binary data packets to optimize performance. Also, the
server uses a spanning tree architecture to support many concurrent users in
a single server configuration.

»  Customization through Active Server Pages— Using Active Server Pages
(.asp files), administrators can combine HTML and scripting components to
customize their ILS interface. They can create scripts to display a specific
group of NetMeeting users currently online, enable user searches, and initiate
real-time communication sessions with other users.

= Easy setup and administration—ILS provides a graphical setup program
so that administrators can install server components quickly and easily. Then,
administrators can set options for user logon, security, and server access
through the Microsoft Internet Service Manager.

=  Microsoft product support—Microsoft provides worldwide product support
through the Microsoft Support Network. ILS users can choose from standard
or priority support.

For information about setting up and implementing ILS, see the Microsoft Internet
Locator Server Operations Guide or its companion, the Microsoft Internet
Locator Service Operations Reference.

LDAP Conferencing Servers

ILS supports the IETF Lightweight Directory Access Protocol (LDAP) version 2
standard for NetMeeting directory services. LDAP servers support the same
LDAP protocol, but each server extends LDAP for a particular purpose. For
example, ILS applies LDAP for use with dynamic records.

LDAP version 3 designers have proposed dynamic directory services as part
of the LDAP protocol. When version 3 is finalized and implemented within
NetMeeting, developers can access standards information from the IETF Web
site for developing compatible servers. Currently, vendors can develop
interoperable servers for NetMeeting by obtaining information about the
LDAP extension from Microsoft.

In addition, many people use ULS for locating and connecting to other
NetMeeting users. Third-party vendors have developed many interoperable
ULSs, such as uls.fourl 1.com, which users can log on to from NetMeeting.
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Directory Servers

ILS, an optional component of IIS, supports directory servers that enable
NetMeeting users to locate each other on the Internet or corporate intranets. These
servers create a directory of NetMeeting users. From this directory, users can
select participants for real-time conferencing and collaboration. ILS provides all
of the ULS functionality, as well as introducing advanced server technology not
previously available. Users can benefit from enhanced features and functions,
better performance, and higher scalability to support more NetMeeting users.

Firewall Configuration for NetMeeting

Microsoft NetMeeting can be configured to work with most organizations’
existing firewall security. However, because of limitations in most firewall
technology, few products are available that allow you to securely transport
inbound and outbound NetMeeting calls containing audio, video, and data across
a firewall. You might want to consider carefully the relative security risks of
enabling different parts of a NetMeeting call in your firewall product. You must
especially consider the security risks involved when modifying your firewall
configuration to enable any component of an inbound NetMeeting call.

NetMeeting and Firewalls

A firewall is a set of security mechanisms that an organization implements, both
logically and physically, to prevent unsecured access to an internal network.
Firewall configurations vary from organization to organization. Most often, the
firewall consists of several components, which can include a combination of
routers, proxy servers, host computers, gateways, and networks with the appro-
priate security software. Very rarely is a firewall a single component, although
a number of newer commercial firewalls attempt to put all of the components

in a single package.

For most organizations, an Internet connection is part of the firewall. The firewall
identifies itself to the outside network as a number of IP addresses—or as capable
of routing to a number of IP addresses—all associated with DNS server entries.
The firewall might respond as all of these hosts (a virtual computer) or pass on
packets bound for these hosts to assigned computers.

You can configure firewall components in a variety of ways, depending on your
organization’s specific security policies and overall operations. Although most
firewalls are capable of allowing primary (initial) and secondary (subsequent)
TCP and User Datagram Protocol (UDP) connections, they might be configured to
support only specific connections based on security considerations. For example,
some firewalls allow only primary TCP connections, which are considered the
most secure and reliable.
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To enable NetMeeting multipoint data conferencing (application sharing,
whiteboard, file transfer, and directory lookups), your firewall only needs to pass
through primary TCP connections on assigned ports. For NetMeeting to make
calls that use audio and video conferencing, your firewall must be able to pass
through secondary TCP and UDP connections on dynamically assigned ports.
Some firewalls can pass through primary TCP connections on assigned ports, but
cannot pass through secondary TCP or UDP connections on dynamically assigned
ports.

Note NetMeeting audio and video features require secondary TCP and UDP
connections. Therefore, when you establish connections through firewalls that
accept only primary TCP connections, you are not able to use the audio or video
features of NetMeeting.

Establishing a NetMeeting Connection with a Firewall

When you use NetMeeting to call other users over the Internet, several IP ports
are required in order to establish the outbound connection. If you use a firewall
to connect to the Internet, it must be configured so that the following IP ports
are not blocked.

This port Is used for

389 Internet Locator Server (TCP)

522 User Location Service (TCP)

1503 T.120 (TCP)

1720 H.323 call setup (TCP)

1731 Audio call control (TCP)

Dynamic H.323 call control (TCP)

Dynamic H.323 streaming (Real Time Protocol over User
Datagram Protocol)

To establish outbound NetMeeting connections through a firewall, the firewall
must be configured to do the following:

= Pass through primary TCP connections on ports 389, 522, 1503, 1720,
and 1731

» Pass through secondary TCP and UDP connections on dynamically
assigned ports (1024-65535)
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The H.323 call setup protocol (over port 1720) dynamically negotiates a TCP
port for use by the H.323 call control protocol. Also, both the audio call control
protocol (over port 1731) and the H.323 call setup protocol (over port 1720)
dynamically negotiate UDP ports for use by the H.323 streaming protocol, which
is the Real Time Protocol (RTP). In NetMeeting, two UDP ports are determined
on each side of the firewall for audio and video streaming, for a total of four ports
for inbound and outbound audio and video. These dynamically negotiated ports
are selected arbitrarily from all ports that can be assigned dynamically.

NetMeeting directory services require either port 389 or port 522, depending
on the type of server you are using. ILS, which supports LDAP for NetMeeting,
requires port 389. ULS, developed for NetMeeting 1.0, requires port 522.

Firewall Limitations for NetMeeting

Some firewalls cannot support an arbitrary number of virtual internal IP
addresses, or cannot do so dynamically. With these firewalls, you can establish
outbound NetMeeting connections from computers inside the firewall to
computers outside the firewall, and you can use the audio and video features
of NetMeeting. Other people, though, cannot establish inbound connections
from outside the firewall to computers inside the firewall. Typically, this
restriction is due to limitations in the network implementation of the firewall.

Note Some firewalls are capable of accepting only certain protocols and cannot
handle TCP connections. For example, if your firewall is a Web proxy server with
no generic connection-handling mechanism, you will not be able to use
NetMeeting through the firewall.
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CHAPTER 14

Customizing Connection
Management and Settings

This chapter describes how to manage dial-up connections for your users. Using
the Connection Manager Administration Kit (CMAK) wizard, you can customize
connections and service profiles and the ways in which they are managed.

Important The information in this chapter is an extension of, not a substitute for,
the information found in the CMAK Guide. Before building your first service
profile, you should print the CMAK Guide and be familiar with the information
contained in the six-phase process found there for developing custom Connection
Manager service profiles. Many of the technical details required to develop
custom elements for your service profiles are found only in the CMAK Guide.

In This Chapter

Connection Management Overview 288

Options for Creating a Service Profile 291
Scenario 1: Providing Access to an Internet Service Provider 291
Scenario 2: Providing Corporate Access 294

Advanced Customization Options for Connection Manager 298
Editing Service-Profile Files 299
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Importing Connection Settings into a Custom Package 318

Setting System Policies and Restrictions for Connections 320

Using the Internet Connection Wizard for Sign-up and Setup 322
Populating User Data in a Connection Manager Profile 323
Downloading an Initial Connection Manager Service Profile 325

Supporting Other Distribution and Installation Methods by Using Command-Line
Parameters 328
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See Also

= For more information about the Internet Explorer Customization wizard, see
Chapter 12, “Preparing for the IEAK,” and Chapter 15, “Running the Internet
Explorer Customization Wizard.”

» For more information about using the Internet Connection wizard for Internet
sign-up, see Chapter 20, “Implementing the Sign-up Process.”

Connection Management Overview

The Internet Explorer Administration Kit (IEAK) supports the use of Connection
Manager to establish and maintain connections to your service. Previously,
Dial-Up Networking connections were a primary method for establishing and
maintaining connection capabilities for users. Connection Manager supports
managed connections to the Internet or a corporate intranet, and it offers more
features than standard Dial-Up Networking connections, including customization
features, extensible functionality, greater scalability, and enhanced security.

Note Most of this chapter relates specifically to Connection Manager service
profiles and connections, except where otherwise noted. All references to a
“profile” in this chapter refer to a Connection Manager service profile. Unless
otherwise specified, all references to an “installation package” in this chapter
refer to an Internet Explorer installation package created by using the Internet
Explorer Customization wizard.

Creating, customizing, and implementing your Connection Manager service
profiles, discussed in the following six sections, includes:

= Using the CMAK wizard to create Connection Manager service profiles
that present the image that you want to provide to your users— You can
support managed dial-up access to Internet service providers (ISPs) and
corporate networks, as well as establish virtual private network (VPN)
connections to corporate networks, by creating custom Connection Manager
service profiles. The scenarios provided in this section can assist you in
determining how to effectively implement service profiles for these types
of accounts.

= Using advanced customization techniques to provide additional
functionality and features in your Connection Manager service profiles—
Functions and features that cannot be customized by using the CMAK wizard
can still be edited manually. You also can set up custom programs to run
automatically during a user’s connection to the service, and you can merge
multiple phone books to provide maximum Points of Presence (POPs) for
your users.
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= Importing connection settings—By using the Internet Explorer
Customization wizard, you can incorporate previously created connection
settings from a Connection Manager connection, or from another Dial-Up
Networking connection on your computer, to your installation package.

= Setting system policies and restrictions for connections, including
Connection Manager connections— You can control the initial setup of
automatic dialing for users. If you are a corporate administrator, you can
specify whether users can change the connection settings for your service.
Use the Internet Explorer Customization wizard to set these restrictions, but
evaluate carefully how to specify these settings when implementing all of
the procedures contained in this chapter.

= Using the Internet Connection wizard for signup and setup—You can
use the Internet Connection wizard (ICW) to enable users to sign up for your
service by using your online sign-up server. To simplify log on and connection
for your users after they receive your installation package, you can also use
the ICW to populate your Connection Manager service profile with the
appropriate user data. Users who have the latest version of the ICW can even
download an initial Connection Manager service profile from your sign-up or
registration server.

= Customizing profile delivery and installation to meet other support
requirements—If you want to distribute a Connection Manager service
profile in an installation package other than the one you create by using the
Internet Explorer Customization wizard, you can invoke command-line
parameters from within your installation package to install Connection
Manager as a part of that package.

Using the Connection Manager Administration Kit (CMAK) wizard, you can
customize Connection Manager by creating service profiles that include the
functions and look that you want for your service. When you run the CMAK
wizard, it automatically builds a custom service profile. The profile is packaged
in a self-installing executable file that, when installed by the user, appears to them
as a customized version of Connection Manager and enables them to connect to
your service.

Using the CMAK wizard, you specify the custom elements that you want
Connection Manager to support, such as branded graphics; access numbers for
dial-up connections; direct VPN connections; automatic programs (connect
actions and automatic applications) that run during a connection; and other
features specific to your service. You can include your custom Connection
Manager service profile in a