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Introduction

The Microsoft Exchange 2000 Server Resource Kit contains two separate guides: the Enterprise
Deployment Guide and the Resource Guide.

The Enterprise Deployment Guide contains information to help you deploy Microsoft

Exchange 2000 Server in various environments. It explains upgrading earlier versions of
Exchange, migrating to Exchange from other messaging systems, creating intra-company and
inter-company Exchange organizations, deploying real-time collaboration services, and integrating
Exchange with the Active Directory directory service. The Enterprise Deployment Guide also
contains server sizing recommendations, network routing considerations, backup and restore
information, project planning guidelines, and practical planning strategies.

The Resource Guide contains in-depth and advanced technical information about optimizing your
Exchange organization, backing up your servers, preventing and recovering from disasters, and
designing your Exchange architecture. This content includes information from the Exchange
product development team and participants in the Exchange Rapid Deployment Program.

The Microsoft Exchange 2000 Server Resource Kit also includes a companion CD that contains an
online version of this book, tools, sample applications, and templates.

Enterprise Deployment Guide

The Enterprise Deployment Guide contains a broad collection of advice, recommendations, and
practical information that has been developed by experts from Microsoft Consulting Services and
partners who are solving real deployment challenges in the field.

As you read the Enterprise Deployment Guide and implement suggested strategies, it is important
to consider how the authors developed the content for this guide. The content is based on the
functionality of pre-release versions of Exchange 2000. Therefore, you are reading the first
available deployment information based on real-world experience with Exchange 2000. Program
managers and software testing engineers from the Exchange product team have reviewed and
provided feedback on each chapter. Nonetheless, remember that some of the findings from the
authors of this guide and feedback from the Exchange Rapid Deployment Program might have
resulted in improvements in Exchange 2000 after this book was released for publication. Thus, it is
important to regularly check for updated deployment information. For the most current
information, visit Exchange Up-To-Date on the Exchange Web site at
http://www.microsoft.com/exchange.
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Because Exchange 2000 and Microsoft Windows 2000 Server include significant improvements in
functionality, no single volume can contain a comprehensive treatment for all deployment,
upgrade, and migration topics. Deploying Active Directory and Exchange 2000 in a large
enterprise requires careful planning, especially if you are upgrading or migrating from an existing
messaging system. Good planning produces more manageable, scalable, and reliable messaging
solutions. Use the Enterprise Deployment Guide as one of many sources for Exchange and Active
Directory deployment information.

The content in the Enterprise Deployment Guide exists primarily for enterprise administrators to
plan and execute Exchange deployment projects across large geographical areas. Administrators
for smaller or less complex deployment projects can also benefit from the advanced deployment
information in this guide. This information is useful for any administrator who wants to design a
messaging system that does not restrict future growth.

Different professionals have written each chapter in the Enterprise Deployment Guide based on
their experiences with pre-release versions of Exchange 2000. Thus, each chapter presents a
contained solution rather than one part of a comprehensive narrative. Although reading this book
from beginning to end is recommended, you do not need to do so to solve specific challenges.
Rather, you can read those chapters that pertain to your situation and briefly scan other chapters for
information that might be useful in the future.

Resource Guide

The Enterprise Deployment Guide provides strategies and knowledge from the field. The Resource
Guide explains how Exchange 2000 works. The Resource Guide contains the first available
advanced information for Exchange 2000. It extends the Exchange 2000 Server product
documentation.

Administrators who want to learn how Exchange 2000 works will benefit from the information in
this guide, including topics about the architecture of Exchange and steps for troubleshooting. This
guide contains information about Exchange and Windows 2000 features and concepts. Microsoft
recommends you read the Microsoft Windows 2000 Server Resource Kit to help you understand the
integration between the two products.
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The Resource Guide explains Exchange internal processes and provides procedures for backing up
your servers, preventing disasters, securing servers from attacks, keeping users’ data private,
optimizing your Exchange 2000 and Windows 2000 configuration, and tuning your servers. You
also learn how to troubleshoot Exchange 2000 issues and customize your Exchange organization
with technologies such as Collaboration Data Objects (CDO).

This book is written for enterprise administrators and assumes that you know about Exchange
concepts that are presented in the Exchange 2000 documentation. For the most current information
about Microsoft Exchange 2000 Server, visit Exchange Up-To-Date on the Exchange Web site at
http://www.microsoft.com/exchange.

Resource Kit Compact Disc

The Microsoft Exchange 2000 Server Resource Kit companion CD includes a variety of tools and
resources to help you work efficiently with Exchange 2000.

Note The tools on the CD are designed and tested for the U.S. version of Exchange 2000 and
Windows 2000. These programs can cause unpredictable results. The documentation on the
CD, including the HTML Help version of this book, is in English.

Exchange 2000 Server Resource Kit Online Book contains everything that is in the printed book
in an online, searchable format.

Exchange 2000 Server Deployment Planning Templates developed by Microsoft consultants are
for you to use and customize during the planning process.

Exchange 2000 Server Tools and Tools Help were developed by Microsoft. These tools are
unsupported and provided in their current form without warranty of any kind. The tools on the
companion CD are introduced and documented in an HTML Help file (Exchtool.chm) that is in the
Help directory on the CD.

Resource Kit Support Policy

The software supplied in the Microsoft Exchange 2000 Server Resource Kit is not supported.
Microsoft does not guarantee the performance of the tools, response times for answering questions,
or bug fixes for the tools. However, Microsoft does provide a way for customers who purchase the
Microsoft Exchange 2000 Server Resource Kit to report bugs and receive possible fixes for their
issues. You can do this by sending e-mail to rkinput@microsoft.com. This e-mail address is only
for issues related to Microsoft Exchange 2000 Server Resource Kit. For issues related to the
Microsoft Exchange 2000 Server product, see the support information included with the product.
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Document Conventions

The following style conventions and terminology are used throughout this book.

Meaning

CAPITAL LETTERS

Acronyms, abbreviations, names of certain commands, and names of keys on
the keyboard.

Initial Capitals

Names of applications, programs, files, servers, and windows; and directory
names and paths.

Bold font Menus and menu commands, command buttons, tab and dialog box titles and
options, command-line commands and options, and portions of syntax that you
must type exactly as shown.

Italic font Information you provide, terms that this book introduces, book titles, and

emphasis.

Monospace font

Examples, sample command lines, program code, and program output.

Alerts you to supplementary information that is not essential to the completion

Tip
of the task at hand.

Note Alerts you to supplementary information.

Important Alerts you to supplementary information that is essential to the completion of a
task.

Caution Alerts you to possible data loss, breaches of security, or other more serious
problems.

Warning Alerts you that failure to take or avoid a specific action might result in physical

harm to you or the hardware.
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Information Roadmap

The Information Roadmap is your guide to resources for learning and running Microsoft
Exchange 2000 Server. Resources are described in “Information Overview,” later in this
section. They include information provided with Exchange 2000 Server, information available
on the Internet, and books available through Microsoft Press.
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Information Overview

L

¢ Planning & Installation

This guide includes basic information about installation, product use, and features. Provided
with Exchange 2000 as a printed book and as online documentation.

¢ Resource Kit

Enterprise Deployment Guide for upgrade, migration, and integration information and
Resource Guide for in-depth technical information. Available through Microsoft Press. Visit
http://mspress.microsoft.com/.

¢  Administrator Help

In the Exchange 2000 online Help, the How To... topics help you get things done, and
Concepts topics explain Exchange components.

¢ Exchange Web site on microsoft.com

Resources and technical information regarding Exchange 2000 deployment, collaboration, and
administration. Visit http://www.microsoft.com/exchange/.

e  Microsoft Product Support Services

Web-based resource for the latest service packs, fixes, white papers, and FAQs, plus a
searchable knowledge-base containing technical support information and self-help tools. Visit
http://support.microsoft.com/support/exchange/.

¢ Exchange 2000 Newsgroups

Web-based forums where you can interact with Microsoft staff and seasoned Exchange users.
Visit http://www.microsoft.com/exchange/support/.
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MSDN Online Support Newsgroups

Web-based forums for sharing information on developing with Microsoft products, including
Exchange and Microsoft Outlook. Visit http://msdnonline.one.microsoft.com/default.asp.

TechNet

Web-based resource to help you deploy, maintain, and support Exchange. Visit
http://www.microsoft.com/technet/exchange/.

Exchange Error and Event Message Reference

Web-based source of supplemental information to explain and resolve Exchange 2000 error
messages and event messages. Visit http://www.microsoft.com/exchange/support/help.htm.
Microsoft Exchange Server Developer Center

Web-based source of information about creating applications using Exchange 2000 and related
technologies. Visit http://msdn.microsoft.com/exchange/.

Microsoft Exchange 2000 Server Software Developer Kit (SDK)

Web-based source of information about creating applications for messaging, communication,
and collaboration using the new development platform provided by the Web Storage System
and Exchange 2000 Server. Visit http://msdn.microsoft.com/default.asp.

Programming Collaborative Web Applications with Microsoft Exchange 2000 Server
Teaches Visual Basic programmers how to build applications using the Web Storage System
and Exchange 2000 Server. By Mindy Martin for Microsoft Press, available Summer 2000.
Visit http://mspress.microsoft.com/developer/.

Programming Microsoft Outlook and Exchange 2000, Second Edition

Describes how to develop applications for Outlook and Exchange using new Outlook 2000

features, such as Team Folders and Form Printing. By Thomas Rizzo for Microsoft Press,
available Summer 2000. Visit http://mspress.microsoft.com/developer/.
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CHAPTER 1

What's New

Robert Dring, Senior Consultant, Microsoft

Microsoft Exchange 2000 Server includes features for large scale messaging, collaboration, and
custom solution development. Some of these features are new to the product; some are
improvements on features in Microsoft Exchange Server version 5.5; and some are major changes
to old features. Despite these changes, all clients that work with Exchange Server 5.5 and earlier
also work with Exchange 2000 Server—without any modifications.

The following discussion introduces the major features of Exchange 2000 Server and outlines how
they can enhance administration, connectivity, collaboration, and application development. Detalls
about each of the topics in this chapter appear in later chapters.

In This Chapter
Flexible Administration Model
Connectivity to Other E-Mail Systems
Enhanced Data Storage
Scalability and Reliability
Real-Time Collaboration

Custom Solution Development

Flexible Administration Model

In an installation of Exchange 5.5, servers are grouped into one or more sites. An Exchange site is
a group of servers that are administered as a unit, that route mail directly to each other, and that
replicate directory information from one server directly to another. The administrator must
configure explicit message routing and directory replication connections between Exchange sites.
However, in an Exchange 5.5 organization, two opposing needs can conflict: on one hand, you
may want to have large sites for administration purposes; on the other hand, the network may not
have sufficient bandwidth for message routing and directory replication throughout a large site.
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In Exchange 2000, the following three functions of an Exchange 5.5 site are separated:

¢ Directoryreplication Directory replication is now handled by the Microsoft Windows 2000
operating system, independently of Exchange. A deployment of Windows 2000 can include
sites, which are a collection of IP subnets with high-bandwidth connections between them, but
these sites are not the same as Exchange sites.

¢  Administration Exchange 2000 servers are organized into administrative groups for
management purposes.

e Message routing Exchange 2000 servers are organized into routing groups to control message
flow. There is no requirement for the routing group and administrative group organization to
be the same.

With Exchange 2000, you can now place servers into administrative groups that match your
operational structure. You can also deploy Windows 2000 domain controllers in Windows 2000
sites and domains to match IP subnets and Active Directory operational structure. Finally, you can
leave directory management to the Windows 2000 administration team.

Note that while Exchange 2000 coexists with Exchange 5.5, administrative groups and routing
groups include the same servers and show up in the Exchange 5.5 directory as Exchange sites.
After all the Exchange 5.5 servers are upgraded to Exchange 2000 and the Exchange organization
is changed to native mode, you can define routing groups that do not correspond one to one with
administrative groups. Even if Exchange 2000 does not coexist with earlier versions, it installs by
default in mixed mode; you must switch it manually to native mode.

Active Directory

Exchange 2000 uses the Active Directory directory service in Windows 2000, which provides
lower cost of ownership—one directory to maintain instead of two—and a unified security model.
In Exchange 5.5, each server in the organization maintains its own copy of the Exchange directory
and validates users’ security permissions using the separate directory in Microsoft Windows NT
Server version 4.0.

In Exchange 2000, permissions are defined using objects in Active Directory. Some permissions in
Exchange 5.5, such as mailbox ownership and Exchange administration rights, are specified by
using Windows NT accounts and groups; other permissions use Exchange mailboxes and
distribution lists.

Client Directory Access

With Exchange 2000, clients access the directory on Windows 2000 global catalog servers. With
Exchange Server 5.5 and earlier, clients access the directory on the mailbox server.

Microsoft Outlook 2000 and Outlook 98 Service Pack 2 can access the global catalog servers
directly. Earlier clients still direct their requests to their mailbox server, which redirects them to a
global catalog server. This redirection capability is a key part of the support that Exchange 2000
provides for earlier clients.
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Design Considerations

Although Exchange 2000 has built—in support for earlier clients, there are still some issues that
Exchange administrators need to be aware of. It is important that Exchange administrators be part
of the Active Directory planning effort. Indeed, because Exchange 2000 is the first enterprise—wide
application that requires Active Directory, it is likely that Exchange administrators will drive
Active Directory deployment. The following design issues for Active Directory might be of
interest to Exchange administrators.

Global catalog replication Exchange clients display directory information that is obtained from
global catalog servers. The global catalog includes every object in the entire Windows 2000 forest
but only selected attributes for each object replicates to global catalog servers. You must ensure
that the attributes you rely on in the Exchange 5.5 directory are also present in the global catalog.

Windows 2000 groups Mail-enabled groups in Active Directory replace the distribution lists
provided by Exchange 5.5. Although all group types work for the purpose of mail routing, only
universal group membership is viewable in all domains. This fact affects whether users can expand
group membership—something that they can always do in Exchange 5.5. Furthermore, whereas
both security and distribution groups can be used for mail routing purposes, only security groups
can be used to control access to resources such as Exchange 2000 public folders or Windows 2000
file shares. The universal security group is available only in a domain in native mode.

Different appearance of the directory As with Exchange 5.5, Exchange 2000 users see a local
address list. If they investigate further, users see different subgroups of the directory, instead of the
familiar structure in Exchange 5.5, which consists of organization, site, and recipient containers.

Delegation of user administration In Exchange 2000, parameters such as mailbox location and
size limits are now just attributes of objects in Active Directory. The same person managing
Windows 2000 accounts can manage these parameters.

Exchange 2000 allows you to reduce the cost of administration by integrating roles. Alternatively,
you can maintain separate roles by specifically assigning permissions to manage a set of objects.
For example, permissions on user objects or mailbox attributes can be assigned to administrators
who deal only with mailboxes.

Delegation of server administration You can use resource domains with Windows 2000 and
Exchange 2000. In addition, you can organize Exchange 2000 servers in Active Directory
organizational units and delegate administration of those organizational units to the messaging
administrators. -

Administration

In Exchange 2000, administration does not dictate your messaging system design. Thanks to the
flexibility provided by administrative groups, permissions, Microsoft Management Console
(MMC), and policies, you can customize Exchange administration to your needs.
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Administrative Groups

Servers can be assigned to administrative groups without consideration for message routing. This
gives administrators great flexibility in managing servers, regardless of a server’s physical
location. Note that this is possible only after the Exchange 2000 organization is in native mode.
When Exchange 2000 and Exchange 5.5 operate in mixed mode, administrative groups match
Exchange 5.5 sites, and servers must be members of routing groups within their administrative

group.

You can move mailboxes between mailbox stores in an Exchange organization. However, mailbox
moves are restricted to mailbox stores within the same administrative group when operating in
mixed mode. It is not possible to move a server to another administrative group.

Permissions

All Exchange 2000 configuration information is held in Active Directory. Because Active
Directory supports attribute—level security permissions, administrators have precise control over
Exchange security configuration.

You can use the Exchange Administration Delegation Wizard to quickly apply new security
configurations and delegate rights to particular administrative groups or to the entire organization.

MMC

MMC provides consoles for Exchange 2000 that replace the Exchange Administrator program
used in earlier versions. Administrators can include only the consoles relevant to their particular
tasks. System Manager is the console for managing all aspects of an Exchange organization.

In addition, Exchange administrators can customize MMC consoles so that other administrators
have control over only necessary features.

Policies

You can use System Manager to apply policies to a collection of objects of the same class. This
way, administrators can control and easily modify the configuration of groups of servers. For
example, you can create policies that specify settings for mailbox size limits and deleted item
retention. You can apply one policy to most servers and selectively apply a different policy to other
servers, For example, you can designate special policies for servers accessed by top executives.
Furthermore, policies can exist in different administrative groups from the servers to which the
policies apply. This means that you can use policies to manage some server settings and delegate
other aspects of server management.
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Message Routing

Exchange 2000 introduces many changes in message routing:
e Servers are organized into routing groups instead of Exchange sites.

e Message transport now uses Simple Mail Transfer Protocol (SMTP) instead of remote
procedure call (RPC).

e Servers use a link state algorithm to exchange current connector status.

e The Routing Group connector replaces the Site Connector.

Routing Groups

An Exchange 2000 routing group is a collection of servers that route mail directly to each other.
There can be many routing groups within an organization, but each server can belong to only one.
Routing groups exist within administrative groups. In Exchange 2000 native mode, it is possible to
place a server in a routing group even if that server does not belong to the administrative group that
the routing group belongs to. This permits delegation of control so that one set of administrators
can manage message routing while another administrator manages other aspects of the servers.

Note that if all servers belong to a single group with full-time, high-bandwidth connectivity, no
special routing group configuration is required. Unless routing groups are explicitly defined, the
routing group does not appear in System Manager; instead, Connections appears under an
administrative group.

If necessary, you can create and remove routing groups when the organization is in native mode.
You can dramatically change the entire routing architecture for an organization without reinstalling
Exchange.

SMTP Transport

Servers in an Exchange 2000 routing group transport messages from one server to another by using
SMTP. The success of the Internet shows that SMTP is well suited to transferring messages across
low-bandwidth links. Exchange 2000 Server takes advantage of performance enhancements
available in service extension updates to the SMTP standard—RFC 1830 for transmission of large
messages and binary MIME messages and RFC 2197 for including multiple SMTP commands in a
single transmission.

Note that this reliance on SMTP means that Exchange 2000 Server requires the TCP/IP network
protocol, as does Active Directory. Exchange clients may continue to use TCP/IP, Internetwork
Packet Exchange (IPX) or NetBIOS Enhanced User Interface (NetBEUI).

SMTP and other protocols used by Exchange 2000 are provided by the Internet Information
Services (IIS) component of Windows 2000 Server. In addition, Exchange uses the event sink
architecture of Windows 2000 to add extensions to the base SMTP service provided by the
operating system.
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Although SMTP is used as the message transfer protocol between Exchange 2000 servers, it is not
necessary to register Mail Exchanger (MX) records in Domain Name System (DNS) for all servers.
Typically, MX records are required only for servers that will receive SMTP messages from
computers outside the Exchange organization. Instead of using MX records for routing SMTP
messages in an Exchange 2000 organization, the servers use the new link state algorithm.

Link State Algorithm

Exchange 2000 Server has a new routing algorithm, known as the link state algorithm. It is based
on the Open Shortest Path First (OSPF) algorithm used by network routers. Within each routing
group, one server is designated as a routing group master. When servers discover a routing change,
they alert the routing group master, which propagates that change to all other servers in the routing
group and to other routing groups. The result is that within a few minutes of a change, all servers in
the organization have updated routing information.

With Exchange 5.5, servers have a static representation of routing options throughout the entire
organization. One server in each Exchange site updates this view once every 24 hours. The only
current information that servers have is for the connections they can make directly to their
immediate neighbors. You may want to define multiple redundant routes between Exchange sites
to ensure message transport in the event of failures, but servers are constrained because they do not
have current information. For example, if both routes to a site are down, messages can bounce
between the two servers that are connected to the remote site.

Routing Group Connectors

The Routing Group connector in Exchange 2000 replaces the Site Connector in Exchange 5.5; it is
intended to be the principal connector between routing groups. The Routing Group connector uses
SMTP and, because it does not route messages outside Exchange, does not require MX records in
DNS. The Routing Group connector no longer identifies a single server as a bridgehead server; it
can use one, several, or all servers in each routing group. This gives administrators greater control
over connector design.

With Exchange 5.5, many administrators choose the X.400 connector over the Site Connector so
that two servers in each site can be responsible for routing mail. This provides redundancy while
limiting the servers that transport mail between sites. With Exchange 2000, a single Routing Group
connector specifying multiple bridgehead servers replaces a pair of X.400 connectors.
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SMTP Connector

The SMTP Connector in Exchange 2000 uses the SMTP service provided by IIS and supports the
updated service extensions that are mentioned earlier in this discussion. It replaces the Internet
Mail Service in previous versions of Exchange. If you use it as a connector between routing
groups, it shares link state information with other Exchange 2000 servers; however, the Routing
Group connector is usually a better choice.

Connectivity to Other E-Mail
Systems

Other connectors in Exchange 2000 Server provide functionality similar to that available in
Exchange 5.5 Service Pack 3.

X.400 Connector To improve interoperability with SMTP, the X.400 connector was updated in
Exchange 5.5 SP3 to support Multipurpose Internet Mail Extensions (MIME) Internet X.400
Enhanced Relay (RFC 2156). This support was added to the message transfer agent (MTA) for
Exchange 5.5 SP3 and is not supported in the Exchange 2000 MTA.

Microsoft Mail Connector The Microsoft Mail Connector supports bi—directional mail transfer,
directory synchronization, and scheduling.

Lotus cc:Mail Connector The Lotus cc:Mail Connector supports bi—directional mail transfer,
directory synchronization, and meeting requests.

Lotus Notes Connector The Lotus Notes Connector supports bi—directional mail transfer, directory
synchronization, and scheduling. Exchange 2000 also includes the Lotus Notes Application
Connector, which synchronizes Exchange public folders with Lotus Notes databases.

Novell GroupWise Connector The Novell GroupWise Connector supports bi—directional mail
transfer, directory synchronization, and scheduling.

Microsoft Exchange Server 5.5 Enterprise Edition also includes connectors for OfficeVision.
These connectors are not available in Exchange 2000 Server; however, if Exchange 2000 and
Exchange 5.5 coexist in your organization, you can use the Exchange 5.5 connectors.
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Enhanced Data Storage

The Microsoft Web Storage System supports multiple databases per server, ubiquitous client and
protocol support, and integrated full-text search. These features make it possible to use
Exchange 2000 as a document and data management platform.

Multiple Databases Per Server

In earlier versions of Exchange, servers have one database for e-mail (the private information
store), and one database for shared folders (the public information store). Exchange 2000 now
supports up to four storage groups on a single server, each holding up to five databases. This
ability to host multiple databases provides several benefits:

e As with earlier versions of Exchange, databases can be backed up online. In Exchange 2000,
each database can be backed up independently; however, because one set of transaction log
files is maintained for each storage group, it makes sense to back up a storage group all at
once. You can also restore a single database while the others remain online.

e  With Exchange 5.5, the number of users on a server is limited primarily by the maximum
database size that can be restored in an acceptable period of time. With Exchange 2000, server
size can grow dramatically; what would have been one private information store in
Exchange 5.5 can now be multiple mailbox stores.

e  Storage groups can be created to serve different needs. For example, one storage group can
contain information supplied by a Network News Transfer Protocol (NNTP) newsfeed while
another storage group can contain mailbox stores. You can enable circular logging for the
storage group that contains the newsfeed, and disable it for the storage group that contains
mailbox stores.

Note that although one server can have multiple public folder stores, only one public folder store
contains the All Public Folders tree that is accessible by Microsoft Outlook and other MAPI
clients. You can use protocols supported by the Web Storage System to access the other public
folder stores.

Web Support

Compared with earlier versions, Exchange 2000 provides vastly improved Web access to data. You
can access every item in the Microsoft Web Storage System by using HTTP. Predictable and
understandable URLS such as http://servername/username/inbox and http://servernamelusername/
calendar make it easy to incorporate Exchange elements into Web pages and corporate portals. In
addition, developers can easily incorporate Exchange features in applications by using Microsoft
FrontPage 2000 and Microsoft Visual Studio.
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Outlook Web Access for Exchange 2000 includes drag-and—drop functionality, rich—text editing,
and new right—click menus; the end-user experience is similar to the Microsoft Outlook client.
Although other browsers provide access to all Exchange data, only Internet Explorer 5 takes
advantage of these advanced Outlook Web Access features.

Exchange 2000 supports an extension to HTTP 1.1 called Web Distributed Authoring and
Versioning (WebDAV), which is defined in RFC 2518. WebDAV allows a client to manipulate a
remote server as if it were a file system. In addition, Exchange 2000 makes extensive use of
Extensible Markup Language (XML) to structure data provided to HT'TP clients.

Complete Client and Protocol Support

Exchange 2000 introduces new streaming technology that allows content such as MIME messages,
voice mail items, or video to be streamed in and out of the Web Storage System without
intermediate conversions.

As in earlier versions of Exchange, clients can access data in the Web Storage System by using
MAPI, Post Office Protocol version 3 (POP3), Internet Message Access Protocol version 4 revl
(IMAP4) and NNTP. New in Exchange 2000 is the Win32 application programming interface
(API) that allows drive letters to be mapped to the Web Storage System. HTTP access to the

Web Storage System is better than HTTP access to data in earlier versions of Exchange. Database
APIs such as OLE DB and ActiveX Data Objects (ADO) can also be used to access the

Web Storage System.

Microsoft Office 2000 applications can browse Exchange public folder stores and mailbox stores,
and open and save documents directly in Exchange.

Because of these new storage technologies and access methods, Exchange 2000 can host new types
of corporate information. Exchange servers, with support for replication, online backup, and
clustering, can serve as a central repository for both mail and Office documents. You can use
Exchange 2000 support for multiple databases to set up additional public folder stores and
experiment with these new capabilities without affecting your existing public folder stores.

Integrated Full-Text Search

The Web Storage System includes built—in indexing for high—-speed, accurate, full-text searches;
users can find content quickly and easily. Users see the same Outlook search interface that they are
accustomed to, but the queries execute significantly faster than with earlier versions of Exchange.
Instead of finding matches only in messages, users can find matches in documents that are attached
to e-mail messages or saved directly in Exchange folders. All content in a mailbox or public folder
store is indexed; this includes messages, documents, contacts, tasks, calendar items, and
collaboration data. Index generation uses the same crawl technology as IIS and Microsoft SQL
Server 7.0.



12 Microsoft Exchange 2000 Server Resource Kit

Scalability and Reliability

Exchange 2000 supports transaction logging for all databases. Support for multiple databases
allows server storage capacity to grow while limiting the number of users who are affected if a
single database must be restored.

New to Exchange 2000 is active—active clustering. Two-way clustering is supported with
Windows 2000 Advanced Server. Four—-way clustering may be available in a later update. This
support enables storage groups to be allocated to cluster nodes and to fail over to other servers if
necessary. Because all servers in the cluster are active and because no dedicated fail-over servers
are needed, hardware is used more efficiently than in active—passive designs. Computer
configurations do not need to be identical, which increases the number of options available to
administrators.

The streaming capability of the Web Storage System and front—end and back—end architecture
provide excellent performance if you use Internet protocols. The streaming capability means that
MIME data received in SMTP and accessed using Internet protocols such as POP3 or IMAP4 does
not undergo any intermediate transformation; this improves efficiency and eliminates potential
conversion problems. The new front—end and back—end architecture allows administrators to
dedicate one set of servers for client communication (front—end servers) and a separate set of
servers for client data (back—end servers). The front—end servers can use Network Load Balancing
and share a common name; the back—end servers can be in a server cluster. This allows
administrators to scale particular parts of the system as needed. In addition, it ensures that SMTP
failures and malicious attacks will not affect the messaging data or the directory.

Front—end and back—end architecture can provide firewall protection for Outlook Web Access. For
organizations with two layers of firewall protection, front—end servers for Outlook Web Access
can exist in the semi~trusted network; this provides a high level of control over information flow
through the firewall.

Real-Time Collaboration

Although e—mail is accepted as a standard method of corporate communication, Exchange supports
communication in real time that complements stored e—mail messages. Chat Service and Instant
Messaging Service (available in Exchange 2000) allow people to exchange text messages in real—
time. Exchange 2000 Conferencing Server (available as a separate product) provides the ability to
schedule a data or videoconference from a messaging client.

Chat Service

With Chat Service, people can join live text discussion forums—channels—that are organized into
virtual communities. Discussions on any number of topics can be ongoing or spontaneous, public
or private. An Exchange server can host several chat communities, with each community serving a
different interest.
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Instant Messaging Service

Users of Instant Messaging Service can determine which subscribers to the service are online and
available and then conduct private text conversations with them. Although widely used on the
Internet, instant messaging is a newcomer to the corporate environment. It offers several key
features:

e Peersupport The ability to pose a quick question can greatly improve communication,
particularly in widely dispersed teams. Not all questions are suitable for more formal e—mail
communication.

e Presence information The Instant Messaging client monitors keyboard activity to determine
if a user is at his or her computer. Presence information can be controlled manually; third—
party developers can add support for additional devices that update presence information when
the user is physically in front of the computer. This information can then be used, for example,
by routing applications that determine which user to send work items to.

Exchange 2000 Conferencing Server

Exchange 2000 Conferencing Server, the new member of the Exchange product line, advances
Microsoft’s vision of “meetings without walls.” You can purchase Exchange 2000 Conferencing
Server as a product separate from Exchange 2000 Server. Exchange 2000 Conferencing Server
allows knowledge workers to conduct data conferences, voice conferences, and video conferences
across the intranet and Internet. It also gives administrators tools for administering back—end
servers and provides support for bandwidth allocation, load balancing, and failover.

Conference Management Service

Exchange 2000 Conferencing Server includes a centralized reservation system that allows users to
schedule and join meetings by using the Outlook calendar. Conference Management Service
simplifies the management of conferencing services by providing a single interface for meetings of
all types. In addition, Conference Management Service allows administrators to control the number
of conferences that can be scheduled simultaneously.

Data Conferencing Provider

Data Conferencing Provider in Exchange 2000 Conferencing Server integrates with Conference
Management Service; it supports the T.120 protocol and provides application sharing, whiteboard
sharing, and chat capability. Data Conferencing Service broadcasts data to clients and manages
conferences from beginning to end. Clients use Microsoft NetMeeting or other T.120 compatible
programs to participate in data conferences.
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Video Conferencing Provider

Video Conferencing Provider, which is available with Exchange 2000 Conferencing Server, uses
Conference Management Service to provide multi—party, continuous presence video conferencing
over an IP multicast. In addition, Video Conferencing Provider enables H.323 protocol clients that
don’t have multicast support to participate in video conferences.

Third-Party Support

Exchange 2000 Conferencing Server provides a standard mechanism for third—party developers to
integrate their own conferencing technologies with Exchange 2000 scheduling, reservation, and
access methods. Third parties can extend the capabilities already in the product; for example, they
could provide an integrated H.323-protocol audio and video conference bridge for conferencing
services or provide integration with telephony systems, such as voice conferencing servers.

Custom Solution Development

Exchange 2000 offers many new features for the developer, including XML support, enhanced
Collaborative Data Objects (CDO), enhanced workflow, OLE DB and ADO support, server events,
IIS and Active Server Pages (ASP) integration, and Web forms.

XML Support

Exchange 2000 provides complete, native support for XML, including all Exchange properties
available in XML. It allows for the creation of unique data formats for specific applications and
delivers structured data to the desktop for computation and presentation.

Enhanced CDO

Exchange 2000 includes significant enhancements to the Collaboration Data Objects (CDO) data
model. CDO is a set of Component Object Model (COM) objects that are used for specifying
business logic for workflow and other collaborative applications, developing Web-based
applications, and accessing Active Directory. CDO can be used to create applications that take
advantage of Exchange 2000 features such as messaging, scheduling, contact management, system
management, Active Directory access, and workflow.

CDO 3.0 is built on OLE DB. In addition to providing access to Exchange data, it provides access
to Internet services such as Lightweight Directory Access Protocol (LDAP) queries and MIME
messages. By using CDO 3.0, administrators and developers can add capabilities to both the server
and the Outlook client to suit their technology and business needs. For example, they can archive
messages, enforce corporate policies, forward notifications to pagers, and manage distribution list
traffic.
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Other enhancements in CDO 3.0 include:
e The ability to create complex MIME multi—part messages.
e Support for S/MIME and X.509 v3 certificates.

o  Expanded support for calendar and contact management using vCard, iCalendar, iTIP, iMIP,
etc.

¢ Dual-interface and programmatic control using Microsoft Visual C++, Microsoft Visual
Basic, Visual Basic Scripting Edition, Java Script, and Java.

Note that Exchange 5.5 custom applications run without modification on Exchange 2000 Server.

Server Events

Exchange 2000 provides a comprehensive server event model, which enables designers to create
many types of applications that were previously impossible. Two kinds of events exist: transport
events and Web Storage System events (both synchronous and asynchronous).

Transport events are used to track and customize the basic operations of Exchange 2000 while the
system processes SMTP and NNTP requests. For example, an application could use transport
events to attach a corporate disclaimer on all outgoing mail, rewrite the mail headers, or force all
mail sent to a distribution list with more than 1,000 addresses to go through an approval process.

Web Storage System events, based on OLE DB events, occur when Exchange processes content in
the Web Storage System; events are particularly useful for workflow and tracking applications. For
example, an expense reporting application could initiate an accounts payable workflow process
when a user saves an Excel spreadsheet into a particular Exchange folder.

Synchronous events are new to Exchange 2000. When a synchronous event is triggered, Exchange
performs no further processing on an item until the event’s associated business logic is executed.
For example, a synchronous event could be associated with a folder that checks the validity of the
digital signature of an expense report before the expense report is sent to management for
approval.

Enhanced Workflow»

Exchange 2000 includes CDO Workflow Objects—an enhanced library of workflow services
based on simultaneous, synchronous events that provide a high—performance, reliable and secure
engine for departmental and enterprise workflow and tracking applications. Exchange 2000 can
drive a workflow tracking process such as document approval, expense reporting and payment, or
purchase orders. CDO 3.0 and the Web Storage System event model provide a systematic
workflow engine to control workflow state—transitions and to associate business logic actions with
events. Business logic is programmed using Visual Basic; it can be created using standard tools.
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OLE DB and ADO Support

The Web Storage System includes semi-structured databases of items that can be navigated by
using familiar SQL syntax provided by OLE DB and ADO interfaces. OLE DB and ADO 2.5 are
programming interfaces that provide a common means of accessing Microsoft BackOffice data,
regardless of which server application the data is stored in. Exchange 2000 includes two OLE DB
providers: a remote provider for server access from client applications such as Outlook 2000 and
Office 2000; and a local provider implemented natively in Exchange for high—performance COM
access from applications such as virus scanning programs and workflow engines.

OLE DB generalizes row—set access, query specification and execution, and data hierarchy
navigation. In addition, application developers can use their experience with SQL tools such as
queries, forms and reports, and they can combine SQL and Exchange data manipulation.
Developers can also use ADO to navigate, query, filter, and sort Exchange Server data. This means
that developers familiar with SQL applications can use the same expertise and tools to write
applications that use data stored in the Web Storage System or that access both Exchange and
SQL Server data.

IIS and ASP Integration

Exchange 2000 is a platform for high-performance Web—enabled applications, which provides
unparalleled integration with Microsoft IIS and ASP technology. Powered by the new capabilities
of the Web Storage System, Exchange 2000 can host Web sites and workflow applications that use
either Outlook or a browser for data access and that can be created by familiar application design
tools such as FrontPage 2000, Visual Basic, Visual Basic for Applications, and the Microsoft
Visual Studio development system. Web projects can also take advantage of Web Storage System
properties, events, business logic, and other features—all within a single repository.

Exchange 2000 significantly increases the functionality and performance of Web—enabled
applications by rendering HTML and executing ASP scripts directly in the core process of
Exchange 2000, through the use of XML and through other Internet standards. This enables
developers to more closely integrate Web Storage System content, such as contacts, documents,
meetings, tasks and workflow processing, into Web applications.
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Web Forms

Web forms are browser—based forms that are stored in the Web Storage System and transmitted by
Exchange in HTTP directly to the browser. For example, a folder could contain an expense report
form or purchase order form that a user can access by typing a simple URL or selecting a
bookmark in a Web browser. Web forms can be created with FrontPage 2000; they enable a user to
create and modify items in a folder by using any browser that supports HTML 3.2.

Internet Explorer 5 provides additional user interface features for forms, including drag—and—drop
capability. This technology gives application developers a powerful, integrated tool for linking
Web applications to the business logic, events, and metadata properties of the Microsoft

Web Storage System.

You can use FrontPage 2000 to edit and manage Web applications hosted by Exchange 2000. For
example, you can create Web-based, custom forms in FrontPage 2000 and have them hosted by
Exchange. Using the dialog boxes in FrontPage, developers can open a Web page in an Exchange
folder, edit it with FrontPage, and then run the application in a browser.






CHAPTER 2

Building the Project Plan

John Fisher, Senior Consultant, Microsoft

The project plan is essential to planning, designing, and deploying Microsoft Exchange 2000
Server. A thorough project plan provides logical phases that keep the team focused on the tasks
involved. This chapter addresses items that you need to consider when creating your project plan.

Deploying Exchange 2000, whether as an upgrade from Microsoft Exchange version 5.5 or as a
new installation, is a complex project that requires a plan to aid the people working on the project.
To assist in the planning and deployment of a project, Microsoft Consulting Services and the
Microsoft development groups have assembled a framework of best practices called the Microsoft
Solutions Framework. Microsoft Solutions Framework is not a methodology, but a flexible series
of concepts, models, and best practices that lay the foundation for planning, building, and
deploying technology projects.

This chapter uses concepts from the Microsoft Solutions Framework Infrastructure Deployment
Process Model, which is based on a team approach and milestone-driven schedules. The team that
deploys Exchange can be an internal division of a company or an external consulting company that
works with many companies. The scenario outlined in this chapter is based on an internal
Information Technology (IT) team deploying Exchange 2000 for its own company. You can easily
adapt the guidelines in this chapter for a team that consults for several companies and is not part of
the company deploying Exchange 2000.

Note Microsoft Solutions Framework is part of the Microsoft Enterprise Services
Framework, a framework that targets different aspects of providing world-class information
technology to companies. For more information about Enterprise Services Framework and its
components, see thef Microsoft Web site at http://www.microsoft.com.

In This Chapter
Taking a Phased Approach
Phase I: Envisioning
Phase II: Planning
Phase HI: Developing
Phase IV: Deploying
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Taking a Phased Approach

When you are planning any large project, it is easy to get overwhelmed; dividing the project into
phases helps keep the team on track and makes it easier to measure progress. Taking a phased
approach to your project reduces risk and increases project success by ensuring that necessary
tasks are completed in a logical order. Each phase of a project should have clear objectives and
deliverables that, once completed and reviewed, allow the team to proceed to the next phase of the
project.

This chapter discusses the four-phase model used with the Microsoft Solutions Framework
Infrastructure Deployment Process. The phases are:

e Phase 1: Envisioning In this phase, you define the project vision and scope, you create the
project team, you gather business requirements, and you identify project risks.

e Phase 2: Planning In this phase, you plan and design the solution. From a design perspective,
you create detailed, low-level specifications for the project in the form of a functional
specification. In addition, you establish detailed project plans in the form of the Master Project
Plan and Master Project Schedule to help you complete the project.

e Phase 3: Developing In this phase, you develop the final system by using the design and
planning information gathered in the planning phase. You finalize and tune systems in pilot
projects, and create deployment plans.

e  Phase 4: Deploying In this phase, you deploy the system. You take the project from the pilot
stages in the last phase to full production status.

Assessing Project Risk

Assessing potential problems that might arise during your project—and devising a method to
mitigate them—can reduce the negative impact they might have on your project. Risk management
is a team effort, which continues throughout the life of the project; however, attempting to identify
the risks early and mitigate them keeps the project on track and on schedule.

You can use the following five-step risk management process on your project:

1. Identify the risk This step allows the team to become aware of a risk and address it before it
can cause harm to the project.

2. Analyze the risk This step involves analyzing the risk and converting it into information that
the team can use to make decisions. The risk is assessed as to its probability of occurring, as
well as its potential impact on the project. Using this information, the team can devise a plan
for mitigation.

3. Planforrisks This step involves creating plans to turn the information that is collected into
actions and decisions. The plan should involve developing actions to address the risks,
prioritizing risk actions, and devising a metric or trigger point to alert the team that the
mitigation plan must be put into action.
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4. Tracktherisks Tracking the top ten risks is important; it allows the team to monitor them if
mitigation steps were taken.

5. Controlrisks This step moves the risk management process into the daily activity of the
project. If the team did a good job on the earlier steps, risk control should be easy by
monitoring the metrics and triggers. Risk management remains a high-profile activity to aid in
the success of your project. After a risk can no longer have an impact on the project, it should
be retired.

Creating a table to assess risks (by estimating the probability of the problem arising and the impact
it may have on the project) allows you to mitigate the risk. The mitigation may be a full plan or just
an item or step to complete to eliminate or reduce the risk to the project. Although you create the
table at the beginning of the project, it is constantly managed throughout the life of the project, and
risks are added, removed, and retired as required.

Example
The following example can help clarify the risk assessment process.

A company is in the process of installing a new online training system for company-wide use, but
there is a concern that it will not be in place in a timely fashion for the Exchange deployment.
Based on the current schedule, the team has assigned this risk a high probability and a high impact
on user satisfaction. As a result, the team tracks the risk as follows:

Risk Identifier: Online User Training.

Risk Statement: The training plan calls for all user training to be delivered by using the
new online training system that is currently behind schedule for being installed. If this
schedule continues to slip, the team will have no mechanism for delivering training
material to users.

Risk Management Strategy: A member of the User Education team responsible for
training monitors the installation status of the online training system on a weekly basis; if
time allows, this person will offer assistance.

Risk Management Strategy Metrics: The Online Training System project schedule is no
longer slipping or the team is actually close to getting back on schedule.

Action Items: Assign a team member to monitor and assist with the Online Training
System and report back to the Exchange team weekly.

Due Date: Ongoing.
Personnel Assignment: Sandra from the User Education team.

Risk Contingency Strategy: Work with an outside vendor to obtain printed training
materials rather than the online versions, and ensure that enough copies are available for
the deployment.
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Risk Contingency Strategy Metrics and Trigger Value: If the Online Training System slips
more than an additional three weeks, or if 30 days prior to the first deployment, online
training is not available, plan to order printed training material for user self study.

Identifying, analyzing, mitigating, and tracking the risks early in the project cycle allows the team
to use the metrics and trigger point to easily identify when the risk needs to be addressed. Tracking
the top 10 project risks in this manner eliminates the guesswork of risk management and aids in the
success of your project.

Templates to Aid with Your Project

To assist in your program planning, several templates have been included on the Microsoft
Exchange 2000 Server Resource Kit companion CD. You can use these templates to develop the
various plans required for the project.

e  Deployment Schedule Template
e  Action Item Template
e Vision-Scope Template

¢ Risk Management Plan Template

Phase I: Envisioning

In the first phase of the project, you define the goals, limits, and structure of the project. The key
deliverables in the envisioning phase are:

e  Structure of the project team

e High-level project requirements

e  Project vision, scope, and assumptions
e  Conceptual high-level design

Note While in this phase of the project, it is especially important to identify and assess
possible high-level project risks that you may encounter. For more information about risk
assessment, see the section “Assessing Project Risk” earlier in this chapter.

Many project teams want to immediately begin the work of designing a new system; however, it is
important to complete the envisioning phase first because this is when you assess customer
requirements and create the final vision and scope of the solution. Without the final vision, a
project can become unmanageable.

The envisioning phase concludes when your vision and scope document is complete and approved
by the team and the project sponsor.

This section explains the major components of the envisioning phase.
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Building the Project Team

The creation of a team allows you to distribute project responsibilities among team members. In
the Microsoft Solutions Framework model, a team of peers plans and implements the project. The
overall project responsibility lies with the entire team, but each member of the team is responsible
for his or her appropriate functional area.

The different roles of an Exchange deployment team might include:

Table 2.1 Deployment team roles

Role Responsibility

Product Manager Works with the customer to gather business requirements, set
objectives, and set the budget. This is not necessarily a technical role.
The product manager is also responsible for project communications.

Program Manager Assumes responsibility for the overall technical Exchange design and
implementation.
Executive Sponsor Provides support at a management level throughout the life of the

project. As a high-level manager (usually a Director, Vice President, or
above) this person is not necessarily a team member, but an external
advisor to the team.

Project Sponsor Reviews the progress of the project. This is an individual or small team
of key stakeholders from the company. This person may be a director
or manager to whom the technicians deliver the project report. The
project sponsor is not necessarily a team member, but rather an external
influence over the entire team.

Development/Engineering Determines all technical configurations of the Exchange messaging
system and interfaces, including the server, clients, and external
connections. The development team consists of people functioning in
different roles, such as:

e  Messaging Administrator

o  Network Administrator

e Internet/Intranet Administrator
e Desktop Administrator

o  Account Administrator

e  Security Administrator

e  Operations Engineer

These professionals work together, on the central team or in sub-teams
as required, to design the new system.
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Table 2.1 Deployment team roles (continued)

Test/Quality Assurance Ensures that the designed systems comply with the functional
specification and other corporate standards.

User Education Ensures that the user education process and documents are completed,
including all documentation and training for the project. Skill areas
utilized on this team include:

¢ End User Training
e  End User Technical Support

e  User Communications

Logistics Management Determines the best way to deploy Exchange servers and transition
systems to the operational groups.

In a larger project, you can assign roles to different sub-teams that will focus on the functional
area. In a smaller project, you can assign a single role to an individual team member or you can
combine roles, so that one member handles multiple roles.

Often an IT group that undertakes a project on its own may choose to contract an external technical
consultant to advise the project team. This resource can provide occasional consulting services to
the team across all teams; Microsoft Consulting Services as well as Microsoft Certified Solutions
Providers can provide assistance with this role.

All team members should be proficient with Exchange 2000 and Microsoft Windows 2000 so that
the team can share a base level of understanding. This training is important so that the team
understands the effort required to add functionality to the systems. For additional information
about training classes and authorized training centers, see the Microsoft Web site at
http://www.microsoft.com.
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Building the Project Structure

You must set up and communicate the operating structure during the envisioning phase of the
project. In the next phase, you will add details to the structure. Depending on the culture at your
company, different degrees of formality may be acceptable, but at a minimum, you should hold
regular scheduled project meetings with an agenda. Consider the use of a project Web site to store
all pertinent project documents, schedules, and status reports, so that all team members, as well as
the customer, can access the latest information.

Gathering High-Level Requirements

Gathering the requirements of your new Exchange environment is important because these
requirements make up the infrastructure or framework of the system design; they can be
categorized as follows:

e Business requirements The requirements, such as service level objectives, that the business
demands of the new Exchange messaging systems. For example, you must decide if Exchange
will be the building block for future business applications.

e Userrequirements Specific features that the users have requested.

¢ ITrequirements Requirements from IT management as well as systems administrators, which
outline the structure and operation of the Exchange environment.

When you collect requirements from the different groups, you might want to prioritize
requirements or create a list of requested features. By having the customers prioritize their
requests, you enable your team to phase in features if the project timeline is aggressive.

Defining the Project Vision

A high-level project vision or mission statement helps the team focus on its tasks when designing
and deploying the new Exchange system. The vision statement describes what the team envisions
as the end result or outcome of the project.

For example, a fictional company called Northwind Traders has 10,000 employees in fifteen
locations worldwide. The company has five different business units, each maintaining its own
messaging system, ranging from Microsoft Exchange Server 5.5 to an old mainframe text-based
mail system. To reduce IT costs and improve communications, Northwind Traders’ IT group has
decided to replace the old messaging systems and install a new company-wide standard that uses
Exchange 2000. The project team has created the following vision statement for its project:

Northwind Traders will replace its five existing divisional-based messaging systems with
an enterprise-wide messaging system that uses Microsoft Exchange 2000 Server. This
will enable the five business units to interoperate seamlessly while adding user
functionality and reducing administrative and operational costs. The new system will be
deployed to each of the company’s locations and all employees worldwide. Deployment
will commence within three months and be complete within 18 months.
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Defining the Project Scope

Whereas the vision statement defines a final vision of the project, the project scope defines the
functionality that you can reasonably implement within the time allowed, given the project
variables. Project variables include:

e Resources People and money.

e Schedule The time allowed for the project.

e Features The specific features that are included in the final solution.
For example, the new messaging system at Northwind Traders will:

e Be designed for 10,000 users and accommodate Northwind Traders’ 7 percent expected
growth per year, for the next seven years.

e Replace the five previous messaging systems: Microsoft Exchange, Lotus Notes, Lotus
cc:Mail, UNIX Post Office Protocol (POP) servers, and SNA Distribution System
(SNADS).

e  Coexist with the five legacy messaging systems until migration is complete.

e Be a highly available system that fulfills the requirements specified by the company’s
business units’ Service Level Agreement.

e Provide the capability for real-time employee communications to facilitate idea sharing
across the company.

e Leverage the newly installed Windows 2000 infrastructure.

e Provide an internally hosted data conferencing service to eliminate the need to contract
this service from an outside provider.

Defining the Project Assumptions

Assumptions should be identified as early as possible in the process and listed in the project’s
vision and scope document. The addition of items outside the project's scope should also be listed
in the assumptions section to clearly identify functionality that will not be delivered as part of the
project.

For example, the following are assumptions for an Exchange 2000 deployment:

e  The Windows 2000 infrastructure project must be complete enough to use Active Directory
directory service for this project.

e The resource gap will be filled with contract labor to meet the aggressive project schedule.

e  The migration team is not responsible for mail older than 30 days.
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Creating a Conceptual Design

Often when planning a project, you can develop a conceptual design based on your vision
statement and the requirements that you have gathered. The conceptual design would be a high-
level drawing of your optimal solution and would be included in your vision and scope document.
It is important to not go into too much detail at this phase because the detailed design occurs in the
planning phase when you create the functional specification.

Phase II: Planning

The second phase of a project is the planning phase. This phase plays an important role in the
smooth deployment of your Exchange environment. In the planning phase, the team completes
high-level concepts in the envisioning phase and begins the detailed planning and engineering
tasks of the system. Planning, also called the engineering phase of a project, addresses three main
points through the following deliverables:

¢ TFunctional Specification: Details the final solution that the team delivers.
e Master Project Plan: Details how the system is designed, tested, and deployed.

e  Project Schedule: Details when the remainder of the project begins and when it will be
completed.

To cover the What, How, and the When of the project, the team must complete several major tasks
during the planning phase. General planning tasks help the team understand the current
environment and plan for the new project’s environment. The following are general planning tasks:

e  Gather information

e Design the functional specifications
e  Perform proof-of-concept testing

¢ Identify resources

e  Create the project plan

e  Build the project schedule
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Specific planning tasks must include addressing the following issues:

e [tis critical to understand the existing Windows infrastructure, whether it is Windows NT
version 4.0 or Windows 2000. If Windows NT 4.0 is currently being used, then the team must
understand how and when Windows 2000 will be deployed in the company.

e If Exchange 5.5 is currently deployed, the team must plan an approach for interoperability,
integration, and user migration to Exchange.

e A clearly defined owner of Active Directory, both for planning and operational purposes, must
be identified. If you do not plan for this issue, you might later face political and operational
barriers. If Exchange is already deployed, Exchange administrators may be accustomed to
owning the directory. When Active Directory is introduced into the environment,

Windows NT administrators and not Exchange administrators might own Active Directory.

The planning phase is complete when the team agrees to the functional specifications and the

program plan.

Gathering Information

When designing the new messaging system, it is critical that the team has an accurate picture of the
existing environment. The following table illustrates the important information that you must obtain.

Table 2.2 Information about the existing environment

Organizational structure and location
data

How the business is organized and operates (for example, divisions
vs. regions). This often dictates message flow. The number of office
locations and users at each location is also important.

Network infrastructure

The company network infrastructure (including LAN and WAN
topologies) and utilization. It is important to determine how the
company handles remote access.

Messaging and directory structure

What the current messaging topology looks like and how it operates.
The existence of a Windows 2000 Active Directory and whether it
needs to interact with other directories within the company is also
important.

Desktop and server environments

The types of systems that users are currently using. It is important to
determine if existing messaging hardware can be re-deployed for use
with Exchange 2000.

Standards

Whether there are existing corporate standards, such as naming and
operational procedures, that impact the design of the system.

Functional requirements

These requirements expand upon the high-level user requirements. It
is a good idea to conduct user and IT surveys to determine user and
IT requirements.
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The Functional Specification

After the teams have gathered the appropriate information, you use this information along with the
requirements, vision and scope documents, and high-level design to start creating a functional
specification. The functional specification must provide enough detail to allow the various team
members to begin work in their areas, such as engineering, testing, training, and deployment.

As the functional specification evolves, it may become clear that there is not enough time to
complete the system with all of the desired functionality, particularly the desirable but non-
essential items. To deliver a solution that meets the project schedule, consider limiting the
functionality included in the release to the functionality that is required. Using the concept of
versions, you can add functionality to the system in future projects. When deciding on which
features to move to a next version, always refer to the vision and scope, as well as user
requirements. These items, along with estimated costs and scheduling information, aid in the
decision.

The functional specification can be considered a contract between the company and the project
team on what will be delivered for a final solution. At the end of the planning phase, the team and
the customer approve a draft version of the functional specification. This provides a mechanism for
setting expectations for everyone included in the project. In the next phase, after the design is
tested, the functional specification is frozen. To ensure timely delivery, changes to the design are
no longer acceptable.

Proof-of-Concept Testing

During the design and engineering process, you might need to validate some engineering designs
by performing a prototype or a proof-of-concept test. These tests are not intended to test the entire
solution, but to aid in the engineering process and verify that a design is actually achievable. Often
teams choose to prototype a new technology, such as conferencing services or connectors to
external systems. This helps the team better understand product features and aids in the design of
the system.

For example, given that Northwind Traders’ IT group already has experience with Exchange 5.5,
they will prototype some of the new or updated features and connectors that are required for the
project. These features include:

- Exchange Instant Messaging
e Exchange Conferencing Server
e  Third party e-mail connectors, such as Lotus Notes and Lotus cc:Mail.

e  Multiple storage groups
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Identifying Resources

In the next step of the planning phase, you identify resources such as staff, hardware, software, and
tools required for the project. These resources help in the creation of the project plan and schedule.

When identifying staffing resources, consider the following questions:
e Do you need to fill the team members’ regular positions for the duration of the project?

e  Are the team members properly trained for designing and deploying Exchange 2000 and
Windows 2000?

¢ Do you need to hire consultants to augment your team?

When identifying hardware resources, consider the following questions:

e Do you have hardware available for a development and lab environment?

e Can you use existing production messaging servers to support Exchange 2000?
When identifying software resources, consider the following questions:

e (Can you upgrade your existing software licenses to Exchange 2000?

e  Which version of Exchange 2000 do you need to purchase?

e Do you need to obtain Windows 2000 licenses for Exchange users or have the licenses already
been purchased?

When identifying tools resources, consider the following questions:
e Do you need to obtain a tool to aid in the migration of old mail?

¢ Do you require additional monitoring tools for your environment?

Creating Required Project Plans

A project has multiple project plans, each listing the tasks that an individual team member
performs. All of these plans form a Master Project Plan. You can consider the Master Project Plan
the blueprint of your project, which details the planning of your project and helps ensure a smooth
deployment.
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The major sections of a Master Project Plan might include:
e  Product and Program Management
e  Architecture/Engineering Document
e Test Plan

e  User Pilot Plan

e  Security Plan

e Budget

e  Training Plan

e  Communications Plan

e Deployment/Migration Plan

o Logistics/Operations Plan

e Risk Management Plan

Building the Project Schedule

After completing a draft of the functional specification and master project plan, the team builds the
schedule, based on the work outlined in the specification and master project plan. The team also
decides on a release date for the final system. The project schedule includes the details of the four
phases and the work required from the different team members. The team may need to reassess the
schedule and modify the functional specification to achieve an acceptable release date for all
involved.

It is important for the team to develop the master schedule and agree to it, because the team
members will be held accountable for the schedule and will be measuring their progress against it.
Creating detailed schedules with various milestones allows team members to measure their
progress and quickly identify any issues that may impact the project schedule.

A sample Exchange 2000 schedule template created in Microsoft Project 2000 is included on the
Microsoft Exchange 2000 Server Resource Kit companion CD. This template is organized around
the four Microsoft Solutions Framework phases and includes the various tasks for each phase.
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Phase Ill: Developing

The third phase of the project involves testing and verifying the designs and plans completed in the
planning phase. The teams set up the equipment to be used in production, and follow the plans and
designs to create the final systems or a portion of the final environment. A series of verification
and pre-pilot tests occur on the system and the phase is complete when the user pilot testing has
been performed and the systems are ready for the first production use.

The major steps in the developing phase are:
e  Validate the design and project plan

e  Build the system

e Complete a pre-pilot test

e  Complete a user pilot test

Validating the Designs

You must validate the designs in a lab environment that contains hardware identical to the
hardware that will be used in the production environment. You should verify the design aspects of
the system according to the functional specifications and then test and verify installation
procedures. It is important to approach the testing in a systematic way by using the test plan. For
information about how and what to test, see “Setting Up a Test Environment” in this book.

Testing first begins with the individual components or servers to verify that the components will
perform as configured according to the specifications. The tests identify possible problems that
may arise in production because of a setting or configuration. After the individual components and
servers perform as expected, you should test them at the systems level. In systems level testing,
you test multiple servers or components to ensure proper operation.

Note Remember that these tests are still in a stable environment and final testing will be
complete with the pre-pilot and user pilot testing. The verification tests merely verify the
design and ensure that it is ready for the building of production systems.
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Building the System

After you have successfully validated your designs in a lab environment, you can begin building
the system with production hardware on the production network. At this point, the systems are
almost ready for users. After the system is in place, you can begin the final testing phase.

Pre-Pilot Tests

The production hardware and systems are now in place and ready for a user pilot test. However, it
is a good idea to perform a pre-pilot test of your system with a small group of technical users or
project team members to verify the system operations. Having a group of technical users test the
system before you make it available to mainstream users allows you to catch any bugs that slipped
through the validation and testing. The chapter “Piloting Exchange 2000,” will help you determine
which features should be tested and how to test them. It is important to remember to follow the
same procedures in the pre-pilot test as the procedures that will be used during the actual user
migration, because the pre-pilot should test the procedures as much as it does the systems.

After receiving feedback from the pre-pilot participants, you can tune systems if required; then the
system is ready for the final step: the user pilot.

User Pilot Test

After completing the pre-pilot test and reconfiguring the system, you should perform a user pilot
test, which is the final step prior to actual deployment. The user pilot test should be performed with
a group of users that are representative of all users. The size of the pilot group varies depending on
the size of your deployment. Pilot users are usually volunteers because they must accept less
reliability from a system not yet ready to be used by the whole company. Support, operations, and
training should be in place as if it were a production deployment.

You should include the following items in the user pilot test:

e Proper communications of the migration or rollout

e  User training

e  User documentation

e  User install process

e  User support

e Public folder, e-mail alias, or Web site setup.for pilot feedback

e Pilot evaluation
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After the user pilot test is complete, you must perform an evaluation of the user pilot test. You
must make a determination of whether the systems and procedures are ready to be deployed into
production. It may be a good idea to partner with the pilot users to determine an acceptable criteria
level for the new system. After approval by the project team and pilot users, the system is ready to
be deployed.

It may be necessary, after receiving user pilot test feedback, to make modifications in migration
procedures, user training, or the system itself. Remember to plan for this prior to deployment.

Caution Scope creep occurs when the customer of the new system attempts to add
functionality to the system after the requirements are frozen. For example, often when the
system undergoes pilot testing, users request features that may not have been included in the
original requirements. There is a tendency to attempt to add this requested functionality at the
last minute. However, it is best to deal with these requests in later versions of the system so
that they do not impact the original scope of the project.

Phase IV: Deploying

The fourth and final phase of the project is deployment. In this phase, all users are migrated to the
new messaging system according to the deployment or migration plan. Training is completed for
users, and the operations team monitors the new system. After this phase is completed, the normal
production and operations groups take control of the systems.

During this phase of the project, the deployment teams take control and the other teams are used to
support the deployment as needed. Engineering and testing may be required for problem
resolution, but the deployment teams are responsible for the majority of the work in this phase.

Migrating Users

Company-wide technologies such as messaging backbones, gateways to other systems, and
Internet connections, should be deployed first. Server clusters in large data centers may also be
considered core technology. After the core technologies are installed, you can identify servers to
install in smaller locations.
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Migrate users to the new system according to the migration plan that was finalized in the
developing phase. Train users on the new system and train support staff to support the new system
and users.

For example, Northwind Traders will deploy its main data center location first because it hosts the
connectors to the Lotus Notes, Lotus cc:mail, and mainframe systems as well as the connection to
the Internet for Simple Mail Transfer Protocol (SMTP). After the main data center is complete and
stabilized, the deployment team deploys the local mailbox servers in the smaller regional offices.

Handing Off the Project to Production

-When all of the user mailboxes have been migrated or deployed on the new system, hand the
system off to the operations team. The systems are now considered production systems. The
message operations team, or a similar group, monitors the systems and ensures proper operation.

Completing the Project

After the new system is in place and all of the deliverables are complete, the project team formally
closes the project. The team establishes agreement that the project has been completed and
deployed as specified in the project plan. The project team then conducts a project evaluation, in
which it reviews areas that could be improved in future projects, and documents these findings for
future project teams.

Proper project planning is a critical component to the overall success of your project and should be
an integral part of your deployment of Exchange 2000. It is important to use a model that allows
your team to be flexible but maintain a systematic approach that keeps the team on schedule while
accomplishing the project goals. Many projects fail or run into difficulties partway into the
deployment because the proper planning was not completed. By using these planning steps or a
similar systematic approach to program planning, you will be on your way to a successful rollout
of Exchange 2000.
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CHAPTER

The Exchange 2000
Environment

Paul Sebben, Managing Consultant, E-Sync Networks, Inc.

Microsoft Exchange 2000 Server provides e-mail and scheduling functionality, online forms, Web
access to mailboxes and folders, and the tools for custom collaboration and messaging-service
applications. To enhance the reliability, scalability, and performance of the overall system,
Exchange relies on software, hardware, and networking components such as Microsoft

Windows 2000, the Active Directory directory service, and the Domain Name System (DNS).
Exchange 2000 also uses a single Web Storage System that can handle messages, discussion
threads, Microsoft Office documents, Web documents, and voice-mail messages, among others.
All of these pieces work together to create the Exchange 2000 environment.

Successfully deploying Exchange is like solving a puzzle. You must consider the size and shape of
the puzzle pieces before you can assemble them effectively. If a piece of the puzzle is missing, you
cannot complete the puzzle. The purpose of this chapter is to identify the key pieces of the puzzle
that will assist you in successfully implementing Exchange 2000.

This chapter describes how to identify the critical factors required for a successful deployment of
Exchange by reviewing company organizational structure, existing messaging environment,
network infrastructure, and business requirements. This chapter describes each key topic area
required for the deployment, along with its impact on Exchange 2000. At the end of each section is
a series of questions that will assist you in the architecture phase of Exchange 2000. As you answer
the questions, you should identify whether your existing infrastructure will accommodate
Exchange 2000, whether you need to upgrade critical areas, or whether you must build from
scratch those critical areas that do not already exist.

In This Chapter
Company Structure
Business Requirements
Current Network Infrastructure
Windows NT 4.0 Domain Structure
Active Directory

Exchange Architectural Review
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Server Configuration
Public Folders
Organizational Forms

Conclusion

Company Structure

Windows 2000 and Exchange 2000 can have a tremendous influence on a company’s structure. In
many companies, the DNS, network, Windows, directory service, and Exchange teams typically
work independently of one another. To successfully deploy Windows 2000 and Exchange 2000,
you must create a team that can work as a cohesive unit to implement this technology. Executive
management support is imperative in deploying this technology because the teams involved often
work for different individuals within an information technology (IT) department. You must
identify ownership of each technology area, including the following areas:

e Name resolution services, such as WINS and DNS
e  Microsoft Windows NT and Windows 2000 Server
e  Active Directory implementation

e The public key infrastructure

e  Network infrastructure

After you determine what the existing teams are and how they work together, you should create a
team or an environment in which all the teams work closely together to deploy Exchange 2000.

You must also examine the IT management structure. In a centralized environment, the IT
department determines the standards that are deployed within the corporation. The decision-
making process for deploying new technology is typically easier because fewer individuals are
involved. In a completely decentralized environment, standards between divisions often do not
exist. Therefore, more individuals must be involved in the decision-making, project-planning, and
deployment processes. Questions to consider include:

e s this environment centralized, decentralized, or both?

e In acombination centralized and decentralized environment, is a centralized IT office
responsible for cross-divisional directions and standards?

e [s the company global?

e Does everyone speak the same language, or is a translator required to assist during meetings
and with user communication?
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Answering these questions helps you identify how messaging and collaboration standards are
developed. In addition to examining the IT structure, you should examine the routine operational
tasks on the servers. These include:

e  User and mailbox creation
e Service pack upgrades

e Message flow

¢  Backup and restore

Examining these daily operations helps you determine the areas that will be most affected when
you deploy Exchange 2000. You should be aware of the level of service these servers provide to
the company so that you can continue to meet service expectations.

Business Requirements

Assessing the company’s business needs is a key strategy for gaining approval to deploy
Exchange 2000. Companies do not perform upgrades just so that they can use the latest version of
a product. A business justification for investing in the new technology is required. This
justification can be divided into the following areas:

¢  Organizational requirements
e User requirements
¢  Administrative requirements

Use these guidelines to research ways in which Exchange 2000 can help you achieve company
goals for better collaboration, provide users with better access to resources, and offer easier
administration of the messaging and collaboration environment.

Organizational Requirements

E-mail has revolutionized the way organizations communicate, and is now considered a critical
application by most companies. A company’s organizational requirements define their corporate
standards for e-mail use. These often include policies dealing with legal implications, such as
e-mail retention, as well as standards describing the proper use of e-mail. They also define user
service levels, and other initiatives, including ways to reduce the total cost of ownership.

Your first step is to determine your company’s organizational requirements. After you are aware of
the existing requirements, you can use Exchange 2000 to find new ways to meet and possibly even
improve organizational requirements.
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User Requirements

User requirements define the features needed to allow users to perform job responsibilities in a
more efficient and productive manner. To gather these requirements, the project team must
communicate with users. Because user requirements are not typically described in technical terms,
the project team’s responsibility is to map the user requirements to technical requirements. The
product will then be evaluated to make sure that the user needs are being met. The following table
gives some examples of user requirements and their technical requirement counterparts:

Table 3.1 User and technical requirements

To collaborate with other users interactively. Establish Instant Messenger services.

To easily publish and modify HTML documents that | Implement Exchange 2000, the Web Storage System,
are stored in public folders by using Microsoft and the Installable File System.
FrontPage or Microsoft Word.

To quickly locate messages and documents stored in | Enable full-text indexing in mailbox stores and
public folders. public folder stores.

To gather these requirements, you should determine your company’s user requirements. After you
are aware of existing requirements, you can use Exchange 2000 to find new ways to maintain or
possibly even improve user productivity.

Administrative Requirements

Administrative requirements define the configuration and management structure for
Exchange 2000. This includes:

o The use of policies for managing mailboxes.

o The ability to separate user accounts into smaller databases for faster backup and restore
operations.

e  The ability to define a group of users who manage only the routing topology.

After you determine your company’s administrative requirements, you can use Exchange 2000 to
find new ways to meet and possibly even improve the administration of Exchange 2000 and
Exchange user accounts.
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Future Planning

It is important to forecast the future business needs of your user environment. This includes
planning for new technologies. Microsoft Exchange 2000 enhances the user environment by
integrating several new technologies, including:

e Instant Messaging

e  Online conferencing

e  Chat services

Some of the important planning information that you should gather includes:
e Is the company currently involved in acquisitions and divestitures?

e  Will the current user base remain the same, or will it increase or decrease? Will growth be at a
single location or spread out across the organization?

e  Will the company add any new locations within the next year?

e Is the company planning to deploy instant messaging, online conferencing, chat services, or
unified messaging?

The answers to these questions will be useful when planning for server hardware, clustering,
administration, and routing needs of the new Exchange 2000 environment.

Current Network
Infrastructure

To effectively plan the Exchange 2000 installation, you must examine the network infrastructure.
Understanding this infrastructure assists you in determining how routing groups should be
configured; it also allows you to build redundancy into your Exchange organization. In addition, it
allows you to troubleshoot problems with mail flow and helps you determine if there are sufficient
global catalog servers near your Outlook users.

Depending upon the size of the company, gathering this information may require contacting
multiple individuals from various geographical areas. For a small company, usually there is only
one contact person. For medium to large multinational companies, you may need to contact several
teams to obtain the necessary information.

The Windows 2000 deployment team may have already gathered some or all of the necessary
information. Be sure to check with the Windows 2000 team to see what information they have on
hand.
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WAN Environment

To provide a high-level view of the network, you should create a network topology diagram.
Divide the diagram by geographical area, and include connections to all sites regardless of the
connection type. Include in the diagram the speed, circuit type, and Committed Information Rate
(CIR) for each WAN link. Figure 3.1 illustrates a sample network diagram.
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T1 1.5 MB/

: ] 512KBCIR

56 KB | International HUB | DS3 Frame
Aukland Relay
56 KB I 1.5 MB/
384

=] 256 KB

Figure 3.1 Sample wide area network diagram

You should also create a table for each WAN link. Constructing this table helps you determine
how the WAN is currently functioning and how routing groups should be configured. This table
should include the following information:

¢ The originating location for the circuit
e The destination location for the circuit
e The speed of the circuit

e  The circuit type, for example, T1, 56 Kbps, 256 Kbps, frame relay, virtual private network
(VPN), and so on

e The Committed Information Rate (CIR)

e  Whether there is an alternate path to this LAN
e The current available incoming bandwidth

e The current available outgoing bandwidth

e  Whether this is an Internet VPN connection

e  The protocols being used on this link

e The Intemet Protocol (IP) information regarding this circuit
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LAN Environment

You must also examine and document the LAN connections within each geographical location. If a
graphical representation of the LAN does not already exist, you should create one. Include in this
diagram information detailing how the subnets within the facility are connected. The diagram’s
complexity will vary depending upon the size of the location.

The LAN diagram you create should contain the following information:
e The type of network being used at this location, for example: Ethernet or token ring
e  Whether there are any established firewalls, and if so, how they are configured

¢ The speed of the LAN, for example: asynchronous transfer mode (ATM), 10 MB, 16 MB, 100
MB, and so on

e  The protocols that are being used, for example: IP, Internetwork Packet Exchange/Sequence
Packet Exchange (JPX/SPX), and so on

¢  The subnets that are being used within this location
e The subnets that are being defined but not used
e  How the subnet is connected, for example: switches, routers, and so on

o Whether local WINS servers are defined for this location, and if so, what the IP addresses are
for these servers

o Whether there are local DNS servers defined for this location, and if so, what the IP addresses
are for these servers

e The protocols used by clients to access the Exchange servers
e Whether there is a static IP addressing scheme used for this location
e The remote access strategy for this location

e Whether users connect to this location or another location for access, if remote access is
required

e Whether Outlook Web Access is deployed at this location

Constructing the LAN diagram helps you identify how each area is currently connected, if new
routing groups should be created, or if DNS servers exist.
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Domain Name System

Previous versions of Exchange used WINS as the preferred naming service; Domain Name System
(DNS) was required only for Internet, Simple Mail Transfer Protocol (SMTP), and Outlook Web
Access. It is recommend that Exchange 2000 servers be placed in a DNS zone that is on a
Windows 2000 DNS server. Clients query DNS to locate the nearest global catalog server, and
Exchange servers use DNS to locate other Exchange servers. Therefore, a solid DNS
implementation is required for the successful deployment of Exchange 2000, and an examination
of the corporate DNS structure is required. Typical questions to consider include:

o Is DNS currently deployed internally? If so, under which operating system is DNS running?
e  Which version of DNS is running?

. ®  Which are the primary and secondary DNS servers?

e Has DNS been integrated with Active Directory?

e  What are the DNS namespaces that are currently deployed within the organization? |

e Are the clients configured to use DNS?

Answering these questions helps you identify how DNS is currently used. Because DNS is
recommended for deploying Exchange 2000, if DNS is not being used, you should plan to move
from WINS to DNS.

If you choose to deploy Windows 2000 and Exchange 2000, you should be running DNS bind
version 8.1.2 or later because it supports SRV (service) records (RFC 2052) and dynamic updates
(RFC 2136).

Windows NT 4.0 Domain
Structure

Exchange 2000 is tightly integrated with the Windows 2000 operating system. Before upgrading to
Exchange 2000, you must add your Exchange servers to a Windows 2000 domain and to an Active
Directory forest. Exchange users must also be authenticated in the Windows 2000 Active Directory
forest before connecting to Exchange 2000.

You must understand the existing domain structure before migrating the server to Windows 2000.
Because the Windows 2000 domain model is tightly integrated with Exchange 2000 security, the
Windows and Exchange teams should collaborate to minimize the impact on users when the
directory migrates from Windows NT version 4.0 domains to Active Directory. You should create
a global diagram and a domain diagram to illustrate the current environment. You will use these
diagrams in planning the migration from Windows NT 4.0 to Windows 2000.
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The global diagram should include:

e  All domains, including trust relationships

e  Whether trusts are one-way or two-way

e  When and how each domain is scheduled for migration to Active Directory
e A description of plans for domain consolidation, if any

The domain diagram should show:

e  Where the primary domain controllers are located for each domain

e  Where the backup domain controllers are located for each domain

After you examine the domain structures, you can define the Active Directory migration path.

Active Directory

In previous versions of Exchange, the directory service was installed on each Exchange server in
an organization. The directory service was responsible for storing the Exchange organization’s
configuration information. The most substantial change in Exchange 2000 is the removal of the
directory service from Exchange. Active Directory is now a core component of the Windows 2000
operating system; all Exchange objects are stored in Active Directory.

Many of the technologies in Microsoft Exchange version 5.5 have been incorporated in Active
Directory in Windows 2000. Active Directory provides the structure and functionality to manage
user accounts, desktops, the network, and applications from a single location.

This section focuses on the Active Directory components that are required to effectively design an
Exchange 2000 organization. These components include forests, sites, schemas, global catalogs,
and global catalog servers. For a detailed explanation of Active Directory, see the Microsoft
Windows 2000 Server Resource Kit Deployment Guide.

Forests

The number of Active Directory forests in an IT infrastructure directly impacts Exchange 2000
organizations. There is a one-to-one relationship between the number of Active Directory forests
and Exchange 2000 organizations. The Exchange global address list can display users from only a
single forest.

Sites

Windows 2000 sites are different from the sites in previous versions of Exchange. In
Exchange 2000, routing groups and administration groups have replaced sites.
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A Windows 2000 site is a group of servers that communicates over a permanent high-bandwidth
connection and can be subdivided into IP subnets or IP ranges. Windows 2000 sites are important
to Exchange 2000 because you use Windows 2000 sites to determine the location of the nearest
domain controller that can validate logon credentials. In addition, Exchange 2000 stores its
configuration information in Active Directory and relies on information in Active Directory to
generate the global address list.

Schema

The Active Directory schema is an extensible, programmable catalog of all objects, attributes, and
classes that exist in Active Directory. The configuration partition of Active Directory must contain
the Exchange 2000 configuration data. This requires that Exchange extend the schema to include
Exchange 2000 specific objects, classes, and attributes. Extending the schema is a forest-wide
action that replicates new objects to every domain controller and global catalog in the forest.

Extending the schema requires planning to ensure that the process does not over-burden the
network and affect user productivity. Exchange extends the schema the first time that you install
Exchange 2000 Server. In some cases, it may be desirable to extend the Active Directory schema
prior to installing or upgrading to Exchange 2000. You can accomplish this by running the
Exchange ForestPrep utility.

You need to determine if the Active Directory schema has already been extended for
Exchange 2000.

Global Catalog and Global Catalog Servers

The global catalog contains a complete replica of all objects in the domain and a partial replica of

all objects in the forest. The global catalog is the component of Active Directory that

Exchange 2000 clients query to obtain the global address list. The proximity of the global catalog

server to the client directly affects the performance of the client. At least one global catalog server
should reside in each Windows 2000 site.

By default, the global catalog does not replicate all attributes that were included in previous
versions of Exchange, although additional attributes can be configured to replicate and display in
the global catalog. For example, the attributes for first name, last name, and SMTP address are
tagged for global catalog replication by default. However, the attributes for mailing address fax
number, home telephone number, and custom attributes one through ten are not.

If you need to display a non-default attribute in the global address list, you must modify it for
replication to the global catalog. During messaging evaluation, you should examine all attributes to
determine if modifications are required. Modifying the replicated attributes triggers replication to
the global catalog. It is important to plan and ensure that business processes are not affected when
this happens.
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Questions to consider include:

e Has the Active Directory schema been updated for the Exchange 2000 installation?
e  What attributes need to be replicated to the global catalog?

e Isthere at least one global catalog server located at each Windows 2000 site?

Answering these questions helps you determine the scope of the necessary preparation work for the
schema, the number of attributes that you must replicate, and the availability of the global catalog.
You should plan to have a global catalog server in as many areas as you need to maintain service
expectations.

Active Directory Connector

The Active Directory Connector (ADC) allows for replication between Active Directory and an
Exchange 5.5 directory. With ADC, you can control the direction in which the replication
information flows between a master server and other servers in the organization or site. Active
Directory uses a connection agreement to control replication between an Exchange 5.5 recipient
container and a Windows 2000 domain controller. Questions to consider include:

e Has ADC been deployed?
e If ADC has been deployed, what connection agreements have been defined?

If ADC has not been deployed, you must plan time for this before deploying Exchange 2000. If
ADC has already been deployed, review any existing connection agreements to determine if you
must create new ones.

Exchange Architectural Review

To maximize benefits and reduce risk during the deployment of Exchange 2000, a thorough
understanding of the existing messaging environment is very important.

You should examine the existing organization and site design, and pay special attention to:
e  Mail routing

e  Server configuration

¢  Client configuration

e Business needs

These are the critical areas for any messaging and collaboration system. If you focus on these areas
and determine your existing design, you can provide basic messaging functionality before adding
the more advanced features available in Exchange 2000.
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Overall Exchange Design

The concept of organizations and sites has changed for Exchange 2000. The organization no longer
uses an independent directory that resides on every Exchange server. Rather, it has been integrated
with Active Directory and is bounded by the Windows 2000 forest in which it resides.
Administrative groups and routing groups have now replaced Exchange 5.5 sites. Administrative
groups are collections of Exchange 2000 servers that share a common administrative model. For
example, consider an organization that has 100 Exchange servers. If the same group of
administrators manages ten of those servers, you can place those ten servers in an administrative
group. A routing group is a group of Exchange 2000 servers that are connected by a high-speed
link. Servers within a routing group communicate directly with each other by using SMTP.

With Exchange 5.5, administrators commonly set up a different SMTP address for each site. The
default in Exchange 2000 is one recipient policy with one SMTP address that covers all users in
the entire organization. If needed, you can have multiple recipient policies so that different SMTP
addresses apply to different people. Exchange 2000 enables you to have one SMTP domain for all
users.

You should divide the existing Exchange organization into components and examine it with the
new administrative and routing group model in mind. Exchange 2000 Setup prompts you to specify
the administrative group to which the server will belong. After a server is installed in an
administrative group, it cannot be moved. It is essential that you establish an administrative group
before you install Exchange 2000.

The existing organization can be divided into the following components:
e Exchange 5.5 site design

e Backbone

¢ Internet connectivity

If you do not already have a diagram that reflects the current structure for each of these
components, you should create one. This both aids in the design of the new Exchange 2000
organization and provides troubleshooting assistance in the existing organization. To assist in the
creation of these diagrams, Microsoft has developed Microsoft Exchange Server Topology
Diagramming Tool (EMap.exe). You can download this tool from the Exchange Web site at
http://www.microsoft.com/exchange.

You should also consider whether multiple Exchange organizations exist within the company. If
multiple organizations do exist, you need to determine if it would be beneficial to combine them
into a single organization or Active Directory forest. When determining whether to separate or
combine multiple organizations, you should consider whether the organizations were created
because of mergers or acquisitions, and how the directories between the different organizations are
connected.
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Address Book Views

Address book views provide an alternate view of the global address list. They are defined at an
organizational level and automatically replicated to all servers. In Exchange 2000, the address
book views are called address lists and are built using Lightweight Directory Access Protocol
(LDAP) queries. Consider the following questions:

®  Are there any address book views defined?
e  Has each address book view’s configuration been documented?

Answering these questions helps you deploy Exchange 2000 without changing how address books
appear to users. You may also find new ways to make address books more useful for users.

Exchange Site Design

Exchange 5.5 sites were created based on administrative and network connectivity needs. All
servers within a site communicate with each other directly, and sites can span multiple geographic
locations, provided sufficient bandwidth is available. In addition, user administration is easier
within a site. Within a site, servers are usually categorized by their function. These categories
include mailbox servers, connector servers, and Outlook Web Access servers. In small
organizations, connectors and mailboxes may be kept on the same server.

Questions to consider include:

¢  What is the site addressing for each Exchange 5.5 site?

e  What is the default SMTP format used for addressing user mailboxes?

e  What are the defaults for mailbox display names and aliases?

e  What recipient containers are used to generate the offline address book?

Reviewing this information allows you to upgrade Exchange 5.5 sites to Exchange 2000 routing
groups, and administrative groups. It can also help you plan how Exchange sites will work with
Exchange 2000 organizations.

Mailbox and Public Folder Servers

Mailbox and public folder servers contain only mailboxes and public folders. In theory, there is no
limit on the number of mailboxes that can reside on an Exchange 5.5 server. In reality, the number
of users is limited by several factors, including the amount of RAM, the processor speed, and the
recovery time required by a critical failure. Exchange 2000 allows multiple mailbox stores to
coexist on a single server. The ability to start and stop each mailbox store independently allows a
single mailbox store to be restored without affecting users on a different mailbox store.
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When you analyze the existing server configuration, you should examine the sizes of the mailbox
and public folder stores. Consider the following questions:

¢ What is the default storage limit-on mailboxes?

e  What is the retention policy for deleted items?

e  What is the distribution list strategy?

e  Who is responsible for creating distribution lists?

e Are there automated tools used to create distribution lists?

e Which protocols are enabled for mail?

e How many mailboxes on a server are related to service level agreements with customers?
e Js there a need to provide VIP Mailboxes?

e Are there multiple companies within your Exchange organization? If so, is there a need to
recover the companies separately?

If large mailbox stores exist, splitting them into several smaller ones should be considered. In the
past, service level agreements have often required the deployment of multiple servers to ensure
recovery within the service level agreement time constraint. Multiple storage groups and databases
allow you to consolidate these servers into a larger server with multiple mailbox stores and
databases.

Bridgehead Servers

In earlier versions of Exchange, servers that have one or more connectors connecting two
Exchange sites, or connecting Exchange to the Internet are called bridgehead servers. Bridgehead
servers are responsible for sending mail and public folder information between sites, and for
replicating the Exchange directory between sites. In Exchange 2000, bridgehead servers still exist,
but directory information is now replicated by using the global catalog. You should create a table
with information about each bridgehead server connector. Questions to consider include:

e  Are TCP or TP4 transport stacks being used?

e What type of connector is installed (for example, SMTP, X.400, Site Connector, and so on)?
Document the configuration of the connector.

e  What is the site or server destination for this connector?
e  What is the cost for this connector?
e  Are there any downstream sites below this connector?

e  How often does this connector send mail?
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e Is there an alternate route defined for this server?

e Is Exchange directory replication configured?

e What is the Exchange directory replication schedule for each site?

e  Are there message limits on the connector? If so, document the message restrictions.

If Exchange uses TP4, you must plan to convert to other transport stacks. Answering these
questions helps you determine how bridgehead servers are currently used and how they are
affected when Exchange 2000 is deployed.

Connector Servers

Connector servers interact with other servers. Some connectors that were supported in

Exchange 5.5 are not supported in Exchange 2000. However, Exchange 5.5 sites that include
servers with connectors provided with Exchange 5.5 or earlier can be used to transfer messages to
Exchange 2000. Exchange 2000 supports the Lotus cc:mail, Lotus Notes, Microsoft Mail, and
Novell GroupWise connectors. You should consider the following questions:

e Are there any Exchange 5.5 connectors installed, and if so, which ones?

e Is there documentation for each type of connector? For example: MS Mail, cc:mail, Lotus
Notes, Professional Office System (PROFS), Systems Network Architecture Distribution
System (SNADS), and so on.

e Is there documentation about the configuration of each connector? If not, document the
connector's configuration.

Your need for Exchange 5.5 connectors influences whether you upgrade all servers to
Exchange 2000 or leave some Exchange 5.5 servers in place to manage those connectors.

Backbone

A backbone diagram illustrates how the entire Exchange environment is connected. It includes all
sites in the Exchange organization and the connectors that link them. It also includes connection
costs and network connection bandwidth between sites.

Internet Mail

Internet mail makes up a significant percentage of message flow within an organization. It is
essential that you document Internet message traffic before your upgrade to Exchange 2000. In
earlier versions of Exchange, configuration information for outbound message content was stored
on each Internet Mail Service. In Exchange 2000, content configuration is now managed for each
organization.
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Create a diagram that shows inbound and outbound message traffic to and from the Internet.
Include information about firewalls and virus scanning. In addition, answer the following
questions:

o [sthere a firewall between the Internet Mail Service server and the Internet?
o If so, does the server queue messages or pass them through the firewall?

e Are there any size restrictions for messages at the firewall?

e Who maintains the external mail exchanger (MX) records for the company?
e  What MX records are registered?

e  Are the MX records configured in a load-balancing configuration?

e Does the Internet Mail Service send SMTP mail to any internal systems? If so, document the
name of the system; the configuration information, such as IP address, DNS name, and so on;
the business purpose; and the contact information.

o s the Internet Mail Service configured for re-routing? If so, document the configuration.

e  Are inbound and outbound messages scanned for viruses? Who is the anti-virus software
vendor and how is the software configured? How often are virus patterns updated?

Answering these questions helps you plan for upgrading to Exchange 2000 and securing mail that
is exchanged over the Internet. When you upgrade to Exchange 2000, configuration information
that existed for each Internet Mail Service is not upgraded and now applies to an entire organization.
You must migrate all of your Internet Mail Service configuration information to the Exchange
System Manager before you add any SMTP connectors from Exchange 2000 servers to the
Internet.

Disaster Recovery Planning

When an Exchange server experiences a critical failure, a company’s disaster recovery plan is
tested. The ability to execute this plan quickly and effectively is crucial. Disaster recovery plans
vary widely between companies. Some companies have no plan, others an untested plan, and some
a fully tested plan. A fully tested plan that includes backup validation helps guarantee success and
minimize downtime in the event of an emergency. Questions about disaster recovery should include:

e Is there a disaster recovery plan, and where is it located?

e  Who is on the disaster recovery team?

e  Has the plan been tested?

e s there spare hardware used for this purpose, and if so, where is it located?
e  What is the backup schedule?

e  Are the backups working? Have they been validated?

e  What is your Product Support Services account number and telephone number?
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Having a fully tested plan in place before you upgrade to Windows 2000 or Exchange 2000 is
important. By answering these questions, you can determine how long it currently takes to recover
from a disaster, and fix any problems before introducing more advanced software into the recovery
plan.

Exchange Monitoring and System Performance

Before you upgrade to Exchange 2000, you must have a thorough understanding of the health of
your existing environment. You should examine event logs and collect system performance data.

System performance data gathered before the Windows 2000 or Exchange 2000 upgrades helps
determine whether to upgrade or replace system hardware. After you install Exchange, you can
gather new data to determine if the system is performing as desired and to confirm that decisions
involving hardware were correct. Consider the following questions:

e  What is the daily and weekly message volume for each server?
e How many mailboxes are installed?

e  What is the level of processor activity?

e  What is the disk throughput (read/write activity)?

e  How much memory is being used?

Event logs should be scanned for errors regarding Active Directory, Microsoft Web Storage
System, or message transfer agents. Certain errors, such as a -1018 error, could prevent a
successful upgrade to Exchange 2000.

Server Configuration

Exchange 2000 contains several new features that affect server configuration. You must document
the existing configuration before you design the Exchange 2000 organization. Examine every
server in the Exchange organization.

Hardware

You must examine each server to determine if it meets the system requirements for Windows 2000
and Exchange 2000. Hardware requirements include processing speed, RAM, and hard disk size.
You should also examine page files. Typical configuration questions include:

e  How many CPUs are installed?

¢ What is the speed of each CPU?

¢  How much RAM is installed?

e  Where are the page files located and how large are they?

e Are the transaction logs on a separate volume from the databases?
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You should also consider the configuration of disk subsystems by asking yourself the following
questions:

e  What type of disk controller is used?

e  How much memory does the controller have?

e  What type of redundant array of independent disks (RAID) array is deployed?
¢ How many spindles are present?

e In which format is each disk partition?

If your current hardware does not meet the system requirements for Windows 2000 and
Exchange 2000, you need to upgrade your hardware before deploying Exchange 2000.

Clustering

E-mail is a critical activity for most companies, and users expect the messaging system to always
be available. Unfortunately, hardware failures occur, and operating systems periodically need
upgrades and service packs. This results in scheduled and unscheduled downtime. In certain
environments, downtime is unacceptable. Clustering can provide users with a highly available
system by reducing or eliminating single points of failure. A cluster is a group of independent
servers that share a common disk subsystem, act as a single computer, and have a common
network name and IP address. The server’s hardware configuration is identical for each server in
the cluster.

In a cluster, if one server is designated as the active node, the active node has exclusive control of
the shared disk and all cluster resources. The other node in the cluster is in a passive (standby) state
waiting for the active node to fail. When failure occurs, the passive node takes control and
becomes the active node. This type of clustering enables an administrator to apply upgrades during
the day without affecting users. The administrator can apply the upgrades on the passive node, and
then change this node to the active node. This process is transparent to users and has no impact on
them. Exchange mailbox servers are typically used in a cluster.

Consider the following questions:
e Is clustering installed in your existing Exchange organization?
e Isthere a plan in place for implementing clustering?

If you are not using clustering in your current installation, consider the benefits of doing so.
Windows 2000 Advanced Server supports two-node active-active clustering. In active-active
clustering, each node shares a portion of the processing load. If one node fails, the other node takes
over the user load. This action remains transparent to users and can reduce the cost of
implementing a cluster because servers are no longer idle until a disaster occurs.
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Windows 2000

Several key Exchange 5.5 components have been integrated into the Windows 2000 operating
system. These components include the directory and transports such as HTTP, Network News
Transport Protocol (NNTP), and SMTP. Because of this integration, you must install
Windows 2000 before you install Exchange 2000.

To minimize the impact of an upgrade, you can upgrade the operating system of Exchange 5.5
member servers in a Windows NT 4.0 domain to Windows 2000; these servers can still be
members of the Windows NT 4.0 domain. You should consider the following questions:

e  What version of Windows NT is currently installed?
e  What service packs have been installed?
e  Where are the page files located and what size are they?

By identifying the operating system configuration, you can determine any necessary upgrades that
must be performed before Exchange 2000 is deployed.

Exchange Software Version

Before you upgrade to Windows 2000, you must install Exchange 5.5 Service Pack 3 (SP 3). The
Active Directory Connector requires Exchange 5.5 (SP 1) or later when operating in a
Windows NT 4.0 domain.

Third-Party Software

Increasingly, Exchange servers are running software in addition to Exchange. Third-party
software, including backup software, monitoring software, virus checkers, and paging and fax
software are often installed on the same server as Exchange. This presents challenges for Exchange
administrators. All third-party software on the server must be checked to determine if it is
Exchange 2000—compliant. Questions to ask are:

e  What third-party software is installed?
e Does the software support Windows 2000 and Exchange 2000?

e  Can the software be upgraded to Exchange 2000 or does it require removal and reinstallation
after Active Directory is installed?

You may need to remove and re-install any software that interacts with the directory, such as
paging and fax software, after you install Active Directory. New versions of the software may also
be required.
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Server Names

Server naming conventions usually describe the location and purpose of Exchange servers. By
looking at the server names, you can easily identify the location and function of a server. Naming
conventions are especially important in a Windows 2000 environment. Windows 2000 is tightly
integrated with DNS, and the underscore character is no longer supported in server names. If this
character is contained in any existing server names, you must change these names prior to
migrating to Windows 2000. Migration will fail if the server name is not changed.

Client Access

Many companies are unable to deploy new client software simultaneously with the deployment of
Exchange 2000. Backwards compatibility with previous versions of Exchange is essential. All
clients you use with earlier versions of Exchange, including Microsoft Outlook 97 and Microsoft
Outlook 98, are compatible with Exchange 2000. In Exchange 2000, the global catalog provides
the global address list to users. Microsoft Outlook 2000 is currently the only client that can access
this directly. Exchange 2000 relays address list information to allow previous versions of
Exchange access to the global address list.

Outlook 2000 is the premier messaging client for Exchange, and it is tightly integrated with Active
Directory and Microsoft Office applications. It provides collaboration application support, filtered
offline synchronization, and a local copy of the calendar.

In addition, Outlook Web Access has been improved significantly for Exchange 2000. Outlook
Web Access now looks and feels like a native desktop application when accessed with Microsoft
Internet Explorer 5. It features drag-and-drop functionality, popup menus, toolbars, and rich-text
HTML text editing. Existing Outlook Web Access environments should be examined to see how
they were used previously. Questions include:

¢ How many user logons occur per day?

e How many messages are being read and sent per day?

e  What is the average session time?

You must also gather information regarding the client configuration, including:

e What messaging client software has been deployed? For example, Exchange, Outlook 97,
Outlook 98, Outlook 2000, Outlook Express, Outlook Web Access, and so on.

e  Which version of each client is deployed?
¢ Is there a plan for upgrading to Outlook 2000, and if so, when is this scheduled to occur?
e  Which Web browser is installed? Which version?

Answering these questions helps you determine the client load on Exchange and the extent to
which Outlook Web Access will be used. You may also want to plan to upgrade any Exchange
clients or Web browsers that are heavily used.
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Public Folders

A public folder stores messages or information that users in your organization can share. Public
folders can contain different types of information, ranging from custom forms to Internet content
stored in its native format. You can create as many top-level public folder hierarchies as you need,
but new public folder hierarchies that are not created in the default hierarchy are not accessible by
MAPI clients such as Outlook. Each public folder hierarchy is represented by its own public folder
store and can be replicated to other servers in the organization. After being replicated, if one server
becomes unavailable, a client can use an alternate server to access public folder content. In these
situations, Exchange affinities use a routing group that is configured to refer the client to another
server. This referral allows the client to access content when a specific server is not available or
known. Public folder content can be indexed and is accessible to Exchange clients, Web browsers,
and custom applications.

Public Folder Hierarchy

The public folder hierarchy in an Exchange organization helps organize public folders into
collections of information that are easy to browse. Typically, the public folder hierarchy is
organized to reflect a company’s internal organizational structure. A well-defined public folder
structure is essential for any Exchange server implementation, allowing administrative tasks to be
delegated. Tasks such as adding permissions, adding folders, and removing folders can be
performed at the user level or delegated to a group administrator. You should examine your
existing public folder hierarchy before you deploy Exchange 2000. Gather the following
information about the existing public folder hierarchy:

e  Are public folders a highly used service?

e Are the top-level folders logically organized in an understandable way?
e  Who can create top-level folders?

e  What permission levels do the users of the folders possess?

e Do administrators spend too much time administering public folders?

Answering these questions helps you determine how public folders are used within your company
and the resources that will be necessary to continue to provide or to improve the use of public
folders in Exchange 2000.

Public Folder Affinity

Public folder affinity allows users from one Exchange site to access public folders on another
Exchange site. For example, most of the users might reside on one large central site. This site
might store all of the public folders for the company, perhaps on a dedicated public folder server. If
remote Exchange sites need limited access to the public folders, you can use affinity to allow
access to the folders at the central site.
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In Exchange 2000, when a client uses an alternate server to access public folder content, Exchange
uses routing groups to calculate the closest available server. The closest available server, when no
replica is available in the same routing group, is determined by a cost property set for the routing
group connector. The cost for each routing group connector is stored in a single cost database that
is shared with e-mail routing calculations. The redundant cost tables maintained in earlier versions
of Exchange are eliminated in Exchange 2000. Routing group connectors also determine whether
you can use another routing group’s replicas. When you upgrade to Exchange 2000, public folder
affinities are not upgraded.

Public folder affinity applies to all connectors that connect routing groups. These connectors
include:

¢ Routing Group connector This connector always connects two routing groups.

e  SMTP connector This connector can connect two organizations or connect an organization to
a third-party system.

e  X.400 connector This connector can connect two organizations or connect an organization to
a third-party system.

You should understand certain aspects of public folder affinity before you begin an Exchange 2000
upgrade. Consider the following issues:

e Is public folder affinity in use?

e  Which sites participate in affinity?

o Is affinity necessary, or would replicas be a better solution?
e  What are the costs associated between affinities?

o  Create a diagram showing all affinities within the organization, and determine where affinity
has been established between sites.

Understanding how affinities are currently used is critical. In Exchange 5.5, site affinities are not
transitive. For example, if you set up an affinity between site 1 and site 2, and between site 2 and
site 3, you do not automatically get affinity between site 1 and site 3. In Exchange 2000, affinities
are transitive; in the above situation, affinity exists between site 1 and site 3. If one routing group
is connected to another, all servers receive public folder referrals. However, you can configure
specific routing group connectors to deny public folder referrals. You may want to consider
implementing new public folder affinities after Exchange 2000 is installed.

Replication

Public folder replication is similar to public folder affinity, except that the sites that participate in
replication actually house the folders, rather than connecting to a remote site. Public folder
replication is determined based on two factors: user utilization and available bandwidth. If user
access to public folders is not a priority, you can conserve bandwidth by opting not to replicate
public folders to remote servers. In such cases, you can use an affinity instead. Sites where public
folders are highly used should contain a replica of all the folders.
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Until Exchange 5.5, administrators in one site could replicate folders from other sites without the
permission of remote administrators. Exchange 5.5 introduced the “Limit Administrative Access to
Home Site” option that prevented this from occurring. Examine the following aspects of public
folder replication before deploying Exchange 2000:

e  Whether public folder replication is being used

e  When replication occurs

e  Which folders are being replicated to which sites

e  Whether affinity is sufficient for public folder access

e  Whether your Exchange site contains unwanted folders from remote sites

You should carefully examine each site’s public folder replicas, and limit the amount of replication
to a minimum.

Full Content Indexing

In Exchange 5.5, you can use Microsoft Site Server to create an index of public folder content that
users can search. Exchange 2000 Server creates its own index of public folder and mailbox content
that users can search. You can enable indexing for any database so that content can be selectively
indexed. Before planning your indexing policy, you should determine if you are already using Site
Server to index your public folders. If you are using Site Server, you must set indexing schedules
and properties in the databases in Exchange 2000 so that indexes continue to be created.

Organizational Forms

In Exchange 2000, each organization has a forms library to store forms commonly accessed by all
users in a company. Forms enable users to enter and view information. For example, a standard
supply request form can be stored in a form library. You can create forms from Exchange System
Manager in Microsoft Management Console (MMC) or from an Exchange client. Consider the
following questions:

e What custom forms are currently being used? For which platforms, such as Outlook and
Outlook Web Access, were they developed?

¢  What workflow applications are currently being used?

If forms are currently being used in your company, you should ensure that they are available after
Exchange 2000 is deployed.
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Conclusion

This chapter identified the critical areas that must exist for a successful deployment of Exchange.
Areas such as the organizational structure, existing messaging environment, network infrastructure,
and business requirements were discussed in terms of key deployment issues and their impact on
your messaging and collaboration environment. If you answered the questions at the end of each
section, you will have the information you need to complete the architecture phase of

Exchange 2000. If you found that your existing infrastructure does not accommodate

Exchange 2000, you should have the necessary information to upgrade critical areas, or build the
critical areas that do not yet exist.
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The Microsoft Windows 2000 Active Directory directory service extends the features of Windows-
based directory services and adds entirely new features. This chapter describes the Active
Directory namespace, including the forest and tree domain structure, organizational units, global
catalog, trust relationships, and replication. This chapter also discusses how Microsoft

Exchange 2000 Server uses the Active Directory namespace components, and how Domain Name
System (DNS) influences the namespace.

Because the design of Active Directory has a tremendous effect on Exchange 2000 design and
performance, information from the Microsoft Windows 2000 Server Resource Kit is included in
this chapter along with information about Exchange-specific functionality and requirements.

In This Chapter
Active Directory Overview
Active Directory Logical Structure

Active Directory Logical Components

Active Directory Overview

Active Directory is secure, distributed, partitioned, and replicated. It is designed to work well in
any size installation, from a single server with a few hundred objects to thousands of servers with
millions of objects. Active Directory adds many new features that make it easy to navigate and
manage large amounts of information, saving time for both administrators and users. These
features include a new domain model and hierarchical namespace.

The advantages of using one directory rather than several directories include centralized
management, centralized administration, and a single replication mechanism. Most corporations
that use multiple directories attempt to unify their directories either through complex replication
algorithms or through the use of unified directories such as Active Directory. Exchange 2000
removes the complexity of creating a unified directory because it uses Active Directory as its sole
directory for services and data storage.
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‘When you install Windows 2000 Server, Internet protocol stacks such as Simple Mail Transfer
Protocol (SMTP) and Network News Transfer Protocol (NNTP) are configured as part of the
operating system. The operating system and other components use these stacks; for example, it is
possible to replicate Active Directory information using SMTP rather than remote procedure call
(RPC) communications. The Exchange 2000 installation extends these stacks with additional
command verbs and advanced routing components to provide all of the functionality required for
an enterprise-class messaging and collaboration system.

Namespaces in Your Company

A namespace is a set of unique names for resources or items used in a shared computing
environment. Namespaces can be found in almost all systems (network operating systems,
software tools, directories, DNS, messaging systems, database systems, and so on). The names in a
namespace can be resolved to the objects they represent. For DNS, the namespace is the vertical or
hierarchical structure of the domain name tree. For example, each domain label, such as host! or
example, used in a fully qualified domain name (FQDN), such as host1.example.microsoft.tld,
indicates a branch in the domain namespace tree.

Active Directory is primarily a namespace, as is any directory service. A namespace is any
bounded area in which a given name can be resolved. Name resolution is the process of translating
a name into some object or information that the name represents. Active Directory forms a
namespace in which the name of an object in the directory can be resolved to the object itself.

For Active Directory, namespace corresponds to the DNS namespace structure and it resolves
Active Directory object names. The domain is a collection of resources on the network that
includes one or more domain controllers. The domain namespace consists of domains, trees, and
forests, and defines the boundary of the domain. All Active Directory domains are identified by a
DNS-style naming convention and a name that is compatible with network basic input/output
system (NetBIOS). For example:

DNS-style domain name: seattle.microsoft.tld
NetBIOS name: SEATTLE

In general, the NetBIOS name will be similar to the first naming component of the DNS-style
name; however, NetBIOS restricts the type and number of characters in the name and subsequently
the two names may look different from one another. Upon creation of the domain, the Active
Directory administrator can configure both the DNS-style and NetBIOS domain names.

Note In the initial release of Windows 2000 Server, Active Directory domains cannot be
renamed.

A forest is a collection of one or more Windows 2000 domains that share a common schema,
configuration, and global catalog and are linked with two-way transitive trusts.
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Planning the DNS Namespace

The resolution of names through DNS is central to Windows 2000 Server operation. Without
proper name resolution, users cannot locate resources on the network. It is critical that the design
of the DNS namespace be created with Active Directory in mind and that the larger namespace that
exists on the Internet not conflict with a company’s internal namespace.

The recommended approach to DNS design is to design the Active Directory environment first and
then support that design with the DNS structure. However, in some cases, the DNS namespace
might already be in place. In such a configuration, the Active Directory environment should be
designed independently and then implemented either as a totally separate namespace or as a
subdomain of the existing namespace. If the namespace you choose already exists on the Internet,
it might cause name resolution problems for internal clients. Consider the following when you plan
the DNS namespace:

e Identify the DNS namespace that you will be using for your domain. Identify the name that
your company has registered for use on the Internet (for example, company.tld). If your
company does not have a registered name, but you will be connected to the Internet, you may
want to register a name on the Internet. If you choose not to register a name, make sure that
you choose a name that is unique on the Internet.

Note Throughout this chapter, the root domain name .#/d is used to distinguish fictitious
or sample domain names from actual domain names. Typically, the root domain name is
.com, .edu, .org, and so on, rather than .tld.

e  Use different internal and external namespaces. Internally, you could use company.tld or a
subdomain of the external name such as corp.company.tld. The subdomain structure could be
useful if you already have an existing DNS namespace. Different locations or departments can
be named with different subdomains such as nameone.corp.company.tld or
nametwo.corp.company.tld to ease administration.

e  Make Active Directory child domains immediately subordinate to their parent domains in the
DNS namespace. You can choose to create subdomains for departments or locations within
your company. For example, leveltwo.levelone.corp.company.tld

¢ Separate internal and external names on separate servers. External servers should include only
those names that you want to be visible to the Internet. Internal servers should contain names
that are for internal use. You can set your internal DNS servers to forward requests that they
cannot resolve to external servers for resolution. Different types of clients require different
kinds of name resolution. Web proxy clients, for example, do not require external name
resolution because the proxy server does this on their behalf.

Overlapping internal and external namespaces are not recommended. In most cases, the end
result of this configuration is that computers cannot locate needed resources because they
receive incorrect Internet Protocol (IP) addresses from DNS. This is particularly a concern
when network address translation is involved and the external IP address is in an unreachable
range for internal clients.
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¢ When you run the Active Directory Installation Wizard (Dcpromo.exe), you can configure a
DNS server on the local computer and configure the forward lookup zones. Active Directory
Installation Wizard examines the TCP/IP configuration on the computer and determines
whether the computer is configured to use any DNS servers. If so, Active Directory
Installation Wizard queries the root servers. If the computer is not configured to use any DNS
servers, Active Directory Installation Wizard queries the Internet root servers. If it cannot

contact any root servers, it configures the local computer as a root server and creates the “.
(root domain) zone.

Make sure that root servers are not created unintentionally. Active Directory Installation
Wizard can create root servers, resulting in internal clients being able to reach external clients

or parent domains. If the “.” zone exists, a root server has been created. It may be necessary to
remove this for proper name resolution to work.

Defining the Namespace Architecture

When designing an Active Directory namespace architecture, you should consider the following
design criteria:

e Replication traffic requirements
¢ The ability to accommodate company restructuring without expensive domain changes

e The ability to evolve the design as company needs change

Domain Structure

The basic unit in Active Directory is the domain. An Active Directory domain allows you to group
and administer a collection of resources on the network. The domain boundary defines the
namespace and includes one or more domain controllers.

A single domain can span multiple physical locations or Windows 2000 Server sites. Unlike
Windows NT 3.x and Windows NT 4.0, which used primary domain controllers (also known as
PDCs) and backup domain controllers (also known as BDCs), Active Directory uses a multimaster
peer controller model called the domain controller. All domain controllers that are authoritative for
a given domain can receive changes directly and propagate those changes. This allows replication
to occur between sites within a domain, even if a domain controller is down.

Domain Controller

A server that can authenticate users for a domain is called a domain controller. There must be at
least one domain controller in each domain. Each domain controller holds a complete replica of the
domain naming context for the domain to which it belongs, and a complete replica of the
configuration and schema naming contexts for the forest. You can promote a member server to a
domain controller using Active Directory Installation Wizard (Dcpromo.exe). In addition, you can
demote a domain controller back to a member server by using Active Directory Installation
Wizard.
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The First Domain

The first domain within an Active Directory forest plays an extremely important role. In fact, the
name of the entire forest is based on the DNS name of the first domain that is installed in the
forest. There are two important factors to take into consideration when defining the first domain:

1. The first domain can never be removed from the forest.

2. Other domains cannot be represented above the first domain in the domain tree. If the first
domain is named cat.microsoft.tld, it is not possible to create microsoft.tld afterwards;
however, other domain trees such as msnbc.tld can be installed in the forest afterwards. The
key to remembering this is that you cannot create domains with names that are part of the first
domain, but you can create domains that form other trees.

The design strategy for most large companies is to create the first domain as a placeholder for the
rest of the forest. The first domain contains only domain controller computer accounts. If you plan
to create this domain and store it in a separate tree from the rest of the company, you should still
have the domain name registered on the Internet, and it should not have an arbitrary name, such as
firstdomain.tld.

Building this placeholder domain ensures that companies that have decentralized information
technology departments can bring their domains online when they are ready without having to wait
for other departments to catch up. This prevents departments from creating their own forests.

Additional Domain Controllers

The number of domain controllers you will create for a given domain is driven by two factors: fault
tolerance requirements and load distribution requirements.

For each domain, use the following guidelines to determine if more domain controllers are
necessary:

e  Always create at least two domain controllers.

Even for small domains with small user populations, create at least two domain controllers so
that there is no single point of failure for the domain.

¢  For each Windows 2000 site that contains a single domain controller, decide if you trust the
WAN for fail-over.

Should the single domain controller fail, clients in the Windows 2000 site can be serviced by
domain controllers for that domain that are located in other sites. If network connectivity is
unreliable or intermittently available, you might not want to trust the network to handle fail-
over. In that case, place a second domain controller for that domain into the Windows 2000
site.

e  Place additional domain controllers for a domain into a Windows 2000 site to handle the client
workload.
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The number of clients that a particular server can handle depends on the workload characteristics
and the hardware configuration of the server. Client computers randomly select from the available
domain controllers in a Windows 2000 site to distribute client load evenly.

Domain Mode

An Active Directory domain can be in either mixed mode or native mode. In mixed mode, the
domain is restricted to limitations (such as 40,000 objects) imposed by the Windows NT 4.0
domain model. However, it is possible to place a Windows 2000 domain controller in a

Windows NT 4.0 domain. For this to happen, the first Windows 2000 domain controller takes on
the role of the Windows NT 4.0 primary domain controller. While a domain is in mixed mode, the
Windows 2000 domain controller functions as a Windows NT 4.0 primary domain controller with
the scaling constraints of a Windows NT 4.0 primary domain controller. Windows NT 4.0 backup
domain controllers see the Windows 2000 domain controller as the primary domain controller.
When multiple Windows 2000 domain controllers are present in a mixed-mode domain, you can
dictate, through the administration interface, which Windows 2000 domain controller functions as
the primary domain controller.

Note Microsoft Exchange 2000 Server also runs in either mixed mode or native mode.
Although the concept of mode is similar in both Windows 2000 Server and Exchange 2000,
the mode in Windows 2000 Server is different than the mode in Exchange 2000.

To gain the scalability benefits and functionality of an Active Directory domain, you must switch
the Windows 2000 domain to native mode. Switching to native mode is irreversible and requires
that all domain controllers be upgraded to Windows 2000. Native mode operation allows Active
Directory to scale up to millions of objects and overcomes the constraints of the previous Security
Accounts Manager (SAM). A domain in native mode allows for rich group creation and nesting,
which is advantageous for Exchange 2000. A native-mode domain cannot include

Windows NT 4.0 domain controllers, but can include Windows NT 4.0 member servers. Thus,
Windows NT 4.0 clients do not need to be upgraded to belong to a native-mode domain.

Having your domains in native mode not only provides the operating system with additional
scalability, but also simplifies the Exchange 2000 installation process, because it is possible to
create and use universal security groups for public folder access.
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Domain Tree

Domains are represented in a parent and child hierarchy known as a domain tree. A domain tree is
a set of one or more Windows 2000 domains with contiguous names. Standard DNS domain names
are used to represent the tree structure (for example, exchange.microsoft.com). Because
microsoft.com does not have a parent domain, it is considered the tree root domain. The child
domains of microsoft.com are exchange.microsoft.com and nwtraders.microsoft.com. A grandchild
domain of microsoft.com is jp.nwtraders.microsoft.com. These domain names are contiguous
because each name has only one label different from the name of the domain above it in the
domain hierarchy. Figure 4.1 presents a single tree with a contiguous namespace.

microsoft.com

exchange.microsoft.com nwiraders.microsoftom

jp.nwiraders.microsoft.com

Figure 4.1 Single tree with four domains

Domains within the forest that do not have the same hierarchical domain name are in a different
domain tree. When different domain trees are in a forest, the tree root domains are not contiguous.
Disjoint namespace is the phrase used to describe the relationship between different domain trees
within the forest. A multiple-tree forest is shown in Figure 4.2.
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univ.tld nwiraders.tid

gb.univ.tld us.univ.tid seville.nwtraders.tld

law.us.univ.tld

Figure 4.2 Forest with multiple trees

Domain Name System Overview

The DNS namespace is a distributed database organized as a hierarchical tree. Each node of this
tree is called a domain and has a name. The first node in this tree is the root node and has an empty
string as a name. Each node can have at least one child, which is also known as a subdomain.

Resource Records

Each DNS database consists of a set of resource records, which have one of the following formats:
[TTL] [class] type RDATA
[class] [TTL] type RDATA

The basic goal of a resource record is to associate a value with an entry. In addition, each resource

record has a type identifier. For example, if you want to know which host acts as a mail exchanger

(MX) for a given domain, you can query a database for all MX resource record entries. The most

common resource records are A (host) resource records and PTR (pointer) resource records. The

objective of an A resource record is to associate a particular host name with an IP address, whereas

a PTR resource record associates an IP address with a particular host name, a process known as
“reverse lookup.

Note The DNS servers used by Active Directory must support SRV (service) resource
records, which are explained later in greater detail.
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Zones

Ideally, the first DNS server should maintain the information for the entire tree. However, because
the content size of the Internet namespace can result in more records than a single DNS server can
maintain, it may be necessary to delegate the authority for a specific portion of a namespace to
another DNS server. Delegation in this case is the process of adding an entry that points to another
DNS server into the database on the first DNS server. The second DNS server has the authority for
the records representing the contiguous set of DNS names that follow the pointer. The contiguous
set of records a DNS server is responsible for is called a zone. A DNS server that contains a zone is
said to be authoritative for the names in that zone. For more information about zones, see the
Windows 2000 Server Deployment Planning Guide. For more information about DNS, see
http://www.microsoft.com.

Active Directory Logical
Structure

Active Directory is an enterprise-wide directory service that is used by both Windows 2000 and
Exchange 2000. For organizations that use earlier versions of Exchange, there may be design
considerations for Active Directory that are specific to Exchange. It is important to understand
these design decisions when you are planning the namespace.

When you plan for and deploy Active Directory in an enterprise, you are defining a significant part
of your company’s network infrastructure. The way in which you design Active Directory
determines:

e The availability and fault tolerance of Active Directory.

e  The network usage characteristics of Active Directory clients and servers.

¢ How efficiently you can manage the contents of Active Directory.

e The way users view and interact with Active Directory.

e The ability of Active Directory to evolve as your Exchange organization evolves.

Design considerations affect each part of Active Directory. These considerations can be broken
into four major areas: the Active Directory domain structure, the forest, the organizational unit
structure, and Windows 2000 site topology.
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Domain Design

Each forest that you create contains one or more domains. Defining the domains that make up your
forest, including the domains that support your enterprise, requires:

e Determining the number of domains in each forest
e Choosing a forest root domain
e Understanding the impact of changes to the domain plan after deployment

How you design your domain also determines the availability of Active Directory on the network,
the traffic characteristics of client queries, and the traffic characteristics of domain controller
replication.

Determining the Number of Domains in Each Forest

To determine the number of domains you need in each forest, first consider having a single
domain, even if you currently have more than one domain in your Windows NT 4.0 instailation.
Next, provide a detailed justification for each additional domain. Every domain that you create
introduces some incremental cost in terms of additional management overhead. For this reason, be
certain that each domain you add to a forest serves a beneficial purpose.

When to Create More Than One Domain
Three possible reasons for creating additional domains are:

e  Preserving existing Windows NT domains

If you already have domains running Windows NT, you might prefer to keep them as they are
instead of consolidating them into a smaller number of domains using Active Directory.
Before you decide to keep a domain, be sure to weigh the costs against the long-term benefits
of having fewer domains.

e  Administrative partitioning
More domains might be necessary to meet the administrative and policy requirements of your
company. Consider the following issues:

¢  Unique security policy requirements

You might want a set of users on your network to abide by a domain user security policy
that is different from the security policy applied to the rest of the user community. For
example, you might want your administrators to have a stronger password policy, such as
a shorter password change interval, than the regular users on your network. To do this,
you must place your administrators in a separate domain.
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e Autonomous domain administration requirements

The members of the domain administrators group in a given domain have complete
control over all objects in that domain. If you have a division in your company that will
not allow outside administrators to have control over their objects, place those objects in a
separate domain. For example, for legal reasons, it might not be advisable for a
subdivision of a company that works on highly sensitive projects to accept domain
supervision from a higher-level Information Technology group. Remember that all
domains in the forest must share the Configuration container and schema.

e  Physical partitioning

Physical partitioning involves taking the domains you have in a forest and dividing them up
into a greater number of smaller domains. Having a greater number of smaller domains allows
you to optimize replication traffic by replicating objects only to places where they are most
relevant. For example, in a forest containing a single domain, every object in the forest is
replicated to every domain controller in the forest. This might lead to objects being replicated
to places where they are rarely used, which is an inefficient use of bandwidth. For example, a
user who always logs on at a headquarters location does not need the user account replicated
to a branch office location. You can avoid replication traffic by creating a separate domain for
the headquarters location and not replicating that domain to the branch office.

Incremental Costs for an Additional Domain

Each domain in the forest introduces some amount of management overhead. When debating
whether or not to add a domain to your domain plan, weigh the following costs against the benefits:

e  More domain administrators

Because domain administrators have full control over a domain, the membership of the
domain administrators group for a domain must be closely monitored. Each added domain in a
forest incurs this management overhead.

e  More domain controller hardware

In Windows 2000, a domain controller can host only a single domain. Each new domain that
you create requires at least one computer, and in most cases requires two computers to meet
reliability and availability requirements. Because all Windows 2000 domain controllers can
accept and originate changes, you must physically guard them more carefully than you did
Windows NT 4.0 backup domain controllers, which were read-only computers. Note that the
administration delegation within Active Directory domains reduces the requirement for
resource domains. Some remote locations that currently must host two domain controllers (a
master user domain and a local resource domain) now require only one domain controller, if
you choose to consolidate to fewer Active Directory domains.
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More trust links

For a domain controller in one domain to authenticate a user from another domain, it must be
able to contact a domain controller within the second domain. This communication represents
an added possible point of failure if, for example, the network between the two domain
controllers is malfunctioning at the time. The more users and resources located in a single
domain, the less an individual domain controller must rely on being able to communicate with
other domain controllers to maintain service.

Greater chance of having to move users and groups between domains

The more domains you have, the greater the chance you have to move users and groups
between two domains. For example, a business reorganization or a job change for a user can
create the need to move a user between domains. To users and administrators, moving a user
or group between organizational units inside a domain is a trivial and transparent operation.

However, moving users and groups between domains is more involved and can impact the user.
Group Policy and access control do not flow between domains

Group Policy and access control applied within a domain do not flow automatically into other
domains. If you have policies or delegated administration through access control that is
uniform across many domains, they must be applied separately to each domain.

Choosing a Forest Root Domain

After you have determined how many domains you will place in your forest, you need to decide

which domain will be the forest root domain. The forest root domain is the first domain that you

create in a forest. The two forest-wide groups, Enterprise Admins and Schema Admins, reside in

this domain.

Note If all of the domain controllers for the forest root domain are lost in a catastrophic event,
and one or more domain controllers cannot be restored from backup, the Enterprise Admins
and Schema Admins groups will be permanently lost. There is no way to reinstall the forest
root domain of a forest. If your forest contains only one domain, that domain is the forest root
domain. If your forest contains two or more domains, consider the following two approaches
for selecting the forest root domain:

Using an existing domain

From the list of domains you have, select a domain that is critical to the operation of your
company and make it the forest root domain. Because you cannot afford to lose this domain, it
already requires the kind of fault tolerance and recoverability that is required for a forest root
domain,
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e Using a dedicated domain

Creating an additional, dedicated domain to serve solely as the forest root domain carries all the
costs of an extra domain, but it has certain benefits that might apply to your company, such as:

e  The domain administrator in the forest root domain can manipulate the membership of the
Enterprise Admins and Schema Admins groups. You might have administrators who
require domain administrator privileges for some part of their duties, but you do not want
them to manipulate the forest-wide administrators groups. By creating a separate domain,
you avoid having to place these administrators into the domain administrators group of
the forest root domain.

¢ Because the domain is small, it can be easily replicated anywhere on your network to
provide protection against geographically centered catastrophes.

e Because the only role the domain has is to serve as the forest root domain, it never risks
becoming obsolete. On the other hand, when you select a domain from your planned list
of domains to be the forest root domain, there is always a chance that the domain you
choose will become obsolete, perhaps due to a change in your company. However, you
will never be able to fully retire such a domain, because it must serve as the forest root
domain.

Changing the Domain Plan After Deployment

Domain hierarchies are not easy to restructure after they have been created. For this reason, it is
best not to create domains that are based on a temporary or short-lived organizational structure. For
example, creating a domain that maps to a particular business unit in your company might create
work for you if that business unit is split up, disbanded, or merged with another unit during a
corporate reorganization.

However, there are cases where organization-based partitioning is appropriate. Geographic
boundaries provide a relatively stable template for partitioning, but only if the organization does
not frequently move across those boundaries. Consider a domain plan for an army, where the army
has different divisions spread across a number of bases. It might be common for divisions to move
between bases. If the forest were partitioned according to geographic location, administrators
would have to move large numbers of user accounts between domains when a division moved
between bases. If the forest were partitioned according to divisions, administrators would only
have to move domain controllers between bases. In this case, organization-based partitioning is
more appropriate than geographic partitioning.

Exchange 2000 and Active Directory Domain Design

The Windows 2000 Active Directory domain structure has more impact on Exchange 2000 than
Windows NT 4.0 had on Exchange version 5.5. In Windows 2000 Server, the domain boundaries
define the namespace and each domain includes one or more domain controllers.
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It is possible for a Windows 2000 domain controller to be placed into a Windows NT 4.0 domain;
this is called a mixed-mode domain. It is important to determine whether the environment is
running in mixed mode or in native mode. In a mixed-mode environment, universal groups cannot
be used, which impacts the use of security and distribution groups.

In addition, it is important to consider the domain tree structure and verify that Exchange fits
properly in it and complies with security and administrative requirements. For example, consider a
company that has four separate domains. (Technically, this company could have achieved the same
results by using a single domain model and organizational units; however, the decision to create
separate domains depends on political or geographical factors.) Multiple domains affect the
Exchange design in a number of ways. One impact is user management and migration. Moving
users between domains is not as transparent to the user as would be the case if the user were to be
moved between servers within a domain. Users migrating from Lotus Notes to Exchange also need
more consideration when migration is done in a multiple domain environment.

DNS Service

Clients in an Active Directory environment rely on the availability of the DNS service. Clients
query the DNS service for the IP addresses of service providers for the Lightweight Directory
Access Protocol (LDAP) and the Kerberos V5 services. Clients require at least one DNS server to
locate the domain controllers that support elementary services.

In addition, clients need to locate at least one domain controller for the logon procedure. The client
sends a query for a list of the domain controllers in its site to the DNS server. The client contacts
all of the domain controllers that the DNS server sends back, and uses the first domain controller
that responds to the client’s logon procedure.

Advantages of DNS Service

The Windows 2000 DNS service provides the best integration with Active Directory. Additional
benefits of using the Windows 2000 DNS service are:

¢ Increased fault tolerance

e Easier management

e Easier security administration

e  More efficient replication of large zones

Windows 2000 Server and Berkeley Internet Name Domain (BIND) 8 implementation support
dynamic update. Service (SRV) resource records are supported by the following DNS servers:

e  Windows 2000 Server
e  Windows NT Server 4.0 Service Pack 4 and later
e BIND 4.9.6 and later
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Security

Security is an elementary requirement of the highest importance for a modern computer network.
Security guards against all types of illegal network access, including malicious attacks or user
mistakes and interference. Security of the objects in a zone database is vital because a DNS
database is a complete information system that can provide an intruder with the information
needed to attack your network.

Dynamic Update

The Windows 2000 DNS service supports the concept of secure dynamic updates. Dynamic
update, which is specified in RFC 2136, relieves administrators of the responsibility of keeping the
entries in the zone databases consistent. If you are using the Windows 2000 DNS service, dynamic
update allows an administrator to specify which users and computers are allowed to perform
changes on the DNS zone databases. In addition, entries in a zone database can have access control
lists (ACLs) assigned to them. However, if you are not using the Windows 2000 DNS service,
dynamic update is not supported and zone database entries cannot have ACLs assigned to them.

Note Clients do not support dynamic update and must be configured to keep their records up
to date. When a Dynamic Host Configuration Protocol (DHCP) server is integrated with
dynamic update, it is possible to specify which part of the DHCP server is covered by dynamic
update. The administrator can also specify the strategy to be used in the event a name conflict
occurs. Unless specified otherwise, clients solve name conflicts by overriding an entry in a
zone database.

Using Non-Windows 2000 DNS Service

Active Directory can operate without a Windows 2000 DNS server. However, using a

Windows 2000 DNS server makes administration and maintenance easier. If you already have an
implemented DNS structure that is running on a third-party DNS server, consider whether the
advantages described earlier are worth the expenditure of a dedicated Windows 2000 DNS server.
Also, compare the features supported by your DNS server with those features offered by a
Windows 2000 DNS server.

If you do not use the Windows 2000 DNS service, you must plan the roles of the available DNS
servers very carefully. The main DNS database that contains the records for a given company is
known as the primary zone. An administrator can create secondary zones on other DNS servers
where the content of the zones is determined by a backup mechanism known as “zone transfer.”
Using zone transfer guarantees fault tolerance.

Note RFC 9095 introduces the concept of “Incremental Zone Transfer” which reduces
network traffic and minimizes the amount of data that must be transferred over the network to
keep DNS server content consistent. Incremental zone transfer enables DNS servers to request
only those changes that are necessary to keep the zone database up to date. However, the
incremental zone transfer environment needs to be well planned.
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If you use the Windows 2000 DNS service, it is not necessary to use primary and secondary zones
and incremental zone transfer. Instead of configuring the backup roles of the DNS servers, it is
possible to connect all DNS servers to a given Active Directory structure, perform zone database
changes on each of them, and let the Active Directory replication mechanism update the content of
the zone databases. Thus, by using the Windows 2000 DNS service, you can reduce administrative
costs dramatically and maintain a very high level of fault tolerance.

Although it is possible to use Active Directory without Windows 2000 DNS servers, you must
delegate the following zones to DNS servers if Windows 2000 DNS servers are not used:

o _tcp.Active Directory domain name
e _udp.Active Directory domain name
e _msdcs.Active Directory domain name

For more information about Active Directory and DNS, see the Microsoft Windows 2000 Server
Resource Kit TCP/IP Core Networking Guide, available from Microsoft Press.

Placing DNS Servers

At a minimum, place at least one DNS server in each Windows 2000 Server site. Depending on
other considerations, such as the network bandwidth and resultant response times, it may be
necessary to add additional DNS servers to your company.

Important The DNS service can run on a domain controller.

In order to reduce replication traffic, DNS servers can be configured as caching-only servers. A
caching-only server forwards queries to DNS servers and builds up its cache from the resolved
queries of which it is notified. A caching-only server is not responsible for a specific zone.

Besides the amount of network traffic, security must be considered. For example, it might be
necessary to place a DNS server in front of a firewall if you don’t want your main name server to
be accessible from outside your company.
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Domain Naming Recommendations

To create the domain hierarchy in a forest, assign a DNS name to the first domain, and then decide
for every subsequent domain if it is a child of the first domain or if it is a new root domain. Based
on that evaluation, assign names accordingly. Some recommendations for naming domains
include:

Use names relative to a registered Internet DNS name.

Names registered on the Internet are globally unique. If you have one or more registered
Internet names, use those names as suffixes for the domain names in Active Directory.

Use Internet standard characters.

Internet standard characters for DNS host names are defined in RFC 1123 as ‘A’-‘Z’,

‘a’-‘z’, ‘0’-‘9’, and ‘-’. Using only Internet standard characters ensures that Active Directory
complies with standards-based software. To support the upgrade of domains in

Windows NT 4.0 or earlier that have non-standard names, Microsoft client computers and the
Windows 2000 DNS service support almost any Unicode characters in a name.

Never use the same name twice.

Never give the same name to two different domains, even if those domains are on unconnected
networks with different DNS namespaces. For example, if Northwind Traders decides to name
a domain on the intranet nwtraders.tld, it should not also create a domain on the Internet called
nwtraders.tld. If a nwtraders.tld client computer connects to both the intranet and Internet
simultaneously, it selects the domain that answers first during the SRV record search. To the
client, this selection appears random, and there is no guarantee that the client selects the
intended domain. An example of such a configuration is a client computer that has established
a virtual private network connection to an intranet over the Internet.

Use names that are distinct.

Some proxy client software, such as the proxy client built into Microsoft Internet Explorer or
the Windows Sockets proxy client, uses the name of a host to determine if that host is on the
Internet. Most software of this type provides, at minimum, a way of excluding names with
certain suffixes as being local names, instead of assuming they are on the Internet.

If Northwind Traders wants to call an Active Directory domain on their intranet nwtraders.tld,
they must enter nwtraders.tld in the exclusion list of their proxy client software. This prevents
clients on the Northwind Traders intranet from seeing a host on the Internet called
www.nwtraders.tld.
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To avoid this problem, Northwind Traders can use a registered name that does not have a
presence on the Internet, such as nwtraders-internal.tld, or establish a company policy that
requires names ending in a specific suffix or nwtraders.tld. Thus, for example,
corp.nwtraders.tld would never appear on the Internet. In both cases, it is easy to configure
proxy client exclusion lists so that they can determine which names are on the intranet and
which are on the Internet.

There are many different techniques for accessing the Internet from a private intranet. Before
using any name, ensure that it can be properly resolved by client computers on your intranet
given your specific Internet access strategy.

Use the fewest number of trees possible.

There are some advantages to minimizing the number of trees in your forest. The following
advantages might apply in your environment:

e  After you have been given control over a particular DNS name, you own all names that
are subordinate to that name. The smaller the number of trees, the smaller the number of
DNS names that you must own in your company.

e  There are fewer names to enter in the proxy client exclusion list.

e Non-Microsoft LDAP clients might not use the global catalog server when searching
Active Directory. Instead, to perform directory-wide searches, these client computers use
deep searches. A deep search covers all of the objects in a pasticular subtree. The fewer
trees in a forest, the fewer deep searches that are required to search the entire forest.

Make the first part of the DNS name the same as the NetBIOS name.

It is possible to assign entirely unrelated DNS and NetBIOS nanies to a domain. For example,
the DNS name of a domain could be sales.nwtraders.tld, but the NetBIOS name could be
“Marketing.”

Computers that are not running Windows 2000 Server and Windows 2000 software will
display and accept NetBIOS names, whereas computers running Windows 2000 Server and
Windows 2000 software will display and accept DNS names. This can lead to confusion on
the part of your users and administrators. You should only use unmatched NetBIOS and DNS
names if:

e You want to migrate to a new naming convention on your network.

e  You are upgrading a NetBIOS name that contains non-standard characters but you want
the DNS name to have all standard characters.
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e Review names internationally.

Names that have a benign or useful meaning in one language can sometimes be derogatory or
offensive in another language. DNS is a global namespace; be sure to review your company’s
names globally.

If you have multiple localized versions of Windows running on your network, all computers,
including Windows 2000 Professional and all versions of Windows 2000 Server, must use
only Internet-standard characters in both their DNS and NetBIOS names. If you use characters
other than Internet-standard characters, only computers with the same locale setting can
communicate with each other.

¢ Use names that are easy to remember.

Typically, administrators see domain names by using Windows 2000 Server administrative
tools. Users typically work with global catalog servers that can be queried without knowledge
of a domain or host name. However, users sometimes use the domain name. For example,
domain names are used for user principal name logons or if the domain namespace matches an
SMTP address. In general, choose domain names with components that are easy to remember.

¢ Differentiate domain names and computer names.

In Windows NT 4.0 and earlier, a computer is identified primarily by a NetBIOS name, which
is the name by which the computer is known on the network. In Windows 2000, a computer is
identified primarily by its full computer name, which is a DNS fully qualified domain name
(FQDN). The same computer can be identified by more than one FQDN. However, only the
FQDN that is a concatenation of the host name and the primary DNS suffix is the full
computer name. By default, the primary DNS suffix of a computer that is running

Windows 2000 Server is set to the DNS name of the Active Directory domain to which the
computer belongs. The primary DNS suffix can also be specified by Group Policy. For more
information about Group Policy, see the Windows 2000 Server documentation.

DNS and Exchange 2000

Although Windows 2000 domains use a DNS-style naming convention, a domain name such as
europe.microsoft.tld does not dictate the SMTP address for Exchange mailbox-enabled users
created within that domain. Although a user’s logon name might be

someone @europe.microsoft.tld, the e-mail address generation is controlled by recipient policies in
the organization. Unlike Exchange 5.x, Exchange 2000 can automatically generate multiple
addresses for users.
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You can configure multiple recipient policies for the organization. Each one has an LDAP filter
rule based on RFC 2254 associated with it. This allows administrators to generate proxy addresses,
such as SMTP, based on fields within Active Directory. For example, all research and development
personnel in the company can have a different (or additional) SMTP address from other members
of the company.

Where possible, align the user’s domain logon name with the SMTP address to reduce potential
user confusion. You might need to use a combination of recipient policies and a user principal
name to achieve this, as seen in Table 4.1.

Table 4.1 Domain logon name and SMTP address alignment

Residing domain example.microsoft.tld

Recipient policy @microsoft.tld

SMTP address firstname.lastname @microsoft.tld
Pre-Windows 2000 example\firstname.lastname

User principal name logon firstname.lastname @microsoft.tld

Note The Recipient Update Service generates SMTP and proxy addresses. The Recipient
Update Service checks whether any other object in the forest has the same address, based on
mail nickname and SMTP domain/proxy root. If a duplicate is found, the Recipient Update
Service appends a number to the duplicate address to make it unique. For example:

bob @microsoft.tld, bob2 @microsoft.tld, and bob3 @microsoft.tld. When users are created,
Active Directory verifies that the user principal name is unique. Active Directory does not
allow you to create a user if the user principal name is not unique.

Configuring a Unified Namespace

Recipient policies are tightly integrated with DNS. To configure a unified namespace, first
configure DNS to identify the appropriate Exchange 2000 server by creating a mail exchanger
(MX) record for each e-mail domain you plan to define in your organization. For example, if you
have three Exchange servers and each one processes incoming mail for multiple departments, and
each user has multiple valid SMTP addresses, you need to define each Exchange server in DNS
with a mail exchanger (MX) record to identify the three domains to be handled by a particular
Exchange server. Table 4.2 shows what your DNS records might look like for the zone
nwtraders.microsoft.
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Table 4.2 DNS record example

Départment Record Type - Record Value % Locat&m
Ldndon A 172.19.240.2 |
Tokyo A 172.19.241.2 o
Seattle A 172.19.242.2

Engineering MX 10 London
Personnel MX 10 | London

Sales MX 10 London
Manufacturing MX 10 Seattle
Headquarters MX 10 Seattle
Exporting MX 10 | Tokyo

Support MX 10 Tokyo

In this scenario, all mail sent to user@nwtraders.microsoft.tld will be delivered to the London
server. Backup mail deliveries will be made to Tokyo and Seattle, based on the priority.
Additionally, mail sent to user@engineering.nwtraders.microsoft.tld,

user @personnel.nwtraders.microsoft.tld, and user@sales.nwtraders.microsoft.tld will be delivered
to the London server. Mail sent to .tld and user@headquarters.nwtraders.microsoft.tld will be
delivered to Seattle. Mail sent to user@exporting.nwtraders.microsoft.tld and

user @support.nwtraders.microsoft.tld will be sent to Tokyo.

User Principal Name

A user principal name is an e-mail-like name that uniquely represents a user. A user principal name
consists of two parts, a user identification portion and a domain portion. The two parts are
separated by an “@”’ symbol, to form user@DNS-domain-name, for example,
suzan@nwtraders.microsoft.tld. Every user is automatically assigned a default user principal name,
where the user portion of the name is the same as the user’s logon name, and the DNS-domain-
name portion of the name is the DNS name of the Active Directory domain where the user account
is located. When logging on using a user principal name, users no longer have to choose a domain
from a list on the logon dialog box.

You can set user principal names to arbitrary values. For example, even if Suzan’s account is in the
nwtraders.microsoft.tld domain, her user principal name could be set to suzan @nwtraders.tld.
When the user logs on, the user account to be validated is discovered by searching the global
catalog for a user account with a matching user principal name value. By making user principal
name values independent from domain names, administrators can move user accounts between
domains, leaving user principal name values unchanged and making moves between domains more
transparent to users.
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The user principal name logon is an attribute of the Active Directory account and can be set up so
that a user can log on to the network by a short and recognizable name, thus hiding the complexity
of the underlying domain infrastructure. The user principal name attribute is replicated to the
global catalog.

Some companies choose to make their user’s logon alias and SMTP alias the same so that users
need to remember only one alias when logging on or when referring to their SMTP address. Other
companies purposefully avoid having the user logon name and alias be the same and make it as
difficult as possible for hackers by making each user’s SMTP alias and logon alias different.

Organizational Unit Structure

Objects in Active Directory exist within domains. They can be further subdivided within a domain
by using organizational units. While the domain defines the replication and security context, the
organizational units within the domain define the location of objects and how they are
administered, and provide a method of applying Group Policy to different groups of objects in an
efficient way.

Organizational Unit Characteristics

The following characteristics of organizational units are important to consider when creating
structure in a domain:

¢  Organizational units can be nested.

An organizational unit can contain child organizational units, enabling you to create a
hierarchical tree structure inside a domain.

e  Organizational units can be used to delegate administration and to control access to Active
Directory objects.

When you use a combination of organizational unit nesting and access control lists, you can
delegate the administration of objects in the directory in a very detailed manner. For example,
you could grant a group of help desk technicians the right to reset passwords for a specific set
of users, but not the right to create users or modify any other attribute of a user object.

¢  Organizational units are not security principals.

You cannot make organizational units members of security groups, nor can you grant users
permission to a resource because they reside in a particular organizational unit. Because
organizational units are used for delegation of administration, the parent organizational unit of
a user object indicates who manages the user object, but it does not indicate the resources a
user can access.

e  Group Policy can be associated with an organizational unit.

Group Policy enables you to define desktop configurations for users and computers. You can
associate Group Policy with sites, domains, and organizational units. Defining Group Policy
on an organizational unit basis allows you to use different policies within the same domain.
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e  Users will not navigate the organizational unit structure.

It is not necessary to design an organizational unit structure that will appeal to users. Although
it is possible for users to navigate the organizational unit structure of a domain, it is not the
most efficient way for a user to discover resources. The most efficient way to find resources in
the Active Directory is by querying the global catalog.

Organizational Unit Planning Process

Create an organizational unit structure plan to document the specific reason for creating each
organizational unit for a domain. Note the specific reason for creating an organizational unit each
time you add one to the plan. This will help you make sure that every organizational unit has a
purpose, and it will help the readers of your plan to understand the reasoning behind the structure.

The steps to creating an organizational unit structure for a domain are:

1. Create organizational units to delegate administration.

2. Create organizational units to hide objects.

3. Create organizational units for Group Policy.

4. Understand the impact of changing organizational unit structures after deployment.

It is important to create organizational units in the order presented above. An organizational unit
structure designed specifically for delegating administration is shaped differently from an
organizational unit structure designed specifically for Group Policy. Because there are multiple
ways of applying Group Policy, but only one way to delegate administration, create organizational
units for delegating administration first.

Creating Organizational Units to Delegate Administration

In Windows NT, delegation of administration within a domain was limited to the use of built-in
local groups, such as the account administrators group. These groups had predefined capabilities,
which in some cases did not fit the needs of a particular situation. As a result, there were situations
where administrators in a company needed high levels of administrative access, such as domain
administrator rights.

In Windows 2000 Server, delegation of administration is more powerful and flexible. This
flexibility is achieved through a combination of organizational units, per-attribute access control,
and access control inheritance. Administration can be delegated arbitrarily by granting a set of
users the ability to create specific classes of objects or modify specific attributes on specific classes
of objects.
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Delegating administration in your company has several benefits. Delegating specific rights enables
you to minimize the number of users who must have high levels of access. Accidents or mistakes
made by an administrator with restricted capability will only have an impact within the
administrator’s area of responsibility. Previously, in your organization it might have been
necessary for groups other than IT to submit change requests to high-level administrators, who
would make these changes on their behalf. By delegating administration, you can delegate
responsibility to the individual groups in your organization and eliminate the overhead of sending
requests to high-level administrative groups.

Three ways to delegate administration are:

¢ By physical location. For example, administration for objects in Europe can be handled by an
autonomous set of administrators in Europe.

e By business unit. For example, administration of objects belonging to the engineering
department can be handled by an autonomous set of administrators in the engineering
department.

e By role or task. For example, a set of administrators might be responsible for computer
account objects. '

Modifying Access Control Lists

The access control entries (ACEs) in the access control list (ACL) of an object determine who can
access that object and what kind of access they have. When an object is created in the directory, a
default ACL is applied to it. The default ACL is described in the schema definition of the object
class. To delegate administration, grant a group specific rights over an organizational unit by
modifying the ACL of the organizational unit.

ACE:s can be inherited by child objects of a container object. If any of the child objects are also
containers, the ACEs are applied to the children of those containers as well. With inheritance, you
can apply a delegated right to an entire subtree of organizational units instead of a single
organizational unit. You can also block ACE inheritance on an object to prevent ACEs from a
parent container from applying to that object or any child objects. Inheritable ACEs apply only
within a domain and do not flow down to child domains.

Always reference groups in ACLs, not individual users. Managing the membership of a group is
simpler than managing an ACL on an organizational unit. When users change roles, it is much
easier to discover and change their group memberships than to check the ACLs on every
organizational unit. Where possible, delegate to local groups instead of global or universal groups.
Unlike global groups, local groups can have members from any trusted domain, making them
better suited for granting resource permissions. Unlike universal groups, local group membership
is not replicated to the global catalog, making local groups less resource intensive.
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Creating Organizational Units to Hide Objects

Even if a user does not have the right to read the attributes of an object, that user can still see that
the object exists by enumerating the contents of that object’s parent container. The easiest and
most efficient way to hide an object or set of objects is to create an organizational unit for those
objects and limit the set of users who have the List Contents right for that organizational unit.

Creating Organizational Units for Group Policy

In Windows NT 4.0, you can use the System Policy Editor to define user and computer
configurations for all of the users and computers in a domain. With Windows 2000 Server, you use
Group Policy to define user and computer configurations, and associate those policies with sites,
domains, or organizational units. Whether or not you need to create additional organizational units
to support the application of Group Policy depends on the policies you create and the
administrative delegation options you select.

Changing the Organizational Unit Structure After Deployment

Moving an object or subtree of objects changes the parent container of those objects. ACEs that
were inherited from the old parent no longer apply, and there might be new inherited ACEs from
the new parent. To avoid unexpected changes in access, evaluate in advance what the changes will
be and determine whether those changes will have any impact on the users that currently access
and manage those objects.

Moving a user object, computer object, or a subtree containing user or computer objects can
change the Group Policy that is applied to those objects. To avoid unexpected changes in client
configurations, evaluate the changes in Group Policy and ensure that they are acceptable for users.

Exchange 2000 and Organizational Units

The location of a user or server within a domain does not affect Exchange 2000. This means that
regardless of how you choose to design your organizational unit structure, whether you base it on
administrative delegation requirements or Group Policy requirements, Exchange 2000 is not
affected.

Active Directory objects that can be mailbox-enabled do not have to be in the same organizational
unit or even in the same domain as the Exchange 2000 server on which the mailbox physically
resides. With Exchange 2000 and Active Directory, moving an object from one organizational unit
to another is a simple operation that does not affect the associated mailbox. Mailboxes can be
moved between mailbox stores on an Exchange server and between servers, independently of
whether the user object is moved in Active Directory.
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In some companies running earlier versions of Exchange, Exchange servers are members of
Windows NT resource domains. During the migration from Windows NT to Windows 2000 Server
it is likely that resource domains will be collapsed into Active Directory—based domains that
contain both users and resources. These companies may choose to locate the objects in Active
Directory in a single domain organizational unit. However, this will have little effect on the
Exchange server or how it is managed. Administration of server objects can be delegated
separately from administrator permissions on the server itself.

Note The organizational unit structure is not shown in the Exchange 2000 address book.

Forest

A forest is a collection of one or more Windows 2000 Active Directory trees, organized as peers
and connected by two-way transitive trust relationships between the root domains of each tree. All
trees in a forest share a common schema, configuration, and global catalog. When a forest contains
muitiple trees, the trees do not form a contiguous namespace.

Important The forest represents the boundary for the Exchange 2000 organization. An
Exchange 2000 organization cannot span multiple Windows 2000 forests. If a company has
multiple forests, multiple Exchange organizations are required.

‘When multiple domains exist in the forest, you can change the mode of each domain one at a time.
Therefore, you can switch your parent or child domains to native mode without the other being in
native mode.

When a collection of domains and domain trees are joined together to form a single Active
Directory, this is called a forest. A forest uses a single schema and configuration definition, which
is replicated to all domain controllers in every domain.

Number of Forests

The decision to use more than one forest has significant resource and functionality effects.
Carefully consider the best course of action for your situation.

Creating a Single-Forest Environment

A single forest environment is simple to create and maintain. All users see a single directory
through the global catalog, and do not need to be aware of the underlying directory structure.
When adding a new domain to the forest, no additional trust configuration is required.
Configuration changes need to be applied only once to affect all domains.

Creating a Multiple-Forest Environment

Because forests have shared elements, such as schemas, it is necessary for all the participants in a
forest to agree on the content and administration of those shared elements. Organizations such as
partnerships and conglomerates might not have a central body that can drive this process. In short-
lived organizations like joint ventures, it might not be realistic to expect administrators from each
organization to collaborate on forest administration.
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If administration of your network is distributed among many autonomous divisions, it might be
necessary to create more than one forest. If your company chooses to create multiple forests, it is
important to understand the implications of having multiple forests and the limitations this imposes
on users and objects.

Although non-transitive trust relationships can be implemented between domains that reside in
different forests (including Windows NT 4.0 domains), a multiple-forest environment can present
certain challenges to Exchange 2000 designs.

Exchange 2000 and the Forest

The Active Directory forest determines the boundaries of the Exchange 2000 organization. It is not
possible to have Exchange 2000 servers within the same Exchange 2000 organization in different
forests.

There are two ways to implement Exchange 2000:
¢ In asingle forest by using Active Directory, knowing that all domains trust one another.

e In multiple forests by using Active Directory, establishing coexistence between earlier
versions of Exchange and Active Directory. '

In a multiple-forest environment, an Exchange 2000 organization must be created for each forest.
This has the following effects on Exchange 2000:

e  There is more than one Exchange 2000 organization to administer.

e There is no automatic Active Directory replication between multiple forests. Therefore each
forest has a separate global address list. (Users can see only one global address list).

e  You cannot configure routing group connectors between Exchange 2000 organizations. (You
must use SMTP connectors or X.400 connectors instead).

e No link state information transfers between Exchange 2000 organizations because routing
group connectors cannot connect organizations.

Deploying Active Directory Forests

Having multiple forests causes additional administrative work and can affect the deployment of
Exchange 2000. In this scenario, you can create manual trusts between domains in separate forests.
However, these domains are non-transitive, which means that you can have a domain model that
resembles a Windows NT 4.0 deployment, with multiple manual trusts between domains.
Additionally, the global catalog servers only show objects within their own forest; this determines
what Microsoft Outlook users see when they perform searches.

If you deployed Exchange in the past, you could create a single Exchange Server 5.5 organization
across two Windows NT 4.0 domains with no trusts between them. This organization could include
multiple sites and be deployed across these two domains without relying on the underlying security
structure. Because Exchange Server 5.5 performed mail-based directory replication between sites,
users in both domains were able to see all users within the same organization through one global
address list.
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Synchronizing Data Between Forests

If Outlook users and Exchange 2000 servers are deployed in multiple forests, you may need to
replicate certain data between the two systems to achieve the functionality you need.

You can use Microsoft Metadirectory Services or third-party products, such as the Compaq LDAP
Synchronization Utility (LDSU), ISOCOR’s MetaConnect, or Siemens’ DirX. For more
information about Microsoft Metadirectory Services, see “Inter-Organization Replication and
Directory Synchronization” in this book and the Microsoft Web site at http://www.microsoft.com.

Important Synchronization of directory data between forests changes the target object class.
For example, a mailbox-enabled user in organization A is a mail-enabled contact in
organization B.

Exchange 2000 includes the Public Folder Inter-organization Replication Tool, which can
synchronize public folders between different organizations. However, replicating public folders
between different organizations creates additional administration overhead compared to replicating
public folders in a single organization.

The Public Folder Inter-organization Replication Tool can also replicate information such as
Free/Busy System folders. This information allows users from different forests to schedule
meetings with one another and view free and busy time slots on their calendars.

Important There is no automatic solution for replicating users’ calendars between
organizations; therefore, users cannot open calendars that exist in another organization.

Windows 2000 Site Topology

A Windows 2000 site is a local, logical collection of Internet Protocol (IP) subnets. All computers
that are in the same site have high-speed connectivity—local area network (LAN) speeds—with
one another. Unlike an Exchange 5.x site, a Windows 2000 site does not correspond to a specific
part of the namespace. For example, multiple sites can exist within a single domain, and
conversely, a single site can span multiple domains. Synchronous remote procedure calls (RPC)
replicate the domain naming context within a domain.

Windows 2000 sites help to define the physical structure of a network. When a change occurs in
Active Directory, sites can be used to optimize replication traffic and to enable users to connect to
a domain controller by using a reliable, high-speed connection.

Distinguishing Windows 2000 Sites from Exchange 5.5 Sites

Windows 2000 sites only define zones in the underlying network where high bandwidth is present.
A site in Exchange 5.5 or earlier defines the unit of administration and namespace and dictates
message routing. Unlike the Exchange 5.5 site, a Windows 2000 Server site does not correspond to
a specific part of the namespace and is not a partition for administration.
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Active Directory Logical and Physical Structure

In Active Directory, the logical structure is separate from the physical structure. You use the
logical structure to organize your network resources, and you use the physical structure to
configure and manage your network traffic. The physical structure of Active Directory is
composed of sites and domain controllers and defines where and when replication and logon traffic
occur. Understanding the physical components of Active Directory is critical to optimizing
network traffic and the logon process. In addition, this information can help in troubleshooting
replication and logon problems.

Domains define the logical structure of your company, whereas sites define the physical structure
of your network. The logical and physical structures of Active Directory are independent of each
other. This means:

e There is no necessary correlation between your network’s domain structure and its physical
structure.

o  Active Directory allows multiple domains in a single site and multiple sites in a single domain.

e There is no necessary correlation between domain namespaces and sites.

Creating a Windows 2000 Site Topology

A Windows 2000 site topology describes a physical network for a forest. Creating the site topology
requires taking the physical topology of your network and describing it in terms of available
bandwidth and network reliability. Active Directory clients and servers use the site topology of a
forest to route queries and replication traffic efficiently. A site topology also helps you decide
where to place domain controllers on your network.

When you create your Windows 2000 site topology, it is useful to have a complete map of the
physical topology of your network. That map should include the list of physical subnets on your
network, the media type and speed of each network, and the connections between each network.

Site and Site Topology Information

Sites, site links, and subnets are all stored in the configuration container, which is replicated to
every domain controller in the forest. Every domain controller in the forest has complete
knowledge of the site topology. A change to the site topology causes replication to every domain
controller in the forest.

Note Site topology is separate and unrelated to domain hierarchy. A site can contain many
domains, and a domain can appear in many sites.
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Keep the following key concepts in mind when designing your site topology:

Create a site for each LAN, or set of LANS, that is connected by a high-speed backbone, and
assign the site a name. Connectivity within the site should be reliable.

Create a site for each location that does not have direct connectivity to the rest of your
network and is only reachable by SMTP mail.

Determine which sites will not have local domain controllers, and merge those sites with other
nearby sites. Sites help efficiently route traffic between clients and domain controllers, and
between domain controllers and other domain controllers. Without a domain controller in a
site, there is no traffic to be routed.

Client computers attempt to communicate with domain controllers in the same site as the
client before trying to communicate with domain controllers in any other site. Anytime
bandwidth between a set of networks is plentiful enough that you do not care if a client on one
network communicates with a server on a different network, then consider those networks all
to be in one site.

If your entire network consists of fast, reliable connectivity, the entire network can be
considered to be a single site.

Anytime two networks are separated by links that are heavily used during parts of the day and
idle during other parts of the day, those networks should be put into separate sites. You can
schedule replications between sites to prevent replication traffic from competing with other
traffic during high usage hours.

Note If a client computer is on a subnet that is not defined in Active Directory, it is not
considered part of a site, and it selects randomly from all domain controllers for a given
domain. You may encounter situations where not all subnets are defined in Active Directory,
such as when new subnets are being added to your network.

Site Links

Site links are used to model the amount of available bandwidth between two sites. As a general
rule, any two networks connected by a link that is slower than LAN speed are considered to be
connected by a site link. A fast link that is near capacity has a low effective bandwidth and can
also be considered a site link. Site links have four parameters: :

Cost The cost value of a site link helps the replication system determine when to use the link
when compared to other links. Cost values determine the paths that replication takes through
your network.

Replication schedule A site link has an associated schedule that indicates at what times of
day the link is available to carry replication traffic.

Replicationinterval The replication interval indicates how often the system polls domain
controllers on the other side of the site link for replication changes.

Transpert The transport that is used for replication.
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Connect sites with site links to reflect the physical connectivity of your network. Assign each site
link a name. Site links are transitive, so if site A is connected to site B, and site B is connected to
site C, then the Knowledge Consistency Checker will assume that domain controllers in site A can
communicate with domain controllers in site C. You need to create a site link between site A and
site C only if there is, in fact, a distinct network connection between those two sites. A backbone
network that connects many sites can be represented by a single site link that connects many sites,
instead of by separate links between sites. Reducing the number of site links that need to be created
and managed is particularly useful when many sites have the same characteristics.

For each site link, record the following:

¢ Link speed and current usage levels.

e Whether the link is pay-by-usage.

e Whether the link is historically unreliable.

e Whether the link is only intermittently available.

Exchange 2000 and Windows 2000 Site Design

Whereas Windows 2000 sites group domain controllers together for purposes of replication and
client access, Exchange 2000 employs routing groups to group Exchange 2000 servers together so
that message routing can be managed and scheduled.

Important Routing groups perform a function similar to Exchange sites in earlier versions of
Exchange. Be careful to distinguish between Windows 2000 sites and Exchange sites in earlier
versions of Exchange; they serve different purposes.

Message Routing and Group Expansion

All message routing information, including routing groups and bridgeheads, is held within the
configuration naming context of Active Directory. To determine routing, the Exchange 2000 server
contacts a local domain controller and retrieves this information.

If a message is sent to a universal group, the SMTP virtual server, which is configured to perform
the expansion, uses LDAP to contact a global catalog and populate the message header with the
group membership. If the message is for a domain local or global group, the expansion server
should be in the same domain as that group and should be configured to use only global catalogs
from the local domain where the group resides. By default, every Exchange server tries to use
global catalogs from its local domain and site; however, if there are not enough global catalogs in
the local domain and site, Exchange requests global catalogs from any domain in the local site. To
ensure correct expansion of domain local and global groups, any expansion server for these types
of groups should be located in a Windows 2000 site that contains only global catalogs from the
same domain as both the expansion server and the groups.
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Placement of Sites and Routing Groups _
Whether you are defining Windows 2000 sites or Exchange routing groups, you must:
e Have permanent and reliable network connections between all servers.

e Provide adequate network bandwidth between servers.

e Focus on reducing communication latency within the site and network bandwidth utilization
between sites. '

Note The location of domain controllers in your site topology has a direct effect on the
availability of services provided by Active Directory.

Trust Relationships

Active Directory provides security across multiple domains through trust relationships between
domains. When there are trust relationships between domains, the authentication mechanism for
each domain trusts the authentication mechanism for all trusted domains. If a user or application is
authenticated by one domain, its authentication is accepted by all other domains that trust the
authenticating domain. Users in a trusted domain have access to resources in the trusting domain,
subject to the access controls that are applied in the trusting domain.

Note Access to resources in any discussion of trust relationships always assumes the
limitations of access control. Trust relationships allow users and computers to be authenticated
by an authentication authority. Access control allows authenticated users to use the resources
that they are authorized to use and prohibits them from using resources that they are not
authorized to use.

Transitive and Non-transitive Trust

In Windows 2000 Server, domains can be joined to a domain tree or forest, and each child domain
has an automatic two-way trust relationship with the parent domain. This trust relationship is also
transitive. Transitive trust means that the trust relationship extended to one domain is extended
automatically to any other domain that is trusted by that domain. Transitive trust is applied
automatically for all domains that are members of the domain tree or forest. Therefore, when a
grandchild domain is created, the trust relationship between the parent and child domains is
accepted by the grandchildren domains, and vice versa. For example, if a user account is
authenticated by the parent domain, the user has access to resources in the grandchild domain.
Similarly, if the user is authenticated by a child domain, the user has access to resources in the
parent domain, as well as in the grandparent domain.

The effect of transitive trust in Windows 2000 Server is that there is complete trust between all
domains in an Active Directory forest—every domain has a transitive trust relationship with its
parent domain, and every tree root domain has a transitive trust relationship with the forest root
domain.
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Complete trust makes managing multiple domains simpler in Windows 2000. In previous versions
of Windows NT, a popular model for deploying domains was the multiple master domain model.
In that model, a domain containing primarily user accounts was called a master user domain, and a
domain that contained primarily computer accounts and resources was called a resource domain.
Adding a new domain to the deployment required several trusts to be created. With Active
Directory, when you add a domain to a forest it is automatically configured with two-way
transitive trust. This eliminates the need to create additional trusts with domains in the same forest.

Limiting Trust Relationships

If there are two entities in a forest within a conglomerate or partnership that do not trust one
another, there is no way of breaking the trust between domains. Also, there are accounts and
groups within the forest that have rights to affect the forest. These groups, such as Exchange
Administrators, contain users that are trusted across all partners or companies. It might be
necessary to create more than one forest if:

e Individual entities do not trust each other’s administrators.

Entities such as partnerships and conglomerates may not be able to decide on administrative
roles and responsibilities. Or they may not be able to agree on the content and administration
of shared elements, such as the schema. In short-lived entities like joint ventures, it might not
be realistic to expect administrators from each entity to collaborate on forest administration.

e Individual entities cannot agree on a forest change policy.

" Schema changes, configuration changes, and the addition of new domains to a forest have
forest-wide impact. Each of the participating entities in a forest must agree on a process for
implementing these changes, and on the membership of the schema administrators and
enterprise administrators groups. If participating entities cannot agree on a common policy,
they cannot share the same forest.

e  You want to limit the scope of a trust relationship.

Every domain in a forest trusts every other domain in the forest. Every user in the forest can
be included in a group membership or appear on an access control list on any computer in the
forest. If you want to prevent certain users from ever being granted permissions to certain
resources, then those users must reside in a different forest from the resources. If necessary,
you can use explicit trust relationships to allow those users to be granted access to resources in
specific domains.

Multiple domains within Active Directory are linked to a domain tree. Users in the linked domains
can access resources in other domains by way of transitive trust relationships that exist
hierarchically among all of the domains in the domain tree. However, administrative rights are not
inherently transitive. Thus, an additional layer of security is added by limiting the scope of domain
administrative rights.
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Optimizing Authentication with Shortcut Trust Relationships

When a user requests access to a network resource, a domain controller from the user’s domain
must communicate with a domain controller from the resource’s domain. If the two domains are
not in a parent-child relationship, the user’s domain controller must also communicate with a
domain controller from each domain in the trust tree between the user’s domain and the resource’s
domain. Depending on the network location of the domain controllers for each domain, each extra
authentication hop between the two domains can increase the chance of a possible failure or
increase the likelihood of authentication traffic having to cross a slow link. To reduce the amount
of communication necessary for such interactions, you can connect any two domains with a
shortcut trust relationship.

For example, if you have multiple trees in a forest, you might want to connect the group of tree
roots in a complete mesh of trust. Remember that in the default arrangement, all tree roots are
considered children of the forest root from a trust perspective. That means authentication traffic
between any two domains in different trees must pass through the forest root. Creating a complete
mesh of trust allows any two tree root domains to communicate with each other directly.

Active Directory Logical
Components

Active Directory consists of components that function to organize it into a logical structure. This
section describes three of these logical components: naming contexts, the global catalog server,
and groups.

Naming Contexts

A naming context is a self-contained section of the Active Directory hierarchy that can have its
own properties, such as replication configuration and permissions structure. Active Directory uses
naming contexts to define the boundaries for information held within the database structure. The
information stored in Active Directory on every domain controller in the forest is partitioned into
three categories: domain, configuration, and schema data. These naming contexts are the units of
replication in Active Directory. If the domain controller is also a global catalog server, it holds a
fourth category of data as well. In multi-domain forests, domain controllers belonging to different
domains have a common configuration and schema naming context, but they have a domain unique
domain naming context.

Domain Naming Context

The domain naming context contains all of the objects in Active Directory for a domain. Domain
data in each domain is replicated to every domain controller in that domain, but not beyond that
domain. Domain objects include recipient objects, such as users, contacts, and groups.
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Configuration Naming Context

The Configuration container is replicated to every domain controller in the forest. For example,
Active Directory stores information about the physical network in the Configuration container and
uses it to guide the creation of replication connections between domain controllers. The enterprise
administrators security group has full control over the Configuration container. Sharing a single,
consistent configuration across the domains of a forest eliminates the need to configure domains
separately.

The configuration container contains replication topology and related metadata. Applications that
use Active Directory, like Exchange 2000 Server, store the configuration of the Exchange 2000
organization in the Configuration container. Because Active Directory replicates the configuration
container between all domains in the forest, the configuration of the Exchange 2000 organization is
also replicated throughout the forest. The Configuration container defines the topology,
connectors, protocols, and service settings for the Exchange 2000 organization.

Schema Naming Context

The schema naming context defines the object classes and the attributes of object classes that can
be created in Active Directory. Object classes are the types of objects that can be created in Active
Directory. The schema naming context contains all object types (and their attributes) that can be
created in Active Directory. This data is common to all domains in the forest, and is replicated by
Active Directory to all domain controllers in the forest. The schema administrators security group
has full control over the schema.

Exchange 2000 and Naming Contexts

During the installation of the first Exchange 2000 server in the forest, the Active Directory schema
is extended with new attributes for Exchange 2000, which have names that start with ms-Exch-
attribute—for example, ms-Exch-OAB-Default. Simultaneously, existing Active Directory
attributes are modified, some of which affect how Outlook presents information. Many LDAP Data
Interchange Format (LDIF) files are imported as part of the installation process for the first
Exchange 2000 server in Active Directory. This process can take an extended period of time to
complete.

Active Directory is used to store Exchange 2000 data such as recipient objects, configuration data,
schema attributes, and the global address list. A separate directory for Exchange is no longer
necessary because Exchange 2000 is fully integrated with Active Directory. Exchange 2000 stores
the majority of its information in the configuration container naming context. The configuration
container naming context is replicated to every domain controller in the forest, simplifying global
administration.

Important Because Exchange 2000 uses Active Directory, it is critical to review and
understand the Windows 2000 naming conventions. Any issues with the naming convention
should be resolved with Windows administrators. Attributes that are relevant to only
Exchange, such as e-mail address attributes, should be defined and added to the naming
convention.
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Global Catalog Server

A global catalog is a Windows 2000 Server domain controller that stores a writable copy of the
domain naming context for its domain and the forest-wide configuration and schema naming
contexts. The global catalog also contains a select set of the attributes for every object from every
domain in the forest. In addition, it provides a complete replica of the configuration and schema
naming contexts for the forest.

By default, the partial set of attributes stored in the global catalog includes those attributes most
frequently used in search operations, because one of the primary functions of the global catalog is
to support clients querying Active Directory. The global catalog makes directory structures within
a forest transparent to users and enables fast, efficient searches that span the entire forest.

The availability of global catalog servers is crucial to the operation of Active Directory. For
example, a global catalog server must be available when processing a user logon request for a
native-mode domain, or when a user logs on with a user principal name.

When processing a logon request for a user in a native-mode domain, a domain controller sends a
query to a global catalog server to determine the user’s universal group memberships. Since groups
can be explicitly denied access to a resource, complete knowledge of a user’s group memberships
are necessary to enforce access control correctly. If a domain controller of a native-mode domain
cannot contact a global catalog server when a user wants to log on, the domain controller refuses
the logon request.

Global Catalog Server Placement

It is very important to understand how Active Directory usage affects global catalog server load,
and how to efficiently deploy your global catalog servers. Use the same fail-over and load
distribution rules that you used for individual domain controllers to determine whether additional
global catalog servers are necessary in each site.

For best results, monitor the use of the global catalog by Exchange 2000 and add servers as
necessary to gain optimal performance. Because LDAP is a standard protocol and the LDAP data
is not encrypted, it is possible to view the traffic going to and from an Exchange 2000 server and
the global catalog server by using Network Monitor (unless Exchange 2000 is installed on the
global catalog server).

Exchange 2000 balances requests between available global catalog servers. Each time an address
book search occurs and each time a message is routed, Exchange uses the closest global catalog
server. When deciding on the number of global catalog servers required to support an

Exchange 2000 deployment, consider the power of your servers, the number of users, the volume
of messages sent, and other factors that affect your users and the load carried by your servers.

Note In asingle domain environment, global catalog servers are not required to process a
user logon request. However, as a general rule, you should designate at least one domain
controller in each site as a global catalog server. Client computers still seek global catalog
servers for search operations. Also, having global catalog servers already in place allows your
system to adapt gracefully if you add more domains later.
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Exchange 2000 and Global Catalog Server

Users running Outlook 2000 directly query a global catalog server to get addressing information.
For other clients, Exchange 2000 acts as a proxy to the global catalog server. Global catalog
servers are the primary locations for users to access information about Active Directory and Active
Directory services available for Exchange 2000.

It is important to review which fields are set to be replicated to the global catalog servers and
update that list based on your organization’s requirements. For example, the Department attribute
is not replicated by default. However, there may be a need to make the Department attribute
available due to a workflow application that depends on that attribute.

Exchange 2000 uses LDAP to query and update Active Directory, making heavy demands on the
global catalog servers. For this reason, global catalog servers should be strategically positioned so
that Exchange 2000 can perform quick searches and users can access resources with minimum
delays. Exchange 2000 has a directory access mechanism that allows it to share the results of
LDAP queries among the Exchange 2000 components.

Important Exchange 2000 servers should be installed as member servers of the domain and
not as domain controllers or global catalog servers, mainly for performance reasons. A server
that is a domain controller or global catalog uses a lot of processing power and memory,
competing with Exchange 2000 for the same processing power and memory. However, if you
have sufficient hardware, you can use an Exchange 2000 server as a domain controller or
global catalog, especially if the Exchange server is lightly used or if there is a need in remote
office scenarios to consolidate servers onto fewer, more powerful hardware systems.

Clients can access Active Directory information by communicating directly with a global catalog
server or by using DSProxy. Active Directory supports both Messaging Application Programming
Interface (MAPI) and LDAP queries (for backward compatibility with older MAPI clients).
Exchange 2000 provides a communication process for Microsoft Outlook Web Access clients
making directory queries using HTTP. For more information about DSProxy, see “Active
Directory Integration and Replication” in this book.

Global Address List

When Outlook users want to find a person within the organization, they usually search the global
address list (GAL), which represents an aggregation of all messaging recipients in the enterprise.
Because Exchange 2000 servers no longer host their own directory service, all data is retrieved
from the global catalog servers in Active Directory. Because a global catalog server can support
the MAPI protocol as well as LDAP, Outlook clients can communicate with Active Directory
using the same protocol employed by the Exchange Server 5.5 directory service.
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Getting Directory Data

Depending on the type of request being made, an Exchange 2000 server can go to different Active
Directory servers to retrieve data. An Exchange 2000 server usually establishes a number of LDAP
connections to nearby domains controllers and global catalog servers. An Exchange 2000 server
performs two main Active Directory activities: address book searches and configuration data
searches. For an address book search, the Exchange 2000 server queries the closest available
global catalog server.

When an Exchange 2000 server needs to read configuration data such as routing information, it can
connect to any domain controller within the local domain to get this information. This is possible
because the configuration container naming context is replicated to every domain controller in the
forest. An Exchange 2000 server would rather use the same domain controller for these requests
than switch between different domain controllers.

Active Directory Groups

In Exchange 2000, an Active Directory group is the equivalent of an Exchange Server 5.x
distribution list. Active Directory contains two types of groups: a security group and a distribution
group. Each group type has a scope attribute. The scope of a group determines who can be a
member of the group, and where you can use that group in the network. Three group scopes are
available: domain local, global, and universal. The domain mode limits the choice of group type
and group scope.

Group Types

Both security groups and distribution groups can be mail-enabled and used as the equivalent of
distribution lists. Use these group types to create distribution lists for the various groups within
your company. In addition, consider the following factors when working with groups:

e Group Names The naming standards for mail-enabled groups should follow the
Windows 2000 naming standards.

e  Group Ownership Group ownership is assigned to the user that requested the group in order to
reduce administrative overhead.

e Group Size Keep the number of members in a group of either type below 5,000. Although this
is not a hard limit within Active Directory, a listing of 5,000 should work in all circumstances.
For efficiency and scalability, you should consider nesting groups that are above 500
members.
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Security Groups
Security groups provide the following advantages:

e They can be mail-enabled by assigning an SMTP address, allowing the group to act as a
distribution list equivalent.

e They can be used for assigning permissions to public folders in Exchange 2000.
e They can be useful if you want to also assign network permissions to the group members.

e They can lower the number of groups and the amount of maintenance required for Active
Directory and the messaging system, because they can act as pseudo-distribution groups.

Security groups provide the following disadvantages:

e  Users might gain unauthorized access to network resources if they are accidentally placed in
the wrong group.

Distribution Groups

Distribution groups provide the following advantages:

e They can be used for bulk mailing.

e They can be used as universal groups even in a mixed-mode domain.

Distribution groups provide the following disadvantages:

e  Permissions cannot be assigned to network resources.

e Permissions cannot be assigned to public folders in Exchange 2000.

Group Scopes

Universal groups offer the greatest flexibility in a company. However, because their membership is
stored in the global catalog server, changes to universal groups are replicated between all global
catalog servers in the company. For this reason, it is recommended that universal groups remain
fairly static.

Domain local or global groups are the best choice for groups with dynamic membership because
group replication occurs only within the domain. However, because their membership is not
included in the global catalog server, these groups are not visible to users in other domains.
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Domain Local Scope
Groups with the domain local scope have the following attributes:

¢ In a native-mode domain, they can contain user accounts, global groups, and universal groups
from any domain in the forest, as well as domain local groups from the same domain.

¢ In a mixed-mode domain, they can contain user accounts and global groups from any domain.

¢ You can grant permissions to domain local groups only for objects within the domain in which
the domain local group exists. Permissions cannot be assigned to network resources or public
folders in other domains.

e They can be converted to a universal group when they exist in a native-mode domain, as long
as they do not contain another domain local group.

o The group object is listed in the global catalog, but the group membership is not.
e Qutlook users in other domains cannot view the full membership.

¢  Group membership must be retrieved on demand if expansion takes place in a remote domain.

Global Scope
Groups with the global scope have the following attributes:

e They can contain user accounts from the same domain and global groups from the same
domain, when in native-mode domains.

e They can contain user accounts from the same domain, when in a mixed-mode domain.

*  You can grant permissions to global groups for all domains in the forest, regardless of the
location of the global group.

e They can be converted to a universal group when in a native-mode domain, as long as they are
not a member of any other global group.

e They can only contain recipient objects from the same domain.
e The group object is listed in the global catalog, but the group membership is not.
¢ Outlook users in other domains cannot view the full membership.

e Group membership must be retrieved on demand if expansion takes place in a remote domain.
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Universal Scope
Groups with the universal scope have the following attributes:

e They can contain user accounts from any domain, global groups from any domain, and
universal groups from any domain in the forest, when the domain is in native mode.

e  Universal security groups can only be used in native-mode domains; universal distribution
groups can be used in mixed-mode and native-mode domains.

e You can grant permissions to universal groups for all domains in the forest, regardless of the
location of the universal group.

¢ They cannot be converted to any other group scope.

e  Outlook users in any domain can view full membership.

e  Membership never has to be retrieved from remote domain controllers.
e  Membership modifications are replicated to the global catalog servers.

Limiting the membership of universal groups to groups only, rather than individual user accounts,
enables you to adjust the user accounts that are members of the universal group by adjusting the
membership of the groups that are part of the universal group. Because this does not directly affect
the membership of the universal group, no replication traffic is generated.

Mail-Enabling Groups

Suggested guidelines for mail-enabling a group are:

e  Use security groups as the primary type, but only mail-enable the groups when appropriate.
e  Use distribution groups for lists that include non-trusted recipients.

e  Use universal groups when the ability to view membership is important. In Windows 2000
mixed mode, distribution groups must be used.

Each type of distribution group can be further divided into three categories, depending on whether
you want the group to be accessible to specific domains or to all users. Exchange 2000 servers can
route mail to group members regardless of which group or category is used. The group type used is
more relevant when considering how Outlook users will view them and how access to secure
resources will be granted. For more information on recipients and groups, see the Windows 2000
Server and Exchange 2000 Server documentation.
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Exchange 2000 and Groups

The type and scope of the group that you use for Exchange 2000 depends on your business and
user requirements. For full flexibility, implement universal security groups. Although this is a
security group definition, it can be mail-enabled by adding an SMTP address and viewed in the
global address list. However, a disadvantage of universal security groups is that they can only be
created in native-mode domains. You can move from mixed-mode to native-mode domain by
upgrading the domain controllers to Windows 2000 Server. Moving to native-mode domains
simplifies the upgrade and deployment process for Exchange 2000 and provides additional
directory scalability.

Another point to consider when deploying universal groups is that their membership is listed in the
global catalog servers, so any membership change causes replication traffic. Although Active
Directory supports property-level replication, the membership for a group is held in a multi-valued
property on the group object. Therefore, if the group is large, a significant amount of replication
traffic can be generated. To mitigate this risk, place user objects in other universal groups and then
nest these groups under an umbrella universal group. When the membership changes for a user in
the group, the large universal group object is not changed and no replication traffic is created.

When you implement universal groups, Outlook users can still view full membership of both the
umbrella group and its subgroups. You can use global groups instead of universal groups.
However, global groups do not have their membership listed in the global catalog servers and this
can impact the ability of an Outlook client to view membership at the recipient level.

‘When a message is sent to a group, the SMTP service must expand the membership of the group
object. If it is a domain local or global group defined in the local domain, the membership list can
be retrieved from any local domain controller. In addition, if it is a universal group and users
appear directly on the list, the membership can be obtained from any local global catalog server.

If a message is sent to a domain local or global group that has been created in another domain, or if
a universal group contains global groups that are in other domains, then the group must specify an
expansion server that exists in its domain. That expansion server must use the global catalog from
the same domain as the local or global group in order for the expansion to be successful.
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A decision has to be made as to whether it is better to create a universal group or use domain local
and global groups and set the membership retrieval to remote domains when the group needs to be
expanded. Consider the following questions when deciding upon the group scope:

Should there be single or multiple domains in Active Directory?

For single domains, a universal group is not needed because all domain objects are local.

For multiple domains, use universal scope for fairly static groups. However, keep in mind
that users might not have access to all object attributes from other domains in universal
groups.

Is direct IP connectivity possible between all domains?

If the answer is yes, and if the group is static and wants to include users from other
domains, use universal scope.

If the answer is no, use local domain or global scope, especially if the group is dynamic.
Users need complete access to all attributes of group members.

Does membership change often?

If the answer is yes, use local domain or global scope.

If the answer is no, use universal scope.

Does the majority of the e-mail to the group come from local or remote domains?

If the answer is local domains, use local domain or global scope.

If the answer is remote domains, use universal scope.

Keep in mind that, when you implement domain local or global groups, Outlook users cannot view
the membership of the group unless you define the domain local or global groups within the same
domain as the user.

You must also remember that groups are used for determining public folder access. Unlike
previous versions of Exchange, the store does not need to expand a group when a user accesses a
public folder. Because all ACLs for public folders are based in Active Directory, group
membership is carried in a user’s access token and is presented to the Exchange server upon
connection to the resource.

Note When the administrator attempts to create a new group in a mixed-mode domain, by
default it is configured as a security group with a domain local scope. A new group in a
native-mode domain defaults to a security group with a universal scope. In mixed-mode
domains, you cannot change a group’s scope after you have created it.
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Group Creation Decision Process

Implementing the correct group type for Exchange 2000 mailing and public folder access is very
important. Before you create the group, make sure you fully understand how it will be used. The
scope, size, and membership of the group are key factors when implementing different group
types. Use the scenarios in the next section to help guide you through your decision process.

Coexisting with and Upgrading from Earlier Versions of Exchange

In a coexistence scenario, the Active Directory Connector (ADC) replicates Exchange distribution
lists to Active Directory groups. In Exchange 2000, Exchange Server 5.x distribution lists replicate
to Active Directory as a universal distribution group.

If the ADC has not been configured, the Exchange 2000 server upgrade process converts any
existing distribution lists in Exchange 5.5 to universal distribution groups if the Active Directory
domain is in mixed mode, and universal security groups if the Active Directory domain is in native
mode.

Exchange 2000 Scenarios

‘ Requirement To allow the sales team in. Toronto to e—mall one another Wlth lead 1nformat10n' PERD

,Solution Create a global dlstnbutlon

. Reasonlng If all of these members are in the same domam, you can use a g]obal group The g
~purpose of the ¢ group is to enable members to send e—-ma11 to each other, so access to network
resources is not a consideration. If access to network resources is a consxderatlon create’a secu

- group instead. This will prevent havmg two groups with the same membershlp if requlrement'
;change in the future, The list will be used only by team members in the’ same domam so

" membership does not need to be retneved from remote domain controllers. S

{ Requirement ‘The worldw1de product marketlng umt Wants to have a 11st created so that anyone
;f,w1th1n the company can e——mall them Use do not need to know who ison th mallmgfhst
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Requirement To create a small mail-based discussion forum for a new company product and to
give the team access to all of the Web sites and network shares that contain information about the
product.

Solution Create a universal security group.

Reasoning Members of the discussion forum can be located anywhere in the world. Because there
is a strong possibility that members are in different domains, it is necessary to use universal scope
for the group. The team is quite small and it is not envisaged that membership will change on a
frequent basis, so it is appropriate to put the user membership directly within the universal group.
This increases usability because members can see who is on the list before they send sensitive or
confidential information. The group created is a security group because network resource access is
also a requirement. Note that the domain in which the universal group is created must be in native
mode.

Requirement To create a mailing list to mail security announcements and important information in
bulk to the entire company.

‘Solutlon Create a global distribution group in every user ‘domain, and then nest these global
groups into a universal group. :

' Reasonlng Access to network resources is usually controlled on a per-team basis or through the
default access control entry, which grants permissions for users who have not been explicitly
defined on the ACL. As aresult, it is extremely unlikely that you will need to grant permissions on
network resources for these groups. Membership for this group will change fairly frequently,

“ making it inappropriate to populate full membership into a single universal group. When a

membership change takes place, only the domain controllers within that domain need to be updated '

~with the modification. Global catalog servers do not need to replicate any data. From a user’s
viewpoint, it is extremely unlikely that they will want to see the membership of this group. The
global groups are nested within the universal group, so it is very easy for users to e-mail the entire -
g company (permissions permitting) by using a single address instead of selecting each individual
team or region. Another advantage of this method is that users can send e- -mail to an individual
~group very easily. (Note that domain local groups cannot be used in thlS scenano because they -
_cannot exist within universal groups.) : : :
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With the advent of Active Directory directory service in Microsoft Windows 2000, Microsoft has
integrated the Exchange directory database with the Windows 2000 Active Directory so that the
Windows 2000 operating system now contains all user account details, security information, and
messaging data. This eliminates a need for a separate directory for Microsoft Exchange. Because
of this unification, Exchange 2000 is now considered an Active Directory integrated application.

In earlier versions, Exchange used its own database to hold messaging system and directory

information, including mailbox, custom recipient, distribution list, and public folder directory

objects. Although mailbox objects were linked to the Microsoft Windows NT security database

through the primary Windows NT account, no other link between the operating system and

messaging directory existed. The primary reason for this connection was that the Windows NT

Security Accounts Manager was not designed to hold rich information attributes, such as telephone
-numbers and certificates.

This chapter explores the unification of the Exchange directory and Active Directory and how this
unification affects planning for Exchange directory services, replication, and coexistence.

In This Chapter
Active Directory Replication
Global Catalog Servers
Active Directory Services
Client Access to Active Directory
Coexistence and Upgrading
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Active Directory Replication

In Active Directory, the directory tree represents all the objects in a Windows 2000 forest, and is
partitioned in a way that allows it to be distributed to domain controllers in different domains
within a forest. The Active Directory replication model encompasses how changes are propagated
and tracked among domain controllers. Each domain controller in a forest stores copies of
particular parts of the directory, and each defined segment of the directory is a directory partition.
A copy of the contents, of one directory partition, on a domain controller is called a replica.
Updates to replicas are synchronized among the domain controllers that store the same directory
partitions during replication.

A partial replica of the information within each domain replicates to global catalog servers
between domains. This read-only, partial replica contains a subset of the attributes of all directory
partition objects.

Active Directory uses multi-master replication to synchronize directory information. Multi-master
replication enables multiple replicas to exist, all of which can be independently updated by
applications or administrators at any time. Those changes automatically propagate to all the
replicas, but if the system reaches a steady state with no replica updates, then they will eventually
converge to the same state. This multi-master replication is similar to the directory synchronization
of Exchange 5.5, but unlike other directory services that use a master server and subordinate server
approach to providing updates, where all updates must be made to the directory master copy and
then replicated to the subordinate copies. With Active Directory, no specific domain controller is
the master server. Instead, all domain controllers within a domain are equivalent. Changes can be
made to any domain controller and then replicated to other domain controllers, according to the
Active Directory replication topology.

Multi-master updating provides highly available access to write to directory objects because
several servers contain updateable copies of an object. Each domain controller in the domain
accepts updates independently, without communicating with other domain controllers. The system
resolves any conflicts in updates to a specific directory object. If updates cease and replication
continues, all copies of an object eventually contain the same value.

Note Do not use Active Directory as if it were an Exchange directory. This does not make
optimal use of Active Directory. Table 5.1, from the Windows 2000 Deployment Guide,
examines the differences between Active Directory replication and those of Exchange 5.5
Directory Service.
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Table 5.1 Active Directory and Exchange 5.5 Directory Service comparison

Active Directory

: Exchange Server 5.5 Directory Service

Master replicas accept object updates
independently.

Each directory service object is mastered in a specific
site. Multi-master updates are possible within the
master site.

The basis for replication is the object GUID. When
an object is renamed, its GUID does not change, so
renaming the object cannot lead to replication
errors.

The basis for replication is distinguished names.
Therefore, to avoid problems, Exchange does not
rename objects.

Replicates an update by transmitting only the
changed attributes.

Replicates an update by transmitting the entire object.

Supports replication data compression between
sites over remote procedure call (RPC) or Simple
Mail Transfer Protocol (SMTP) transports.

Supports compression of replication data between sites
over SMTP transport only.

Supports servers that contain only a subset of the
objects in the entire directory. Has global catalog
servers that contain all objects, but only a partial

Maintains a complete replica of the directory on each
directory server. The schema in Exchange is site-
specific and not replicated out of its site.

set of attributes.

Has a flexible replication topology (including
choice of transports).

Has a replication topology between sites, limited to a
tree structure that cannot contain redundant links.
Replication transport between sites is limited to e-mail.

Uses Windows 2000 sites to help generate
replication topology and to help clients perform
intelligent replica selection; however, sites are not
tied to directory partitioning.

Uses Exchange sites to generate replication topology.
Sites are also the unit of directory partitioning.

For general information about the directory replication of Windows 2000, see the Microsoft
Windows 2000 Server Resource Kit Deployment Planning Guide available from Microsoft Press.

Global Catalog Servers

A global catalog is a specific type of Windows 2000 domain controller. All domain controllers
expose port 389, and contain an updateable copy of the directory and configuration partitions of
the domain. If the server is the schema master, it also contains an updateable copy of the schema
partition.
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A global catalog also exposes port 3268, with objects from every partition, but only a subset of the
object attributes, including objects in the global catalog’s own domain. Thus, even though an
object is available on ports 389 and 3286, only a partial set of attributes is visible on 3286. The
entire object can be seen on port 389 of the domain controller for the domain that contains the
object. MAPI properties appear only on global catalogs. Outlook users within a forest can see
directory details for users in other domains because MAPI properties replicate to the global
catalog.

In the Windows 2000 environment, users access directory and directory service information from
global catalog servers. Since these servers are critical to Exchange 2000 Server, this section
examines sizing requirements, server placement, and replication concerns.

Determining the Number of Global Catalog Servers Required

Exchange 2000 load balances requests among available global catalog servers. When you are
deciding on the number of global catalog servers needed to support an Exchange 2000 deployment,
you should consider the number of clients supported by each global catalog server.

For scalability and resilience, put into place at least two global catalog servers per Windows 2000
site. If a Windows 2000 site spans multiple domains, configure a global catalog server for each
domain where Exchange 2000 servers and clients are situated.

The number of global catalog servers depends on the capabilities of your servers, number of users,
volume of messages sent, and other factors that affect processor load. For best results, monitor the
demands of Exchange 2000 on the global catalog and then add servers to gain optimal
performance. Microsoft provides several tools and methods to help you estimate the number of
global catalog servers for your environment. Some of these tools and methods are described here.

Global Catalog Database Sizing

As you determine the number of global catalog servers you need, you should understand the
factors that affect the size and performance of the global catalog servers within your
Windows 2000 environment. Primary factors critical to determining this are:

e Database size on the domain controllers
e Database size on the global catalog servers
e  Bandwidth requirements for replication

Use the Active Directory Sizer tool to find the estimate for the database size on the domain
controllers; download the tool from the Microsoft Web site at http://www.microsoft.com.

To estimate database size for global catalog servers, use the following table. The total size is an
estimate for the initial default database.
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Table 5.2 Object sizes in the initial global catalog server database

\ Object Type Number of Objects ' KB per Object Total for Class in KB |
i s e A B SO 5 P — - ﬂ
Active Directory 1 12,000 12,000
initial database
User with Users 4.366 Total KB = Number of users: '
mandatory attributes 4.366 KB E
Additional attribute | Additional attributes: users 0.100 Total KB = Number of attributes: [
with additional attributes users with additional attributes:
0.100 KB
Contact Contacts 1.678 Total KB = contacts: 1.678 KB
Group Groups in the forest (mail 2.097 Total KB = groups: 2.097 KB
enabled or security)
Group member in Members in small groups (20 | 0.200 Total KB = members in small
small group members) groups: 0.200
Group member in Members in medium groups | 0.100 Total KB = members in medium
medium group (100 members) groups: 0.100
Group member in Members in large groups 0.070 Total KB = members in large
large group (more than 200 members) ‘ groups: 0.070
Organizational unit | Organizational units in forest | 1.992 Total KB = organizational units:
1.992 KB
Certificate Certificates in Active 2.181 Total KB = certificates: 2.181 KB
Directory
Computer Computer accounts in the 4.086 Total KB = computers: 4.086 KB
forest
Volume Volumes registered in Active | 1.573 Total KB = volumes: 1.573 KB
Directory
Printer Printers in the forest 2412 Total KB = printers: 2.412 KB
BLOB! BLOBs File size + 25 Total KB = Total of BLOB file
bytes sizes + (Number of BLOBs:
0.025)

A BLOB (binary large object) — a large file, typically image or sound, that must be handled in a special way because of its

size.
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After you calculate the kilobytes needed (see Table 5.2) you will have a good representation of the
total database space required for the global catalog servers from all domains in your forest. The
local domain controller database containing default global catalog data (without additional
attributes and schema extensions) has approximately 60 percent of the total kilobytes calculated,
representing the global catalog information for that single domain. Take 60 percent of the total
space to calculate the total global catalog overhead needed on each domain controller in each
domain. Keep in mind that the default global catalog database size does not take into account the
fragmentation of the database or tombstone objects (objects that are deactivated and marked for
deletion). You should double the size of your final global catalog database to account for these
values. The final database size provides a good estimate of the global catalog servers’ database
size.

Global Catalog Server Sizing

Estimates for global catalog server sizing suggest that a global catalog can support a fairly large
number of users, dependent on their activities and the other available global catalog server
services. As a start, provide global catalog services for a remote office of 5 to 25 users within a
Windows 2000 site. For a high—end global catalog for a large number of users, server size and
number of servers are factors of:

e  Number of users

e Performance of the application accessing the global catalog
e Queries per second

e Types of queries (depth, breadth)

¢  Network availability (latency)

e  User expectations

Global Catalog Server Placement

The Windows 2000 recommendation for global catalog servers is to provide a global catalog for
each Windows 2000 site. The consideration for Exchange and global catalog server placement is to
have an adequate level of service for directory queries. A rough estimate for the relationship
between Exchange servers and the global catalog servers (within a data center or concentrated
location of Exchange servers) is to have one global catalog server to every four Exchange mailbox
servers.

For satisfactory client global catalog access and queries, the number and location for the global
catalog servers depends on the same factors as server sizing: number of users, queries per second,
types of queries, network availability, and user expectations.
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Use Table 5.3 to begin planning the placement of the global catalog servers, given that each server
is at least a 500-MHz Pentium IIT with 512 MB of RAM. However, note that global catalog server
placement and sizing must be tested and planned for your environment.

Table 5.3 General rules for planning global catalog servers

- Number of Global ~ Global Catalog

Environment : Number of Users Catalogs Placement 3
Branch office 1to 25 1 Branch office, if there are
| at least 25 users.
Small office 26 to 250 Two for load balancing | Small office
Regional office 251 to 5000 Two for fault tolerance, | Regional office
and additional global
catalogs as needed
Main office 5000 to 10000 Two for fault tolerance, | Main office
and additional global
catalog servers as
needed.

Selectable Field Replication

With earlier versions of Exchange and Outlook, users rely on the directory data that is populated to
the Exchange directory. For example, users can look up each other’s telephone numbers through
this mechanism.

With Exchange Server 4.0 and Exchange Server 5.0, any directory data present in one Exchange
server has to be replicated to every other Exchange server within a company. To reduce network
traffic, Exchange Server version 5.5 implements selectable-field replication, which prevents certain
attributes (but not objects) from replicating between Exchange sites. Many companies do not take
advantage of this new feature because users frequently rely on the directory information.

Active Directory has a similar feature in which selected attributes can be tagged for replication to
the global catalog server. A difference between this feature in Active Directory and earlier versions
of Exchange is that, by default, not all attributes are tagged for replication. Exchange
administrators control attributes tagged for replication through the Active Directory schema
console. You can enable the console by typing Regsvr32 schmmgmt.dll at the command prompt.
Once you enable the console, start the Microsoft Management Console (MMC) process and add
the Active Directory Schema snap-in to the console.
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To change which attributes replicate to the global catalog, right-click the attribute in the Active
Directory Schema, choose Properties, and then select or clear the Replicate this attribute to the
Global Catalog check box, as shown in Figure 5.1.

Important Changing the attributes that replicate affects replication time and network
overhead. For more information about replication, see “Making Schema Changes” later in this
chapter.

Figure 5.1 Active Directory schema Department attribute properties

Assume you have a forest that contains a root domain and two child domains. Each child domain
has a global catalog. All directory attributes have been populated into Active Directory domains,
and the Department attribute has not been tagged for global catalog replication. Lightweight
Directory Access Protocol (LDAP) clients such as Outlook Express, cannot detect the Department
attribute in either child domain, including their own, because LDAP clients can only see global
catalog attributes that are tagged for replication. MAPI clients, such as Outlook 2000, can see
attributes when attributes are tagged for replication, and the attributes contain MAPI identifiers.
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Selecting Attributes to Replicate to the Global Catalog

Do not remove any functionality that the Outlook users already have if Exchange is currently
deployed. Consider the ramifications of replication traffic if you replicate too many additional
attributes.

If you have slow network links, you might want to survey Outlook users to find out which
directory attributes they use. Find out whether any custom Collaboration Data Objects (CDO) and
Active Directory Services Interface (ADSI) applications in your environment require particular
Exchange 5.5 attributes. For example, a workflow application might require access to a custom
attribute that contains the limit of a manager’s budget.

When Microsoft Exchange 2000 Server is installed, it extends the Active Directory schema and
~ tags many of the attributes that users normally require for global catalog replication. However,
there are some important attributes, such as Department, that are not tagged automatically.

Each additional attribute that you manually tag for replication causes additional replication traffic
per object. However, the total replication traffic caused by an existing Exchange 5.x network is far
greater than the replication traffic that Active Directory produces. This is based on the following
assumptions:

e Each Exchange 5.x server in the organization must contain a full copy of the Exchange
directory, whereas Active Directory only replicates to domain controllers and global catalog
servers.

e Any change to an Exchange 5.x object causes it to replicate again to the rest of the Exchange
organization, whereas Active Directory uses per-property replication, thereby replicating
smaller changes.

e  The Exchange 5.x directory replicates around the company network, and Windows NT 4.0
domain controllers also replicate. Active Directory consolidates these two directories into one.

Exchange 2000 Installation and Active Directory Schema

Many LDAP directory interface format files are imported as part of the installation process for the
first Exchange 2000 server in Active Directory. This process can take an extended period of time
to complete.

When you install Exchange 2000, the Active Directory schema is extended with new attributes that
all start with ms—Exch—, for example, ms—Exch—-OAB-Default. Existing Active Directory attributes
are modified, some of which affect what Outlook users see in the global address list. Table 5.4 lists
the common attributes and LDAP names for an Active Directory, mailbox-enabled, user object.
The table illustrates how these attributes differ between standard installations of Active Directory
and Active Directory when it is enabled for Exchange 2000. The In Global Catalog column
indicates whether the attribute is tagged by default for global catalog server replication. The table
may be helpful for planning.
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Table 5.4 Attribute in Active Directory before and after Exchange 2000 installation

Attribute  LDAPNa
First name GivenName
Initials Initials No No No Yes
Last name Sn Yes No Yes Yes
Display name | DisplayName Yes No Yes Yes
Alias i MailNickname N/A N/A Yes Yes
Mailing | StreetAddress No No No Yes
address | .
City L Yes No Yes Yes
State St No No No Yes
ZIP code PostalCode No No No Yes
Country or C No No No Yes
region
Job title ' Title No No No Yes
Company Company No No No Yes
Department Department No No No Yes
Office PhysicalDeliveryOfficeName | Yes No Yes Yes
Telephone TelephoneNumber No No No Yes
Fax FacsimileTelephone No No No Yes
Number
Home HomePhone No No No Yes
telephone
Manager Manager No Yes No Yes
SMTP Address | Mail Yes No Yes Yes
Custom ExtensionAttribute-xx N/A N/A No Yes
attributes (all)
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Making Schema Changes

The Active Directory schema can grow to accommodate a company’s changing needs. Keep in
mind that Active Directory schema modifications affect the company’s infrastructure and
replication mechanisms. For example, if you deploy Active Directory and then decide to tag
another attribute for global catalog replication, you can make the change easily in the Active
Directory Schema Manager snap-in. However, this causes all global catalogs to set their Update
Sequence Numbers to zero. As a result, all objects (not just the changed property) in Active
Directory must replicate to each global catalog again, consuming significant network bandwidth.

In addition, if you install an application (such as Exchange 2000) that tags attributes for replication
in the global catalog, it will have the same impact on Active Directory. Plan your schema to
minimize replication time for an Exchange 2000 Server installation.

Without the Exchange 2000 version of Active Directory Connector (ADC), you cannot connect to
an Exchange 5.5 environment. For companies that plan to deploy Active Directory before
installing Exchange 2000 servers, Exchange-specific schema changes should be imported into
Active Directory prior to installation by using the ForestPrep utility (setup /ForestPrep) into
Exchange 2000. The ForestPrep utility is described in “Exchange Organization Preparation” later
in this chapter.

Address Book Searches

In earlier versions of Exchange, each Exchange server holds a copy of the directory. Outlook
clients refer to the directory on the server that houses the users’ mailboxes, and the message
transfer agent (MTA) always uses the local directory to route messages. Thus, in earlier versions of
Exchange, each Exchange server corresponds to a directory server, and clients for a given server
use only the directory on that server. In Exchange 2000, many Exchange servers can use a single
directory server (the global catalog server). With Exchange 2000, address book searches changed
because Exchange 2000 no longer has its own directory, and it uses Active Directory for client
address book searches. For information about how Exchange 2000 executes address book searches
for each messaging client, see “Address Lists and Offline Address Lists” later in this chapter.



12U Microsoft Exchange 2000 Server Resource Kit

Active Directory Services

Because the Exchange 2000 directory is integrated with Active Directory, Exchange 5.5 directory
services, such as distribution and address lists, have been removed from Exchange and integrated
with Active Directory. As you prepare for Exchange 2000, plan for how these services are
delivered through Active Directory. The following services provided by Exchange 2000 and
Active Directory are discussed in this section, as well as the coexistence with earlier versions of
Exchange:

o  Global address list
e  Address lists
e  Offline address books

Global Address List

Outlook users generally search for other users within their company by means of the global address
list (GAL), an aggregation of all messaging recipients. Because Exchange 2000 servers no longer
host their own directory services, all data comes from Active Directory through global catalog
servers. Because a global catalog server can support the MAPI protocol as well as LDAP, Outlook
clients can communicate with Active Directory using the same protocol as the Exchange Server 5.5
directory service.

Exchange Server 5.5 Distribution Lists and Active Directory
Groups

Distribution lists in Exchange 5.5 serve two purposes: they send mail to large groups and they
assign permissions to public folders. A single object class is used for a distribution list. Because of
the directory architecture in earlier versions of Exchange, distribution list membership is replicated
to each Exchange server in the organization. By default, all users can view the membership for a
given list, although this can be restricted on a per-list basis. It is possible for any Exchange 5.5
MTA to expand the contents of a distribution list, because each is represented on every server.

In Active Directory, a group is the equivalent of a distribution list. There are two types of groups
in Active Directory: security and distribution. There are three types of group scope in Active
Directory: local, global, and universal. Security groups grant access to network resources, and
distribution groups send e-mail to groups. For more information about groups, see “Active
Directory Design” in this book.
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Address Lists and Offline Address Lists

Address lists are critical to users, especially those who expect to have the functionality that they
are accustomed to after they have been migrated to Exchange 2000. The following sections
describe differences between earlier versions of Exchange and Exchange 2000.

Address Book Views

Microsoft Exchange Server version 5.0 introduced the concept of address book views. This
functionality enables the administrator to create certain views available for Outlook users, based on
field groupings. With Exchange Server 5.x, when Outlook users search the server-based address
lists, they see each site, site container, and the aggregated GAL. For example, to create a virtual
container of all users in the Sales Team, the Exchange 5.x administrator creates a view grouped by
the field Department. Although virtual containers work well, they have various limitations. A
major limitation of virtual containers is that when views based on a field are created, one virtual
container is created for each unique instance of data within that field. For instance, the creation of a
virtual container for Sales Team members would mean that other team containers would
automatically be created. This issue exists because the rules that determine view creation are not
flexible enough for many large companies.

Address Lists

In Exchange 2000, address book views have been replaced with address lists. You can create a
container that has a build rule for the address lists associated with it through the Exchange System
Manager console. These rules use the LDAP search filter syntax, as defined in RFC 2254, and they
are extremely flexible. For example, if you want to create an address list of all permanent
employees in the Toronto Marketing department, you could create a single container called
Marketing with a rule of:

(&(mail=*) (&(department=Marketing) (1=Toronto) (! (Extension-Attribute-
3=Contractor))))

Unlike Exchange Server 5.5, where the address list is aggregated with the directory service, the
Exchange 2000 GAL is not aggregated within Active Directory because it is also built using a rule.

To ensure that build rules meet your requirements, System Manager allows you to search with the
rule when you create it. To verify that the address list is up-to-date, the Recipient Update Service,
part of the Exchange System Attendant, polls the directory on a scheduled basis and populates the
address lists as necessary. As the user objects are updated, if diagnostics logging is activated, you
can find information about the update in event 8174 from the MSExchangeAL service in the
application log.
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The default address lists, configured in Exchange 2000, appear in the following table.
Table 5.5 Default Exchange 2000 address lists

‘Address List Nam

Default global address list

(&(mailnickname="*)(I(&(objectCategory=person)
(objectClass=user)(!(homeMDB=*))(!(msExchHomeServerName=*)))
(&(objectCategory=person)(objectClass=user)(I(homeMDB=%*)
(msExchHomeServerName=*)))(&(objectCategory=person)
(objectClass=contact))(objectCategory=group)(objectCategory=publicFolder) ))

All users (& (mailnickname=*) (I (&(objectCategory=person)(objectClass=user)
('(homeMDB=%*))(!(msExchHomeServerName=*)))
(&(objectCategory=person)(objectClass=user)(I(homeMDB=*)
(msExchHomeServerName=*))) ))

All groups (& (mailnickname=*) (I (objectCategory=group) ))

All contacts

(& (mailnickname=*) (I (&(objectCategory=person)(objectClass=contact)) ))

Public folders

(& (mailnickname=*) (| (objectCategory=publicFolder) ))

All conferencing resources

(msExchResourceGUID=*)

The Recipient Update Service populates the defined address lists by entering the list name and
location to the showInAddressBook attribute on the user objects in the directory. You can view
these values with utilities such as Active Directory Service Interface Editor (ADSIEDIT). In the
Active Directory Service Interface Editor, right-click a user and then select Properties. On the
Attributes tab, in Select which properties to view, choose Optional. In Select a property to
view, choose showInAddressBook.

To install the Active Directory Services Interface Editor, insert the Windows 2000 Server
installation CD, open the \Support\Tools directory, and run Setup. Additional tools are available
with the Microsoft Windows 2000 Server Resource Kit, published by Microsoft Press.

Address List Compatibility with Exchange Server 5.x

When you upgrade Exchange Server 5.5 to Exchange 2000, only the default views are created.
Customized address book views in the Exchange 5.5 directory do not migrate because not all
Exchange 2000 views can be represented in Exchange 5.5. Exchange 2000 allows better view
control, based on LDAP filters.
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Recipient Update Service

Each Exchange 2000 server updates the address lists by making calls to Wldap32.dil. Only one
Recipient Update Service is active within each Active Directory domain; the others remain idle.
The Recipient Update Service is fully integrated with the Exchange System Attendant (Mad.exe).
According to the schedule you’ve set or by means of the Update Now option, the service contacts
a local domain controller and proceeds to update address lists based on the rules set.

Offline Address Lists

To support mobile users, the offline address list allows a user to copy the contents of a server-
based address book into a set of offline address book files (files with an .0oab extension) on the
local client’s hard disk. The GAL is usually selected as the source for the offline address list
generation.

You can configure offline address lists through System Manager. Under Recipients, right-click
Offline Address Lists, select New, and then provide the offline address list name and list server.
You can use any existing address list as an offline address list. There is a default offline address list
created in the Exchange 2000 organization.

This offline address list can be associated with mailbox stores on the Exchange 2000 server, so that
users with mailboxes on that server can download the files and work offline. To associate an
offline address list with a mailbox store, right-click the mailbox store, choose Properties, and
then, in Offline address list, click Browse and choose the offline address list.

When using Outlook 98 and Outlook 97 (version 8.03 and later), users are presented with a list of
offline address lists to download. Outlook 2000 users can pre-select the offline address list. On the
Tools menu, click Settings, and then select Offline Folder Settings.

Figure 5.2 Offline address book settings
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Client Access to Active
Directory

More recent Outlook clients can access Active Directory directly. Other clients query Exchange
when they need directory information. DSProxy provides referrals to the global catalog so that all
clients can access Active Directory.

DSProxy Service

Outlook 98 (without the Quick Fix Engineering update) and earlier versions of Outlook use the
DSProxy service to perform name resolution and address book searches against Active Directory.
The DSProxy service mirrors Recipient Update Service in that it runs within the Exchange System
Attendant (Mad.exe) rather than as its own service. The DSProxy service is an Exchange 2000
component that sends and refers MAPI directory service requests from Outlook clients to Active
Directory for address book searches and name resolution.

DSProxy provides compatibility for clients with earlier versions of Exchange that are connected to
an Exchange 2000 server. These clients assume that the storage and directory services are on the
same server (as they were in Exchange 5.5), which may not be the case with Exchange 2000. If
these services are not on the same server, clients that do not have Outlook 98 with the update patch
or later versions of Outlook will not connect without the DSProxy service.

The DSProxy service connects to a global catalog server to send client requests back and forth.
DSProxy enables Outlook clients to access the data within a global catalog, and isolates the clients
from global catalog failure, because the DSProxy service always finds the nearest global catalog
server by using DSAccess service (also part of System Attendant).

The DSProxy Name Service Provider Interface (NSPI) blindly forwards MAPI directory system
requests to a global catalog server. Thus, the remote procedure call (RPC) packet is neither opened
nor evaluated, because these actions would incur a significant Exchange 2000 server overhead, and
compromise the security structure.

DSProxy begins by creating a listening thread on the domain controller for each supported network
protocol, and it starts a single working thread for each processor. This can accommodate up to
25,000 client connections and dynamically adds more threads as required. A socket-mapping table
keeps a reference of connections between clients and servers, ensuring that the correct responses
from Active Directory pass to the associated client.

If the DSProxy server fails, DSProxy issues a callback to the System Attendant (Mad.exe), which
in turn issues DSProxy a new target server name, known as re-targeting. The System Attendant
will not re-target DSProxy without receiving a request.
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DSProxy works over TCP/IP, Internetwork Packet Exchange (IPX), and AppleTalk protocols.
However, it does not work over network basic input/output system (NetBIOS).

The DSProxy service performs the following functions:

e  For earlier Outlook clients (Outlook 97 and Outlook 98 without the update patch), DSProxy
sends directory requests on behalf of the clients to Active Directory by using the NSPL

e  For Outlook 98 with the update patch and Outlook 20b0 clients, DSProxy provides a referral
of the global catalog name directly to the client for smart MAPI clients.

e For all Outlook clients, DSProxy provides a layer of isolation and a referral service for
Outlook clients (Outlook 97, Outlook 98, and Outlook 2000) in the event of a global catalog
failure through querying the DSAccess service for the next closest global catalog server in the
environment.

Upon startup, the Exchange System Attendant finds the closest domain controller in the domain by
using the Domain Name System (DNS) resolver and passes the domain controller server name
through to the DSAccess process (DSAccess.DLL).

The Active Directory domain controller used by the Exchange server is viewed in the properties of
the Exchange server in the Exchange System Manager snap-in. See Figure 5.3. To view the
domain controller, right-click the Exchange server, select Properties, select the General tab, and
look in the Domain controller used by services on this server text box at the bottom of the tab.

Figure 5.3 Exchange Server properties
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Exchange Client, Outlook 97, and Outlook 98

Earlier MAPI clients, such as the Exchange Client and Outlook 97 and Outlook 98, make MAPI
directory service requests to an Exchange server. These requests range from resolving text in the
To box of messages into user names, to showing objects from the global address list. To make
Exchange 2000 compatible with the existing MAPI client base, an Exchange 2000 server proxy
forwards any MAPI directory service requests through to a local global catalog server on the
network. The DSProxy process on the Exchange 2000 server accomplishes this by forwarding a
packet. It does not change the request into LDAP. Active Directory supports a number of
protocols, including LDAP and MAPI directory service, so an Outlook directory request is valid,
even when made directly to a global catalog server.

The global catalog server returns the result to the Exchange 2000 server, which in turn returns it to
the requesting MAPI client. To the client, this process is seamless, and takes no extra time to
complete.

The following steps are the communication process for a one-recipient name lookup:
Traffic and load generated by DSProxy:

1. The MAPI client sends one network packet to the Exchange 2000 server. The packet contains
the search name in plain text.

The Exchange 2000 server sends the request to a local global catalog.

The local global catalog returns the result to the Exchange 2000 server.

The Exchange 2000 server returns the result to the MAPI client.

The MAPI client returns an acknowledgement to the Exchange 2000 server.

A

The Exchange 2000 server sends the acknowledgement to the local global catalog.

The directory search produces about six frames on the network. Even when multiple names are
searched for in the directory, the name fragments go into a one-request packet.

If the user browses the GAL, the same process takes place. A few extra frames are produced on the
network as the user scrolls through the address list, thus causing the client to retrieve more
information.

Outlook 2000 and Outlook 98 SP2

Current versions of the Outlook client, including Outlook 2000 and Outlook 98 Service Pack 2
(SP2), use a slightly different method for address-book access. Initially, Outlook expects to find
the directory service on the home Exchange server. Because the version of the Exchange server
being used on the system can be determined only after loading Emsmdb32.d11 (which is loaded
after the address book provider, Emsabp32.dll), Outlook uses DSProxy for the first session. After
the client contacts DSProxy (it will try all available transport protocols), a special referral passes
back to the client, informing it that all future directory requests go to the global catalog server.
Outlook saves this referral in the MAPI profile.
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The referral mechanism reduces the load on the Exchange 2000 server and the latency for address-
book searches. When an explicit server name goes into the profile, Outlook will need to be
restarted if that Active Directory server fails. After restarting, the Exchange 2000 server passes a
new referral to Outlook.

Coexistence and Upgrading

Microsoft has built several tools to help with the upgrade and coexistence of Exchange 5.5 with
Exchange 2000 and Active Directory. In a coexistence scenario with Exchange 2000 Server and
Windows 2000 Server, use the Active Directory Connector (ADC).

What is the ADC?

The ADC replicates and synchronizes Active Directory with an Exchange Server 5.5 directory.
Because Active Directory is capable of holding all user account details, security and messaging
information, a separate directory for Exchange 2000 is no longer necessary. The act of replicating
Exchange 5.5 objects and attributes to Active Directory makes the objects and attributes available
to Exchange 2000. Active Directory provides Exchange 2000 with global address lists, address
book views, and offline address books.

Replication is the process of updating objects in a common directory namespace to one or more
directories. Synchronization is copying objects from one directory to another with distinct
namespaces. The ADC synchronizes changes in one or both directions, from Active Directory to
the Exchange directory, from the Exchange directory to Active Directory, or both ways, depending
on configuration. The ADC synchronizes two distinct types of directory objects:

¢ Recipients Mailboxes, distribution lists, custom recipients

¢ Configuration information Connectors, monitors, protocols, topology and other configuration
information

The following are primary ADC features:

e Uses LDAP application programming interfaces (APIs) to replicate between two directories
e Hosts all active replication components on Active Directory, not on the foreign system

e Replicates only changes between the two directories, where possible

e  Maintains object fidelity through replication (for example, matches an Active Directory group
to an Exchange 5.5 distribution list)

e  Hosts multiple connections on a single Active Directory server and manages them through
connection agreements
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When in native mode (a designated operating mode for an organization with only Exchange 2000
servers), Exchange 2000 Server enables separation of administrative and routing activities through
administrative groups and routing groups, regardless of the underlying network structure. Note that
during the migration, while coexisting with Exchange 5.5, administration groups and routing
groups are the same and appear as sites in the Exchange 5.5 directory. You can redefine routing
groups once Exchange Server 5.5 is no longer in the environment.

ADC is installed in addition to Windows 2000 Server and Exchange 2000 Server. Upon
installation, a Windows Service called the Active Directory Connector (ADC) appears. ADC can
be started and stopped like any other service. An accompanying Active Directory Connector
Manager console can be used to configure the relationships, called connection agreements,
between Active Directory and the Exchange 5.5 target directory.

There are two versions of the Active Directory Connector:
ADC for Windows 2000

The ADC for Windows 2000 comes with Windows 2000 Server, and replicates directory
information, such as mailboxes and distribution lists, from Exchange 5.5 directories to Active
Directory and vice-versa. The Windows 2000 ADC is designed for customers who want to prepare
Active Directory for Exchange 2000 during their Windows 2000 deployment and before installing
Exchange 2000. For users of earlier versions of Exchange, much of the directory data can be
uploaded to Active Directory at one time, thus decreasing installation time. Through
synchronization, a specified Windows 2000 administrator can also manage Exchange 5.5 users.

Enhanced ADC for Exchange 2000

The enhanced ADC for Exchange 2000 is included with Exchange 2000 Server. The

Windows 2000 ADC replicates objects in the Exchange 5.5 site (for example, the Recipients
containers) to the Active Directory, whereas the Exchange 2000 ADC also replicates configuration
data, such as protocol and connector data, and thus allows Exchange 5.5 and Exchange 2000
servers to coexist.

Because the Exchange 2000 ADC adds functionality beyond the Windows 2000 ADC, you should
replace the Windows 2000 version with the Exchange 2000 version. The upgrade path between the
two versions of the ADC is seamless. You may want to deploy the Windows 2000 ADC to
populate your basic Active Directory quickly, and then install the Exchange 2000 ADC to migrate
to Exchange 2000.

Site Replication Services and Recipient Update Service

Accompanying the ADC are several additional components installed by Exchange 2000 One of
these is the Site Replication Services (SRS). The SRS helps maintain coexistence with
Exchange 5.5 servers during the migration period. ADC, SRS, and Recipient Update Service are
new services.
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The Exchange 2000 SRS allows the Exchange 2000 system to emulate an Exchange 5.5 system (as
perceived by the Exchange 5.5 part of the organization). SRS translates directory information
between the Exchange 5.5 directory service and Active Directory. SRS incorporates the

Exchange 5.5 intra- and inter-site replication engines to connect to Exchange 5.5 servers and the
ADC. It has complete knowledge of the company’s topology and adapts itself to any changes,
preventing any interruption of service or loss of data.

The SRS is a modified Exchange 5.5 directory on the Exchange 2000 server that allows replication
between Exchange 2000 SRS and remaining Exchange 5.5 servers as before. It is used as the
Exchange 2000 side of the ADC configuration connection agreement. SRS is similar to

Exchange 5.5 Directory Service, although MAPI is disabled.

The SRS enables you to avoid reconfiguring the endpoint of a connection agreement every time an
Exchange 5.5 server in a site is upgraded to Exchange 2000 during the migration. It uses
Exchange 2000 servers as bridgeheads for earlier Exchange sites through standard mail-based
replication.

The Recipient Update Service, integrated with the system attendant, continuously polls the
directory to determine which objects appear in the MAPI address book on global catalogs, and
applies recipient policies (including proxy addresses). During polling, the service searches for all
objects matching a set of specified rules. When Exchange 2000 is installed, an address list
configuration object for that domain is generated; clients querying for address lists detect no
difference. You can also use Recipient Update Service to set the proxyAddresses attribute for
users, as well as other attributes, such as homeMDB, homeMTA, and ms-Exch-Home-Server-Name.

Why Use the ADC?

A temporary, but crucial step in a company’s migration to Exchange 2000 is the Exchange 2000
ADC consolidation of an Exchange 5.5 mailbox with a Windows user account. This step creates a
Windows 2000 mailbox-enabled user. The ADC is required in mixed-mode environments.
Companies cannot use their own synchronization tools, because the ADC synchronizes
information administrators may be unaware of, such as legacy distinguished names.

Active Directory must be fully populated with a user object for each Exchange 5.5 mailbox (with
appropriate Exchange attributes filled out) before the first Exchange 2000 server, through upgrade
or addition, is installed in the company. The Exchange 2000 server has no direct access to the
Exchange 5.5 directory—the Windows 2000 Active Directory is the Exchange 2000 server’s
directory. Consequently, Active Directory must accurately reflect the information in the

Exchange 5.5 directory, and the two directories must remain synchronized.

The ADC creates and maintains the bond between an Exchange 5.5 mailbox and a user until the
last Exchange 5.5 server in the organization has been upgraded or decommissioned. Once the
organization has only Exchange 2000 Server, the ADC is no longer needed.
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There are four essential reasons for a company to install the Active Directory Connector:

e To leverage user information in the Exchange 5.5 directory and replicate the information to
Active Directory to avoid re-entering the data.

e To enable Exchange 2000 installation while coexisting with an Exchange 5.5 environment.

e To create an environment where both Active Directory and Exchange 5.5 directory can be
managed from one central place.

e To improve replication. In the Exchange 5.5 environment, Exchange server objects can only
be modified in the Exchange site in which the object was created. In contrast, the Active
Directory service allows any object modification on any server with a full replica of the
Windows 2000 site, dramatically increasing replication flexibility. When directory objects
change in Exchange Server 5.5, the entire object replicates throughout the organization,
because Exchange 5.5 supports only object—level replication. Active Directory employs a
per-property replication (the changed property replicates, not the entire object), reducing
replication time and replication conflict because modification of different attributes of the
same object can occur in two locations simultaneously.

If you do not have at least one of the above requirements, reconsider installing the ADC. Exchange
Server 5.5 can run without the ADC even when the domains and servers have been upgraded to
Windows 2000 and Active Directory.

Connection Agreements

Installing the ADC on a server only defines a service within Windows 2000 and Active Directory.
To establish a relationship between an existing Exchange site and Active Directory, configure a
connection agreement. The connection agreement holds information such as the server names to
contact for replication, object classes to replicate, target containers, and the replication schedule. It
is possible to define multiple connection agreements for a single instance of ADC. Each one of
these can go from Active Directory to a different Exchange site, or they can all go to the same
Exchange site.

There are two types of connection agreements that you can view in ADC:

e  User connection agreements replicate recipient objects and their data between the
Exchange 5.5 directory and Active Directory. ADC displays these connection agreements,
showing the direction and name of the connection agreement.

e Configuration connection agreements replicate configuration information, specific to
Exchange, between the Exchange 5.5 directory and Active Directory. These agreements help
Exchange 2000 to coexist with earlier versions of Exchange and Windows NT Server. ADC
displays these connection agreements showing the bridgehead servers they use.

Note The agreement for replicating configuration data is between Active Directory and
SRS rather than Active Directory and an Exchange 5.5 server. In the following figure, the
first connection agreement is the user connection agreement and the second is the
configuration connection agreement.
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Figure 5.4 User connection agreement and configuration connection agreement

User Connection Agreements

Only user connection agreements that replicate directory information (recipient objects and their
data) can be created with the ADC. Exchange 2000 creates configuration connection agreements
automatically. User connection agreements are installed, configured, and controlled by the
administrator.

A connection agreement defines the following:

Directories to be synchronized.

Windows 2000 Server synchronization objects.

Exchange 5.5 synchronization objects.

The direction in which synchronization takes place: one-way or two-way.
Method for deleting objects.
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e  Synchronization schedule, which directly affects server-processing load. It is important that
computers running the ADC have sufficient CPU and memory, and have high-bandwidth
connections (LAN speed). The default synchronization schedule is eight hours, but can be
adjusted for each connection agreement. For example, if you have multiple connection
agreements to one Exchange 5.5 site, you can set one schedule to once per week, and another
to once per day. For the initial ADC synchronization, you should set the connection
agreements to different schedules to control the amount of data passing through and over the
network.

e Advanced options, including:
e Attribute mapping
e New object creation
¢  Authenticating directories
e  Specifying which organizational units or containers to synchronize

To perform two-way replication to centrally manage all objects, define a connection agreement to
every Exchange site. This is to avoid directory triangulation problems. Because the ADC fully
integrates Active Directory with the Exchange 5.5 directory, if it were possible to ‘pull” Recipient
containers from any Exchange site and ‘push’ these objects to any other Exchange site, with
directory replication connectors deployed between the sites, it would cause a never-ending circular
replication. To prevent this from happening, a connection agreement that is enabled for writing to
the Exchange 5.5 directory can only interact with the objects in one Exchange site.

If you want to upload Exchange 5.5 directory data to Active Directory, configure a one-way
connection agreement from Exchange. Because the ADC will not need to write information back to
the Exchange 5.5 directory, recipient containers from multiple Exchange sites can be pulled
through a single agreement. This is useful when you have many old Exchange sites in the company
or when there is a distributed security model in place.

When defining a connection agreement to an Exchange site, the target directory bridgehead server
must be running Exchange 5.5 Service Pack 3 or later, even if defining a one-way connection
agreement. Other Exchange servers within the site are not required to run Exchange 5.5.

Synchronization is simplified if you synchronize the entire Exchange 5.5 site instead of
synchronizing individual recipient containers. Choosing the entire Exchange 5.5 site as the source
and target of the connection agreement on the Exchange Server, and the Active Directory domain
as the source and target on the Active Directory side of a two-way connection agreement
effectively synchronizes the Exchange 5.5 recipient container hierarchy with the organizational
unit hierarchy in Windows 2000. The organizational unit hierarchy or the location of individual
recipients created by the ADC in the Active Directory can be changed later.
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Configuration Connection Agreements

Regardless of the connection agreements created for the Windows 2000 ADC (if present), the
Exchange 2000 ADC creates a read-only configuration connection agreement that transfers bi-
directional configuration information. Although the configuration connection agreement cannot be
changed, the ADC writes changes to the appropriate directories.

When you install Exchange 2000 into an existing Exchange 5.5 organization, the first
configuration connection agreement created by the SRS is called

Config CA_AdministrativeGroupName_Exchange2000ServerName. The Exchange 2000 server
must be in an Exchange 5.5 organization before you can view the configuration connection
agreement. Although you can view the connection agreement in Active Directory Connector
Manager, you can modify only a few settings. After replication, all Exchange 5.5 sites appear in
Active Directory as administrative groups, and conversely, Exchange 2000 administration groups
are represented in Exchange 5.5 as sites. This allows you to manage these objects from either side
of the connection agreement. Although you can manage users in either Exchange 2000 or
Exchange 5.5 using Active Directory Users and Computers, manage other objects (for example,
mailboxes) in the administrator interface for the version of Exchange that contains the object.

Configuration connection agreements have a few attributes you can manipulate from the Active
Directory Connector Manager, including:

o MsExchReplicateNow A Boolean value. If True, the ADC performs a replication cycle
immediately for the connection agreement. Because this flag exists within the configuration
naming context that is replicated around the forest, it is possible to set this value remotely. To
set this from the Active Directory Connector Manager, right-click the configuration
connection agreement and select Replicate Now.

o  MsExchDoFullReplication A Boolean value. If True, the two directories are refreshed. To
set this from the Active Directory Connector Manager, right-click the configuration
connection agreement and select Properties, click the Schedule tab, and then select the
Replicate the entire directory the next time the agreement is run check box.

In addition, configuration connection agreements have a number of attributes you can view by
using a tool such as LDP.exe:

o msExchServerlHighestUSN The highest update sequence number found in the
Active Directory. It is not recommended that you alter this attribute.

o  msExchServer2HighestUSN The highest update sequence number found in the Exchange
directory. It is not recommended that you alter this attribute.

e USNChanged The update sequence number assigned to the connection agreement object at
last update. This attribute cannot be changed.

For more information about LDP.exe, see “ADC Object Matching” later in this chapter.
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Creating Initial Connection Agreements

To retain the same container structure in Active Directory that you have in Exchange 5.5, create a
single connection agreement for each domain, consolidating all Exchange containers into a single
ADC-managed organizational unit in Active Directory. Once the objects replicate, use

Active Directory Users and Computers to move those objects to the correct organizational unit.
The ADC retains the relationship between the two objects through the object-GUID match, even
though they have been moved.

Create one connection agreement for each Windows 2000 domain. Each connection agreement
targets one Exchange 5.5 server in the Exchange site for that domain as a bridgehead server.
Initially, you can deploy these connection agreements as one-way only, from the Exchange 5.5
directory to Active Directory, so that replication traffic is easily monitored, and object-attribute
fidelity can be verified.

ADC Operation

When the connection agreement for the ADC is initially executed, the stored update sequence
number of the target server is set to 0, and the ADC assumes that this is the first time the
agreement has been run. In addition, each connection agreement has its own signature, computed
when you configure the connection agreement. Active Directory objects replicated into the
Exchange 5.5 directory will have the signature of the earlier Exchange 5.5 bridgehead server,
although the replication-signature attribute of the object will match the connection agreement’s
computed value.

When an Active Directory object replicates into the Exchange 5.5 directory, the Object-Version
attribute will either be set to 1 if it is a new object or will be incremented by 1 if a modification is
taking place. Before the LDAP write is made, the current value of Object-Version (if it exists) is
read, incremented by 1, and written into the Replicated-Object-Version attribute on the Exchange
directory object. If the ADC has just modified an object, both Object-Version and Replicated-
Object-Version attribute are the same.

To detect changes in the Exchange 5.5 directory, an LDAP search of the Exchange 5.5 directory is
performed with a request for objects that have an update sequence number between the value on
the connection agreement (based on the last objects updated using the connection agreement) and
the highest value in the Exchange directory. The search also returns tombstone objects.

Note Tombstone entries are kept for 30 days (by default) before being deleted to leave
enough time for them to be replicated throughout the company. Because deletions are changes
on the local directory, they must replicate to all other Exchange 5.5 servers.

Additionally, a filter is set for the LDAP search to not request objects unless the Object-Version
attribute is greater than the Replicated-Object-Version. This prevents the ADC from replicating
objects originally sent to the Exchange directory back to Active Directory.
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Active Directory uses attribute-based replication, unlike the Exchange directory, which uses
object-based replication. To detect changes in Active Directory for replication to the Exchange
environment, the connection agreement uses a combination of Active Directory update sequence
numbers and the sum of attribute versions on the Active Directory object.

ADC Object Matching

Exchange 5.5 recipient objects become native Windows 2000 objects in the Active Directory
domain container. The following list describes how objects in Exchange 5.5 and
Windows NT Server 4.0 correspond to Active Directory objects by default:

e Exchange 5.5 Mailbox with a Windows NT 4.0 account An Exchange 5.5 mailbox matches a
mail-enabled disabled Windows user in Active Directory.

e Exchange 5.5 Mailbox with a Windows 2000 account An Exchange 5.5 mailbox matches a
mailbox-enabled user in Active Directory; Mailbox-enabled users are security principals in
Active Directory who can send and receive messages.

o The msExchHomeServerName This attribute contains the server name where the user sends
and receives messages. Implicitly, this user type also has an SMTP address. The Active
Directory object has its legacyExchangeDN attribute set to the distinguished name of the
object in the Exchange Directory. All attributes from the two objects, such as telephone
number, postal address, and so on, merge and populate to both directory objects.

¢ Exchange 5.5 distribution list An Active Directory mail-enabled group (type: distribution,
scope: universal). Because the distribution list object may appear in Active Directory before
the membership objects exist, these orphaned members will be binary encoded and written
into the unmergedAtts attribute in the corresponding group entry. This ensures that
membership changes to the Active Directory group object successfully replicate back to the
Exchange directory if two-way connection agreements are in place. The objects listed in
unmergedAtts are removed after these objects replicate. Windows 2000 uses groups to reduce
the number of objects that require direct administration. Users are placed into groups, which
can be further consolidated into other groups, allowing bulk administration. Exchange 2000
Server uses this concept of bulk administration and permission granting, but it also expands
the use of groups by using them as distribution lists to which messages can be sent. Because
Windows Groups are primarily used for security purposes (for example, to give a group
permission to a file share or public folder), the Exchange distribution list becomes a new
object class in Active Directory called Distribution-List. Active Directory supports two types
of groups: security groups and distribution groups. Each of these can be scoped to domain
local, global, or universal, and mail-enabled.

s Exchange 5.5 custom recipient A mail-enabled contact in Active Directory, that is, a contact
with an e-mail address and (optionally) information that allows Exchange to properly route the
mail. The Active Directory entry has only an SMTP address. An Exchange 5.5 custom
recipient is typically a recipient using Lotus cc:Mail, Lotus Notes, or Microsoft Mail.
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Table 5.6 shows Active Directory objects and the corresponding Exchange directory service
objects.

Table 5.6 Matches between Active Directory and Exchange 5.5 objects

AotiveDirctary O ~ Exhange DiretorySerice Obect(inthe Target Cantin
Mailbox-enabled user Mailbox

Mail-enabled contact Custom recipient

Mail-enabled user Custom recipient

Mail-enabled group (type: distribution) Distribution list

Mail-enabled group (type: security) Distribution list

Note Active Directory objects that are not mail-enabled are not replicated back to the
Exchange 5.5 server.

If at any point the ADC attempts to create an object already in the target directory, a numeric value
prefixed with a hyphen appends to the common name of the object. The prefix ranges from -1 to —
9999. This conflict resolution logic applies, in both directions, to objects in the Exchange directory
or Active Directory. If the ADC finds that it’s going to create a conflict with an existing object, it
adds the -n to the end of the relative distinguished name of the new object to ensure it is unique.

ADC uses the set of target containers on the connection agreement to replicate directory objects
that do not automatically map between the two directories. Configurable options for mapping
objects include:

e Mailbox-enable an existing Windows 2000 user account.

e  Mail-enable an existing Windows 2000 user account.

e Create a contact in the Windows 2000 container (mail-enabled or mail-disabled).
e Do not create any object.

By default, the ADC uses its own rules for matching attributes between the two directories. For
example, the Department attribute in the Exchange directory is automatically matched to the
Department attribute in Active Directory. Matching rules for all connection agreements reside in
the default ADC policy object for the ADC in a field called msExchServerXSchemaMap, where X
equals 1 for Active Directory-to-Exchange matches, and 2 for Exchange-to-Active Directory
matches. You can view these rules by right clicking on Active Directory Connector
"Management in the Active Directory Connector Manager and choosing Properties. In some
cases, it is desirable to change these rules. For example, you can match the Exchange Custom-
Attribute-3 attribute (called Extension-Attribute-3 in LDAP) to the Active Directory employeelD
attribute.
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Matching can be done with a tool such as LDP, in binary mode, or through Active Directory
Connector Manager. The LDP tool resides in the \Support\Tools subdirectory of the

Windows 2000 Server installation CD. LDP, a graphical tool, enables LDAP operations, such as
search, modify, add, and delete, in any LDAP-compatible directory. Administrators can use LDP
to view objects stored in Active Directory, and object metadata.

Warning The rules format for matching attributes is very specific. You can use LDP to view
attributes. However, without Administrator permissions, you may not be able to see all of the
attributes of a particular object. For more information about LDP, see the Ldp.doc file in the

\Support\Tools subdirectory of the Windows 2000 Server installation CD.

ADC Replication

Synchronous RPC is used for replication of the domain-naming context within a domain. When
replicating data between two different systems, the data format and restrictions may be different.
For example, the Active Directory supports UTF8 character format in the object name, but the
corresponding distinguished name entry in the Exchange directory only supports teletext
characters. Because the Active Directory schema contains formal definitions of every object class
and its attributes, the ADC works out the restrictions imposed by the target directory and performs
the necessary conversion. Schema conversion accommodates data discrepancies between the
directories:

e Data format and presentation

¢  Field-length restrictions

e Mandatory and optional attribute mapping

e Single to multi-valued field mappings (and vice versa)

Replication network traffic from the Exchange 5.5 directory to Active Directory is approximately
linear, about 140 KB to bind the directories, plus 14 KB per changed object. Table 5.7 gives some
approximate results for the number of network frames and total network traffic sent from
Exchange 5.5 to the ADC for different replications. (A frame is data that is transmitted between
network points as a unit, complete with addressing and protocol information.)

Table 5.7 Network traffic for one-way replication

Numberof 0bje¢ts Replicated from Exchange 5.5 or SRS to:ADc’ﬁ . NetworkTraffic

None 16 frames/3 KB
One 24 frames/8 KB
Two 27 frames/10 KB

Three 30 frames/12 KB
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ADC Installation Location

For the best performance, install the Active Directory Connector on a member server in the
Windows 2000 domain. Keep the replication schedule in mind, because the ADC can consume a
lot of processor time when configured with multiple connection agreements. If you intend to install
the ADC on a domain controller or global catalog, ensure that the server hardware can
accommodate the extra processing load.

You should usually configure the connection agreement between a Windows 2000 global catalog
server and the Exchange 5.5 server, or deploy the ADC in close network proximity to a global
catalog in the same Windows 2000 site. In a multiple domain environment, you should have a
global catalog server as the endpoint of every connection agreement, and have all global catalog
servers for all domains within the same Windows 2000 site. If your Active Directory only consists
of a single domain, there is no real difference between the objects and attributes held on the global
catalog or a domain controller.

Multiple instances of ADC can be deployed in large installations, although you should configure
the connection agreements so that different sets of objects are replicated by each connection
agreement. Generally, multiple instances of ADC should not be deployed for fault tolerance,
although you can reduce the risk of downtime by having more than one server running ADC. Note
that although the connection agreements are defined and executed on the server running ADC, the
source and target directories may reside on other computers.

Use directory replication bridgehead servers to facilitate Exchange 5.5 Server directory replication
between Exchange sites. Where possible, use the same servers for ADC connection agreements.
Ideally, these servers should be the last that you migrate to Exchange 2000.

In environments with multiple Active Directory domains, you should either point a separate
connection agreement at an appropriate domain controller for each of the other Active Directory
domains, or you should install ADC and the appropriate connection agreements on a separate
server for each domain that you need to replicate with the Exchange 5.5 directory. Base your
decision on load and network capabilities. For example, the ADC uses LDAP and RPC to
communicate to the Exchange 5.5 directory, which requires direct Internet Protocol (IP)
connectivity. Sometimes these protocols are blocked by a firewall, or the network transport may be
incapable of supporting them. In such cases, install ADC on a server in each domain; the
replication of Active Directory data between domains can take place over transports such as
SMTP.

If possible, place the server with ADC on the same subnet as the Exchange 5.5 Server and Active
Directory bridgehead servers.
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Questions to Ask Before ADC Deployment
Do you want to manage all objects from the Active Directory?

The ADC enables you to use Active Directory Users and Computers to administer Exchange 5.5
mailboxes and Active Directory users. If this is a requirement, you need to deploy each connection
agreement so that each agreement can write to the Exchange 5.5 directory. As the ADC replicates
objects from the Exchange 5.5 directory to Active Directory, it must write various attributes into
each Exchange object that it touches. Because of this, there is a one-time network performance hit
when each Exchange object in the site is initially re-replicated within the native environment. In
very large Exchange systems, this volume of changes can cause directory and network traffic
problems. To reduce this risk, you can stagger the deployment of connection agreements.

If you can use the Exchange Administrator program to manage the environment of your earlier
version of Exchange during the migration, most, if not all, connection agreements can be defined
as One-way to Active Directory. In addition, you can deploy a single one-way agreement to one
Exchange site, and acquire information from that point, instead of defining an agreement to each
site.

How many Active Directory domains are you planning to have?

Unlike earlier versions of Exchange, Active Directory does not tie the namespace with the
directory replication model. For example, when deploying Exchange 5.5, a company may need to
seamlessly move users between Exchange servers. To meet this requirement, many create wide
Exchange sites that span low-bandwidth networks. As the Exchange site forces the directory
replication (and messaging) model to use RPC over slow network connections, additional
management and administrative challenges occur.

Although Active Directory is far more flexible in terms of namespace and the replication model,
Windows 2000 requires that domain-naming context replication (within the domain) occurs over
synchronous RPC. In some environments, this may result in many small domains.

Another consideration for the ADC deployment is the number of servers running ADC that are
required to replicate the data. Although an ADC can have connection agreements for multiple
Active Directory domains, the protocol used between the ADC Server and Exchange 5.5 directory
is mainly LDAP with a few RPC requests (RPC is for writing to the Exchange directory), and both
require direct IP connectivity.

Will you upgrade your master accounts domain before deploying the ADC?

Each Exchange mailbox is matched to a primary Windows NT account. If the account's domain
has been upgraded to Windows 2000 before the ADC is deployed, then you do not need to merge
objects that exist in Active Directory with objects from the upgraded account domain.
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If a domain has not been upgraded to Windows 2000, ADC creates new security principals to
represent the users as mailboxes in the Windows NT 4.0 domain. ADC stamps the security
descriptor so that the Windows NT 4.0 users can still access their mail. When the Windows NT 4.0
domain is upgraded, run Active Directory Account Cleanup Wizard to merge the ADC created
objects with the upgraded Windows 2000 user accounts. Mailboxes are inaccessible to those
accounts until this cleanup is done. The wizard is installed in the Exchsvr\Bin directory if you
select the Microsoft Exchange System Management Tools option during Exchange installation,
and is available from the Windows 2000 Start menu.

Assume that an existing Exchange 5.5 site has mailboxes that match primary Windows NT
accounts in a domain containing only Windows NT Server 4.0. If a connection agreement is
defined for the domain controller, ADC creates a mail-enabled disabled Windows user in Active
Directory for the Exchange 5.5 mailbox. You can prevent the ADC from creating an object if a
match cannot be established between the Exchange 5.5 directory object and the Windows 2000
Active Directory. When you upgrade the Windows NT 4.0 domain to Windows 2000, you must
run the Active Directory Account Cleanup Wizard to merge these ADC objects with the new
Windows 2000 user accounts.

How have you defined your container structure in the existing Exchange system?

By default, an Exchange 5.5 site has only the Recipients container defined. Some companies create
other containers for different types of objects. It is uncommon for companies to have containers for
each business unit, but special containers for holding different object classes, such as distribution
lists and custom recipients, are not unusual. You may need to create multiple connection
agreements to the same Exchange site.

For example, assume that an Exchange site has three containers: Recipients, distribution lists, and
External. To replicate all objects from these containers to a single ADC-managed organization unit
in Active Directory, create one connection agreement. However, if a similar organizational unit
structure is proposed for Active Directory, define three connection agreements from the ADC
Server to the Exchange site—one for each target container.

Preparing to Deploy the ADC
Exchange 5.5 Directory Preparation

For a smooth migration, clean up anomalous objects in the Exchange 5.5 directory before the first
ADC replication. An anomalous object is defined as an Exchange 5.5 mailbox whose
mailNickname attribute (Exchange 5.5 alias) does not match the loginID attribute of the primary
Windows security account associated with it in the same domain.

These mailbox objects or resource mailboxes are usually associated with a resource, such as a
conference room, managed by several people over time. In other words, an Exchange 5.5 resource
mailbox object with the mailNickname X may have its primary Windows user attribute set as
Windows user loginID Y. However, the Windows user Y also has an Exchange 5.5 personal
mailbox called Y, resulting in two Exchange 5.5 directory objects with the same primary Windows
security principal.
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In the Exchange 2000 and Windows 2000 environments, each mailbox can have only one primary
Windows user account in the same domain associated with it. In the Exchange 5.5 environment
this one-to-one association is not strictly enforced. In fact, the Exchange 5.5 mailbox is not
required to have any association with a security principal, and it is possible for two or more to own
the same Exchange 5.5 mailbox.

For example, Microsoft conference rooms have mailboxes, but the mailbox owner changes
frequently. To illustrate, assume an e-mail name (and Exchange 5.5 mailbox name) is BldgZConf1
in the Exchange 5.5 global address list (e-mail address BldgZconf1 @microsoft.com). BldgZconf1
is associated with the Windows user account of an employee named Susan. Mail sent to reserve the
conference room goes to Susan, who is currently associated with mailbox BldgZconfl. However,
Susan also has her own mailbox.

If a mismatch is not cleaned up before the first ADC replication, the ADC can link the wrong
primary Windows security principal to the mailbox. In the example, if the ADC were to encounter
Susan’s conference room mailbox first (Windows security principal), it would link the BldgZconfl
mailbox to Susan as the primary owner. Meanwhile, as the ADC attempts to match Susan’s
Exchange 5.5 mailbox to the user object (Susan), it finds that it is already linked to the

Exchange 5.5 mailbox object BldgZconfl. Susan then has no access to her personal mailbox,
because she is no longer the primary owner (she is listed as primary for the BldgZconf1 mailbox,
and there must be a one-to-one correspondence). In addition, queries to the GAL for Susan’s
address and other information show the conference room’s address, phone, and other information
as Susan’s personal information.

The same resource mailbox functionality can be achieved in the Windows 2000 and

Exchange 2000 environment through the creation of disabled security principals (with no logon
rights—for security purposes) in Active Directory, linked to each resource mailbox. When needed,
include a number of different Windows security principals as secondary, or alternate, users of that
account’s mailbox, using the Advanced View tab of the Active Directory Users and Computers
console. To create a simpler migration path, clean up the Exchange 5.5 directory in this way before
first ADC replication.

Server and System Preparation

If possible, deploy two servers capable of supporting ADC. They should be brought online as
member servers in the Windows 2000 domain. One acts as the main system, fulfilling the daily
requirements of the ADC, while the other acts as a backup, providing redundant functionality in
the event of a system failure. In the event of failure, the backup system goes online when the
primary system becomes unavailable, maintaining ADC functionality until the primary system is
repaired or rebuilt to act as the backup to the current system.

Accounts Preparation

The Windows account administrators can freeze changes to the Exchange 5.5 directory, during
deployment, and alert the Accounts Group owners. This prevents ADC modification conflicts by
the Exchange Administrator program and by Active Directory. However, a freeze may not be
possible. Therefore, good communication between Windows account administrators and Exchange
administrators is key to a successful installation.
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Contingency Plan Preparation

In the event of a problem caused by ADC, perform the following incremental steps to get back to a
known working state:

e Turn off the connection agreement.
e  If this does not fix the problem, shut down the ADC service.

e If you have corrupt data, remove the organizational unit where the data was stored, and
perform a restore from a tape with a known good state.

e Asalastresort, use the Windows 2000 LDP tool to edit data in Active Directory. For more
information about using LDP, see “ADC Object Matching” earlier in this chapter.

Exchange Organization Preparation

Perform the following steps before running Exchange 2000 Setup to prepare Active Directory for
mixed-mode environment during migration:

e Extend the Active Directory schema with schema and display specifiers.
e  Create groups.
e Delegate authority.

e Delegate predefined domain level permissions to specific Exchange 2000 processes, such as
Recipient Update Service.

e  Perform explicit access control list (ACL) modifications to prevent current domain and
enterprise administrators from obtaining Exchange 2000 administrator permissions through
inheritance.

This last step ensures that the new administrative structure can be created during migration.

To accomplish these steps in an environment with Active Directory, Exchange 5.5, and Windows
domain administrators have differing permissions, you must use two setup utilities, ForestPrep and
DomainPrep. ForestPrep is run once per forest to extend the Active Directory schema, nominate
the Exchange 2000 administrators, create the Exchange 2000 organization object in the
configuration naming context, and set up the permissions structures. DomainPrep is run once per
domain to create the public folder proxy container and set permissions within the domain. You do
not need to run DomainPrep in a domain until you are ready to install Exchange 2000. DomainPrep
must be run in all domains where you install Exchange 2000 and in all domains that contain
recipient objects, such as mailboxes or distribution lists.

ForestPrep and DomainPrep prepare an organization for Exchange 2000 Server installation by
distinguishing the parts of setup that require high-level network permissions from those that only
need Exchange administrator permissions. You do not need to run ForestPrep and DomainPrep if
all the following conditions are met:

e All Exchange 2000 servers will be in a single domain.
e The domain contains the schema master.
e All Exchange users are in the domain.

e The account installing Exchange 2000 has Enterprise Admins and Schema Admins
permissions.
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To run ForestPrep, gather the following information and perform the following tasks:
e Know what account will be the Exchange 2000 Administrator account.

o Know whether this is going to be a new Exchange 2000 organization or a connection to an
existing Exchange 5.5 organization.

e Know what you will name the organization if it is new.

e Know the name of the existing Exchange 5.5 server and the Exchange 5.5 service account
password, if you are joining an existing Exchange 5.5 organization.

e  Run ForestPrep in the same domain as the Schema Master.

o  Run ForestPrep from an account with Windows 2000 Enterprise Admins and Schema Admins
permissions.

e If you are joining an existing Exchange 5.5 organization, run ForestPrep from an account that
has at least View-Only Administrative permissions on the Exchange 5.5 site and configuration
container.

If you are joining an existing Exchange 5.5 organization, install Exchange Server 5.5 Service
Pack 3 and the Active Directory Connector that shipped with Exchange 2000 before you run
ForestPrep. The Active Directory Connector that shipped with Windows 2000 is insufficient.

ForestPrep nominates the first full Exchange 2000 administrator account. This account assigns
delegated Exchange administrative rights to other new Exchange administrator accounts using the
Exchange Administration Delegation Wizard. When ForestPrep and DomainPrep have finished,
this account will be equivalent to an organizational-level Exchange full administrator. Once this
account has been added to the local Administrators group, it can install the first instance of
Exchange 2000 (without belonging to Enterprise, Schema, or Domain Admins security groups).
This account can also delegate various Exchange 2000 administration roles to other users or
groups, by using the Exchange Administration Delegation Wizard. ForestPrep will:

o Extend the Active Directory schema to include Exchange-specific information. This affects
the entire forest and typically takes about a half hour. If the forest is large, it may take
considerably longer to replicate changes to every domain and domain controller.

o Prompt for and create the Exchange organization name and object in Active Directory. After
you run ForestPrep and then run DomainPrep in each domain where Exchange is to be
installed, Exchange 2000 Setup queries Active Directory for configuration information. This
simplifies the deployment of Exchange throughout the forest.

e  Assign Exchange Full Administrator permissions for the account that you specify. This
account has the authority to install Exchange throughout the forest. After the first installation
of Exchange 2000, use this account to run the Exchange Administration Delegation Wizard,
which configures Exchange-specific roles for administrators throughout the forest.

To run ForestPrep
1. Insert the Exchange 2000 Server compact disc into your CD-ROM drive.

2. On the Start menu, click Run and type E:\setup\i386\setup /ForestPrep, if E is your
CD-ROM drive. Spell ForestPrep correctly (it is not case-sensitive). Otherwise, setup runs and
ForestPrep will not.
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DomainPrep is run in every domain with recipients and in every domain where Exchange 2000
will go. In the latter case, run DomainPrep after ForestPrep, and after replication occurs, in every
domain where an Exchange 2000 server is going to be installed. It takes about 15 to 20 minutes for
a parent and child forest in a single Windows 2000 site, but can take longer with grandchild
domains or domains in different Windows 2000 sites. You can check replication progress with the
Replication Monitor tool in Windows 2000.

Run DomainPrep in each domain where you want to install Exchange 2000, including the same
domain where you ran ForestPrep. DomainPrep can be run from any server in that domain. You
must also run it in domains where Exchange 2000 is not installed, but where you want
Exchange 2000 mail-enabled users for whom you want to create a Recipient Update Service.

DomainPrep creates the necessary global groups for Exchange administration and directory service
to Active Directory. The account for this utility must have Domain Admins and local
Administrator permissions in each of the domains to which the ADC will connect. Exchange 2000
and Exchange 5.5 Administrator permissions are not required to run DomainPrep.

DomainPrep will:

e Create two new domain groups: the global security group, Exchange Domain Servers
(formerly known as Domain EXServers), and the domain local security group, Exchange
Enterprise Servers (formerly known as All Exchange Servers).

e Exchange Domain Servers contains the computer accounts of all the Exchange 2000
servers in the domain and is needed for Recipient Update Service.

e Exchange Enterprise Servers contains the Exchange Domain Servers groups from all the
domains running Exchange (or where DomainPrep has run or where there is an active
Recipient Update Service).

e Create the public folder proxy container.

e  Grant appropriate permissions for Exchange 2000 Administrators and Exchange Servers on
these objects.

To run DomainPrep
1. Insert the Exchange 2000 compact disc into your CD-ROM drive.

2. On the Start menu, click Run and type E:\setup\i386\setup /DomainPrep, where E is your
CD-ROM drive. Spell DomainPrep correctly (it is not case-sensitive). Otherwise, Setup runs
but DomainPrep does not.
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Minimum Requirements for Installing the ADC

Install the ADC on a Windows 2000 member server, meeting or exceeding the minimum
requirements for an Exchange 2000 server. They are:

Intel Pentium 133-MHz or faster processor

128 MB of RAM (256 MB recommended)

Microsoft Windows 2000 Server operating system

At least 500 MB of available disk space for Exchange 2000 on the installation drive
At least 200 MB of available disk space on the system drive

Page file set to a minimum of twice the amount of system RAM (recommended)
VGA -resolution monitor, or higher

A CD-ROM drive

In addition, the following requirements must be met:

The Windows account used for ADC installation is ot an Exchange 5.5 service account.
The Windows account used for installation is logged in to the same domain as the server.

The Windows account used for installation has access to the global catalog (must be a member
of the Schema Admins Security Group). :

The Windows account used for installation has Domain Administrator rights for each domain
the ADC will connect to (member of the Domain Admins security group) and for the member
server on which the ADC is installed.

The ADC service account specified during Setup is a member of the Enterprise Admins or
root Domain Admins group. This successfully updates user information in all necessary
domains.

Windows 2000 and DNS services are deployed in accordance with Windows 2000
documentation. Accurate execution of DNS or dynamic DNS services in the Windows 2000
environment is critical to ADC (and Exchange 2000) functionality.

The ADC-target Exchange 5.5 server has Service Pack 3 installed.

Note Separate servers into dedicated service roles for manageability and reliability. Services,
such as SMTP, located on the same server with ADC will present additional configuration
complexity.
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Monitoring the ADC

The ADC records several categories of events in the event log’s application section. You can
change logging levels and select logging categories for ADC. Each logging category provides
informational, warning, and error messages.

To configure diagnostic logging

1. Inthe Active Directory Connector Manager MMC, right-click Active Directory Connector,
and then click Properties.

2. On the Diagnostics Logging tab, under Category, select the category to log, and then select a
Category Logging Level.

The following table shows some of the ADC event categories.
Table 5.8 ADC events that can be logged

;"C,at,égo:ry i maenn |hsk;t‘an"césyokav¢|its‘ Messages s
Replication Shows events that occurred during replication.
Account Shows events that occurred while attempting to write or delete an object.
management
Attribute mapping Shows messages indicating events that occurred while matching attributes between
Active Directory and the Exchange directory.
Service Controller Shows events that occurred while the service is started or stopped.
LDAP operations Shows events that occurred while accessing the directory using LDAP.

Because the log files are not deleted by default, you can leave the logging level set to None (the
default) unless you are actively troubleshooting an issue and need to monitor events. The following
table summarizes the most important application event identifiers (IDs) monitored.

Table 5.9 Important ADC event IDs

Active Directory Verify that the ADC account
Connector could not | has permission to read the
load mapping table. | connection agreements and all
of their attributes.

Could not load mapping table.

8113 The service could not be initialized | Active Directory Check the file version and
because the necessary file X could | Connector service verify that its location is in an
not be found. Make sure that the initialization failure: | executable path.
operating system was installed missing file.

propetly.
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Table 5.9 Important ADC event IDs (continued)

agreement is down.

8114 The service could not be initialized | Active Directory Check the file version and
because the necessary entry point X | Connector service verify that its location is in an
could not be found in the file Y. initialization failure: | executable path.

Make sure that the operating system | entry point could not
was installed properly. be found.

8141 The operating system has run out of | Active Directory Other applications running on
resources. The connection Connector the system share resources.
agreement will shut down and then | connection This is a Windows-level error
restart. If this problem persists, try agreement shutdown | that indicates a shortage of
restarting the ADC or the server. and restarted. resources for all applications.

To reduce the load on
resources, restrict unnecessary
applications from running on
the server.

8142 Active Directory Connector Restart the service. Verify that
unexpected exception. there is enough disk space and

memory.

8143 Active Directory Connector out of Increase the swap file size,
memory exception. close some other applications,

or restart the service.

8144 Exception X was raised at address Active Directory Restart the service. Verify that
Y. Connector there is enough disk space and

exception. memory.

8204 Error loading import rules Active Directory
Connector error
loading import rules.

8223 ADC cannot replicate X because too | Active Directory

many of its attributes conflict with Connector unable to
other objects. replicate.

8002 The service was stopped. Active Directory The Service Control Manager
Connector service has returned this request. The
stopped. service was shutdown

successfully. This message
requires no action and is
informational only.

8026 Connection is down. The domain
controller with the
connection
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Deployment Tips

¢  Allow sufficient time after you run ForestPrep, DomainPrep, and ADC installation for
complete replication of Active Directory changes throughout the environment. When ADC
first runs, the ADC replicates every object not in Active Directory. All those objects then
replicate to every domain controller and global catalog in the Exchange organization. This
may take some time, especially in larger environments. After the first peak of replication
traffic, only ongoing incremental changes are replicated, until the last Exchange 5.5 server is
removed or upgraded.

e Because the ADC never really finishes during the migration (it continuously keeps the two
directories synchronized), consider installing the ADC, SRS, and Recipient Update Service on
a dedicated Windows 2000 member server for ease of management and increased availability.

e Understand the security implications of groups. Because Active Directory groups are used for
both access control and distribution lists, be sure to prevent modifications to group
membership (when the ADC maps Exchange 5.5 distribution lists to Active Directory groups)
that compromises system security.

e  Understand the differences between connection agreement directions. For example, the results
of two one-way connection agreements may differ from the results of one two—way
connection agreement. Carefully configure the From Windows and From Exchange tabs of
Active Directory Connector Manager, and the source and target containers. For the desired
results, match both the correct containers and the direction of information flow.
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A good deployment strategy saves time, money and frustration. Use this chapter to examine the
issues involved in developing a deployment strategy before you begin.

Every company requires a different approach to upgrades, migration, and deployment. The
discussion in this chapter can help you decide which approach you should take to achieve your
goals with the least disruption, at the lowest cost. Although this chapter doesn’t include details
about costs, effective planning can prevent the need to revisit and re-engineer at a later date—
which keeps your costs down.

To help you build a highly effective Microsoft Exchange 2000 infrastructure for routing and
managing e-mail messages, this chapter focuses on high-level planning issues. It does not provide
detailed procedures describing how to perform tasks such as upgrading different types of
connectors.

In This Chapter
Deployment Roadmap
Preparing to Deploy
Populating User Accounts in Active Directory
Upgrading Windows NT Server to Windows 2000 Server
Upgrading Exchange Mailboxes

Scenarios

Deployment Roadmap

Most of this chapter discusses the deployment of Exchange 2000 in an existing Exchange 5.5
organization. Many of the considerations for this situation do not apply if you are deploying
Exchange for the first time. You can concentrate solely on issues such as whether your design
should be centralized or distributed, how many users to support per server, and how large you can
allow databases to grow.
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New Exchange 2000 Organization

If you are creating a new Exchange 2000 organization, the information in the rest of this chapter
can still be useful, especially if your design is complicated by either of the following factors:

e  The existence (planned or real) of multiple forests in your organization.

e The need to merge an Exchange 5.5 organization into the Exchange 2000 network at some
point in the future.

Because Exchange 2000 is not restricted by Exchange 5.5 site topology, you can.deploy servers in
any order, and in almost any design. You can easily modify the topology to fit changing
circumstances.

The key planning issue that is new for Exchange 2000 regards effective integration with Active
Directory; for example, ensuring correct placement and availability of global catalog servers.

Existing Exchange Organization

Upgrading to Exchange 2000 usually involves four distinct phases, as outlined in Table 6.1. Each
phase requires planning and is described in detail later in this chapter.

Note Three concepts in Table 6.1 are discussed in “Upgrading Exchange Mailboxes,” later in
this chapter. The in-place upgrade method involves performing an upgrade on a single
functioning Exchange 5.5 server. The move mailbox upgrade method involves moving
mailboxes from an Exchange 5.5 server to an Exchange 2000 server. The leapfrog upgrade
method involves using the move mailbox upgrade method in a specific sequence.

Table 6.1 Deployment roadmap

| Avallable Methods

Phase

Preparation Run ForestPrep and DomainPrep.

Populate Active Directory Perform in-place domain upgrade, followed by running ADC
(Active Directory Connector).

Run ADC, upgrade later and run Active Directory Cleanup
Wizard.

Run ADC, clone user accounts later by using Active Directory
Migration Tool.

Run Active Directory Migration Tool with SIDHistory, and then
run ADC.

Run Active Directory Migration Tool without SIDHistory,
recreate Access Control Lists (ACLs), and then run ADC.
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Table 6.1 Deployment roadmap (continued)

Phase Available Methods

Upgrade the operating Upgrade existing resource domain (in which Exchange is running)
system for Exchange servers | to Windows 2000 and connect to existing forest.
to Microsoft Windows 2000

Server Do not upgrade if computers running Exchange 5.5 will be retired

or recycled.

Upgrade existing servers and move them to a new Windows 2000
domain.

Upgrade or migrate existing | In-place upgrade.

Exchange mailboxes .
g Move mailboxes to new or upgraded servers.

Perform leapfrog upgrade method.

With this roadmap, each deployment phase can be planned largely in isolation from the others.
Note that the different phases are dependent on each other, and that the overall system architect
should have a good grasp of the interdependencies. Separate teams can be assembled to plan the
different stages. These deployment teams can make the best use of specialized skills that exist and
compensate for skill gaps within the organization.

After initial deployment decisions have been made, it should be necessary to concentrate on only
one stage at a time. This streamlines the overall planning and design process.

]
Preparing to Deploy
The first phase of the Exchange upgrade is small but important for the Active Directory

administrator.

Although it isn’t necessary to perform this phase separately for technical reasons, you may want to
separate it based on your administrator constraints.

Two processes need to be complete before Exchange 2000 can be installed on a server in the
forest:

e The Active Directory schema must be updated.
e Appropriate permissions must be assigned.

Exchange 2000 Setup is designed to allow these two processes to be executed separately from the
installation or upgrade of a server. Run ForestPrep to apply schema changes and run DomainPrep
to set appropriate permissions. For more information, see Microsoft Exchange 2000 Server
Planning & Installation.
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Deciding Whether to Install ADC First or Run ForestPrep

As you prepare for a system deployment, you can install ADC either before or after you run
ForestPrep. Depending on whether you are installing a new Exchange organization or joining an
existing Exchange 5.5 organization, ForestPrep presents different options.

If you are installing Exchange 2000 for the first time, complete the following steps in the order
given:

To install Exchange for the first time
1. Run ForestPrep.

2. Run DomainPrep.

3. Install Exchange 2000.

If you are upgrading an existing Exchange 5.5 organization, you must specify this when you run
ForestPrep. Though it is not necessary to configure connection agreements before you run
ForestPrep, ADC must be installed.

To upgrade an existing Exchange 5.5 organization
1. Install ADC.

2. Run ForestPrep. Choose to join an existing Exchange 5.5 organization. ForestPrep then
contacts the Exchange 5.5 directory that you specify and builds a root Exchange 2000
organization in Active Directory.

3. Run DomainPrep.

4. Run Exchange 2000 Setup either to upgrade an existing Exchange 5.5 server, or to add a new
Exchange 2000 server to an existing Exchange 5.5 site.

Completing the preceding steps causes the following to occur:

e After you install ADC, a number of schema changes are made and replicated to all domain
controllers in the forest. In addition, because the partial attribute set is changed, all global
catalog servers replicate partial replicas from other domains. Several additions to the
configuration naming context also replicate to all domain controllers in the forest.

e  After you run ForestPrep, more schema changes are made and replicated to all domain
controllers in the forest. The partial attribute set does not change, so global catalogs do not
replicate again. Some additions are made to the configuration naming context and these
additions are also replicated to all domain controllers.

e  After you run DomainPrep, small changes are made, primarily to the local domain naming
context. These changes are replicated to all domain controllers in the local domain.

e  After you run Setup, when the first Exchange 2000 server is installed, a configuration
connection agreement is created and information about the Exchange 5.5 network is written to
the configuration naming context. This is replicated to all domain controllers in the forest.
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In addition, before anyone can use Exchange 2000, you must run user connection agreements to
synchronize Exchange 5.5 mailboxes and Windows 2000 user accounts. This may cause additional
information to be replicated within affected domain naming contexts, and also to global catalog
servers. Only attributes that change replicate to global catalog servers; the entire objects do not
replicate.

An Exchange 2000 server must be placed close to a global catalog server on the network, usually
on the same LAN segment (or equivalent). In addition, global catalog servers must have the hard
drive space and RAM to handle the demand that will be generated by Exchange.

It is important that you understand and plan for the frequency and volume of directory changes that
occur after Exchange 2000 becomes an integrated part of your infrastructure. If you have deployed
any earlier versions of Exchange, the administrators of the earlier versions can help you to predict
the number and types of directory changes. Your Active Directory infrastructure must be designed
to handle the load of both Windows 2000 Server and Exchange 2000 Server.

Populating User Accounts in
Active Directory

This chapter assumes that you are upgrading an existing Exchange 5.5 installation. In an
organization with more than one Exchange server, this means that a coexistence phase is necessary
when Exchange 5.5 and Exchange 2000 servers run as part of the same Exchange organization.
Because Exchange 2000 no longer has its own directory and relies entirely on Active Directory, all
of the Exchange 5.5 users need to be represented as mailbox-enabled users in Active Directory
before the first Exchange 2000 server can be a working part of the Exchange organization. Users
must be represented as mailbox-enabled users complete with all the configuration details that
Exchange 2000 needs to address and route mail correctly.

The only way to get the correct Exchange data into Active Directory is to use ADC. The role of
ADC is complicated by the fact that you are not just upgrading Exchange, but synchronizing that
upgrade with an upgrade or migration from Microsoft Windows NT version 4.0 to Windows 2000
Server. Upgrading to Exchange 2000 and synchronizing with migrations or upgrades to

Windows 2000 Server can be complex and can occur in various phases. However, before installing
ADC, you should complete the main tasks to upgrade or migrate to Windows 2000 Server.

Review this section to see what upgrade or installation tasks can be done at the same time as
installing ADC. All other upgrade and migration tasks should be completed before installing ADC.
This section describes ways to synchronize the actions of ADC with what occurs during the
Windows NT 4.0 domain upgrade.

In practice, installing, configuring, and running ADC can be the first step of upgrading your first
Exchange server. But because this step is so complex, the planning is discussed independently in
the following scenarios.
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Scenarios

This list describes five scenarios for using ADC to migrate accounts to Windows 2000:
e  Perform an in-place domain upgrade, and then run ADC.

e Run ADC, and then upgrade later and run Active Directory Cleanup Wizard.

e Run ADC, and then clone later using Active Directory Migration Tool.

¢ Run Active Directory Migration Tool with SIDHistory, and then run ADC.

¢ Run the Active Directory Migration Tool without SIDHistory, recreate Access Control Lists
(ACLs), and then run ADC.

This section describes each scenario and the best way to achieve the same goal in each case: Create
a single Active Directory user account with all the correct Exchange attributes for each Exchange
user who has a Windows NT 4.0 account.

In-Place Domain Upgrade Followed by ADC

An in-place domain upgrade is a straightforward scenario. To begin with, all the Windows NT 4.0
account domains (all the domains that contain accounts that have been used to access Exchange
mailboxes) must be upgraded to Windows 2000. At a minimum, the primary domain controller in
each relevant domain must be upgraded. All the domains must be in the same forest: A maximum
of one of the upgrades could have created a new forest and the rest must have joined their domains
to the existing forest either as child domains of an existing domain or root domains of a new tree.

You can now install and configure ADC with connection agreements that synchronize

Exchange 5.5 mailboxes with Active Directory user accounts. ADC matches the security identifier
(SID) from the primary Windows NT Account with the primary SID of an Active Directory user
account. A SID is statistically unique number that identifies each user and group. When a new user
or group is created, Windows 2000 generates a SID for the account. The operating system uses the
identifier to verify access permissions when a user requests access to an object, instead of using the
user name. Because the SIDs did not change during the upgrade from Windows NT 4.0 to
Windows 2000, ADC matches the mailbox to a user account based on the existing SIDs. Then,
ADC populates the existing account in Active Directory with information from the Exchange 5.5
directory, such as an e-mail address, a phone number, or an office location.

Run ADC, Upgrade Later, and Run Active Directory Cleanup Wizard

You may want to start upgrading to Exchange 2000 before you migrate to Windows 2000 Server.
If so, you can use ADC to populate Active Directory with the basic user accounts that are required
for Exchange 2000. Then at a later date, you can upgrade existing Windows NT 4.0 account
domains, and then merge the resulting duplicate account objects in a clean-up stage.

Before running ADC, a basic Active Directory infrastructure must be in place. In addition, you
must specify a target domain in which ADC creates disabled user accounts. For the purposes of
this discussion, assume that the target domain is the root domain of the forest.
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When ADC runs, a disabled user account is created in Active Directory for each Exchange 5.5
mailbox. Each disabled user account contains all of the Exchange configuration information, such
as e-mail addresses and the name of the private information store that contains the mailbox.
Mailbox permissions are copied from the Security Descriptor of the Exchange 5.5 mailbox and
assigned to the Windows 2000 user account.

When ADC is run in this way, the msExchMasterAccountSid attribute is created on each disabled
user account and assigned the SID from the primary Windows NT 4.0 account for the
Exchange 5.5 mailbox.

Everything is now in place to begin the upgrade to Exchange 2000. You can upgrade user
mailboxes to Exchange 2000 either by moving the mailboxes to an Exchange 2000 server or by
upgrading the server on which the mailboxes reside. Users can continue to access their mail by
using their Windows NT 4.0 security credentials.

You will upgrade the Windows NT 4.0 account domains to Windows 2000 later. At this point,
these domains must join the forest that Exchange 2000 is using, either as child domains of the
existing root domain or as root domains of a new tree. There are now two accounts in Active
Directory for each Exchange user: the original disabled user account and the newly upgraded
account.

Important Exchange 2000 cannot be used while these duplicate accounts exist in Active
Directory.

The solution is to run Active Directory Account Cleanup Wizard, which is included with
Exchange 2000. Active Directory Account Cleanup Wizard goes through Active Directory to
match and merge duplicate accounts. The wizard does this by matching the
msExchMasterAccountSid attribute created on each disabled user account by ADC with the
primary SID of the upgraded user account.

Active Directory Account Cleanup Wizard merges all the attributes of the disabled user account
into the upgraded user account. As part of the process, the disabled user account is deleted, leaving
a single mailbox-enabled user account in Active Directory for each Exchange user.

Run ADC and Migrate Later By Using the Active Directory Migration Tool

This scenario starts off in the same way as the previous one, except that there is no intention of
upgrading the Windows NT 4.0 account domains; instead, you will migrate user accounts later.

ADC creates the disabled user account in the same way as described in the previous scenario. You
can then begin the Exchange 2000 deployment.

To migrate users, select one of the following methods:
e  Merge accounts during migration.
e  Migrate to a different account and merge later (by using Active Directory Cleanup Wizard).

The first method is preferred; with the second method you create duplicate objects, replicate them
around the entire Active Directory, then merge details in a second operation that generates another
round of replication.
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You can use tools like Active Directory Migration Tool to merge accounts during migration. If you
use Active Directory Migration Tool to migrate accounts into the domain that contains the disabled
user accounts created by ADC, Active Directory Migration Tool detects the duplicate accounts and
follows whatever conflict handling behavior has been chosen. The options for conflict handling are
ignore, which does nothing; replace, which merges accounts; and rename, which creates a separate
account using a prefix or suffix supplied by the administrator. When you merge accounts during
migration, you must choose the replace option when you run Active Directory Migration Tool.

Note Third-party tools generally offer equivalent functionality.

The second method—to migrate to a different account and merge later—is more complex; how
you proceed depends in part on how you migrate the accounts.

If the migrated accounts are cloned (that is, the sSIDHistory attribute is populated with

Windows NT 4.0 SIDs), the matching required for the merge is easy because the Active Directory
Account Cleanup Wizard looks in sIDHistory if it doesn’t find a match on the primary SID. You
can clone accounts only if the target Windows 2000 domain is in native mode.

If accounts are not cloned (that is, they are migrated without putting anything into sIDHistory), the
Active Directory Account Cleanup Wizard cannot match old accounts with new accounts on its
own. In this case, you can still manually associate accounts; the Active Directory Account Cleanup
Wizard finishes the merge operation. However, merging a large number of accounts by using this
method would be tedious and time-consuming, with the possibility of introducing errors.

The second method may also affect the way you use domains during the upgrade or migration
process. In Exchange 5.5, when users and mailboxes are created together using the Exchange
Administrator program, the Windows NT 4.0 user accounts and Exchange directory names (RDNs)
are the same by default. If they are the same, you cannot migrate those user accounts directly to the
domain that contains the disabled user accounts that were created by ADC. You must specify that
the disabled user accounts not be created in the domain to which you want to migrate the users.

Therefore, it is recommended that you create a child domain under your root domain and use this
as a transition domain in which to create the disabled user accounts. This allows you to migrate
user accounts directly to the domain you want. You can remove the transition domain after the
Active Directory Account Cleanup Wizard has deleted all the disabled user accounts.

Run Active Directory Migration Tool with sIDHistory and Then Run ADC

Running ADC after fully migrating all your user accounts is simple. Although you can use Active
Directory Migration Tool to clone users from one or more Windows NT 4.0 source domains into
one or more Windows 2000 domains, you should try to consolidate user accounts. In this scenario,
you configure Active Directory Migration Tool so that the sIDHistory attribute is updated with
primary and group SIDs from the source account. Cloned users get new SIDs, but they can still
access resources for which permissions have been assigned by using their old SIDs.
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The key is that ADC recognizes sIDHistory and can match the Exchange 5.5 mailbox’s primary
Windows NT 4.0 account with the old primary SID that is now stored in sIDHistory.

Run Active Directory Migration Tool Without sIDHistory and Then Run ADC

Not everyone who migrates to a new Windows 2000 environment needs to clone users. Security
and administration issues with sIDHistory may cause you to decide to migrate without copying
users’ old SIDs.

A newly migrated account without sIDHistory cannot access any of the resources to which the old
account had access. For this reason, the migration process must include steps to reapply the new
SID to all of the resources to which the old SID had been granted permissions. To avoid a situation
in which users cannot access resources, perform this step before changing the user over to the new
account.

For this approach to work well with ADC, you must update permissions on Exchange 5.5
mailboxes before you run ADC. It is easy for ADC to match mailboxes and accounts after you
have updated the primary Windows NT 4.0 account on each Exchange mailbox to reflect the new
SID of the user’s Windows 2000 account.

You can update permissions manually; however, this is not realistic for large numbers of users.
Active Directory Migration Tool includes an option to recreate Access Control Lists (ACLs) that
set permissions on Exchange mailboxes. You can use Active Directory Migration Tool or third-
party domain migration tools to recreate ACLs that are associated with migrated accounts.

Upgrading Windows NT Server
to Windows 2000 Server

Exchange 2000 runs only on a computer running Windows 2000 Server that is a member of a
Windows 2000 domain (mixed mode or native mode). Because you are starting with a network of
Windows NT 4.0 servers running Exchange 5.5, you must upgrade Exchange servers from
Windows NT 4.0 to Windows 2000 Server before you can upgrade from Exchange Server 5.5 to
Exchange 2000 Server.

For this discussion, refer to the third phase of the roadmap: upgrading servers to Windows 2000
Server. You have three options:

¢ Do not upgrade your entire network.

e  Upgrade an existing resource domain (on which Exchange is running) to Windows 2000 and
connect to an existing forest.

e  Upgrade existing servers and move them to a new Windows 2000 domain.
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Do You Need to Upgrade All Servers?

Because upgrading takes time, labor, and money, you may decide not to upgrade the operating
system on all your servers before you move to Exchange 2000. Consider the following scenarios:

e  Existing server hardware may not be on the Windows 2000 hardware compatibility list.
Typical examples are alpha-based servers and older servers based on proprietary processors.
You may need to update some components to meet Windows 2000 requirements, but the
upgrade options might not be strategic or cost-effective for your organization.

¢ You may be planning to retire an older generation of hardware during your deployment.

*  You may be planning to consolidate on larger servers. To do this, you would need to move
mailboxes anyway. Because you can move mailboxes directly to an Exchange 2000 server
from any earlier version of Exchange, there is no reason to upgrade all existing Exchange 5.5
servers. '

*  You may want to begin running multiple smaller databases on the same hardware. This also
requires moving mailboxes, so although you plan to re-use servers, you need to stage the
upgrades with at least one extra leapfrog server. Although you plan to upgrade servers to
Windows 2000, there is no need to do so while running Exchange 5.5; it may be easier and
less risky to completely re-install each server after all mailboxes have been moved from the
server.

e  You may want to build a fresh environment and do so by using a leapfrog upgrade approach.

In all of these situations, there is no need to upgrade to Windows 2000 Server in advance of your
upgrade to Exchange 2000. In cases in which you plan to re-use hardware, you can reformat the
hard disk and install Windows 2000 Server. If this is the case, you can skip the remainder of this
section and read “Upgrading Exchange Mailboxes,” later in this chapter.

Upgrade an Existing Domain and Connect to a Forest

This section assumes that an existing Windows NT 4.0 domain containing Exchange servers will
be upgraded to Windows 2000 and joined to the existing forest as a child of an existing domain or
as the root domain of a new domain tree. This section is an overview of specific planning issues
that affect Exchange servers in a resource domain; you should also study the relevant

Windows 2000 Server documentation before planning your domain upgrade.

This scenario is most likely to occur in an organization in which all the Exchange servers are
installed in one or just a few resource domains. In many cases, some or all the Exchange servers
will be backup domain controllers, and in some cases, the primary domain controller may even be
an Exchange server.

To upgrade the resource domain, you start by upgrading the primary domain controller to
Windows 2000 Server. This promotes the server to a domain controller and joins the domain to the
existing forest. The upgraded primary domain controller is now also a domain controller in Active
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Directorys; it holds a replica of the schema and configuration naming contexts and the local domain
naming context. The server does not automatically become a global catalog server, because by
default, only the first domain controller in the forest is a global catalog server.

Next, you can upgrade the backup domain controllers in the domain. The steps to follow depend on
whether or not you want the server to be a domain controller in the Windows 2000 domain.

At the end of the upgrade of a backup domain controller, Active Directory Installation Wizard runs
automatically. If you want the server to be a Windows 2000 domain controller, then you follow the
steps to join the existing domain. If you don’t want the server to be a domain controller, you still
step through Active Directory Installation Wizard and join the domain, but after that, you run
Active Directory Installation Wizard again and demote the server to member status in the domain.

Design Issues

There are some important design issues to consider before you begin the upgrade process:
e How many domain controllers do you need in the upgraded domain?

e Will some or all of these domain controllers be global catalog servers?

e Will any Exchange 5.5 servers also be domain controllers?

e  Will any Exchange 2000 servers also be domain controllers?

Much depends on whether the existing primary domain controller and any backup domain
controllers are also Exchange servers. If they are not (all existing Exchange servers in the domain
are member servers), the domain upgrade process is relatively straightforward: complete your
design (which includes the number, location, and specific role of Windows 2000 domain
controllers and specifications for required hardware upgrades), then upgrade the primary domain
controller, and finally upgrade the backup domain controllers.

Exchange Running on Primary or Backup Domain Controllers

If your primary domain controller and backup domain controllers are Exchange servers, you may
want Exchange to run on a domain controller after the upgrade.

If you don’t want Exchange 2000 to run on a domain controller, then you must install new servers
as Windows 2000 domain controllers. The following procedure represents the most economical
upgrade path. (To simplify the discussion, it is assumed that the current primary domain controller
and all backup domain controllers are Exchange servers.)

1. Install one of the new servers as a backup domain controller in the domain.

2. Promote this server to the primary domain controller and demote the existing primary domain
controller to a backup domain controller.

3. Upgrade the new primary domain controller to Windows 2000, run Active Directory
Installation Wizard, and then join the Active Directory forest.
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4. Install the rest of the new servers in the domain as Windows 2000 domain controllers.

5. Upgrade all remaining Exchange servers to Windows 2000 and run Active Directory
Installation Wizard to demote the server from a domain controller to a member server.

If an existing server doesn’t meet your hardware requirements for Exchange, move all
Exchange 5.5 mailboxes from the server, decommission the server, and remove the backup domain
controller from the domain.

If you want your Exchange servers to be Windows 2000 domain controllers, you must upgrade the
primary domain controller first, and then upgrade the backup domain controllers in any order.
Before you do so, however, consider the following design issues:

e If you have a large number of Exchange servers, consider carefully whether the hardware can
run both Exchange 2000 and manage Active Directory replication.

¢  You might need to upgrade your hardware by increasing the memory and processor capacity
of your servers, especially if you plan to make any of the servers global catalog servers.

e  There will be contention for the Lightweight Directory Access Protocol (LDAP) port. You
need to change the default LDAP port (TCP port 389) for Exchange to a different port
(because Active Directory binds to this port by the time the server has booted). You must
update the configuration of any LDAP clients that connect to the Exchange directory. On
Exchange 2000 servers that have Site Replication Service (SRS) enabled, you must change the
LDAP port used by SRS.

Upgrade Servers and Migrate to a Forest

This scenario assumes the following:

*  You want to use the in-place upgrade method to upgrade from Exchange 5.5 directly to
Exchange 2000.

*  You want to put the Exchange 2000 servers in a different domain.

Unless you plan to run an in-place Exchange upgrade, there isn’t a strong reason to upgrade to
Windows 2000 while running Exchange 5.5, especially if you are using a move mailbox method to
move existing mailboxes to Exchange 2000 servers. It is easier to run a fresh installation on a
server targeted as an Exchange 2000 server.

Only Windows 2000 member servers can be moved between domains. If Exchange 5.5 is running
on member servers, then those servers can be upgraded and moved, or moved and upgraded. You
can use NETDOM, a tool provided with the Windows 2000 Server Resource Kit that allows
management of Windows 2000 domains and trust relationships from the command line, and Active
Directory Migration Tool.
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If Exchange 5.5 is running on backup domain controllers (and possibly the primary domain
controller), those servers must be upgraded and demoted before they can be moved. A backup
domain controller can’t be upgraded if the primary domain controller has not already been
upgraded. There are several approaches to migrating a domain:

Set up a primary domain controller on a separate (non-Exchange) server, upgrade it, and make
the domain the root domain of a new forest. You could join the existing forest, but this might
cause problems if accounts from the domain have been cloned. The backup domain controllers
can then be upgraded, demoted to members, and migrated.

Each backup domain controller can be taken offline, promoted to a primary domain controller,
upgraded, demoted to member status (in a workgroup), brought back online, and migrated to
the target Windows 2000 domain.

You may also need to change the Exchange service account for all of the Exchange sites supported
by servers in the domain from which you are migrating. If this domain is to be removed, then you
must have a new service account in the Windows 2000 forest.

Upgrading Exchange
Mailboxes

As illustrated in the deployment roadmap, you have three options during this phase:

In-place upgrade This involves upgrading the server and databases on a single computer.

Move mailbox upgrade This requires that a target Exchange 2000 server be installed in an
existing Exchange 5.5 site. After that, you can move mailboxes by using Active Directory
Users and Computers in Microsoft Management Console (MMC). As with the Exchange 5.5
move user scenario, single-instance message storage is preserved after you move mailboxes.
This can save considerable disk space.

Leapfrog upgrade This is essentially the same as moving mailboxes, except for the logistics.
The goal is to reuse existing servers; a single Exchange 2000 server is added to the
Exchange 5.5 site, then all the mailboxes on one Exchange 5.5 server are moved, and finally
the Exchange 5.5 server is reformatted and installed as an Exchange 2000 server. You move
mailboxes from another Exchange 5.5 server to this Exchange 2000 server. This process
continues until you have moved all Exchange 5.5 mailboxes to Exchange 2000 servers.
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The upgrade method you select depends on what you plan to do with your hardware.
e If you plan to deploy new hardware, then you will probably find it easiest to move mailboxes.

e If you need to upgrade hardware, or would like to reconfigure or reinstall, then a leapfrog
upgrade may be appropriate.

e  If your hardware is adequate in its current configuration, you may find in-place upgrades the
easiest to manage. In-place upgrades are likely to be the most economical, especially in large
distributed networks in which small sites support single servers.

To assist you in cases in which the path is not obvious, the following table lists the advantages and
disadvantages of each method. In practice, you will probably need to investigate your own
circumstances more carefully to estimate the costs involved. You can use the information in the
following table as a general guideline.

Table 6.2 Upgrade method advantages and disadvantages

| In-place upgrade Does not require extra hardware Downtime
The only option, if you don’t have Risk associated with upgrading
| spare servers (especially at remote, the database format
? single-server sites) Difficult recovery scenarios
Potentially the most economical
option
' Move mailbox upgrade | Minimal impact on users Requires extra hardware;
Easy recove amount of extra hardware
y ry available constrains rate
h L. laci
The only option, if you are replacing Slow; large servers could take
hardware
days or weeks
The m.ost efﬁc1egt option, if you are Complicated logistics,
changing to multiple databases per . .
especially for remote locations
server
Fresh start for server configuration,
disk partitions, and databases
Leapfrog upgrade Minimal impact on users Requires some extra hardware
. . . i i ct on small sit
The only option, with certain types of (biggest impact on small sites)
hardware upgrade or reconfiguration | Complicated logistics
Fresh start
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Note An in-place upgrade involves an update of the database format from the ESE97 format
used by Exchange 5.5 to the ESE98 format used by Exchange 2000. Upgrades from earlier
versions of Exchange probably involve an upgrade to ESE97 format before the upgrade to
Exchange 2000.

The information in the following paragraphs can help you measure the risk and benefit involved
with databases:

e Risk Previous Exchange database upgrades have involved a complete pass through the
database, updating all tables and items to the new format. The upgrade from ESE97 to ESE98
does not do this; the upgrade touches only a few key areas of the database. After the upgrade,
items (rows in tables) are updated dynamically as they are touched during normal operation of
Exchange. This approach results in significantly better upgrade performance; it should not
cause problems after the upgrade. It does, however, mean that an upgrade of a database cannot
be tested in the same way that it could for previous upgrades. Future upgrades will probably
follow the same pattern. While this is identified as a risk, it is an extremely low risk.

o Benefit There may be concrete benefits in making a fresh start. An example relates to the
space tree in an ESE database. The space tree is a b-tree that tracks free space in the database.
In an ESE97 database, the space tree itself is never shrunk; it only grows, and in large
databases the growth of the space tree can result in performance problems. There are hotfixes
available for these problems. ESE98 fixes this, and will shrink and optimize space trees.
However, the optimization will take some time, and there could be a period immediately after
upgrade in which performance degrades significantly.

Coexistence

After you introduce the first Exchange 2000 server to an Exchange 5.5 organization through an
upgrade or a fresh installation, the Exchange organization is in mixed mode. Just as Windows 2000
has mixed mode, the organization must stay in mixed mode until all of the Exchange 5.5 servers
have been upgraded or decommissioned.

Operating in mixed mode imposes certain restrictions, which affect administrators more than users.
As soon as a user’s server is upgraded to Exchange 2000, the user gets access to the full range of
new features. The restrictions affect how the administrator manages the upgraded server.

In mixed mode, routing groups must correspond to administrative groups, except when all the
servers in an administrative group have been upgraded to Exchange 2000. Then you can create
additional routing groups in the administrative group, but they can’t cross administrative group
boundaries. After the organization has been switched to native mode, routing groups can be
defined independently of administrative groups.

This restriction must remain in place in mixed mode, because there are two versions of the
Exchange directory: one maintained by the Exchange 5.5 directory service and one in Active
Directory. For message routing and related operations to work, the two versions must correspond,
at least in terms of overall topology, and the version of the directory maintained in Active
Directory must adhere to the rules for an Exchange 5.5 directory.
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In addition, you cannot move Exchange 5.5 servers between Exchange sites. In mixed mode, an
Exchange 5.5 site corresponds with an Exchange 2000 administrative group, which must also
correspond with an Exchange 2000 routing group. If this relationship is broken, reliable message
transfer will no longer occur.

Configuration Connection Agreements and Site Replication Service

The components that maintain two corresponding versions of the Exchange directory during mixed
mode operation are ADC and SRS.

You install and configure an instance of the SRS on the first Exchange 2000 server installed in an
Exchange 5.5 site, on the first server in a site to be upgraded, or on a bridgehead server. The SRS
looks and behaves for the existing Exchange 5.5 servers like the Exchange 5.5 directory service—
it participates in directory replication the same way as any Exchange 5.5 server. SRS provides the
mechanism for transparently turning the Active Directory version of the organization’s Exchange
directory into an Exchange 5.5 site.

SRS allows the Exchange 2000 server to more closely resemble an Exchange 5.5 server. It includes
the same Dir.edb file as the one used on all Exchange 5.5 servers for directory services. It also uses
the same configuration connection agreements that are created when you install Exchange 2000.
The Exchange 2000 Setup Wizard analyzes your Exchange organization and builds the
configuration connection agreements necessary to replicate Exchange-specific configuration
information between Exchange 5.5 and Active Directory. Configuration connection agreements are
used to replicate Exchange-specific configuration information between Active Directory and the
SRS.

The SRS informs the Exchange 5.5 servers about the entire Exchange 2000 configuration. This

way, the Exchange 2000 servers that host the SRS can perform the Exchange 5.5 configuration

replication. In addition, the SRS is displayed in the Exchange 5.5 Administrator program as the

Exchange 5.5 Directory Service. For the Exchange 2000 servers that are not hosting an SRS, no
Directory Service is listed.

Whereas SRS provides a connection to the Exchange 5.5 directory, ADC provides a connection to
Active Directory. When the first Exchange 2000 server is installed, a special connection agreement
called a configuration connection agreement is created automatically. The configuration connection
agreement replicates the topology of the Exchange 5.5 organization to Active Directory, which is
maintained in the configuration naming context. The configuration connection agreement also
replicates changes made to the Active Directory version of the directory to the SRS.
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Figure 6.1 shows an Exchange 5.5 organization comprising two sites with a directory replication
connector between server 3 and server 4, and Windows 2000 Server installed on server 2.

Exchange
Server 5.5 v

L

Configuration
connection agreement

Windows 2000
domain

Figure 6.1 SRS is enabled on an Exchange 2000 server
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In Figure 6.2, server 1 is upgraded to Exchange 2000. The SRS is also installed, but it remains
disabled because SRS is already functioning on server 2.

L

Configuration
connection agreement

Windows 2000
domain

Figure 6.2 SRS Is disabled on second Exchange 2000 server

Without another Exchange 5.5 server in the site or SRS on server 3, server 3 cannot participate in
Exchange 5.5 intra-site directory replication; all configuration information flows using the existing
configuration connection agreement. '



Deployment Strategies 167

Figure 6.3 shows what happens when you upgrade server 3, the bridgehead server. After you
upgrade server 3, SRS on server 3 allows replication between site A and site B to continue to work.

Configuration
connection agreement

Windows 2000
domain

Figure 6.3 SRS is enabled on the directory replication bridgehead server

The second configuration connection agreement isn’t necessary, but it makes the overall
coordination process easier. A special Knowledge Consistency Checker that is installed with SRS,
called Super Knowledge Consistency Checker, dynamically configures multiple configuration
connection agreements to establish the most efficient replication. The implications from this
discussion include:

e If the first Exchange 2000 server in the site is also the directory replication bridgehead server,
then you will have only one enabled SRS and one configuration connection agreement. This
simplifies the overall configuration.

e If you already have user connection agreements in the site, they must be moved before you
upgrade or decommission the server on which they are located. If you move them to the SRS,
you will not need to move them multiple times.
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e Because SRS is enabled only on the first Exchange 2000 server and the upgraded bridgehead
servers, the number of servers participating in Exchange 5.5 intra-site replication decreases as
you continue to upgrade. Large sites benefit immediately from the reduced network replication
traffic.

The order in which you upgrade servers on a site is typically determined by business priorities,
such as the need to retire old hardware, consolidate mailboxes on fewer servers, or deliver new
capabilities to specific groups of users.

Upgrading multiple sites poses additional challenges when you install a new server or upgrade an
Exchange 2000 server on the second site, shown in figure 6.4. When server 5 is upgraded, SRS is
enabled and a configuration connection agreement is created between the SRS and Active
Directory. This configuration connection agreement is now responsible for replicating information
about site B to and from Active Directory. The configuration changes are all handled by Super
Knowledge Consistency Checker.

Configuration

Windows 2000 connection agreement

domain

Figure 6.4 SRS across multiple sites
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All three configuration connection agreements exist and continue to work.

In organizations with many sites, Super Knowledge Consistency Checker performs a central
function called arbitration.

In a new example, assume that site A is upgraded first. An SRS and a configuration connection
agreement are installed on the first server. The configuration connection agreement replicates the
Exchange 2000 part of site A inbound to SRS, and the Exchange 5.5 part of all six sites outbound
from SRS to Active Directory.

Next, site C is upgraded. An SRS and a configuration connection agreement are installed on the
first server. The configuration connection agreement for site C replicates all information inbound
to and outbound from the SRS for site C. The process of arbitration determines which SRS is
responsible for replicating the configuration information for site B to Active Directory. Super
Knowledge Consistency Checker performs arbitration.

Note There is no user interface to view or manipulate the results of arbitration.

Arbitration is based on site name. When Super Knowledge Consistency Checker needs to decide
which of two sites should take responsibility for a third site, it selects the site with the closest
alphabetical name.

kY

Figure 6.5 Upgrading an Exchange 5.5 organization with distributed sites
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Arbitration has ramifications for distributed multi-site Exchange 5.5 networks. Consider a typical
site topology for a trans-Atlantic organization, as illustrated in Figure 6.5. Sites A and B act as hub
sites, both for message traffic and for directory replication. If the first site upgraded with an
Exchange 2000 server is site C, site C is responsible for replicating all the other sites to Active
Directory. If the next site upgraded with Exchange 2000 is site B, site B is responsible for
replicating itself, but site C continues to replicate sites E and F. Because site A separates site C
from sites E and F, this isn’t the most efficient replication topology.

With simpler network designs, this problem can be overcome by carefully choosing which site to
start with. If you have a single hub site, then you can install the first Exchange 2000 server into the
hub site and the replication topology will be no worse than it is at present. You may be able to
reduce network replication traffic by starting with local sites with local Windows 2000 domain
controllers.

Distribution Lists and Permissions

The transition from an Exchange-specific security model in Exchange 5.5 to the Windows 2000
security model in Exchange 2000 poses special challenges.

In Exchange 5.5, you can assign permissions to any type of recipient in the global address list.
Some administrators use distribution lists widely to build systems for access permissions to public
folders.

With Exchange 2000, you can assign permissions only to a Windows 2000 user or security group.
When Exchange 2000 upgrades the public folder store and mailbox store, it must be able to replace
Exchange 5.5 distribution lists that appear in ACLs with Windows 2000 security groups.

However, some additional complications arise. When upgrading to Exchange 2000 you must
consider the following facts:

e ADC replicates Exchange 5.5 distribution lists to Active Directory as distribution groups,
which are not security groups.

e Exchange 2000 needs to evaluate group membership when applying permissions, but only one
type of Windows 2000 group has its membership replicated to all global catalog servers: the
universal group.

e  Universal security groups can be created only in native-mode Windows 2000 domains.

Thus, during the upgrade process, Windows 2000 universal security groups must replace
Exchange 5.5 distribution lists. For this to be possible, there must be at least one native-mode
Windows 2000 domain in the forest in which the security groups can be created. The entire forest
doesn’t need to be in native mode; you can create a special native-mode child domain specifically
for the purpose of holding universal security groups. This domain is referred to as the transition
domain.
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To facilitate your upgrade to Exchange 2000, it is recommended that Windows 2000 domains be
converted to native mode as early as possible. In addition, cloning of users requires that the target
domain be in native mode (the sIDHistory attribute is only available in native mode).

Services That Cannot Be Upgraded

There are several Exchange 5.5 services that can’t be upgraded immediately to Exchange 2000.
They include:

e Exchange 5.5 SNA Distribution System (SNADS) and Professional Office System (PROFS)
connectors. Microsoft does not produce Exchange 2000 versions of these connectors. Each
server running one of these connectors must continue to run Exchange 5.5 until the connector
is no longer required.

e  Third-party connectors, such as FAX connectors, for Exchange 2000 that are not available
when Exchange 2000 ships. You might need to wait for the third-party vendor to produce an
Exchange 2000 version of the connector before you upgrade.

e  Antivirus software. As with third-party connectors, you might need to wait until upgraded
versions are available before you upgrade antivirus software.

Scenarios

The boundaries of an Exchange 2000 organization are determined by the boundaries of the Active
Directory forest, which are also the boundaries of the replicated schema and configuration naming
contexts.

If you need to deploy Exchange 2000 in an environment in which multiple forests exist, you can’t
deploy a single Exchange 2000 organization. You have two choices:

e Deploy separate Exchange organizations in each of the existing (or planned) forests and
synchronize the directories.

e Deploy Exchange in its own (new) forest, which provides only mailbox services.

Separate Exchange Organizations

If you plan separate Exchange organizations, two questions arise: How do you set them up and
what features do you lose?

Setting up multiple Exchange organizations requires synchronization. Because recipients in other
forests will not be security principles in the local forest, they must be maintained as contacts (the
Active Directory equivalent of Exchange 5.5 custom recipients).
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You can use several tools to synchronize between forests, including ADC. When you create
connection agreements to synchronize between forests, you can specify that the connection
agreement is an inter-organization agreement. This allows ADC to synchronize with a directory
that is not part of the same organization. You can also specify that users were created as contacts in
the connection agreement configuration.

‘What you lose with multiple forests is similar to what you lose with multiple Exchange 5.5
organizations:

e Access to public folders
e Access to calendar free and busy information
e Access to other users’ appointment books

Additional losses that relate to new features in Exchange 2000 include conferencing services and
instant messaging. There are also other restrictions, both in terms of delegated permissions and
access to applications, but they depend on how you use Exchange in your organization.

Though closer integration with the Web in Exchange 2000 offers some solutions, there is a new
restriction when compared with Exchange 5.5. You cannot assign permissions to Active Directory
contacts. They are not security principles (if they were, they would be users). This is different from
Exchange 5.5, which implemented its own security model. So although closer Web integration can
solve some of the visibility restrictions, it is likely to do so in ways that can compromise security.

Exchange 2000 in Its Own Forest

In the same way that Exchange 5.5 can be implemented in resource domains that trust separate
Windows NT 4.0 account domains, Exchange 2000 can be implemented in its own Windows 2000
resource forest that trusts account domains in other Windows 2000 forests. This scenario is
illustrated in Figure 6.6.
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Figure 6.6 Exchange 2000 in a separate forest

The idea behind this scenario is that users log on to their home forest and use credentials from that

forest to log on to Exchange. There are two requirements for this to work:

e The user’s account must have user permissions to the Exchange 2000 mailbox.

e A down-level trust is required from the domain containing the Exchange servers to every

domain in every forest that contains users with Exchange mailboxes.

If your Exchange 5.5 servers are in one or more resource domains, this design is relatively easy to

implement. You complete the following steps:

1. Upgrade the Windows NT 4.0 resource domain to a Windows 2000 domain in its own new
forest. If you have multiple resource domains, you can upgrade the rest and join the forest, or

migrate servers across forests.

2. Install ADC and set up a connection agreement to create users in the new forest. By default,

ADC creates disabled user accounts. They are mailbox-enabled users, and the primary

Windows NT Account from the Exchange 5.5 directory is added to the mailbox security

descriptor attribute.

3. Upgrade Exchange servers, or install new Exchange 2000 servers and move mailboxes. The
upgrade process doesn’t touch the mailbox security descriptor, so as soon as a user’s mailbox
is on an Exchange 2000 server, the user can log on using his or her existing credentials (in

Windows NT 4.0 or Windows 2000).
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This result could be achieved by other methods, but all methods must assign mailbox permissions
to the user's existing security credentials. This approach is advantageous because all users are in a
single Exchange organization. Visibility of public folders, free and busy information, and
appointment books is assured, and integrated with a fully functioning security model.

The disadvantage of this method is that there is another forest to manage with another set of
accounts. ADC can create this environment easily if you start from an Exchange 5.5 organization,
but after you are running Exchange 2000 throughout your organization, you will need procedures
and processes to synchronize the disabled user accounts with users’ primary accounts in the forests
they log on to.

To make this manageable, you may need a permanent directory synchronization infrastructure
based on a flexible tool like Microsoft Metadirectory Services (MMS) version 2.2, which allows
filtering and mapping of attributes. At the time this chapter was written, this version of MMS was
not yet available,

Multiple Exchange 5.5 Organizations

To merge two or more Exchange 5.5 organizations, you can use the Move Server Wizard.

Rather than waiting until you upgrade to Exchange 2000, you should merge organizations while
still on Exchange 5.5. The primary reason for this recommendation is that there is no way to merge
two Exchange 2000 organizations. You can migrate user accounts and Windows servers between
forests, but you can’t migrate Exchange databases.

It is possible to use the Exchange 5.5 Move Server Wizard to migrate Exchange 5.5 servers into a

mixed-mode Exchange 2000 organization. However, you can do so only under the following

conditions: the server you are moving must exist in a site with Exchange 5.5 only, and there must
~—_be.at-least one Exchange 5.5 server already running in the target site.
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CHAPTER 7

Setting Up a Test Environment

Bob Hunt, Managing Consultant, E-Sync Networks, Inc.
Paul Sebben, Managing Consultant, E-Sync Networks, Inc.

Setting up a test environment to evaluate new technologies is a common practice for successful
deployments. When new, complex technology is business critical and affects many users, it is
prudent to do a thorough product evaluation. When you perform a complete product evaluation and
a scenario-based test plan, you will gain knowledge of a product and how it will react in different
situations. This is the best insurance plan your company can have for an enterprise-wide
implementation.

The tests need to put the product through most of the scenarios relevant to your company’s
implementation of Microsoft Exchange 2000. This chapter provides information about setting up-
test environments and putting together thorough test plans for Exchange 2000. This chapter also
cites specific features that should be tested in various scenarios relevant to an enterprise-wide
implementation of Exchange 2000.

In This Chapter
Why Testing Is Important
Planning the Test Lab
Gathering Requirements
Developing a Test Plan

Testing Your Scenarios

Why Testing is Important

With any enterprise software deployment, the importance of testing and establishing a relevant
testing environment cannot be stressed enough. You should not worry that a specific feature does
not function as advertised, but rather how a specific feature affects the enterprise. At the highest
level, a test environment allows you to install and configure a new product prior to its
implementation. Many enterprise-wide application deployments are complex in size and scope; the
depth of which may not be understood until actual implementation. However, gaining in-depth
knowledge of a product prior to implementation reduces risk because each phase of
implementation has been tested in a similar environment.
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For example, there are various connectors available in Exchange for linking locations across a
company’s WAN. Knowledge of the connector network overhead provides the information that
you need to select connectors, based on available bandwidth between locations.

When you install software in specific test scenarios that are similar in scope to the actual
enterprise-wide implementation, you can perform one or more trials. This reduces the likelihood of
potential failures in an actual network environment. Your test environment does not have to
completely duplicate the company’s network infrastructure, but it should include the major
architectural components necessary for validating the majority of the implementation scenarios. If
the test lab closely mirrors the production environment, tests performed in the lab can set
expectations for the behavior of the application’s production environment.

Planning the Test Lab

The goal of the test lab is to establish a model of the pre-implementation production environment.
The first step is to identify what comprises a small-scale model of your network infrastructure.
Keep in mind that simultaneous testing of several production environment scenarios is desirable,
but is not necessarily a requirement when planning for the test lab.

Realistic budgeting is essential. Although the acquisition and construction of a test lab can be
expensive, it is important to avoid using some or all of the lab equipment for the production
environment. It is important to understand that the need for a test lab does not go away after the
implementation is complete. Convenient and easy to use disk imaging software enables companies
to build lasting and substantial test lab environments that can be used in their enterprise application
deployments for many years. For example, companies must have the ability to assess the impact of
new service packs in a test environment. New applications, including third-party add-ons, can be
installed in the test environment for evaluation and testing purposes. Another use for the test lab
environment is as a training center for new employees or administrators. Test labs can also be used
for application fine-tuning, network performance and analysis, backup and restore, and disaster
recovery.

Install and maintain the lab as if it were a production environment. Investing in a test lab allows
your support staff to test administration, support, maintenance, and troubleshooting techniques
without affecting the production environment. The lab itself should always be ready to test new
products or version upgrades, patches, and service packs. You can appoint a lab manager or
coordinator to ensure control over the lab conditions. This person can be the primary contact for
the lab configuration, and should have signature authority on changes to the environment.

A system of change control is essential to keep the lab in a continuously stable and known state.
The lab manager can ensure that the testing efforts of multiple groups do not interfere with each
other. The lab manager is also in charge of the process to image and restore computers to their
original state. Include a step for verifying changes in the test environment.
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Office Space

When you consider space for your test lab, select a location that can be kept clean, cool, and
undisturbed. Tables, chairs, and other office furniture are necessary so the lab environment is
usable and dependable; this furniture should be dedicated to the lab. Find a secure location where
test scenarios can be left running without disturbance from other users, and where hardware is
secure.

Hardware

Approach choosing hardware for the test lab in one of two ways. First, you can ensure that the
hardware you choose is identical to the hardware used for production deployment. The advantages
of this strategy are that it allows you to perform server scalability and performance testing, and to
use lab hardware as backup for the production environment. A disadvantage is high cost. Having
enterprise-class hardware sitting idle may not fit the corporate information technology budget.

The second option is to choose hardware that is less expensive than the enterprise-class hardware
that you intend to use for the deployment. The primary advantage of this option is the hardware for
the test lab can be obtained at a relatively low cost. Disadvantages to this approach include, not
gaining familiarity with the hardware to be used during the deployment, and not being able to
perform hardware scalability and performance tests.

The most important factor to keep in mind is that the lab must contain the major components of the
company’s production infrastructure for relevant software testing. If resources are not available for
the test lab, you can still perform specific software implementation scenarios on less capable
computers. Early acquisition of a production-class server allows for scalability testing on the
chosen hardware prior to implementation. The company can then verify performance, mailbox
count, server size, and other potential issues that need to be addressed.

Microsoft TechNet and the Exchange Web site at http://www.microsoft.com/exchange contain
documentation on scalability, users per server, and other benchmarks. Some server hardware
vendors may have information on Exchange server sizing on their company Web sites. All of these
resources will give you information on the size of a server to be purchased.

Backup hardware for the test servers is a valuable component of any test lab. In addition to testing
backup software and hardware, the test lab can be used as a mailbox recovery location if a mailbox
needs to be restored. The company standard for backup software and hardware needs to be tested
together and put through a number of backup and recovery scenarios so the organization is
prepared for an unexpected loss of data.

Dedicate client workstations to the test lab environment using standard company software, and
each type of messaging client in the organization. Include all versions of Microsoft Outlook
supported by the information technology group.
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Networking

As discussed earlier, the test lab’s network environment must include the major components of the
company’s actual production network for relevant test scenarios. While it is preferred that identical
network hardware that is in use in the production environment is procured for the test lab, duplicate
functionality is most important.

It is important to keep the test environment completely separate from the production environment
and on its own network. This will ensure that testing activity does not affect the production LAN
or messaging environment. The only shared component from the network infrastructure (between
the testing and production environments) should be Internet connectivity, unless an entirely
separate connection is available.

It is important to set up a separate mail-testing domain for the testing environment that is
configured to send and receive mail from the Internet. This is because Internet mail capability is a
requirement for company e-mail systems. For example, if an e-mail domain name is
microsoft.com, enabling a domain named test.microsoft.com requires making only a few Domain
Name System (DNS) entries and any necessary changes to the firewall. It may be necessary to set
up a cache-only or secondary DNS server for the testing environment for the separate root domain
controller that holds the test environment’s Active Directory.

An additional option to consider is how the production network will look in the future. Equip the
test lab network with network upgrade hardware prior to production implementation so the impact
of the upgrade can be measured.

Software

As mentioned previously, try to duplicate the company’s network environment to create a model of
the production environment. Because it is important that this model be separate from the
production environment, the software resources located on the production network should be
duplicated in the test lab. This includes domain controllers, Dynamic Host Configuration Protocol
(DHCP) and Windows Internet Name Service (WINS) servers, any Microsoft Windows NT 4.0
servers with Microsoft Exchange Server 5.5, a computer running Microsoft Windows 2000 with a
copy of the company’s root Active Directory, and so on.

Have available in the test lab any third-party applications that might affect the production
Exchange environment. This includes fax gateways, public folder add-ons, and backup software
and agents. In addition, any e-mail systems that interact with Exchange in the production
environment should be duplicated in the test lab. E-mail clients that are used throughout the
organization also need to be made available in the test lab. These can include Outlook, Internet
Message Access Protocol version 4 (IMAP4), Post Office Protocol version 3 (POP3), Microsoft
Outlook Web Access, and Network News Transfer Protocol (NNTP) e-mail clients.
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Gathering Requirements

Before testing begins, you should have a full understanding of the proposed messaging
environment. A good place to start is to identify the shortfalls of the current environment ranging
from significant issues, such as switching between different messaging systems, to specific
drawbacks of the current environment. An example is the need to change the Exchange-
organization name due to a company name change or an acquisition. If you are currently planning
your test environment, it is likely that the requirements gathering phase for the Exchange 2000
messaging environment is complete.

Developing a Test Plan

A test or migration plan is essential for your company’s successful Exchange environment
implementation. It is important at this stage to understand all aspects of the product intended for
the future production environment, and that this process of gathering information should end
before you draft a test plan. All features, protocols, and connectors identified in the requirements
gathering phase should be included in your test plan, so all architectural components of the
production environment are tested in the lab.

Identify Risks and Contingencies

Because all activities related to the production deployment cannot be tested in a lab, a staff with a
working knowledge of the product is insurance against potential disasters. While some problems
may occur, thorough product knowledge prepares a team for unexpected issues.

Network Effects

An unavoidable risk during implementation is how changes to the messaging environment will
affect the network infrastructure. An environment is only as strong as the infrastructure it runs on;
unfortunately, you cannot test or know how the messaging infrastructure is going to impact the
network infrastructure prior to the implementation.

As a contingency plan, you should test as many network-related items as can be duplicated in a test
lab while considering the impact of adding the messaging components to the environment. A
simulated test WAN on your network that measures messaging performance is valuable, but is not
altogether conclusive without further information, such as the amount of messaging and replication
traffic generated and sent to each site.
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Implementation teams should gather network performance information from the company’s WAN
to assess available bandwidth, rather than identify the total link bandwidth. You should analyze the
available bandwidth between each site during business and non-business hours to determine WAN
traffic patterns. You should also compile a detailed protocol-level analysis of the company’s WAN
to determine the amount of e-mail, replication, standard network, and other WAN traffic. After you
have gathered this information, you can test messaging components with a simulation of the
anticipated bandwidth.

Administrative Access

Another risk during an Exchange 2000 deployment involves changes to administrative access.
Administrative groups in Exchange 2000 allow specific control over administrative rights, but like
many other security features, they must be thoroughly planned and tested. Doing this in the test
environment allows information technology personnel to understand the power and flexibility of
administrative groups. For example, if a company has two branch offices and within one are
multiple divisions that share the LAN with the second branch office, you can set up separate
administrative groups for each branch office."This allows users to modify only their own branch
servers.

SMTP Connector

A critical detail in this process is the vital and potentially challenging Simple Mail Transfer
Protocol (SMTP) Connector upgrade. This component is a core feature of Windows 2000, as
opposed to a Microsoft Exchange 5.x add-on. It can be helpful to perform a test server in-place
upgrade to understand the impact of the changes before production deployment.

A final consideration when upgrading is that when Exchange 5.5 public folders are replicated or
upgraded to Exchange 2000, any associated distribution groups are converted to universal security
groups. Even in native-mode Exchange 2000 organizations, when an administrator or a client
changes the permissions on a public folder, they can create a distribution list and set permissions to
allow members of that list to access the public folder. When you set permissions on a public folder,
all associated distribution groups convert to universal security groups, and a native Windows 2000
domain must host them. Remember this restriction when assessing the risks of upgrading public
folders.
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~ Replication Latency

‘When you are performing potentially risky tasks, be aware that it might take time for your changes
to replicate and become available. For example, if you set permissions on a domain controller, it
may take a short period of time before the permission settings are replicated to other domain
controllers in the same domain and Windows 2000 site. However, it is possible for Exchange
services to request permission-related data from a domain controller without the most current
replication information. Thus, when you make configuration changes such as adding new users and
servers or moving mailboxes, you may experience a lag time before the settings are replicated to
other domain controllers in the same domain and site. Site-to-site replication depends on your
schedule for it. If you schedule replication every eight hours, changes in one site will take up to
eight hours to replicate to all other sites.

Training

Training users is essential throughout enterprise deployments. Users who are unfamiliar with new
software and functionality are a significant burden on the help desk and other support staff. This
situation is easily avoided by establishing a training and ongoing support program for the users
prior to production deployment. In addition, telling users where to find product documentation and
general information is essential to the success of the project.

Third-Party Connectors

A final area of concern is third-party connectors, because there are many add-ons for Exchange 5.5
and earlier versions of Exchange that organizations use for core functionality. Many of these
products are not compatible with Exchange 2000 and require thorough evaluation before
upgrading. You can avoid this issue by keeping one or more Exchange 5.5 (or earlier) servers that
run third-party connectors until new versions of connectors become available. After new versions
become available, information technology personnel can identify migration scenarios to move this
functionality to a new server.

Client Software Test Plan

Each client protocol in use must be included in the test plan to ensure compatibility. Some of the
testing that should occur includes:

¢  E-mail delivery between Exchange 2000 and Exchange 5.5 servers in a different site.
e E-mail delivery between different e-mail systems over older connectors.

e Qutlook offline and online client configurations connecting to global catalog servers to get
directory information.
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Include Outlook Web Access in the client test plan. Two different interfaces exist to provide access
for browsers:

o Interfaces for earlier browser versions that use frames (Internet Explorer 3.02a, Internet
Explorer 4.x, Netscape Navigator 3, and Netscape Navigator 4). Java is not included and there
are fewer frames, resulting in better performance than Exchange 5.5 Outlook Web Access.

e An interface for Internet Explorer 5.0, which has a similar interface to Outlook.

You can test Outlook Web Access with different browsers and determine whether an upgrade to
Internet Explorer 5.0 is required.

MAPI-based clients, such as Outlook 2000, Outlook 97, and Outlook 98 must be tested to ensure
that you are providing the same level of support after Exchange 2000 is deployed. Testing issues
include:

e Basic messaging verification Verify that users can send and receive e-mail while online and
offline, read mail using preview pane, open mail, reply to a sender and to all recipients in the
To and Cc boxes, forward mail, read various types of message content (attachments,
embedded messages, HTML, Rich Text Format [RTF], plain text), and read high and low
priority mail.

e Name resolution Verify that users can resolve other user names and distribution lists in the
To, Ce, and Bee boxes.

e Copyand move Verify that users can copy and move e-mail messages to and from personal
folders (.pst), public folders, and that they can drag and drop messages in mailbox and public
folders.

e Folder operations Verify that users can delete, rename, copy and move messages, set
permissions, apply custom views, get properties, create subfolders, copy folder design, and
work with folders offline.

e Importand export Verify that users can import and export .pst files.

e Address book Verify that users can view user properties, add users to their Personal Address
Book, download Offline Address Book, and check user properties.

e Rules Verify that users can create, enable, or disable a rule.
e Outof office Verify that users can enable out-of-office notification.

e Reports Verify that users can send e-mail with read and delivery receipts, can open and read
receipts, and receive non-delivery report (NDR) messages when they send e-mail to users who
are not valid.

e Calendar operations Verify that users can send and forward both single and recurring
appointments and meeting requests, view attendee availability and status, respond to meeting
requests with Accept, Tentative, and Decline, view free and busy data, edit series of a
recurring meeting request, send meeting updates, and delete a meeting request to remove it
from their calendars.
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e Access permissions Verify that users can send e-mail on behalf of another user (including
meeting requests), and that a delegate user can accept a meeting request for another user.

e Search Verify that users can search for items in folders, text in messages messages from or
to specific users, messages containing attachments, and so on.

e Sort Verify messages sort properly in ascending or descending order and by sender or subject.

Public folders must be part of the client test plan. In addition to the upgrade issues mentioned
earlier, even in a native-mode Exchange 2000 organization, be aware of setting permissions on
public folders. When an administrator or a client changes the permissions on a public folder, they
can create a distribution list and set permissions to allow members of that list to access the public
folder. As soon as an access control list (ACL) is used to set permissions on a public folder, all
associated distribution groups convert to universal security groups. Not all distribution lists, also
called universal distribution groups, convert to universal security groups. This only happens when
an ACL is used to set permissions on a public folder. When testing, ensure that all universal
security groups are hosted in a native-mode Windows 2000 domain.

Testing considerations for public folders include:
e Upgrades Upgrade an Exchange 5.5 server that has a public folder store.

e Access permissions Use a public folder with permissions to allow a distribution list to access
the public folder. Replicate this public folder to a native-mode Windows 2000 domain. Verify
that the universal distribution group converts to a universal security group after it is accessed
for the first time. Test public folder replication among Exchange 5.5 and Exchange 2000
servers. Verify content and permissions.

e Users Add users from mixed-mode and native-mode domains to the universal security group
and verify that Outlook users have appropriate access to the public folders.

e Outlook Test various edits to public folder permissions with Outlook.

Third-Party Connectors Test Plan

Incorporate third-party connector and software tests to determine the upgrade strategy to
Exchange 2000.

Contact the connector or software vendor to determine connector or software compatibility with
Exchange 2000. With this information, you can determine the migration path, if any.

You may not be able to upgrade connectors such as fax, paging, and virus scanners that use the
Exchange directory. You may be able to upgrade monitoring and backup software that does not
interact with the Exchange directory.

Test upgrades in the test lab individually. If a problem occurs, you can trace it to a specific
connector or software.
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Test Strategy

Prior to testing, you should establish a strategy that defines specific testing goals and their results
and benefits. Create a document that lists features and functions required for the new messaging
environment. This list is the basis for new features of Exchange 2000 to test. Determining a
strategy with the company’s existing messaging environment in mind is important. Also, defining
the order of migration and implementation should be one of the goals you work towards.

In addition to testing the new features of Exchange 2000 for general operability, your test lab can
have a small-scale model of the existing messaging environment for interoperability and migration
testing with Exchange 2000. It may seem obvious that it is important to understand how to install
and use a particular feature. However, each tester should keep in mind the level of complexity
expected of a given feature in the production environment. While it may be impossible to duplicate
the complexity a particular feature may introduce when fully implemented, having the test team
fully understand the feature minimizes the risk of difficulties during the actual deployment.

Testing Your Scenarios

Test plans arise from the identification of all of the features to be tested and migration and
implementation scenarios planned during the production implementation. A plan that includes
taking the first Exchange 2000 server, and its base functionality, into the existing test environment
is a good place to start. This may involve a complete build of a new Windows 2000-based server
with Active Directory, or an in-place upgrade scenario. Either way, the test plan should involve
deployment scenarios expected during implementation.

The list of required features that was a guideline for the test strategy section becomes more
important when developing a test phase. End-user and administrator functionality can be grouped
into test plans that model how features go into place during implementation.

Exchange 2000 represents a significant change in the functionality and management of the
Exchange 5.5 environment. The directory has been moved from Exchange to Active Directory. A
user’s authentication and Exchange configuration are managed in a single place: the Active
Directory Users and Computer snap-in. Exchange 5.5 sites no longer exist, and the Exchange
System Manager snap-in replaces the Exchange Administrator program.

Feature Tests

Examine the new features included in Exchange 2006. Each can be tested independently to
familiarize the Exchange and Windows 2000 architecture teams and administrators with this new
functionality.

Some new features and corresponding test scenarios appear in the following sections. Features
such as clustering services and real-time collaboration are not included.
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Multiple Databases

Description Allows database size management, larger mailbox size, and faster backups and
restores.

Test objective To understand functionality of multiple databases on a single Exchange 2000
server.

Test method Create two mailbox stores, create a user on one store, and dismount the other store.
Move user between stores.

Storage Groups

Description Storage groups allow you to assemble databases into easily managed groups. All
databases within a storage group share the same transaction log files and log settings. Storage
groups and multiple databases enable users to service virtual organizations on one server.

Test objective To understand storage group functionality.

Test method Create a new storage group, create a new mailbox store in the new storage group, and
move users between storage groups.

Backup and Recovery

Description Backing up the Exchange 2000 server is a simple process. Each storage group has a
set of transaction log files for all the databases in the storage group. You can:

e  Back up select databases in a storage group.

e  Back up multiple storage groups simultaneously.
* Restore select databases in a backup set.

o Restore databases simultaneously.

A restored single database allows all transaction log files for the storage group to replay, but only
the databases being restored will be processed.

Test objective To recover a single database or storage group.

Test method Dismount the database to be restored, restore all incremental and differential backup
sets, and then restore the full backup set.

e The administrator selects which databases in a storage group to simultaneously backup.
e  The administrator backs up more than one storage group at a time.

e Only the damaged database must be offline to complete a restore. The other database in the
backup set or storage group remain online.

e  Multiple restore operations can occur simultaneously.
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Public Folders

Description Exchange 2000 allows you to create multiple public folder trees.
Test objective To create a new public folder hierarchy.

Test method Create a new public folder hierarchy in System Manager, and then access the public
folder hierarchy using Outlook Web Access.

Full-Text Indexing

Description Full-text indexing allows users to search Exchange databases for words or phrases
more quickly. Each word in a database is indexed and attachments can also be searched.

Test objective Test functionality of full-text indexing.

Test method Enable and start full-text indexing on both a mailbox and a public folder store,
establish an indexing and rebuilding schedule, and search mailbox and public folder stores using an
Outlook client.

Address Lists

Description Address lists replaces Address Book Views in Exchange 5.5. The lists are created
using a Lightweight Directory Access Protocol (LDAP) query of Active Directory mail-enabled
objects.

Test objective Create a new address book list.

Test method In System Manager, create a new address list, and browse the list with an Outlook
client.

Routing Groups

Description From a physical, network-layer perspective, routing groups replace Exchange 5.5
sites. Move servers between two routing groups, if both routing groups appear within the same
administrative group.

Test objective To understand routing group functionality.

Test method 1 Install Exchange 2000 server in an Exchange 5.5 site, run Active Directory
Connector, create a mailbox on the Exchange 2000 server, and then send a message between
Exchange 2000 server and Exchange 5.5 server. Install another Exchange 2000 server, create a
mailbox on the new Exchange 2000 server, and then send a message to all users on all systems.
Verify that the message was received.

Test method 2 Create two routing groups in an administrative group, install an Exchange 2000
server into one routing group, and move the server (drag and drop) into the second routing group.



Setting Up a Test Environment

189

Message Transport Between Routing Groups

Description There are three ways to send messages between routing groups:
¢ Routing Group connector

e  SMTP connector

e  X.400 connector

Test objective To test the functionality of the Routing Group connector.

Test method Create routing group one with servers A and B, create routing group two with servers
C and D, create a new mailbox-enabled user and store the mailbox on server B, create another new
mailbox-enabled user and store the mailbox on server D, create connections between the routing
groups using Routing Group connectors, and send a message between routing groups. Verify
receipt of the message. Unplug the network cable from the source bridgehead server A. Resend the
message. Verify receipt of the message.

Administrative Groups

Description Different administrative groups are configured to manage Exchange 2000 servers. In
mixed mode, only one administrative group is allowed per site. However, there is always at least
one routing group per administrative group. The administrative group to routing group ratio is l:n.

Test objective Test the functionality of administrative groups.

Test method Add a new user by using Active Directory Users and Computers. Assign the new
user the Exchange Administrator role using the Exchange Administrative Delegation wizard, log
on as the new user, and dismount a store.

Policies

Description Policies allow you to establish limits and rules applicable to databases. Various
databases can have different storage limits and retention policies.

Test objective To establish a deleted items retention and mailbox size limitation.

Test method In System Manager, create a new mailbox policy, configure the policy to retain
deleted mail for 60 days. Maximize the mailbox limit to 100 MB. Apply the policy to the
appropriate mailbox store.
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Distribution List Management and Usage

Description Distribution lists are stored in Active Directory. There are two types of groups that
can be mail-enabled: security and distribution.

If membership needs to be viewed in all domains in a Windows 2000 mixed-mode environment,
create a universal distribution group.

If the group needs to be used for permissions on public folders and includes users from more than
one domain, then it must be a universal security group.

Universal security groups must be hosted in a native-mode Windows 2000 domain.

Test objective To create a mail-enabled distribution group with a membership that is visible to all
domain users.

Test method Create a new group in the Active Directory Users and Computers snap-in, set group
scope to Global, set group type to Distribution, and then add a user to the new group. To verify,
open the address book in an Outlook client; the group should appear.

Web Folders

Description All folders and items within the store are URL-accessible.
Test objective To test URL accessibility to mailboxes and public folders.

Test method 1 (mailbox) In a Web browser, type http:\\server\exchange\alias, where server is the
Exchange server name, and alias is a user name. When prompted, enter the user name, domain,
and password.

Test method 2 (public folder) In a Web browser, type http:\\server\public, where server is the
Exchange server name. When prompted, enter the user name, domain, and password.

Upgrade Testing

It is possible to perform the migration from Exchange 5.5 to Exchange 2000 in several different
ways. The method you choose determines the software upgrade method. The following are typical
upgrade paths:

¢ In-place upgrade from Windows NT Server 4.0 to Windows 2000 Server and Exchange 5.5 to
Exchange 2000.

e Move users from an Exchange 5.5 server to an Exchange 2000 server.
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Active Directory Connector (ADC) must be installed regardless of the plan to migrate to Active
Directory. There are five migration paths for user data to Active Directory:

Evaluate and test each upgrade scenario to determine the best migration path for your organization.

In-place domain upgrade followed by the installation of ADC.
Populate the new Active Directory using ADC.

Use ADC to populate the new Active Directory structure and then clone users by using Active
Directory Migration Tool.

Use Active Directory Migration Tool with SidHistory, and then run ADC.

Use Active Directory Migration Tool without SidHistory, re-create the ACLs, and then run
ADC.

For more information on upgrade scenarios, see the Exchange 2000 documentation and other
chapters of this book.
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Before deploying Microsoft Exchange 2000 Server in your company, plan a pilot program to
further test and refine deployment strategies and configurations. The pilot program is a scaled-
down version of the full deployment, using pilot groups that are representative of the users in the
organization.

This chapter addresses questions critical to planning pilot programs. The answers to these
questions help you to identify necessary tasks and to prepare resources, such as a lab that
represents typical client-server configuration. Ensure your pilot-group volunteers have sufficient
time in their schedules and are willing to cooperate in the pilot program.

This chapter also discusses how to proceed once the pilot program is in place: such as meeting with
the pilot group to set expectations, maintaining a record of all issues and concerns. Use these
records when designing solutions to correct potential problems.

After the pilot program is complete, you can use documentation from the pilot program to create
specific guidelines for deploying and configuring Exchange 2000 Server.

In This Chapter
The Role of the Pilot
Determining Pilot Objectives
Who Should Participate?
Setting User Expectations
How Long Will a Pilot Take?
Production Pilots
Moving From Lab to Pilot
Documenting Pilot Processes

Applying Lessons to Production
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The Role of the Pilot

After you have tested all the functionality intended for your production Exchange 2000 system,
various questions and comments arise, generally along the lines of: Why is there a need to conduct
a pilot? All systems worked in the configurations. Why can’t we just load them onto our
production systems and deploy Exchange?

The following is a short list of selling points for conducting a pilot:

e To document production procedures that are necessary, but are not in place in a lab
environment

e To determine typical and expected user interaction with the system before company-wide
deployment

e To develop or modify training documentation based on pilot user feedback

e To accurately determine production environment deployment parameters (possibly a phased
approach or specific features)

e To determine the level of production support needed for the new application

In most test labs, the entire production configuration is not reproducible at one time. First, the lab
tests Microsoft Windows 2000 Server for messaging system connectivity and to identify
connections to other messaging systems. Then technicians test Microsoft Windows 2000 domains
that contain Exchange 2000 servers. Do not expect these test domains to handle a production
system load.

Note Although you can duplicate the load level, do not attempt to duplicate actual user
interaction. The production domain presents many issues inherent in a production system,
stemming from years of use, and encompassing any hardware glitches discovered over its
lifespan.

Lab messaging systems running on Exchange 2000 and earlier versions of Exchange are replicas of
what runs in production. Lab systems represent a clean environment rather than a true production
environment. A pilot environment connects to actual production systems and domains, so it
approximates your actual production environment.

Questions arise during pilot planning: How much of our production system should we involve in a
pilot? Do we need all routing group connectors in place in our pilot system? How about
connections to our existing messaging system—do we need to duplicate all of them?
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The answer is to conduct a pilot test on as much of your production configuration as possible. At a
minimum, test one of each configuration slated for production. If you currently have three
Microsoft Mail connections, test one in your pilot. If you have two or more routing groups in your
planned production architecture, you need to test at least one routing group connector (and
therefore need two routing groups) in your pilot environment. If you plan to host multiple storage
groups and messaging databases on a single server, include a server with at least two storage
groups and databases.

Pilots happen outside of the production Windows 2000 forest. Once you have completed your
pilot, move your mailboxes back to Exchange 5.5, temporarily removing the Exchange 2000
environment. Then you can build the deployment topology. Note that a key aspect of moving from
the pilot environment to the production environment is using a one-way connection agreement for
the Active Directory Connector (ADC). This connection agreement enables you to populate the
pilot Active Directory, while being able to remove and reconstruct the environment without
jeopardizing your live production. It is unwise to assume that a successful lab deployment means
the same for production. Rely instead on a pilot with similar production functionality. This can
better illustrate a smooth transition for your messaging and collaborative plans.

Determining Pilot Objectives

Exchange 2000 is a multifaceted application that extends a messaging system’s functionality in
many ways. It follows that Exchange has many features from which to choose. Companies that
define criteria for a successful pilot are positioned to correctly identify milestones or actions to
take for the pilot process. Getting to know users’ day-to-day messaging activities and visualizing
the company’s needs can help you to create clear objectives and to clear a path towards
determining specific features to include in the pilot.

You must make difficult decisions during the pilot. Specifically, the company needs to decide
which features are necessary for the future optimal operation of their messaging and collaboration
infrastructure. As each feature wins consensus, its implementation must follow. For example, if the
company requires public folders, decisions on folder organization, access, newsgroup usage, and
folder creation must be made.

Determining what resources are at your disposal (available participants, risk tolerance level, degree
of interoperation, allowable operations overhead), and the perceived long-term value of a
successful pilot, all are important steps in the piloting process. Ultimately, the decision to conduct
a pilot hinges on a simple cost benefit analysis. Does the cost of the pilot outweigh the benefit of
the new features that you want to implement?
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Choosing Which Features to Pilot

The new features of Exchange 2000 can be categorized into three main areas.

o Higher scalability, easier management, and lower cost Exchange 2000 offers improved
scalability that enables customers to continuously expand their system functionality for an
increasingly large numbers of users and to address architectural complexities.

e New storage technologies and multiple mailbox stores and public folder stores per server.
e  User account distribution between mailbox stores, based on availability requirements.
e  Protocol front-end virtual servers.

e  Active Directory Connector, which allows you to synchronize earlier versions of
Exchange with Active Directory objects.

e Greater availability Exchange 2000 offers increased reliability and reduced downtime after
hardware failure.

e  Windows Clustering.

¢ Exchange 2000 integration with Microsoft Management Console (MMC) through snap-
ins presents the opportunity to customize a subset of Exchange features, such as security,
in an MMC console—without starting Exchange System Manager.

Note This is similar to creating a specialized console to manage a customized set of
Windows 2000 services.

e Enhanced workflow services Exchange 2000 offers new features to support your knowledge-
management strategies. The Microsoft Web Storage System has features that allow various
ways for users to communicate. In addition to e-mail, the Web Storage System also supports
discussion threads, Microsoft Office documents, Web documents, and voice-mail; it can act as
a platform for advanced communication technologies. You can create workflow processes
with real-time conferencing, unified messaging, instant messaging, and wireless devices. Use
the following features listed below to control information management and workflow.

¢ Enhanced Web client capabilities, such as Outlook Web Access.

e Improved application programming interfaces (API) include new versions of
Collaboration Data Object (CDO) programming interfaces.

e Integrated workflow events, asynchronous or synchronous with store access.

e Enhanced real-time collaboration services, such as Instant Messaging Service, data and
video conferencing, and Exchange 2000 Chat Service.
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The process of deciding which features to run through a pilot is universal. Evaluate your direction
to determine what features and functions are appropriate for achieving its objectives.

Existing Infrastructure Requirements

Exchange 2000 has new server features (without client software or configuration impact), as well
as enhanced services, such as real-time collaboration, that require specific client configurations and
supporting infrastructure. This varies with your selected features. However, when you determine
infrastructure and client configuration, assess the server- and client-side functionality
requirements.

Server-Side Features

To test Exchange 2000 server-side enhancements, identify the degree of interoperability that you
want between the test architecture and the production architecture. If the test architecture is
intended to be separate from the production architecture, components such as Active Directory
Connector configuration agreements may need no configuration. In all cases, consider the
following server-side features:

e New storage technologies

e Protocol front-end virtual servers

e  Active Directory Connector (if upgrading from Exchange 5.5)
e  Exchange 2000 clustering

o Enhanced Outlook Web Access capabilities

e Improved programmability

All of the listed features are relatively transparent to the client, with no requirement other than a
MATPI or Internet protocol-capable client existing on a desktop.

Client-Side Features

Some Exchange 2000 features (such as data and video conferencing, which require multicast
support) require that specific versions of Windows exist on the users’ desktop. In addition, some
features may require infrastructure changes (data and video conferencing require changes to the
network routers to enable multicast to span the organization) or specific client-side software on
each user’s workstation (Instant Messaging Service). Other features, such as enhanced Outlook
Web Access services may be accessible with earlier clients (Internet Explorer 4.0 or Netscape
Navigator 4.0) but may exhibit different behaviors when viewed with later clients, such as Internet
Explorer 5.0.
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Who Should Participate?

This section outlines some criteria for determining the number of participants in an Exchange 2000
pilot. These parameters are about identifying aspects that can dominate the pilot. Use the following
questions as a guideline:

e Which functions does the company plan to test?

e  Which users will have access to the new features; can they test the new functions to the extent
they will be used in the production environment?

e  What infrastructure supports a specific number of users for the intended feature set?

Note Infrastructure costs for a pilot feature set are typically much greater than the
hardware costs. Consider operational and client support requirements, client-side
components, and administrative overhead. These parts make up the whole when deciding
on the number of test features. Also, conduct cost-benefit analyses to determine if a
function warrants deployment.

e List the potential risks to the production infrastructure when creating the pilot infrastructure.
Will a feature endanger client business processes—if so, is the risk worth the benefit?

Depending on the overall scope of implementation, you may need a specific number of users for a
pilot. Complex pilots may require more users to generate enough activity to test ali the scenarios.

Setting User Expectations

Set expectations of potential pilot participants appropriately. In some cases, it may not be possible
to meet stringent production service-level agreements within the pilot architecture. This could be
because the software is a pre-release version, or that resources are intended for production
infrastructures rather than for a pilot. Discuss the following potential scenarios:

e  Availability of pilot services, such as user messaging services. It may be that the user moved
to a pilot account without retaining a production account.

e The time it takes to resolve performance and availability issues. This is generally determined
by the amount of administrative and troubleshooting resources that are available to address the
issues.

e Preservation of user data stored on beta or pilot systems. Even if the systems are maintained as
production systems, there is no guarantee against data loss.

e  Users involved in the pilot may not be able to see all of the other employees in the company
messaging system. This ability depends on the type of directory synchronization between the
pilot and production infrastructures.

Carefully evaluate these potential risks for pilot users because they will help you identify future
issues for production users.
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How Long Will a Pilot Take?

The answer to this question is, “It depends on the company,” and this is why it is important to get
as much useful information from your pilot users as possible. However, do not allow the pilot to
prevent you from deploying the new messaging system. The pilot should bring about the new
messaging system faster and more efficiently. For a shorter pilot program, engender frequent and
clear communication with your users.

Production Pilots

Many pilots will never be removed from the production environment. Once a pilot starts, it is
considered a production system, and treated as a transition from the lab to actual production. Your
company determines this, so be prepared to let the pilot stand as originally designed.

Moving From Lab to Pilot

When moving to a production pilot system, ensure that the software on the pilot system is
configured as on the tested software. Herein find implementation of the same configurations
currently on the lab system (in the pilot environment) along with taking any lessons from the lab
installation to the pilot environment.

Hardware configurations can change as long as the relative software configuration remains
constant. At no time should software be installed on a production or pilot system that is not lab
tested. This includes hardware support software, but if the same hardware is not used in the lab and
for the pilot production system, this may not be possible. If so, one of the pilot systems should be
temporarily moved to the lab, and the software loaded there before running it on the production
system.

Before building a production messaging system, even if it is intended for a pilot environment,
document, test, and launch back up and restore procedures for that system. This forms the basis of
your production disaster-recovery documentation.

Documenting Lab Configurations

As with any system installation, lab environment software needs modification over time. However,
unlike production systems, the lab systems require frequent modifications, and care must be taken
to ensure all of these appear in the documented configuration. Build pilot systems that are based on
the final lab configuration.

If the lab systems have Microsoft Mail connectors, the base configuration for the pilot system must
also contain these connectors. However, if the base lab system does not have them, the final
configuration will not.
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Obviously, mirror the lab system as closely as possible to the pilot system, but do note any
shortcomings of the lab hardware. The lab tests show whether specific hardware platforms are
robust enough for the expected pilot and production loads, without actually using those hardware
platforms in the test lab.

Part of deciding what should comprise the pilot configuration is based on what was learned in the
test lab.

Evaluating Lessons from Lab Tests

Once you have completed lab tests, scrutinize software configuration modifications to determine if
the same modification should go into the pilot system. You need to determine if the modifications
meet pilot system requirements and the original project plan. Your entire pilot configuration must
be based on actual production requirements.

Not all production requirements need to be met by the pilot system. Also, only test functionality in
the pilot environment that will be part of the production system.

Documenting Pilot Processes

During your pilot, monitor, administer, back up, restore, and manage your pilot environment.
Generate documentation of these processes that will be valuable for the deployment process. You
can use it for your final production systems, so add as much detail as possible.

No untested hardware or software configuration should be built on production systems. It is critical
that if you plan to use a less powerful system to host your Routing Group connector server in
production, you test that system configuration in your pilot before deployment.

Applying Lessons to
Production

A pilot determines if a system is ready for production deployment. Consider then, both the pilot
documentation and configuration when building the production design. In a well-planned pilot
environment, its final system configurations migrate to the first production systems, so all
documentation should allow these systems to be duplicated to the last configuration setting.

Take into account that there have been system configuration changes during the pilot. These may
be necessary for the system to function properly in your production environment. They therefore
must be documented during the pilot to allow you to recreate them in the production rollout. The
documentation you create during the pilot becomes the roadmap to a successful production
implementation. This means the more you include day-to-day management and configuration in
these documents, the easier your job is when you have to reproduce the configurations for your
production system.



CHAPTER 9

Preparing a New Environment

Ziad Chbeir, Managing Consultant, Inacom Corporation

Preparing the environment for deploying Microsoft Exchange 2000 Server as a new messaging
system requires a plan and a sound architecture. Using a single example, this chapter illustrates
how to design and implement Exchange 2000 Server. A fictional company, LitWare, Inc. and its
full design for Exchange 2000 will demonstrate the process. For completeness, key design topics
will be discussed at a design level and not in depth.

LitWare has 800 retail stores that sell movies and music CDs worldwide. Its headquarters are in
New York City and there are shipping offices in Dallas, London, and Hong Kong SAR. The
company’s worldwide population is 6,000. LitWare has decided to migrate to Exchange 2000
Server from Lotus Notes.

This chapter assumes the following are in place:
¢ A Windows 2000 environment
e A previous messaging system (Lotus Notes)
¢ No Exchange system exists
¢ No Exchange design exists
In This Chapter
Assess and Evaluate Environment
Design Exchange 2000 Architecture
Design Coexistence and Migration Plan
Train Administrators and Users

Design Summary
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Assess and Evaluate
Environment

Assessing and evaluating the current messaging and network infrastructure consists of the
following phases:

e Define the required functionality
e Conduct a gap analysis

e  Create the plan

e  Prepare the environment

The following sections discuss these phases in detail.

Define the Required Functionality

LitWare’s requirements and its expectations for Exchange 2000 Server require evaluation. To
assess the required functionality, interview the technical staff and department heads who represent
the user population. If the user population is not represented during that phase, you risk designing a
system that is not what users want.

Ask questions about business requirements and processes, and how Exchange will contribute to
solving existing business problems. This assessment phase is critical to identify user expectations
and to intercept potentially expensive mistakes.

LitWare is currently using Lotus Notes for messaging and collaboration. The current messaging
infrastructure is used between the main offices only; business needs dictate the need to expand
messaging to the retail stores.
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Design Goals

The following list of goals is a foundation for designing the Exchange 2000 environment.
Exchange 2000 has