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Introduction

Document

Welcome to the Microsofte Windowse 2000 Server Resource Kit TCP/IP Core
Networking Guide.

The Microsofte Windowse 2000 Server Resource Kit consists of seven volumes
and a single compact disc (CD) containing tools, additional reference materials,
and an online version of the books. Supplements to the Windows 2000 Server
Resource Kit will be released as new information becomes available, and updates
and information will be available on the Web on an ongoing basis.

The TCP/IP Core Networking Guide provides you with in-depth technical
information to help you understand, manage, and troubleshoot all facets of
TCP/IP networking. This guide begins with a comprehensive analysis of the core
Microsofte Windowse 2000 TCP/IP protocols, continues with detailed
information about TCP/IP addressing and name resolution services, and concludes
with an analysis of advanced TCP/IP networking services. This information
supplements the online documentation included with Microsofte Windowse 2000
Server. Information about additional Windows 2000 networking protocols and
services is contained in the Internetworking Guide.

Conventions

The following style conventions and terminology are used throughout this guide.

Element Meaning

bold font Characters that you type exactly as shown, including
commands and switches. User interface elements are also
bold.

Italic font Variables for which you supply a specific value. For example,
Filename.ext could refer to any valid file name for the case in
question.

Monospace font Code samples.

%SystemRoot% The folder in which Windows 2000 is installed.




XXXvi Introduction

Reader Alert

Meaning

Tip

Note
Important

Caution

Warning

Alerts you to supplementary information that is not essential
to the completion of the task at hand.

Alerts you to supplementary information.

Alerts you to supplementary information that is essential to
the completion of a task.

Alerts you to possible data loss, breaches of security, or other
more serious problems.

Alerts you that failure to take or avoid a specific action might
result in physical harm to you or to the hardware.

Resource Kit Compact Disc

The Windows 2000 Server Resource Kit companion CD includes a wide variety of
tools and resources to help you work more efficiently with Windows 2000.

Note The tools on the CD are designed and tested for the U.S. version of
Windows 2000. Use of these programs on other versions of Windows 2000 or on
versions of Microsofte Windows NTe can cause unpredictable results.

The Resource Kit companion CD contains the following:

Windows 2000 Server Resource Kit Online Books An HTML Help version of the
print books. Use these books to find the same detailed information about
Windows 2000 as is found in the print versions. Search across all of the books to
find the most pertinent information to complete the task at hand.
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Windows 2000 Server Resource Kit Tools and Tools Help Over 200 software tools,
tools documentation, and other resources that harness the power of

Windows 2000. Use these tools to manage Active Directory™, administer security
features, work with the registry, automate recurring jobs, and many other
important tasks. Use Tools Help documentation to discover and learn how to use
these administrative tools.

Windows 2000 Resource Kit References A set of HTML Help references:

= Error and Event Messages Help contains most of the error and event
messages generated by Windows 2000. With each message comes a
detailed explanation and a suggested user action.

» Technical Reference to the Registry provides detailed descriptions of
Windows 2000 registry content, such as the subtrees, keys, subkeys, and
entries that advanced users want to know about, including many entries that
cannot be changed by using Windows 2000 tools or programming
interfaces.

= Performance Counter Reference describes all performance objects and
counters provided for use with tools in the Performance snap-in of
Windows 2000. Use this reference to learn how monitoring counter values
can assist you in diagnosing problems or detecting bottlenecks in your
system.

= Group Policy Reference provides detailed descriptions of the Group
Policy settings in Windows 2000. These descriptions explain the effect of
enabling, disabling, or not configuring each policy, as well as explanations
of how related policies interact.

Resource Kit Support Policy

The software supplied in the Windows 2000 Server Resource Kit is not supported.
Microsoft does not guarantee the performance of the Windows 2000 Server
Resource Kit tools, response times for answering questions, or bug fixes to the
tools. However, we do provide a way for customers who purchase the

Windows 2000 Server Resource Kit to report bugs and receive possible fixes for
their issues. You can do this by sending e-mail to rkinput@microsoft.com. This e-
mail address is only for Windows 2000 Server Resource Kit related issues. For
issues relating to the Windows 2000 operating system, please refer to the support
information included with your product.






PART 1

Windows 2000 TCP/IP

The TCP/IP protocol suite is the strategic internetworking technology of today
and the future. This section examines the basics of TCP/IP and its implementation
in Windows 2000.
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CHAPTER 1

Introduction to TCP/IP

Microsofte Windowse 2000 has extensive support for the Transmission Control
Protocol/Internet Protocol (TCP/IP) suite both as a protocol and a set of services
for connectivity and management of IP internetworks. Knowledge of the basic
concepts of TCP/IP is an absolute requirement for the proper understanding of the
configuration, deployment, and troubleshooting of IP-based Windows 2000 and
Microsofte Windows NT® intranets.

In This Chapter

TCP/TP Protocol Suite 5
TCP/IP Protocol Architecture 7
IP Addressing 20

Name Resolution 44

IP Routing 52

Physical Address Resolution 60
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Related Information in the Resource Kit

= For more information about Windows 2000 network architecture, see
“Windows 2000 Networking Architecture” in this book.

= For more information about the Windows 2000 implementation of TCP/IP, see
“Windows 2000 TCP/IP” in this book.
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TCP/IP Protocol Suite

TCP/IP is an industry-standard suite of protocols designed for large internetworks
spanning wide area network (WAN) links. TCP/IP was developed in 1969 by the
U.S. Department of Defense Advanced Research Projects Agency (DARPA), the
result of a resource-sharing experiment called ARPANET (Advanced Research
Projects Agency Network). The purpose of TCP/IP was to provide high-speed
communication network links. Since 1969, ARPANET has grown into a
worldwide community of networks known as the Internet.

Microsoft TCP/IP

Microsoft TCP/IP on Windows 2000 enables enterprise networking and
connectivity on Windows 2000 and Windows NT-based computers. Adding
TCP/IP to a Windows 2000 configuration offers the following advantages:

= A standard, routable enterprise networking protocol that is the most complete
and accepted protocol available. All modern network operating systems offer
TCP/IP support, and most large networks rely on TCP/IP for much of their
network traffic.

= A technology for connecting dissimilar systems. Many standard connectivity
utilities are available to access and transfer data between dissimilar systems,
including File Transfer Protocol (FTP) and Telnet, a terminal emulation
protocol. Several of these standard utilities are included with Windows 2000.

= A robust, scalable, cross-platform client/server framework. Microsoft TCP/IP
offers the Windows Sockets interface, which is ideal for developing
client/server applications that can run on Windows Sockets—compliant stacks
from other vendors.

= A method of gaining access to the Internet. The Internet consists of thousands
of networks worldwide, connecting research facilities, universities, libraries,
and private companies.

Note The word internet (lowercase i) refers to multiple TCP/IP networks
connected with routers. References to the Internet (uppercase I) refer to the
worldwide public Internet. References to the intranet refer to a private
internetwork.

TCP/IP Standards

The standards for TCP/IP are published in a series of documents called Request
for Comments (RFCs). RFCs describe the internal workings of the Internet. Some
RFCs describe network services or protocols and their implementations, whereas
others summarize policies. TCP/IP standards are always published as RFCs,
although not all RFCs specify standards.
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TCP/IP standards are not developed by a committee, but rather by consensus.
Anyone can submit a document for publication as an RFC. Documents are
reviewed by a technical expert, a task force, or the RFC editor, and then assigned
a status. The status specifies whether a document is being considered as a
standard.

There are five status assignments of RFCs as described in Table 1.1.

Table 1.1 Status Assignments of RFCs

Status Description

Required Must be implemented on all TCP/IP-based hosts and gateways.

Recommended Encouraged that all TCP/IP-based hosts and gateways implement the
RFC specifications. Recommended RFCs are usually implemented.

Elective Implementation is optional. Its application has been agreed to but is
not a requirement.

Limited Use Not intended for general use.

Not Not recommended for implementation.

recommended

If a document is being considered as a standard, it goes through stages of
development, testing, and acceptance known as the Internet Standards Process.
These stages are formally labeled maturity levels. Table 1.2 lists the three
maturity levels for Internet Standards.

Table 1.2 Maturity Levels for Internet Standards

Maturity Level Description

Proposed Standard A Proposed Standard specification is generally stable, has resolved
known design choices, is believed to be well understood, has
received significant community review, and appears to enjoy
enough community interest to be considered valuable.

Draft Standard A Draft Standard must be well understood and known to be quite
stable, both in its semantics and as a basis for developing an
implementation.

Internet Standard The Internet Standard specification (which might simply be referred

to as a Standard) is characterized by a high degree of technical
maturity and by a generally held belief that the specified protocol or
service provides significant benefit to the Internet community.

When a document is published, it is assigned an RFC number. The original RFC
is never updated. If changes are required, a new RFC is published with a new
number. Therefore, it is important to verify that you have the most recent RFC on
a particular topic.
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RFCs can be obtained in several ways. To obtain any RFC or a full and current
indexed listing of all RFCs published to date, see the Request For Comments link
on the Web Resources page at
http://windows.microsoft.com/windows2000/reskit/webresources.

TCP/IP Protocol Architecture

TCP/IP protocols map to a four-layer conceptual model known as the DARPA
model, named after the U.S. government agency that initially developed TCP/IP.
The four layers of the DARPA model are: Application, Transport, Internet, and
Network Interface. Each layer in the DARPA model corresponds to one or more
layers of the seven-layer Open Systems Interconnection (OSI) model.

Figure 1.1 shows the TCP/IP protocol architecture.

TCP/IP Protocol

Figure 1.1 TCP/IP Protocol Architecture

Network Interface Layer

The Network Interface layer (also called the Network Access layer) is responsible
for placing TCP/IP packets on the network medium and receiving TCP/IP packets
off the network medium. TCP/IP was designed to be independent of the network
access method, frame format, and medium. In this way, TCP/IP can be used to
connect differing network types. These include LAN technologies such as
Ethernet and Token Ring and WAN technologies such as X.25 and Frame Relay.
Independence from any specific network technology gives TCP/IP the ability to
be adapted to new technologies such as Asynchronous Transfer Mode (ATM).
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The Network Interface layer encompasses the Data Link and Physical layers of
the OSI model. Note that the Internet layer does not take advantage of sequencing
and acknowledgment services that might be present in the Data-Link layer. An
unreliable Network Interface layer is assumed, and reliable communications
through session establishment and the sequencing and acknowledgment of packets
is the responsibility of the Transport layer.

Internet Layer

The Internet layer is responsible for addressing, packaging, and routing functions.
The core protocols of the Internet layer are IP, ARP, ICMP, and IGMP.

» The Internet Protocol (IP) is a routable protocol responsible for IP addressing,
routing, and the fragmentation and reassembly of packets.

= The Address Resolution Protocol (ARP) is responsible for the resolution of the
Internet layer address to the Network Interface layer address such as a
hardware address.

= The Internet Control Message Protocol (ICMP) is responsible for providing
diagnostic functions and reporting errors due to the unsuccessful delivery of IP
packets.

= The Internet Group Management Protocol (IGMP) is responsible for the
management of IP multicast groups.

The Internet layer is analogous to the Network layer of the OSI model.

Transport Layer

The Transport layer (also known as the Host-to-Host Transport layer) is
responsible for providing the Application layer with session and datagram
communication services. The core protocols of the Transport layer are
Transmission Control Protocol (TCP) and the User Datagram Protocol (UDP).

=  TCP provides a one-to-one, connection-oriented, reliable communications
service. TCP is responsible for the establishment of a TCP connection, the
sequencing and acknowledgment of packets sent, and the recovery of packets
lost during transmission.

= UDP provides a one-to-one or one-to-many, connectionless, unreliable
communications service. UDP is used when the amount of data to be
transferred is small (such as the data that would fit into a single packet), when
the overhead of establishing a TCP connection is not desired or when the
applications or upper layer protocols provide reliable delivery.

The Transport layer encompasses the responsibilities of the OSI Transport layer
and some of the responsibilities of the OSI Session layer.
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Application Layer

The Application layer provides applications the ability to access the services of
the other layers and defines the protocols that applications use to exchange data.
There are many Application layer protocols and new protocols are always being
developed.

The most widely-known Application layer protocols are those used for the
exchange of user information:

= The Hypertext Transfer Protocol (HTTP) is used to transfer files that make up
the Web pages of the World Wide Web.

= The File Transfer Protocol (FTP) is used for interactive file transfer.

= The Simple Mail Transfer Protocol (SMTP) is used for the transfer of mail
messages and attachments.

= Telnet, a terminal emulation protocol, is used for logging on remotely to
network hosts.

Additionally, the following Application layer protocols help facilitate the use and
management of TCP/IP networks:

= The Domain Name System (DNS) is used to resolve a host name to an IP
address.

= The Routing Information Protocol (RIP) is a routing protocol that routers use
to exchange routing information on an IP internetwork.

= The Simple Network Management Protocol (SNMP) is used between a
network management console and network devices (routers, bridges,
intelligent hubs) to collect and exchange network management information.

Examples of Application layer interfaces for TCP/IP applications are Windows
Sockets and NetBIOS. Windows Sockets provides a standard application
programming interface (API) under Windows 2000. NetBIOS is an industry
standard interface for accessing protocol services such as sessions, datagrams, and
name resolution. More information on Windows Sockets and NetBIOS is
provided later in this chapter.

TCP/IP Core Protocols

The TCP/IP protocol component that is installed in your network operating
system is a series of interconnected protocols called the core protocols of TCP/IP.
All other applications and other protocols in the TCP/IP protocol suite rely on the
basic services provided by the following protocols: IP, ARP, ICMP, IGMP, TCP,
and UDP.
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IP

IP is a connectionless, unreliable datagram protocol primarily responsible for
addressing and routing packets between hosts. Connectionless means that a
session is not established before exchanging data. Unreliable means that delivery
is not guaranteed. IP always makes a “best effort” attempt to deliver a packet. An
IP packet might be lost, delivered out of sequence, duplicated, or delayed. IP does
not attempt to recover from these types of errors. The acknowledgment of packets
delivered and the recovery of lost packets is the responsibility of a higher-layer
protocol, such as TCP. IP is defined in RFC 791.

An IP packet consists of an IP header and an IP payload. Table 1.3 describes the
key fields in the IP header.

Table 1.3 Key Fields in the IP Header

IP Header Field Function

Source IP Address The IP address of the original source of the IP datagram.

Destination IP Address The IP address of the final destination of the IP datagram.

Identification Used to identify a specific IP datagram and to identify all
fragments of a specific IP datagram if fragmentation occurs.

Protocol Informs IP at the destination host whether to pass the packet up
to TCP, UDP, ICMP, or other protocols.

Checksum A simple mathematical computation used to verify the integrity
of the IP header.

Time-to-Live (TTL) Designates the number of networks on which the datagram is

allowed to travel before being discarded by a router. The TTL
is set by the sending host and is used to prevent packets from
endlessly circulating on an IP internetwork. When forwarding
an IP packet, routers are required to decrease the TTL by at
least one.

Fragmentation and Reassembly

If a router receives an IP packet that is too large for the network to which the
packet is being forwarded, IP fragments the original packet into smaller packets
that fit on the downstream network. When the packets arrive at their final
destination, IP on the destination host reassembles the fragments into the original
payload. This process is referred to as fragmentation and reassembly.
Fragmentation can occur in environments that have a mix of networking
technologies, such as Ethernet or Token Ring.
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The fragmentation and reassembly works as follows:

=  When an IP packet is sent by the source, it places a unique value in the
Identification field.

= The IP packet is received at the router. The IP router notes that the maximum
transmission unit (MTU) of the network onto which the packet is to be
forwarded is smaller than the size of the IP packet.

= [P divides the original IP payload into fragments that fit on the next network.
Each fragment is sent with its own IP header that contains:

= The original Identification field identifying all fragments that belong
together.

= The More Fragments Flag indicating that other fragments follow. The More
Fragments Flag is not set on the last fragment, because no other fragments
follow it.

» The Fragment Offset field indicating the position of the fragment relative to
the original IP payload.

When the fragments are received by IP at the remote host, they are identified by
the Identification field as belonging together. The Fragment Offset field is then
used to reassemble the fragments into the original IP payload.

ARP

When IP packets are sent on shared access, broadcast-based networking
technologies such as Ethernet or Token Ring, the media access control (MAC)
address corresponding to a forwarding IP address must be resolved. ARP uses
MAC-level broadcasts to resolve a known forwarding IP address to its MAC
address. ARP is defined in RFC 826.

For more information about ARP, see “Physical Address Resolution” later in this
chapter.

ICMP

Internet Control Message Protocol (ICMP) provides troubleshooting facilities and
error reporting for packets that are undeliverable. For example, if IP is unable to
deliver a packet to the destination host, ICMP sends a Destination Unreachable
message to the source host. Table 1.4 shows the most common ICMP messages.
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Table 1.4 Common ICMP Messages

ICMP Message Function

Echo Request Troubleshooting message used to check IP connectivity to a desired
host. The ping utility sends ICMP Echo Request messages.

Echo Reply Response to an ICMP Echo Request.

Redirect Sent by a router to inform a sending host of a better route to a

Source Quench

Destination
Unreachable

destination IP address.

Sent by a router to inform a sending host that its IP datagrams are
being dropped due to congestion at the router. The sending host then
lowers its transmission rate. Source Quench is an elective ICMP
message and is not commonly implemented.

Sent by a router or the destination host to inform the sending host
that the datagram cannot be delivered.

There are a series of

defined Destination Unreachable ICMP messages. Table 1.5

describes the most common messages.

Table 1.5 Common

ICMP Destination Unreachable Messages

Destination

Unreachable Message  Description

Network Unreachable

Host Unreachable

Protocol Unreachable

Port Unreachable

Fragmentation Needed
and DF Set

Source Route Failed

Sent by an IP router when a route to the destination network can
not be found. This message is obsolete.

Sent by an IP router when a route to the destination IP address
can not be found.

Sent by the destination IP node when the Protocol field in the IP
header cannot be matched with an IP client protocol currently
loaded.

Sent by the destination IP node when the Destination Port in the
UDP header cannot be matched with a process using that port.

Sent by an IP router when fragmentation must occur but is not
allowed due to the source node setting the Don’t Fragment (DF)
flag in the IP header.

Sent by an IP router when delivery of the IP packet using source
route information (stored as source route option headers) fails.

ICMP does not make IP a reliable protocol. ICMP attempts to report errors and

provide feedback on

specific conditions. ICMP messages are carried as

unacknowledged IP datagrams and are themselves unreliable. ICMP is defined in

RFC 792.
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IGMP

Internet Group Management Protocol (IGMP) is a protocol that manages host
membership in IP multicast groups. An IP multicast group, also known as a host
group, is a set of hosts that listen for IP traffic destined for a specific IP multicast
address. IP multicast traffic is sent to a single MAC address but processed by
multiple IP hosts. A specific host listens on a specific IP multicast address and
receives all packets to that IP address. The following are some of the additional
aspects of IP multicasting:

=  Host group membership is dynamic, hosts can join and leave the group at any
time.

= A host group can be of any size.

=  Members of a host group can span IP routers across multiple networks. This
situation requires IP multicast support on the IP routers and the ability for
hosts to register their group membership with local routers. Host registration is
accomplished using IGMP.

= A host can send traffic to an IP multicast address without belonging to the
corresponding host group.

For a host to receive IP multicasts, an application must inform IP that it will
receive multicasts at a specified IP multicast address. If the network technology
supports hardware-based multicasting, the network interface is told to pass up
packets for a specific IP multicast address. In the case of Ethernet, the network
adapter is programmed to respond to a multicast MAC address corresponding the
specified IP multicast address.

A host supports IP multicast at one of the following levels:

= Level 0: No support to send or receive IP multicast traffic.
= Level 1: Support exists to send but not receive IP multicast traffic.

= Level 2: Support exists to both send and receive IP muiticast traffic.
Windows 2000 and Windows NT 3.5 and later TCP/IP supports level 2 IP
multicasting.

The protocol to register host group information is IGMP, which is required on all
hosts that support level 2 IP multicasting. IGMP packets are sent using an IP
header.
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IGMP messages take two forms:

=  When a host joins a host group, it sends an IGMP Host Membership Report
message to the all-hosts IP multicast address (224.0.0.1) or to the specified IP
multicast address declaring its membership in a specific host group by
referencing the IP multicast address.

=  When a router polls a network to ensure that there are members of a specific
host group, it sends an IGMP Host Membership Query message to the all-hosts
IP multicast address. If no responses to the poll are received after several polls,
the router assumes no membership in that group for that network and stops
advertising that group-network information to other routers.

For IP multicasting to span routers across an internetwork, multicast routing
protocols are used by routers to communicate host group information so that each
router supporting multicast forwarding is aware of which networks contain
members of which host groups.

IGMP is defined in RFCs 1112 and 2236.

TCP

TCP is a reliable, connection-oriented delivery service. The data is transmitted in
segments. Connection-oriented means that a connection must be established
before hosts can exchange data. Reliability is achieved by assigning a sequence
number to each segment transmitted. An acknowledgment is used to verify that
the data was received by the other host. For each segment sent, the receiving host
must return an acknowledgment (ACK) within a specified period for bytes
received. If an ACK is not received, the data is retransmitted. TCP is defined in
RFC 793.

TCP uses byte-stream communications, wherein data within the TCP segment is
treated as a sequence of bytes with no record or field boundaries. Table 1.6
describes the key fields in the TCP header.

Table 1.6 Key Fields in the TCP Header

Field Function

Source Port TCP port of sending host.

Destination Port TCP port of destination host.

Sequence Number Sequence number of the first byte of data in the TCP segment.
Acknowledgment Sequence number of the byte the sender expects to receive next
Number from the other side of the connection.

Window Current size of a TCP buffer on the host sending this TCP segment

to store incoming segments.
TCP Checksum Verifies the integrity of the TCP header and the TCP data.
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TCP Ports

A TCP port provides a specific location for delivery of TCP segments. Port
numbers below 1024 are well-known ports and are assigned by the Internet
Assigned Numbers Authority (IANA). Table 1.7 lists a few well-known TCP
ports.

Table 1.7 Well-Known TCP Ports

TCP Port Number  Description

20 FTP (Data Channel)

21 FTP (Control Channel)

23 Telnet

80 HTTP used for the World Wide Web
139 NetBIOS session service

For a complete list of assigned TCP ports, see the Internet Assigned Numbers
Authority (IANA) Port Numbers link on the Web Resources page at
http://windows.microsoft.com/windows2000/reskit/webresources.

TCP Three-Way Handshake

A TCP connection is initialized through a three-way handshake. The purpose of

the three-way handshake is to synchronize the sequence number and
acknowledgment numbers of both sides of the connection and exchange TCP
Window sizes. The following steps outline the process:

1. The client sends a TCP segment to the server with an initial Sequence Number

for the connection and a Window size indicating the size of a buffer on the
client to store incoming segments from the server.

2. The server sends back a TCP segment containing its chosen initial Sequence

Number, an acknowledgment of the client’s Sequence Number, and a Window

size indicating the size of a buffer on the server to store incoming segments
from the client.

3. The client sends a TCP segment to the server containing an acknowledgment

of the server’s Sequence Number.

TCP uses a similar handshake process to end a connection. This guarantees that
both hosts have finished transmitting and that all data was received.
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UDP

UDP provides a connectionless datagram service that offers unreliable, best-effort
delivery of data transmitted in messages. This means that neither the arrival of
datagrams nor the correct sequencing of delivered packets is guaranteed. UDP
does not recover from lost data through retransmission. UDP is defined in RFC
768.

UDP is used by applications that do not require an acknowledgment of receipt of
data and that typically transmit small amounts of data at one time. NetBIOS name
service, NetBIOS datagram service, and SNMP are examples of services and
applications that use UDP. Table 1.8 describes the key fields in the UDP header.

Table 1.8 Key Fields in the UDP Header

Field Function
Source Port UDP port of sending host.
Destination Port UDP port of destination host.

UDP Checksum Verifies the integrity of the UDP header and the UDP data.

UDP Ports

To use UDP, an application must supply the IP address and UDP port number of
the destination application. A port provides a location for sending messages. A
port functions as a multiplexed message queue, meaning that it can receive
multiple messages at a time. Each port is identified by a unique number. It is
important to note that UDP ports are distinct and separate from TCP ports even
though some of them use the same number. Table 1.9 lists well-known UDP ports.

Table 1.9 Well-Known UDP Ports

UDP Port Number Description

53 Domain Name System (DNS) Name Queries
69 Trivial File Transfer Protocol (TFTP)

137 NetBIOS name service

138 NetBIOS datagram service

161 SNMP

For a complete list of assigned UDP ports, see the Internet Assigned Numbers
Authority (IANA) Port Numbers link on the Web Resources page at
http://windows.microsoft.com/windows2000/reskit/webresources.
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TCP/IP Application Interfaces

For applications to access the services offered by the core TCP/IP protocols in a
standard way, network operating systems like Windows 2000 make industry
standard application programming interfaces (APIs) available. Application
interfaces are sets of functions and commands that are programmatically called by
application code to perform network functions. For example, a Web browser
application connecting to a Web site needs access to TCP’s connection
establishment service.

Figure 1.2 shows two common TCP/IP network interfaces, Windows Sockets and
NetBIOS, and their relation to the core protocols.
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Figure 1.2 APIs for TCP/IP

Windows Sockets Interface

The Windows Sockets API is a standard API under Windows 2000 for
applications that use TCP and UDP. Applications written to the Windows Sockets
API run on many versions of TCP/IP. TCP/IP utilities and the SNMP service are
examples of applications written to the Windows Sockets interface.
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Windows Sockets provides services that allow applications to bind to a particular
port and IP address on a host, initiate and accept a connection, send and receive
data, and close a connection. There are two types of sockets:

1. A stream socket provides a two-way, reliable, sequenced, and unduplicated
flow of data using TCP.

2. A datagram socket provides the bi-directional flow of data using UDP.

A socket is defined by a protocol and an address on the host. The format of the
address is specific to each protocol. In TCP/IP, the address is the combination of
the IP address and port. Two sockets, one for each end of the connection, form a
bi-directional communications path.

To communicate, an application specifies the protocol, the IP address of the
destination host, and the port of the destination application. After the application
is connected, information can be sent and received.

NetBIOS Interface

NetBIOS was developed for IBM in 1983 by Sytek Corporation to allow
applications to communicate over a network. NetBIOS defines two entities, a
session level interface and a session management and data transport protocol.

The NetBIOS interface is a standard API for user applications to submit network
input/output (I/O) and control directives to underlying network protocol software.
An application program that uses the NetBIOS interface API for network
communication can be run on any protocol software that supports the NetBIOS
interface.

NetBIOS also defines a protocol that functions at the session/transport level. This
is implemented by the underlying protocol software (such as the NetBIOS Frames
Protocol (NBFP), a component of NetBEUI, or NetBIOS over TCP/IP (NetBT))
to perform the network I/O required to accommodate the NetBIOS interface
command set. NetBIOS over TCP/IP is defined in RFCs 1001 and 1002.

NetBIOS provides commands and support for NetBIOS Name Management,
NetBIOS Datagrams, and NetBIOS Sessions.
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NetBIOS Name Management

NetBIOS name management services provide the following functions:

= Name Registration and Release

When a TCP/IP host initializes, it registers its NetBIOS names by broadcasting
or directing a NetBIOS name registration request to a NetBIOS Name Server
such as a Windows Internet Name Service (WINS) server. If another host has
registered the same NetBIOS name, either the host or a NetBIOS Name Server
responds with a negative name registration response. The initiating host
receives an initialization error as a result.

When the workstation service on a host is stopped, the host discontinues
broadcasting a negative name registration response when someone else tries to
use the name and sends a name release to a NetBIOS Name Server. The
NetBIOS name is said to be released and available for use by another host.

=  Name Resolution

When a NetBIOS application wants to communicate with another NetBIOS
application, the IP address of the NetBIOS application must be resolved.
NetBIOS over TCP/IP performs this function by either broadcasting a
NetBIOS name query on the local network or sending a NetBIOS name query
to a NetBIOS Name Server.

For more information about NetBIOS name resolution, see “NetBIOS Name
Resolution” later in this chapter.

The NetBIOS name service uses UDP port 137.

NetBIOS Datagrams

The NetBIOS datagram service provides delivery of datagrams that are
connectionless, nonsequenced, and unreliable. Datagrams can be directed to a
specific NetBIOS name or broadcast to a group of names. Delivery is unreliable in
that only the users who are logged on to the network receive the message. The
datagram service can initiate and receive both broadcast and directed messages.
The NetBIOS datagram service uses UDP port 138.

NetBIOS Sessions

The NetBIOS session service provides delivery of NetBIOS messages that are
connection-oriented, sequenced, and reliable. NetBIOS sessions use TCP
connections and provide session establishment, keepalive, and termination. The
NetBIOS session service allows concurrent data transfers in both directions using
TCP port 139.
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IP Addressing

Each TCP/IP host is identified by a logical IP address. The IP address is a
network layer address and has no dependence on the Data-Link layer address
(such as a MAC address of a network adapter). A unique IP address is required for
each host and network component that communicates using TCP/IP.
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