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Preface 
This book is primarily for developers who need to write a non-standard device driver, 
either as a VxD or as a DLL. (A non-standard device is anything except a display, 
keyboard, mouse, serial port, or printer.) This second edition expands the coverage of 
VxDs, with particular attention to the issues raised by new Windows 95 features, like 
Plug and Play. 

While not intended for a beginning programmer, it is my intent that this book will 
be accessible and useful to a wide range of readers. If you have written a device driver 
or device interface code for DOS or some other operating system, you should be com­
fortable with the material in this book. To get the most from this book, you should 
have a strong working knowledge of C. You should also be able to read 80x86 assem­
bly, although this edition uses far less assembly than the first edition. A strong grasp 
of how segments are used by DOS compilers and assemblers will be helpful. You do 
not need to be a Windows application programmer. In fact, you'll find the code inthis 
book bears a much stronger resemblance to conventional DOS code than to the typical 
Windows application. 
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A Step-by-step Approach 
Windows can be an overwhelmingly complex environment. My goal in this book is to 
help you understand· which parts of that environment are really critical to each differ­
ent type of driver. Each chapter introduces a new driver, and each chapter introduces 
only as much new material as you need to understand the new example. I've tried to 
keep each example driver as simple as possible so that the critical features are nearly 
self-evident. Most of the example code is written in C and embedded assembly using 
VC++ 4.0. Where necessary, code is written in assembly using Microspft Assembly 
(MASM) v6.1. The code disk includes a library of wrapper functions that allow V xDs 
to be coded almost entirely in C. 

Which Version of Windows? 
This book covers both Windows 95 and Windows 3;x (Enhanced Mode). The focus is 
on Windows 95, but almost all of the material also applies to Windows 3.x. In most 
chapters the differences between the two versions are minimal and Windows 3.x con­
siderations are simply highlighted in a separate section at the end of the chapter. In a 
few chapters the differences are larger. In these chapters I fully describe both ver­
sions, each in a separate section. 

About the Book 
This book is partitioned into two major sections. Part I (Chapters 2 through 12) covers 
the Windows execution environment and VxDs. Part II (Chapters 13 through 19) cov­
ers DLL-based drivers. Within each part, the chapters are ordered so that each builds 
on the prior chapters. Once you have read Chapter 1 and decided whether you need to 
build a VxD or a DLL, you can decide how to read the rest of the book. Nearly every­
one should read Chapters 2 and 3. These chapters describe those portions of the Win­
dows architecture that are important to device driver writers. The topics covered in 
these chapters are important to both VxD and DLL developers. Those readers who are 
rusty on selectors, descriptors, page tables, and the other architectural details of the 
80x86 family of processors will want to read and refer to Appendix A as they read 
Chapters 2 and 3. Throughout the book, I assume you are comfortably familiar with 
the architectural information in Appendix A. Finally, if it bothers you to have certain 
implementation details hidden, you may want to read portions of Appendix B as you 
study the first example drivers. This appendix is the primary reference for the assem­
bly language "wrappers" used throughout the text. 
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Chapter 1 

Introduction 

What is a Driver? 
In its broadest definition, a "driver" is a set of functions that manipulates a hardware 
device. One way of categorizing drivers is by how these functions are packaged. In 
the DOS world, a "driver" can be a module that is linked into the application. EXE, or 
a "driver" can be another piece of software which is completely separate from the 
application (a DOS device driver or a TSR). In the world of Windows, a "driver" can 
be a module that is dynamically linked into the application. EXE (called a DLL), or it 
can be completely separate from the application (called a VxD). 

Privileged and Non-privileged Packages 
Another way of categorizing drivers is privilege. Some operating systems, such as 
UNIX and Windows NT, prohibit applications from manipulating hardware directly. 
In these environments, only privileged pieces of code known as "device drivers" are 
allowed to interface to hardware. Applications that need to control hardware must use 
the services provided by these drivers. 

Windows too supports a privileged driver package. In Windows, these device drivers 
are called VxDs. However, Windows does not require hardware support to be contained 
in a VxD. In Windows, a surprising amount of hardware support is contained in DLLs, 
not VxDs. In Windows, DLLs that interface to hardware are often called "drivers". 
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Driver Interfaces 
Yet another way of categorizing a driver is by the interface it presents to the applica­
tion and the as kernel. All Windows NT drivers use the same exact interface to the 
NT kernel. The kernel in tum provides a standard interface which applications can use 
to call any driver (open, read, etc.). The privileged driver package in Windows, the 
VxD, is different. Although all Windows VxDs use the same kernel interface, there is 
no standard interface to a VxD from the application level. Instead, each VxD defines 
its own application interface. 

Some Windows drivers packaged as DLLs interface to the kernel and are required 
to export a specific interface to the kernel. Such drivers are sometimes called "system 
drivers". However, note that the interface used by the system keyboard driver looks 
very different than the interface used by the system display driver. Other driver DLLs 
have no required interface to the kernel at all, and the driver developer has a free hand 
in designing whatever kernel interface and application interface he wants. 

What Kind of a Driver Do I Need to Write? 
Clearly there are many different kinds of "drivers" under Windows. Exactly which 
type of driver you need to write depends on several interrelated factors: 

the version of Windows (3.x, 95), 

the class of hardware device (keyboard, network card, custom AID board), 

the kind of hardware interface (110 ports, interrupts), and 

the performance requirements (throughput, interrupt latency). 

Collectively these four factors will determine whether you write your driver as a 
DLL or as a VxD. 

What Class of Device? 
The first factor that will narrow down the decision is the class of device you're sup­
porting. Windows dictates a specific driver type for many device classes, so if you're 
supporting one of these, there is no decision to make. Windows dictates both the 
packaging of the driver (DLL or VxD) and its interface. Table 1.1 shows the device 
classes that Windows directly supports and the type of driver required. 

As Table 1.1 shows, for most classes of device, both Windows 3.x and Windows 
95 require exactly the same type of driver(s). The two exceptions are network adapt­
ers and block devices, neither of which was supported directly by Windows 3.x (DOS 
drivers were used instead), but both of which now require a VxD under Windows 95. 
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Both a DLL and a VxD are required to support most device classes, with the bulk 
of the work done in the DLL. You should also note that Driver DLLs are always16-bit 
components - even under Windows 95, where native applications and DLLs are 
32-bit instead of 16-bit. 

The multimedia drivers were first introduced in Windows 3.1, where they were 
implemented as DLLs that conformed to a new message-based interface. A driver 
DLL that conformed to this interface was called an "installable driver", and exported 
a Ori verProc (similar to the Wi ndowProc of a Windows application) and responded 
to messages such as ORV_LOAO, ORV_OPEN, ORV_INSTALL, and ORV_CONFIGURE. This 
interface provided the user with a standard mechanism for installing multimedia driv­
ers through the Control Panel. The new interface also provided the operating system 
with a standard way of loading, enabling, and disabling multimedia devices. 

Table 1.1 Devices that require a particular type of driver. 

Device Class Windows 3.x Windows 95 

16-bitDLL VxD 16-bitDLL VxD 

Display DISPLAY.DRV VDD.VXD DISPLAY.DRV VDD.VXD 

Printer PRINTER.DRV PRINTER.DRV 

Keyboard KEYBOARD. DRV VKD.VXD KEYBOARD.DRV VKD.VXD 

Mouse MOUSE.DRV VMD.VXD MOUSE.DRV VMD.VXD 

SeriaVParallel Port COMM.DRV VCD.VXD VCOMM 
port driver 

Multimedia installable driver installable 
DLL driver DLL 

Network not a Windows NDIS 3.0 
driver, but a DOS MAC 
device driver or driver 
TSR (e.g. NDIS 
2.00rODI) 

Block Device not a Windows layered 
(Hard Disk, driver, but a DOS block 
CD-ROM) device driver device 

driver 
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During the reign of Windows 3.1, the installable driver DLL soon caught on 
as a driver interface for types of devices other than multimedia. However, 
Microsoft is now pushing VxDs as the recommended driver type. 
Interestingly, multimedia drivers under Windows 95 remain as 16-bit 
installable drivers. Luckily, developers of multimedia drivers don't have to 
worry about thunking issues as other 16-bit driver developers do, because 
Windows itself contains the required thunking layer Gust as it contains 
thunks for lots of other Windows pieces that remain 16-bit, such as USER 
and GDI). See Chapter 18 for a discussion of thunking. 

What Kind of Hardware Interface? 
If you are not writing a driver for one of the device classes in the table above, then 
Windows does not dictate either the driver package (DLL or VxD) or the interface. 
Since for either package you're going to design your own interface, the choice is 
between DLL and VxD. The next factor to consider when choosing a package is the 
hardware interface to your device: 

Is the device I/O-mapped or memory-mapped? 

• Does the device generate interrupts? 

Does the device use DMA? 

It is very easy to talk to an I/O-mapped device from a DLL, both under Windows 
3.x and Windows 95. If your device is I/O-mapped and doesn't generate interrupts or 
DMA, the best choice for you may well be a DLL. 

On the other hand, talking to a memory-mapped device, handling hardware inter­
rupts, and performing DMA all are possible from a DLL, but only easy under Win­
dows 3.x. Under Windows 95, only 16-bit DLLs are capable of these three operations. 
Native Windows 95 applications are, of course, 32-bit, not 16-bit, so if you use a 
16-bit driver DLL under Windows 95 you also need to develop a separate "thunk 
layer" DLL. This thunk layer converts between the 16-bit world of your driver DLL 
and the 32-bit world of native Windows 95 applications that use your driver. 

Because of the extra work required to develop the thunk DLL, if you're supporting 
Windows 95, there are only two reasons to consider using a driver DLL instead of a 
VxD. One, if you're supporting a very simple I/O-mapped device that doesn't use 
interrupts. In this case, you can write a simple 32-bit DLL that accesses the device. 
Two, if you've already written a 16-bit DLL driver for the device. In this case, add a 
thunk layer and you'll have Windows 95 support. 
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You should also consider how fully you wish to support the capabilities of the 
newer buses. Windows 95 includes built-in support for Plug and Play devices -
which includes PCI, PCMCIA, and VL-Bus. To get full support, the driver for a Plug 
and Play device must be a VxD and interact with the Plug and Play Configuration 
Manager (also implemented as a VxD). See Chapters 10 and 11 for a full discussion 
of Plug and Play and the Configuration Manager. 

If you choose to write a driver DLL instead of a VxD for your Plug and Play 
device, you'll have to use bus-specific BIOS methods to obtain your device's configu­
ration information. And since most of these BIOS calls require using a software inter­
rupt, and software interrupts aren't supported from 32-bit code (see Chapter 13 for an 
explanation of why this is so), your DLL must be 16-bit with a thunk layer. Thunk 
layers are discussed in Chapter 18. 

What are the Performance Requirements? 
Actual hardware access time, for both la-mapped and memory-mapped devices, is 
roughly the same from either a driver DLL or a VxD. However, interrupt response 
time, also known as interrupt latency, is much faster (orders of magnitude) for a VxD. 
So if your device generates a lot of interrupts and/or doesn'thave much buffering, 
you'll probably want to write a VxD. 

Summary 
With the information in this chapter, you should be able to reach a preliminary deci­
sion about what type of driver you need to develop. If a DLL will meet your require­
ments, then you can probably skip Chapters 4 through 12, for now, and focus on the 
DLL information in the second part. If you plan to develop a VxD, you will want to 
focus on the information in Part I. 

In either case, you should probably browse through Appendix A sometime before 
you have finished reading Chapter 3. Throughout the book, I will assume you are 
comfortably familiar with the architectural information in that appendix. 

In either case, whether you plan to develop a VxD or a DLL, the next two chapters 
lay an important foundation. Chapter 2 explains the basics of Virtual Machines. Chap­
ter 3 explains how Windows exploits the 80x86 architecture to implement its Virtual 
Machines. 
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The Virlual World 
of Windows 

Chapter 2 

Windows 95 runs three different types of applications: DOS applications,. Win16 
applications, and Win32 applications. To overcome the potential incompatibilities 
among these types of applications, Windows executes them on virtual machines in 
virtual environments. When developing applications, Windows programmers can usu­
ally ignore the distinction between the virtual environment and the real environment; 
to most applications, the virtual environment is the real environment. 

Writing a VxD, however, is a different matter, because a VxD runs in a supervisor 
context· - meaning it runs outside of any of the virtual machines. In fact, a V xD 
becomes a part of the software which implements the virtual machine. Thus, the VxD 
writer needs a more complete understanding of how the virtual environment differs 
from the physical environment and how Windows creates the illusiqn of the virtual 
machine. A full understanding of the virtual machine is especially important to pro­
grammers who are developing VxDs that need to manipulate resources in an applica­
tion's virtual environment, as many are. 

This chapter explains the salient aspects of the Windows architecture, including 
how virtual machines are implemented, the major characteristics of the virtual envi­
ronments, and the characteristics of the supervisor environment. 

9 
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What is a Virtual Machine? 
A virtual machine is a system-created illusion; virtual resources are emulations of 
hardware (and sometimes software) resources. To qualify as a virtual resource, the 
emulation must be so complete that the typical program can be written just as if the 
hardware were real, not emulated. For example, virtual memory systems use disk 
space, system software, special processor capabilities, and relatively small amounts of 
physical memory to emulate systems with enormous quantities of physical memory. 
The emulation is so convincing that programs running in a virtual environment can be 
written just as if the entire virtual address space were actually populated with physical 
memory. Such a memory system is said to have been "virtualized". 

When a system virtualizes all, or nearly all, program-accessible resources, it cre­
ates a "virtual machine", or VM. Program-accessible resources include processor reg­
isters, memory, and peripheral devices (display, keyboard, etc.). The real reason 
behind the use of virtual machines under Windows is to support existing DOS appli­
cations. A DOS application assumes it is the only application running and often 
accesses hardware directly, uses all of available system memory, and uses all of the 
processor time. Since under Windows the DOS application is not the only one run­
ning, Windows creates a virtual machine for the application to run in: access to hard­
ware is trapped and may be redirected, disk space may replace physical memory, and 
the VM is "put to sleep" while other VMs get processor time. 

The definition of Virtual Machine is: A task with its own execution environment, 
which includes its own 

address space, 

110 port space, 

interrupt operations, and 

processor registers. 

Virtualizing this much of a machine while still executing the bulk of the code 
directly requires specialized processor support. The 80386 (and upwardly-compatible 
descendants) includes sophisticated processor support for address translation, demand 
paging, I/O trapping, instruction trapping, and interrupt trapping. 

The main supervisor process, called the Virtual Machine Manager (VMM), uses 
these hardware capabilities to create not just one virtual machine, but several indepen­
dent virtual machines, each with its own virtual execution environment. All Windows 
applications (both Win32 and Win16) run a single VM, called the System VM, 
whereas each DOS application runs in its own independent VM. Each of these virtual 
environments can differ substantially from the underlying physical machine. 
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Multitasking Model 
Windows 3.x and Windows 95 use slightly different multitasking models. In Windows 
3.x, the VMM preemptively multitasks among VMs. The VMM scheduler picks a VM 
and executes it for an assigned time slice, and when the time slice is up, the scheduler 
executes the next VM. This execution switch is transparent to the application - after 
all, some of the time-shared applications are DOS applications, which certainly aren't 
written to support multitasking. 

Although VMs are unaware of this preemptive timeslicing, the Windows 3.x 
VMM itself is unaware that multiple Windows applications might be running in the 
System VM. To the VMM, all Windows applications are part of the same task. A 
higher layer "kernel" in the KERNEL DLL takes care of non-preemptive multitasking 
among the Windows applications in the System VM. 

Because the Windows 3.x VMM scheduler deals only with VMs, the benefits of pre­
emptive multitasking are realized only by users running DOS programs inside Windows. 
Badly behaved Windows programs can and do prevent other Windows applications from 
running, because the Kernel layer scheduler uses non-preemptive multitasking. 

Windows 95 changes all that, bringing the benefits of preemptive multitasking to 
Win32 applications also. In Windows 95, the tasking unit is something new called a 
thread. Each DOS VM has a single thread. Within the System VM, all Win16 pro­
cesses share a single thread, while each Win32 process has its own thread. In addition, 
each Win32 process may itself be multithreaded. In a multithreaded Win32 process, 
the main thread creates additional threads during execution. 

In Windows 3.x the VMM switches execution among VMs, and when the System 
VM is run, a higher layer chooses which Windows application runs within the System 
VM. In contrast, the Windows 95 VMM switches execution among threads, not VMs, 
and it's the lowest layer, the VMM, that chooses which thread to run in the System 
VM. Since DOS VMs are always limited to a single thread, sometimes I'll simplify 
and say that the Windows 95 VMM "runs a DOS VM" - while technically speaking, 
it's running the single thread within that DOS VM. 

Virtual Memory through Demand Paging 
Because Windows supports multitasking, it's easy to imagine situations where the 
total amount of memory used by all running programs is greater than the actual mem­
ory present in the system. An operating system that limits a user to running just a cou­
ple of programs because he only has a small amount of physical memory might be 
useful, but not nearly as useful as one that somehow lets him run lots of programs. 
This problem is hardly unique to Windows, and the solution - demand paged virtual 
memory - isn't unique either: mainframe operating systems have had it for years. 
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The term virtual memory refers to a system that makes more memory available to 
applications than physically exists. "Demand paged" refers to a specific type of vir­
tual memory. In a "paged" system, the operating system and processor divide the 
address space into blocks of uniform size, called pages. Windows uses a page size of 
4Kb, since that's what the processor supports. "Demand" means that the virtual mem­
ory used by a program is associated with actual physical memory "on demand". Only 
when the program reads, writes, or executes a location on a page in virtual memory do 
the processor and operating system intervene to associate a page of physical memory 
with the virtual page. 

The operating system and the processor work together to implement demand pag­
ing. When a program is loaded, Windows first allocates pages in virtual memory to 
hold the program, its data, and its resources. However, these are pages in virtual mem­
ory only, not in physical memory. The pages are marked as "not present" in physical 
memory. When the program actually attempts to execute or read from a not-present 
page, the attempted memory access triggers a processor exception called a page fault. 
(An exception is a condition that causes an immediate transfer of control to an excep­
tion handler, which is almost always part of the operating system.) The Windows page 
fault handler then allocates physical memory for that page and restarts the instruction 
that caused the page fault. The restarted instruction doesn't cause a fault because the 
page is now present. This fault handling is completely transparent to the application, 
which doesn't realize that all of the memory it's using is not present in physical mem­
ory at the same time. 

The other half of demand paging is swapping pages to and from disk storage. 
Even though Windows delays allocating physical memory until it's actually used, at 
some point all physical memory will have been used. When the page fault handler 
finds that it can't allocate a page because physical memory is exhausted, it frees up a 
physical page by writing that page out to disk. The page fault handler then loads the 
needed page into the newly vacated physical page. Later, when the swapped-out page 
is accessed and causes a fault (it's definitely not present; it's on disk), the page fault 
handler first allocates a page (swapping out yet another page if necessary) and then 
checks to see whether this new page was previously written to disk. If it was, it copies 
the page contents from disk to physical memory. When the instruction is restarted, the 
swapped-out page is once again present in physical memory, with exactly the same 
contents as before. 

Processor Modes 
In order to create and maintain virtual machines, the VMM exploits special character­
istics of the 80386 family of processors. These processors can operate in any of three 
modes: protected, real, and V86. Windows 95 utilizes two of the modes: protected 
mode and V86 mode. 
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The processor mode determines several important execution characteristics, 
including 

how much memory the processor can address, 

how the processor translates the logical addresses manipulated by software into 
physical addresses placed on the bus, and 

how the processor protects access to memory and I/O ports and prevents execution 
of certain instructions. 

Windows 95 requires an 80386 processor, or one of its upwardly compatible 
descendants: 80486, Pentium, Pentium Pro. From now on when I use the 
term "processor", I mean one of these processors. I'll also use the terms 
"32"bit protected mode" and "16-bit protected mode" to refer to the 
processor when it is in protected mode and executing either 32-bit or 16-bit 
code, respectively. Although technically these two aren't "modes" in the 
same sense that V86 and protected are (i.e. this behavior isn't controlled by 
bits in the flags register), the size or "bitness" of the executing code has such 
an effect on the processor's behavior that 32-bit protected mode can 
essentially be considered a different mode than 16-bit protected mode. 

Protected Mode 
The biggest difference between 32-bit and 16-bit protected mode is the amount of 
addressable memory. In 16-bit protected mode, total addressable memory is only 
16Mb. In 32-bit protected mode, the processor can address 4Gb, which is 232. 
Although 4Gb is such a large number that systems have nowhere near that much 
physical memory, such a large address space is still useful when the operating system 
provides virtual memory. 

Although this difference in total address space is certainly important, what's more 
important is the difference in segment size - the maximum amount of memory 
addressable at once. Appendix A explains segments and other features of the Intel 
80x86 architecture. In 16-bit protected mode, segments are limited to 64Kb (216), and 
developers working on large programs must be aware of segments. In 32-bit protected 
mode, segments can be 4Gb in size - so large that most operating systems that utilize 
32-bit protected mode, including Windows 95, make segmentation invisible to the 
programmer by creating a single segment that addresses all 4Gb. Applications then 
never need to change segments. 
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Windows Execution Environments 
The Windows 95 architecture supports four fundamentally different types of pro­
cesses: supervisor processes, Win32 applications, Win16 applications, and DOS 
applications. Windows 95 runs each of these in a different execution environment. An 
execution environment can be described by processor mode, privilege level, and "bit­
ness", which is a fancy term for 16-bitor 32-bit. Table 2.2 summarizes the Windows 
execution environments. 

Table 2.1 Physical execution environments associated 
with various 80386+ processor modes. 

32-bit Protected 16-bit Protected' V86 

Total Address 4Gb (232) 16Mb (224) 1Mb (220) 

Space 

Segment Size 4Gb 64Kb 64Kb 

Address logical to linear: logical to linear: logical to linear: 
Translation selector lookup selector lookup segment« 4 

linear to physical: linear to physical: linear to physical: 
page tables page tables page tables 

Privilege o through 3 o through 3 3 
Level 

Protection yes yes yes 
Mechanisms 

Table 2.2 Windows execution environments associated 
with various process types. 

Process Processor Memory 
Type Mode Privilege Bitness Model VM 

Supervisor protected Ring 0 32-bit flat outside all 

Win32 protected Ring 3 32-bit flat SystemVM 

Win16 protected Ring 3 16-bit segmented SystemVM 

DOS V86 Ring 3 16-bit segmented individual VM 
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The supervisor processes run in protected mode with Ring 0 privilege (the highest 
access privilege), so they are able to see and manipulate the actual hardware environ­
ment. That is, the supervisor processes execute on the actual machine, not on a virtual 
machine; or to put it another way, supervisor processes run outside of any VM. Of all 
the components that make up Windows 95, only the VMM and VxDs execute in the 
supervisor environment. All other components run in a VM. 

The supervisor environment is 32-bit, so these processes can address 4Gb of vir­
tual memory. Supervisor processes use only two selectors, both of which address 
4Gb. These two selectors differ only in their attributes: one is marked executable and 
loaded into CS; and the other is marked non-executable and loaded into DS, ES, and SS. 
(These selector attributes are stored in the same descriptor table that stores the seg­
ment's base linear address.) This type of memory model, where segments are loaded 
once and never again, is called flat model, and makes segmentation essentially invisi­
ble to the programmer. 

While supervisor processes run outside of any VM (on the real machine), Win32 
processes run at Ring 3 (the lowest access privilege) in a VM. Furthermore, all Win32 
processes run in the same VM, called the System VM. Win32 processes are 32-bit 
protected mode and use a flat memory model, like supervisor processes, seeing a 4Gb 
address space and for all practical purposes ignoring selectors and segments. 

Winl6 processes run in the same SystemVM as Win32 processes. Win16 pro­
cesses run in protected mode with Ring 3 privileges but don't get the luxury of a flat 
memory model. Because they run in 16-bit protected mode, Win16 processes are still 
stuck with a 16Mb address space and must deal with selectors and 64Kb segments. 

Each DOS process gets its own VM. A DOS process doesn't run in protected mode 
like all the other types of processes. Instead, it runs in V86 mode, the 80386 mode built 
specially for emulating an 8086. V86 mode means a segmented memory model with 
8086-type translation plus the addition of paging. V86 mode also implies Ring 3 privi­
lege, so access to hardware resources and interrupts is hidden and virtualized. 

Why does each DOS process get its own VM, while all Win32 and all Win16 
applications share the System VM? Because DOS processes are in general unaware 
that they are sharing the system with any other process, and so usually "take over" the 
machine. DOS processes do things like modify the interrupt vector table and write 
directly to the screen. Windows runs each DOS program in a separate virtual machine 
so that each one modifies only its own virtual interrupt vector table, and writes only to 
its own virtual screen. 

Windows applications, on the other hand (both Win32 and Win16), are aware that 
other processes are running. They write only to their own windows, not directly to the 
screen, and use a DOS call to modify the interrupt vector table instead of modifying it 
directly. Windows applications don't need to be protected so much from each other as 
they do from the DOS applications that aren't aware of them. So Windows can safely 
run all Windows applications in the same virtual machine. 
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Summary 
Windows can run Win32, Winl6, and DOS applications and can multitask among 
them. It does this by running the applications not on the real machine, but in virtual 
machines. The Virtual Machine Manager, a supervisor process that runs on the real 
machine, provides each of the different types of applications with a different virtual 
environment. The next chapter will take a closer look at each of the four resources 
in a Virtual Machine - 110 space, interrupt operations, processor registers, and 
address space - and show how Windows utilizes specialized processor features to 
virtualize each. 
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Chapter 3 

How Windows Implements 
the Virtual Environments 
The previous chapter introduced the concept of a virtual machine and the four compo­
nents that make up a virtual machine: I/O space, interrupt operations, processor regis­
ters,.and address space. It also described the virtual environments seen by each of the 
four different types of processes that run under Windows: Win32, Win16, DOS, and 
supervisor (VMM and VxDs). This chapter will take a closer look at how the VMM 
virtualizes each of the components in the VM, for each different type of process. (This 
chapter assumes you are familiar with the basic features of the Intel 80x86 architec­
ture: See Appendix A for a review of the important aspects of the architecture.) 

Trapping I/O Port Access 
Both protected mode and V86 mode incorporate several features that an operating 
system can use to trap I N and OUT instructions and thus prevent an application from 
directly accessing an I/O-mapped device. Memory-mapped devices are accessed via 
any instruction that uses a memory reference, while I/O-mapped devices are accessed 
only via I N and OUT instructions. (For a more detailed discussion of I/O-mapped and 
memory-mapped devices, see Chapter 6.) Windows 95 uses a combination of two pro­
cessor features, I/O Privilege Level (IOPL) and the I/O Permission Map (IOPM), to 
control VM access to I/O addresses. 

19 
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Trapping Access to Memory-mapped Devices 
While most standard peripherals are I/O-mapped, some are memory-mapped. Win­
dows 95 relies primarily upon the page fault mechanism to virtualize access to mem­
ory-mapped devices. To trap references to one of these devices, the VxD virtualizing 
the device will mark the page corresponding to the device's physical address as "not 
present", and register its own page fault handler with VMM. When a process running 
in a VM tries to access that page, the access will cause a page fault. Instead of per­
forming its default response and attempting to swap a page, the VMM fault handler 
will now call the registered page fault handler in the VxD that is virtualizing the 
device. The VxD handler can then decide what action is consistent with the require­
ments of the virtual environment. 

The Virtual Display Device (VDD) uses this mechanism to virtualize the video 
frame buffer. When a DOS program writes to the video buffer at logical address 
BOOO: 0000, the output doesn't appear on the screen because the VDD marks that par­
ticular page "not present". Instead, accesses to the video frame buffer are trapped by 
the VxD's page fault handler and redirected to another location in physical memory. 
This redirection causes writes to the video buffer to appear in a window instead of on 
the full screen. The VxD in Chapter 8 uses this same mechanism to arbitrate access to 
another memory-mapped device, a monochrome adapter. 

Trapping Interrupts and Exceptions 
In addition to trapping memory and I/O references, Windows 95 traps certain "privi­
leged" instructions. "Privileged" instructions are those that could be used to bypass 
the processor's protection features or that could interfere with the integrity of the vir­
tual machine. Privileged instructions include: those that affect the processor interrupt 
flag (CLI, ST!, POPF, I RET); software interrupts (I NT n); and those that load descriptor 
tables (LLOT, LOGT, LI OT). For the most part, Windows 95 traps these instructions to 
protect the integrity of the VM. In the instance of the I NT instructions, Windows 95 
exploits the trap to transparently intercept DOS and BIOS calls. 

Processes running in a VM execute with Ring 3 (least privileged) permissions. 
Code executing at Ring 3 causes an exception when executing one of these "privi­
leged" instructions. When this exception is raised, the processor switches to Ring 0 
and then transfers control to an appropriate handler. 

More precisely, each segment has an associated Descriptor Privilege Level (DPL). 
This segment privilege level determines the privilege level of most instructions (e.g. 
LLOT, LGOT). However, a few instructions (those which affect the processor's interrupt 
flag) derive their privilege level from the IOPL, not the DPL. When a Ring 3 process exe­
cutes ST! or CLI, for example, the processor will raise an exception only if CPL > IOPL. 

One of the more significant differences between the System VM environment and the 
DOS VM environment relates to these IOPL-based privileges. While the 80386 architec­
ture supports trapping of CLI and STI in both protected and V86 modes, Windows 95 
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does not trap the ST I and eLI instructions in V86 mode. The VMM purposely sets C P L = 

IOP L for DOS applications, so that eLI and STI do not cause an exception. What's more, 
even though Windows 95 runs Win16 and Win32 applications with CPL > IOPL, so that 
eLI / STI do cause an exception for Windows applications, the VMM exception handler 
goes ahead and executes the instruction, enabling or disabling interrupts on behalf of the 
application. Apparently the designers decided the overhead of trapping all ST I sand eLI s 
was a bigger performance penalty than they were prepared to pay. 

Processor Registers 
Virtualizing the third resource, processor registers, is trivial when compared to the 
mechanisms required to virtualize 110 port space and interrupt operations. The VMM 
maintains a virtual register data structure for each VM, and each time the VMM switches 
from executing one VM (say, VMl) to executing another VM (say, VM2), it first saves 
the state ofVMl's registers in VMl's virtual register structure then updates the actual 
processor registers from VM2's virtual register structure before executing VM2. 

A Closer Look at Linear Addresses and Paging 
The previous chapter introduced the different processor modes and the address trans­
lation used in each. Before explaining how Windows virtualizes the address space, 
this chapter will examine, more closely, the two-step address translation mechanism 
used in both protected and V86 modes. 

As viewed by software, an address has two parts, a selector and an offset. (Or in 
V86 mode, a segment and offset.) This form of address is known as a logical address. 
When software references this address, the processor translates the logical address 
into an intermediate form called a linear address, and then to a physical address which 
is actually placed on the bus and decoded by memory or a device. 

In V86 mode, this first level translation, logical to linear, is very simple. The seg­
ment is shifted left by 4 bits and the offset is added in to form a linear address. In pro­
tected mode there is no arithmetic relationship between the logical address 
manipulated by the software and the corresponding linear address. Instead, the pro­
cessor uses the selector portion of the logical address to index an entry in the Descrip­
tor Table. Each entry in this table is a descriptor, a data structure that holds the base 
address of a segment. The processor translates the logical address to a linear address 
by using the selector to index the appropriate descriptor, extracting the base address 
from the descriptor, and adding that base address to the offset portion of the logical 
address. The resulting sum is a linear address. This process is depicted in Figure 3.1. 

The next level of translation, from linear address to physical address, involves 
another set of data structures: the page directory and the page tables, sometimes collec­
tively called "the page tables". Together, these structures map every 4Kb page oflinear 
address space onto some 4Kb page of physical memory. (With virtual memory, though, 
this page of "physical memory" can exist either in RAM or on the hard disk.) Windows 
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Competing Address Requirements of 
Win32, Win16, and DOS Applications 
Windows 95 multitasks Win32, Win16, and DOS applications. Each of these three 
types of processes expects to see an address space with different characteristics. By 
address space, here I mean linear address space, not actual physical address space. 
When running under Windows, applications are not even aware of physical addresses 
- the generation of physical addresses by the processor happens "beneath" them. 

Win32 Address Requirements 
Every Win32 application has a 4Gb address space, which is completely separate from 
the address space of all other Win32 applications (Figure 3.3). By "completely sepa­
rate", I mean it is literally impossible for one Win32 application to access the memory 
of another Win32 application. However, each Win32 application shares some of its 
vast 4Gb address space with other system components, like system DLLs and 
VMMNxD code. Since all Win32 applications will be using these components, it 
makes sense to share these common components, instead of having a separate copy of 
each of these in physical memory. All Win32 applications can access the shared sys­
tem components, but they can't access each other. 

Win16 Address Requirements 
Win16 applications have very different address space requirements than Win32 appli­
cations. Win16 applications expect a smaller address space (about 2Gb), and they 
expect to share this smaller address space not only with system components but also 
with all other Win16 applications as well (Figure 3.4). This shared address space is 
the main reason Win16 applications are less robust than Win32 applications. A Win16 
application can obtain a selector - by accident or by design - to a segment belong­
ing to another Winl6 application and use that selector to write into the other applica­
tion's data segment. Many Win16 applications rely on this shared address space, so in 
order to be backwardly compatible, Windows 95 must run Win16 applications in a 
shared address space. 
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If a VM switches processor modes, Windows 95 will load both a protected mode 
component and a V86 mode component, each taking up at least 4Mb of address space. 
(Note that in Figure 3.6, VMO has both a "PM" component and a "V86" component.) 
Although the System VM usually runs in protected mode, and DOS VMs usually run 
in V86 mode, VMs can and do flip modes. For example, all VMs, including the Sys­
tem VM, start in V86 mode. Once started, any VM can later switch to protected mode. 
In the System VM, the Ring 3 KERNEL module always switches into protected mode 
very early in the Windows initialization process. When a DOS-extended application 
runs under Windows, it too starts life in a VM in V86 mode, then the DOS-extender 
switches into protected mode. 

Protected mode VMs, both the System VM and any DOS-extended VMs, switch 
back to V86 mode to access real mode DOS and BIOS services. Together, these DOS 
and BIOS services and TSRs make up the V86 mode component of the System VM, 
while the Windows applications, DLLs and system modules (KERNEL, USER, etc.) 
make up the protected mode component of the System VM. A DOS VM that runs a 
normal DOS application has only a V86 mode component. On the other hand, a DOS 
VM running a DOS-extended application has a V86 mode component containing 
DOS, BIOS, etc., and a protected mode component containing the DOS-extended 
pieces that run in protected mode. 

Figure 3.7 The page tables while VMl is executing. 

Page Directory Page Tables Physical 
4Gb 

V86 VM2e--r--
+8Mb 

V86VMl .... r--
+4Mb 

PMVMl ....... Not Present 

2Gb 

o 
Not Present 

Linear 0 
CurrentVM Not Present 
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Figure 3.8 The page tables while VM2 is executing. 

Page Directory Page Tables Physical 
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PMVMl 
L-. 

r Not Present 
+4Mb 

2Gb 

o 
Not Present 

Linear 0 
CurrentVM .. - Not Present 

Copying·Without Copying 

When we say the VMM "copies" the VS6 component down in linear address space, it sounds like a vast 
amount of memory is being copied. In reality, only a single pointer (32 bits) is copied, thanks to the hierarchy 
of the page table structures. Figure 3.7 shows an example load configuration. The VMM uses a single page 
directory, which maps the entire 4Gb of linear address space. Each of the 1024 entries in the page directory 
maps 4Mb (4Gb/I024:::: 4Mb). Look first at the two entries labeled VS6 VMI (at location 2Gb + 4Mb) and 
VS6 VM2 (at location 2Gb + 5Mb). Each of these two page directory entries points to a different page table, 
and the two page tables contain different PTEs. 

Now look at the lowest (0-4Mb) entry in the page directory (labeled Current VM). Note that this entry 
points to one of the two page tables I just described. In Figure 3.7, VM 1 is the currently executing VM, so the 
0-4Mb (CurrentVM) entry points to the page table forVMl. To switch to VM2, the VMM merely updates the 
first entry of the page directory table, causing it point to VM2's page table instead of VMl's page table. 
Changing a single 32-bit entry in the page directory table accomplishes a "move" of 4Mb in linear memory. 

After the switch (Figure 3.S), VM2 is visible at two different locations in linear memory, one below 1Mb 
(0-4Mb) and one above 2Gb (2Gb + 5Mb). The VMM can now begin executing the VS6 component located 
below I Mb and still retain access to the copy above 2Gb. 
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In V86 mode the processor can only generate linear addresses below 1Mb. 
Because of this restriction, the V86 component of the currently executing VM must 
live below 1Mb. More precisely, the currently executing V86 component must occupy 
linear address space below 1Mb. The active V86 component may be located in any 
part of physical memory - as long as the page tables properly map that physical 
image into the correct region of linear address space. 

Thus Windows must remap the lower 4Mb of linear address space each time it 
runs a different VM. Only one active V86 component may occupy the linear space 
below 1 Mb at anyone time. Windows keeps a copy of all VM components (active and 
inactive) above 2Gb, but once a VM becomes active, Windows must "move" its V86 
component to the lower portion of linear address space. Windows exploits the 
page-mapping hardware to effect this "move" without performing a copy. (See the 
sidebar "Copying Without Copying" on page 31.) 

Thanks to the magic of the page mapping hardware, a single physical copy of a VM 
component can be visible at two different positions in linear address space at the same 
time. Windows uses this page table trick to make it more convenient for Ring 0 code to 
manipulate the V86 component. Windows constructs the page tables so that each V86 
component appears at two locations in linear memory: once below 1Mb and once above 
2Gb. These "aliased" page table entries allow Ring 0 code to manipulate a V86 compo­
nent without testing to see if the component is part of the currently executing VM. 

To summarize: Windows 3.x loads both a V86 and a PM component for each VM. 
These components always reside above the 2Gb boundary in linear address space, and 
the active V86 component is also mapped into the region below 1Mb. To switch VMs, 
Windows simply switches page tables (see the sidebar). Because Win16 processes run 
in the same VM, switching from one Win16 process to another does not involve any 
change in the page tables. In fact, the Windows 3.x VMM doesn't know anything 
about the multiple Win 16 programs running in the System VM. 

Satisfying Address Requirements of 
Win32, Win16, and DOS Applications: 
How Does Windows 95 Do It? 
Although Windows 3.x uses only a small portion of the 4Gb linear address space, 
Windows 95 uses all of it. Windows 95 divides this 4Gb into several different regions, 
called arenas (Figure 3.9): 

private arena, 

shared arena, 

system arena, and 

DOS arena. 
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The private arena, from 4Mb-2Gb (almost half the entire 4Gb) is used for Win32 
application code, data, and resources. This arena is private because it's mapped to a 
different location in physical memory for each Win32 application. So when Win32 
Appl accesses linear address 4Mb, it accesses .one set of physical locations, but when 
Win32 App2 accesses the same linear address 4Mb, it accesses a different set of phys­
icallocations. Windows 95 achieves this magic by switching the 511 page directory 
entries that map linear 4Mb-2Gb. When executing Win32 Appl, these page directory 
entries point to one set of page tables (Figure 3.10). When Windows 95 switches to 
execute Win32 App2, they point to another set of page tables (Figure 3.11). 

Figure 3.9 The Windows 95 address space. 
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By changing the private arena POEs, Windows 95 protects Win32 applications 
from each other. The page table entries used for Win32 App 1 simply don't contain the 
physical addresses used by App2, and the page table entries used for Win32 App2 
don't contain the physical addresses used by App 1. App 1 and App2 are each literally 
unable to touch the other's resources. 

The shared arena, located at 2Gb-3Gb, contains all Ring 3 code and data that must 
be shared. This arena hosts both Win32 system DLLs (because all Win32 applications 
need to share them) and all Win16 processes (because Win16 processes depend on a 
shared address space). Windows 95 implements the shared arena by more clever use 
of the page directory: Windows 95 never switches the 256-page directory entries that 
map linear 2Gb-3Gb. No matter what process is running, linear 2Gb-3Gb always 
maps to the same location in physical memory. 

The system arena is at the top of address space, from 3Gb-4Gb. Windows 95 uses 
the system arena exclusively for supervisor (Ring 0) components: the VMM and 
VxDs. This arena is shared also, in exactly the same way as the shared arena, by never 
switching the page directory entries that map 3Gb-4Gb. 

Figure 3.10 Before the switch - when Win32 AppJ 

3Gb 

2Gb 

4Mb 

Linear 0 

is executing,. the page directory's 4Mb slot 
points to a page table whose PTEs point 
to pages 2, 3, and 4 in physical memory. 

Page Directory Page Tables Physical 
r-----, 

System 

Not Present 
Shared 

Win32 
Appl 

(Private) 

DOS 

8 

7 

6 

1------15 

1-------14 

3 

Used 2} 
1 only by 

App2 
o .. 





.36 - Writing Windows VxDs and Device Drivers 

Windows 95 manages the page directory entries for the DOS arena in the same 
way that Windows 3.x did. With every VM switch, the V86 component of the cur­
rently executing VM is copied in linear space, from above 2Gb to below 1Mb, by sim­
ply changing the first entry in the root page directory. 

Windows 95 makes more extensive use of page directory switching than Windows 
3.x. Each time a different Win32 process is executed, the Windows 95 VMM switches 
the page directory entries for the private arena, leaving the page directory entries for 
the shared and system arenas alone. And each time a different VM is executed, the 
Windows 95 VMM switches the single page directory entry for the first 4Mb. 

Summary 
This chapter has explained how the VMM creates appropriate virtual environments 
for Win32, Win16, and DOS applications. The VMM utilizes several privilege-related 
processor features to virtualize access to IO-mapped and memory-mapped devices, as 
well as to control execution of privileged instructions. The VMM also utilizes the pro­
cessor's paging features to provide each type of application with the linear address 
space that it expects. The remaining chapters in this section will focus on VxDs, the 
supervisor processes that assist the VM in creating and maintaining the virtual world 
of Windows. 
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To support this level of integration with the VMM kernel, both statically loaded 
and dynamically loaded VxDs 

• conform to a standard structure, 

• register their services with the VMM, and 

• service at least parts of a special message protocol. 

This chapter explains how VxDs are loaded and how each type ofVxD conforms 
to these fundamental requirements of a VxD. The following chapters show how VxDs 
can be used to implement different device-related capabilities. 

VxDLoading 
Windows 95 supports both statically loaded and dynamically loaded VxDs. Statically 
10adedVxDs are loaded when Windows initializes and remain loaded for the lifetime 
of Windows. If a VxD is used only by a particular application or exists only to provide 
services to certain applications, the memory it occupies is wasted when the VxD isn't 
actually in use. Static loading is particularly annoying for VxD developers, who must 
exit and restart Windows before they can test a change to a VxD. 

Windows 95 supports two methods for static loading. The first, also supported by 
Windows 3.x, is to name the VxD in a dey i ce= statement in SY STEM. I N I. The second, 
new for Windows 95, is to add a Static VxD named value (e.g. Stat i c VxD = pathname) 
to the registry, under the subkey \HKLM\System\CurrentControl Set\Se.rvi ces\VxD. 

Dynamically loadable VxDs aren't loaded automatically when Windows initial­
izes but are instead loaded and unloaded under the control of either an application or 
another VxD. For examp1e, Plug and Play VxDs (discussed in detail in Chapter 10) 
must be dynamically loadable because Windows 95 supports runtime removal and 
reconfiguration of hardware. The VxDs that support this kind of hardware must be 
able to be loaded and unloaded as necessary. 

Dynamically loadable VxDs are also useful as drivers for devices that are used 
only by a particular application. When the application needs to use the device, it loads 
the VxD. When the application is finished with the device, it unloads the VxD. 

Statically and dynamically loaded VxDs respond to slightly different sets ofVMM 
messages. Some messages are seen only by static VxDs, some are seen only by 
dynamic VxDs, but most are seen by both. In fact, it is easy to write a VxDthat sup­
ports both methods of loading, simply by responding to both sets of messages. 
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Basic Structure of a VxD 
Although VxDs use the 32-bit flat memory model, VxD code and data are still orga­
nized into segments. (In fact, a base plus offset addressing model is a necessary archi­
tectural component if a machine is to efficiently load and execute relocatable 
modules.) VxDs use these types of segments: 

real mode initialization, 

protected mode initialization, 

pageable, 

locked (non-pageable), 

static, and 

debug only. 

For each of these segment types, there is a code segment and a data segment, so a 
VxD could have a total of 12 segments. The real mode code and data segments are 
both 16-bit (segmented model), and all other segments are 32-bit (flat model). 

The real mode initialization segment contains code that is executed early in the 
Windows initialization sequence, before the VMM switches into protected mode. This 
early initialization phase gives each statically loaded VxD an opportunity to examine 
the pre-Windows real mode environment, and then decide whether the VxD should 
continue loading. By returning with an exit code in AX, the VxD can tell VMM to con­
tinue loading the protected mode portion of the VxD, to abort loading of this VxD, or 
even to abort loading Windows. 

Most VxDs don't need a real mode initialization routine, but the PAGEFILE 
VxD, included as part of VMM. VXD, illustrates a possible use of one. 
PAGEFILE uses several DOS (I NT 21h) calls to· find out if the SMARTDRV 
DOS device driver is loaded. If not, PAGEFILE returns from its real mode 
initialization routine with Carry set, so that VMM never calls PAGEFILE's 
protected mode code. 

After the real mode section of each statically loaded VxD has been executed, 
VMM switches into protected mode and gives each statically loaded VxD an opportu­
nity to execute the code in its protected mode initialization segment. The protected 
mode initialization code can also return with an error code to tell VMM that the VxD 
has failed to initialize. If a VxD reports an initialization failure, the VMM marks the 
VxD inactive, and never calls it again. 
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Both real mOde and protected mode initialization segments are discarded after ini­
tialization is complete. These segments are loaded before the first VxD is initialized 
and not discarded until all VxDs have finished initialization. 

Most of a VxD resides in one of the other segments. In a statically loaded VxD, 
these other segments exist until Windows terminates. In a dynamically loaded VxD, 
they remain present until the VxD is unloaded. As their names suggest, a pageable 
segment may be paged to disk by the Virtual Memory Manager, while a locked seg­
ment will never be paged out. Most VxD code and data should be in a pageable seg­
ment, to allow the Virtual Memory Manager to swap out VxD pages and free up 
physical memory. Only the following items should - and must - go in a locked 
segment: 

The Device Control Procedure (the VxD's main entry point). 

Hardware interrupt handlers and all data accessed by them. 

Services that may be called by another VxD's hardware interrupt handler (referred 
to as asynchronous services). 

Static segments are used only by dynamically loadable VxDs, which are discussed 
later in this chapter. The static code and data segments of a dynamically loadable VxD 
will not be unloaded when the rest of the VxD is dynamically unloaded but will 
remain in memory. 

The VMM loads debug-only segments only when the system is running under a 
system debugger like WDEB386 or SoftIcelWindows. By partitioning debugging 
code into a debug-only segment, developers can always build the same executable, 
including the debug code without any run-time code overhead. The VMM will load 
the debug code when a system debugger is present, but omit it during normal load 
cycles (i.e. when no system debugger is present). 

The Device Descriptor Block 
The Device Descriptor Block,-or DDB, is the VMM's "handle" to the VxD. The DDB 
includes information that identifies the VxD and a pointer to the VxD's main entry 
point. The DDB may optionally include pointers to other entry points, used by either 
applications or other VxDs. Table 4.1 shows the fields of the DDB structure that are 
initialized by the VxD. The VMM finds the VxD's DDB, and thus the main entry point, 
as soon as it loads the VxD by looking for the first exported symbol in the module. 
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If a VxD provides an API for Win16 or DOS applications, its DDB contains the 
address of the API entry point. The DDB contains one field for each type of API: the 
PM API field is the 16-bit protected mode entry point used by Winl6 applications, 
and the V86 API field is the entry point used by DOS applications. Because there is 
only one API entry point for each of these types of application, VxDs typically use a 
function code in a register to determine the specific function needed by the caller 
(much like a software interrupt under DOS). 

A VxD can also export an entry point for use by other VxDs. VxD documentation 
usually refers to this as a "Service", not an API. Services are different from APIs in 
that the DDB contains a field for a service table, not a single service entry point. A 
service table is basically a list of function codes and function addresses. 

One other field in the DDB is sometimes used by a VxD, though the VxD does not 
initialize this field. The Reference_Data field allows the real mode initialization 
piece of a VxD to communicate with the rest of the (protected mode) VxD. When 
the real mode initialization code returns, the VMM copies the value in EDX to the 
Reference_Data field of the VxD's DDB. If the real mode code needs to commu­
nicate more than four bytes, it should allocate a block of memory with 
LDSRV_Copy_Extended_Memory and return the address of the block in EDX. The pro­
tected mode portion ofthe VxD can then use Reference_Data as a pointer to the allo­
cated block. 

Supporting Data Structures 
The DDB is the only data structure actually required of a VxD by the VMM. How­
ever, VxDs typically service more than one physical device (e.g. multiple serial ports) 
and interact with more than one Virtual Machine. Most VxDs will need to create their 
own supporting data structures to store per-device and per-VM configuration and state 
infortnation. 

VxDs typically use one or more device context structures to store device-specific 
information like 110 base address, IRQ, etc. These device context structures can be 
allocated statically in the VxD's data segment (locked if used by an interrupt handler) 
or dynamically through VMM services. 

In general, if the number of devices is always fixed, allocate the device structures 
statically, and if the number varies, allocate the structures dynamically. For example, 
all PCs have two DMA controllers, so Virtual DMA Driver (see Chapter 6) declares 
static device structures in its data segment, but the number of serial ports on a PC var­
ies, so the serial port driver dynamically allocates a device structure as each serial port 
is discovered. 
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If you dynamically allocate your device structure at runtime, use the VMM service 
_HeapA 11 ocate, which is very similar to rna 11 oc. However, if your device structure 
includes a large buffer (4Kb or larger), you'll want to include only a pointer to the 
buffer in the device structure itself, and then allocate the large buffer separately using 
_PageAllocate. The rule is to use _HeapAllocate for small allocations and 
_PageA 11 ocate for large allocations, where small and large are relative to 4Kb. 

Figure 4.1 Illustrates how Control Block Dflta (CBD) 
can be used to save per-VM state 
information for each multiple device. 
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While managing per-device information is a familiar concept for device drivers, 
managing per-VM or per-device/per-VM information is less common. Fortunately, a 
VxD can ask the VMM to manage per-VM storage on behalf of the VxD. The VMM 
itself allocates and uses a Control Block for each VM. A VxD can use a VMM service 
to reserve its own per-VM data area within the VM Control Block. 

To reserve this Control Block space, the VxD calls the VMM service 
_A 11 oca te_Dev i ce_CB_Area during initialization, requesting a certain size block. 
The VMM will return the allocated block's offset within the entire Control Block. 
Once the VxD has requested this space, the VMM will reserve it at this same offset in 
every VM Control Block. Because the VxD will always have access to the current 
VM's handle, and the VM handle is actually the starting address of the VM Control 
Block, the VxD will always be able to get to this control block data. (I'll explain how 
the VxD gets the current VM handle in the next section.) Figure 4.1 shows how Con­
trol Block Data (CBD) can be used to save per-VM state information. 

Just as VxDs have a need for per-VM data, some VxDs also have a need for 
per-thread data. The reason is that Windows 95 schedules threads, not VMs, and the 
System VM may have more than one thread. The mechanism for per-thread storage 
resembles that used for per-VM storage. A VxD allocates per-thread storage during 
VxD initialization by calling the service _All ocateThreadDataSl ot. This service 
returns the offset of the thread data slot, relative to a data structure called the Thread 
Control Block or THCB. The VMM provides the THCB of the currently executing 
thread when it calls a VxD's Device Control Procedure with thread-related messages. 
A VxD can also get the THCB of the currently executing thread by calling the VMM 
service Get_Cur _Thread_Handl e. 

Unlike _All ocate_Devi ce_CB_Area, which can reserve various size data areas, 
_All ocateThreadDataSl ot always allocates 4 bytes of per-thread storage. If your 
VxD's per-thread data won't fit in 4 bytes, use these 4 bytes to store a pointer to a 
larger structure. Your VxD should allocate the larger structure when the thread is cre­
ated (Figure 4.2). 
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To examine or modify the state of a VM, a VxD examines or modifies the fields in 
another important data structure, the Client Register Structure. This structure contains 
the VM's current registers and flags. Typically a VxD is interested in the VM state if it 
provides an API for use by PM or V86 mode applications. Such a VxD gets its input 
and provides its output through these client registers. The VMM sets EBP to point to 

Figure 4.2 Illustrates how Thread Data Slots (TDSs) 
can be used to save per-thread information. 
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Event Notification 
Once real mode initialization is complete, the VMM will notify the VxD about rele­
vant events through a special message interface. To send a message to the VxD, the 
VMM obtains the address of the VxD's Device Control Procedure from the VxD's 
DDB and calls this procedure with a message code in EAX and the handle to the cur­
rent VM in EBX. The control procedure then branches to message-specific code. The 
VMM uses this interface to notify the VxD of initialization activities, cleanup activi­
ties, and VM state changes. 

Although the VxD message interface is conceptually similar to the WinProc 
message interface, the implementation is completely unrelated and 
incompatible. 

The roughly two dozen messages can be divided into eight major categories. The 
messages and their categories are shown in Table 4.2. The messages in the initializa­
tion and termination categories are always sent in the order listed. A more detailed list 
of the messages and their register parameters and return codes can be found in the 
Windows 95 DDK documentation. 

Table 4.2 The event notification messages that VMM 
sends to VxDs. 

Message Category Message Description 

System Initialization Sys_Critical_Init Interrupts disabled and remain 
so; minimal processing. 

Devi ce_Init System VM already loaded: 
VxDs do most initialization here. 

IniCComplete Any processing needed after all 
VxDs do Device_Init. 

System Termination System_Exit System VM destroyed, but still in 
memory. 

Sys_Critical_Exit System VM no longer in mem-
ory; interrupts disabled. 
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Many VxDs process only a handful of these messages. The example VxDs begin­
ning in the next chapter will illustrate the processing of the most commonly handled 
messages. Most of these messages mark important events in the life of either the VxD 
or a VM. The following section explains how the messages relate to the normal life 
cycle of a VxD and the VMs it services. 

Table 4.2 (continued) The event notification messages 
that VMM sends to VxDs. 

Message Category Message Description 

VM Initialization Create_VM VxDs initialize per-VM data. 

VM_Critical - Init Interrupts disabled. 

VM_Init VM fully created; VxD can now 
call code in VM. 

Sys_VM_Init Equivalent to VM_I nit, but VM is 
SystemVM. 

VM Termination Query-Destroy Abnormal VM termination: 
return Ca rry flag set ifVM 
should not be destroyed. 

VM_Terminate Normal VM termination; VM 
still exists so VxD can call code 
inVM. 

Sys_VM_Terminate Equivalent to VM_Termi nate, but 
VM is System VM. 

VM_Not_Executeable Sent for both normal and abnor-
mal termination; VM still in 
memory, but not executable. 

Destroy-VM VM no longer in memory. 

VM State Change VM_Suspend VM suspended by another VxD; 
VxD should give up any 
resources associated with the VM. 

VM_Resume VM resumed from a suspend. 

Set_Device_ Focus VM has keyboard/mouse focus. 

Begin_PM_App VM has started a protected mode 
application. 

End_PM_App VM has ended a protected mode 
application. 
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All VxDs should defer any other actions until the next phase. Note that services 
such as Simul ate_Int or ExecInt, which execute code in a VM, are not available at 
this time because no VMs have been created yet. (I'll explain the role of 
Simul ate_Int and ExecInt in more detail in Chapter 12.) 

The next message, Devi ce_I nit, notifies a VxD of the second initialization phase, 
which occurs after VMM has created the System VM. Most of a VxD's setup is per­
formed during this phase. At this time, a VxD should allocate device context and Con­
trol Block memory, hook 110 ports, and hook interrupts. 

I ni t_Comp 1 ete marks the last phase of system initialization. Usually only VxDs 
that allocate pages in V86 address space need to respond to this message. 

Windows also shuts down in three phases. When the system terminates normally 
(i.e. not in a crash), the System VM is terminated first, resulting in a Sys_VM_Termi nate 
message. The System VM has not been destroyed yet, so Si mu 1 a te_I nt and ExecI nt 
services are still available if the V xD needs to ekecute code in the System VM. The next 
message in the shutdown sequence is Sy stem_Ex i t, which occurs during both normal 
and abnormal terminations. At this time, interrupts are enabled but the System VM has 
already been destroyed, so Simul ate_Int and ExecInt are no longer available. Most 
VxDs do their shutdown processing during System_Exi t, shutting down their device. 
The last message is Sys_Critical_Exit, sent with interrupts disabled. Most VxDs 
don't process this message. 

Dynamically Loaded VxD Initialization 
and Termination Messages 
A dynamically loadable V:xD doesn't see the system initialization messages 
(Sys_Critical_Init, Device_Init, and IniCComplete) because it hasn't been 
loaded yet when these messages are sent. However, the VMM provides an analogous 
message to a dynamic VxD during its loading procedure, Sys_Dynami cDevi ce_I ni t, 
and another message when the VxD is unloaded, Sys_Dynami cDevi ce_Exi t. 

A dynamic VxD processes the Sys_Dynami cDevi ce_I nit message much as a 
static VxD would process the system initialization messages - by performing basic 
device initialization, hooking 110 ports, installing hardware interrupt handlers, etc. 
Note that certain VMM services are available only during system initialization and 
therefore may not be used by dynamic VxDs (see the Windows 95 DDK for a list of 
these services). A dynamic VxD may indicate that it failed to load by returning from 
the Sys_Dynami cDevi ce_Init message with the Carry flag set. 
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Although static VxDs receive several system termination messages, static VxDs 
are often careless about releasing resources during termination, since Windows 
itself is terminating. A dynamic VxD must, on the other hand, be very careful to 
free any resources it has allocated. This includes unhooking I/O ports, uninstalling 
hardware interrupt handlers, and unhooking services. In addition, a dynamic VxD 
must cancel all outstanding timeouts and events during Sys_Dynami c_Devi ce_Exi t, 
otherwise the VMM will end up calling code that is no longer loaded and the system 
will probably crash. 

Static code and data segments can be used to solve some of the problems a 
dynamic VxD may encounter in releasing resources. For example, 
sometimes the VMM doesn't provide a "deallocate" service for a particular 
resource, and sometimes the deallocate may fail. In these cases, the code 
using this resource should be in the static code segment and shouldn't take 
any action unless the rest of the VxD is loaded. The VxD should also reuse 
the already allocated resource the next time the VxD is loaded, instead of 
allocating the resource again. 

VM State Change Messages 

Another set of messages tracks the life of VMs. Creation of a new VM also occurs in 
three phases, each with its own message: Create_VM, VM_Cri ti ca1_I nit, and VM_Init. 
For each of these messages, the VM handle is in EBX. 

When the VxD receives the first message, Create_VM, it should initialize any data 
associated with the VM. VM_C ri t i ca 1_1 nit marks the next phase. An error response 
(returning with Carry flag set) to the VM_Critica1_Init message will cause a VM 
termination sequence, starting with VM_Not_Executeab 1 e. (There is no VM termina­
tion sequence if VM_C rea te is failed.) The final phase of creation is VM_I nit. At this 
time, the VM has already been created, and Simulate_Int and ExecInt are avail­
able for calling software interrupts in the newly created VM. 

A VM's destruction also takes place in three stages, again with the VM handle in 
EBX. A VM that exits gracefully results in a VM_Termi nate message, which indicates 
the VM is "about to die". (An abnormal termination will first generate a 
Query_Destroy, see the following paragraph.) The VxD should take any action 
requiring Simul ate_Int or Exec_Int here, while the VM is still present. The next 
phase, VM_NoLExecuteabl e, occurs both during a graceful exit and an abnormal exit. 
The EDX register contains flag values that indicate the actual cause of termination. 
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These flag values are listed in Table 4.3. Because the VM has already been termi­
nated, Simulate_Int and ExecInt are not available. The last phase is marked by 
Destroy_VM. If a VxD doesn't care about the specific reason for VM termination and 
it doesn't need to use Si mul ate_I nt or ExecI nt, it can choose to respond to only 
this final message. 

Before the SHELL VxD shuts down a VM abnormally (typically in response to a 
user request), it will send a Query_Destroy message. A VxD can respond to this mes­
sage with the Carry flag set to indicate the SHELL should not destroy the VM. In this 
case, the VxD should also inform the user of the problem, using the SHELL message 
services (covered in Chapter 8, in the "Checking Ownership" section). 

In addition to VM startup and shutdown events, VxDs are also notified about 
scheduling events that change the currently running VM. VM_Suspend and VM_Resume 
messages are sent to VxDs as the VMM scheduler suspends and resumes execution of a VM. 

Although the DDK documentation says to free any resources associated with 
the suspended VM on receipt of a VM_Suspend, only a few of the VxDs 
whose source is provided in the DDK respond to the VM_Suspend and 
VM_Destroy messages. The Virtual Display Driver (VDD) responds to 
VM_Suspend by unlocking the pages of video memory and to VM_Resume by 
locking the pages again. The Virtual Comm Driver (VCD) responds to 
VM_Sus pend by clearing any pending serial port interrupt if the port is owned 
by the VM being suspended. 

Table 4.3 Flag values contained in the fDX register 
that indicate the cause of termination. 

Flag Description 

VNE_Crashed VM crashed. 

VNE_Nuked VM destroyed while still active. 

VNCCreateFai 1 A VxD failed Create_VM. 

VNCCrlni tFai 1 A VxD failed VM_Cri ti ca 1 - Init. 

VNE_InitFail A VxD failed VM_Ini t. 

VNCClosed VM closed properly then destroyed. 
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Thread Messages 
Another set of messages tracks the life of threads, the unit of tasking used by the Win­
dows 95 VMM scheduler. These messages are Create_Thread, Thread_Init, 
Term; nate_Thread, Thread_Not_Executeabl e, and Destroy_Thread. However, 
these messages are not sent for the initial thread of a VM, only for subsequently cre­
ated threads in a VM. As discussed in an earlier chapter, DOS VMs have exactly one 
thread each, so even though creation of a DOS VM does result in creation of a new 
thread, the VMM does not send a Create_Thread message. (It does however, send a 
Create_VM message.) 

Threads are created and destroyed in stages, similar to VMs. The first message, 
Create_Thread, is sent early in the thread creation process. EDI contains the handle 
(THCB) of the thread being created (which is not the currently executing thread). A 
VxD can return with Carry set and the VMM will not create the thread. A VxD typi­
cally allocates and initializes any thread-specific data here. The extra allocation step is 
necessary if the 4 bytes of per-thread data in the THCB (allocated during VxD initial­
ization) isn't enough. In this case, a per-thread structure is allocated during 
Create_Thread, and the per-thread data in the THCB is used to store a pointer to this 
newly allocated structure. 

Once the thread has been fully created, the VMM sends out the Thread_In; t mes­
sage. EDIonce again contains the handle of the newly created thread, but now the new 
thread is also the currently executing thread. A VxD should delay any initialization that 
requires the new thread to be the currently executing thread until it receives this message. 

Thread destruction also involves multiple messages: Term; nate_Thread, 
Thread_Not_Executeabl e, and Destroy_Thread. When the first message, 
Term; nate_Thread, is sent, the thread is "about to be terminated", but is still capable 
of being executed. V xDs typically respond to this message by freeing any resources 
associated with the thread. The next message, Thread_Not_Executeabl e, is sent 
when the thread will no longer be executed. The last message, Destroy_Thread, 
occurs after the thread has actually been destroyed and gives VxDs a last chance to 
free thread-specific resources. 
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Windows 3.x Differences 
Windows 3.x used only three types of segments: real mode initialization, protected 
mode initialization, and locked (non-pageable). The Windows 3.x VMM never swaps 
out any VxD code or data. 

Windows 3.x doesn't support dynamic VxD loading, only static loading. Static load­
ing is specified via a dey; ce= statement in the [386Enh] statement in SYSTEM. I NI, just 
as it is under Windows 95. 

Windows 3.x doesn't support threads. This means there is no need for per-thread 
data, no All acate_Thread_Data_S1 at, and no thread-specific messages. 

Summary 
Despite the hundreds of functions supported by the VMM and other VxDs, for 
many VxD applications you really don't need to know much more than what I've 
covered in this chapter. Unless you are doing something very special (like writing a 
replacement for the VMM), you'll probably never need more than a dozen of the 
functions in that API. 

In the following chapters I'll show you how to build several practical VxDs. Even 
though these VxDs span a wide variety of applications, collectively they use only a 
few functions from the VMMNxD API. As you easily can tell just by scanning some 
of the listings in the chapters ahead, VxDs don't have to be overwhelmingly compli­
cated to be useful. 
























































































































































































































































































































































































































































































































































































































































































































































































































































































