









































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































MultiMon: Monitor
Reference

MultiMon comes with the monitors listed in Table A-1 of Appendix A, MultiMon:
Setup, Usage, and Extensions. The kind of output produced by each of these moni-
tors is quite varied and yet MultiMon presents this information ‘using the same
view. This appendix describes in detail the information displayed by each monitor
and thus serves as a reference.

Generally, a single line of output describes a single event. However, in some
instances, the information will not conveniently fit in a single line, and so a
second line of output is reported for the same event. You will see this approach
with the file system hook, FSHook. When displaying traces of services, it is some-
times useful to show the entry values on one line and then the return values on a
separate line. Another thing to keep in mind when examining traces is that some
monitors report an event when an API completes, and other monitors report an
event on entry into an APL

In the descriptions that follow, a C printf format is used to define output strings.
These format strings are enclosed in double quotes, while arguments are repre-
sented by suggestive variable names, e.g., "drive=%c", drive_letter.

Interrupt 21b

Driver Monitor Type
I21Helpl PM Int21 hook (pre IFSMgr) p21
121Help1 V86 Int21 hook (pre IFSMgr) v21
121Help2 PM Int21 hook (post IFSMgr) p21-
121Help2 V86 Int21 hook (post IFSMgr) v21-
Win32cb VWIN32 Int21 Dispatch w21
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ListView Column Usage

Module:
Module owning execution thread

Function: -
Int 21h function name

Flags1:
Not used

Device:
Not used

Handle:

DOS (SFT) or extended (SFN) file handle

Args by function:
39h, 3ah, 3bh, 3ch, 3dh, 41h, 43h, 4bh,

"0%s", szPathname

4eh, 5ah, 5bh, 6¢h, 7139h, 713ah, 713bh,

7141h, 7143h, 714eh, 7160h, 716ch

36h, 47h, 7147h, 4404h, 4405h, 4408h,
4409h, 440dh, 440eh, 440fh, 4411h

3fh, 40h

"drive=%c", drive_letter

"ent=%x buf=%x:%04x", byte_count,
buffer_segment, buffer_offset

42h "(%d) offs=%08lx", seek_mode,
seek_offset
50h "seg=%04x", PSP_segment
Flags2 by function:
7143h Gt(GET_ATTRIBUTES)
St(SET_ATTRIBUTES)
Gs(GET_ATTRIB_COMP_FILESIZE)
Sm(SET_ATTRIB_MODIFY_DATETIME)
Gm(GET_ATTRIB_MODIFY_DATETIME)
Sa(SET_ATTRIB_LAST_ACCESS_DATETIME)
Ga(GET_ATTRIB_LAST_ACCESS_DATETIME)
Sc(SET_ATTRIB_CREATION_DATE_TIME)
Gc(GET_ATTRIB_CREATION_DATE_TIME)
Gu(GET_ATTRIB_FIRST_CLUST)
Interrupt 2Fb
Driver Monitor Type
12fmonl1 PM Int2f hook (pre IFSMgr) | p2f
12fmon1 V86 Int2f hook (pre IFSMgr) | vaf
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ListView Column Usage
Module:
Module owning execution thread

Function:
Int 2fh function name

Flags1:
Not used

Device:
For function 1684 only, "%s(%xh)", device_name, device_id

Handle:
Not used

Args:
Not used

Flags2:
Not used

IFSMgr Dispatcher

Driver Monitor Type
ifsdspat IFSMgr dispatcher dsp

ListView Column Usage
Module:
Module owning execution thread

Function:
"Func=%08lx", register_ECX

Flags1:
Not used

Device:
Not used

Handle:
Not used

Args: .
"EDX=%08lx ESI=%08Ix", register_EDX, provider

Flags2:
Not used
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IFSMgr File System Hook

Driver Monitor Type
fshook IFSMgr file system hook fsh

ListView Column Usage

Module:
Module owning execution thread

Function:
FS_xxx function name

Flags1:
Flags common to all functions represented by string of characters: e_clnu,_
slxrmwoa

e command failure
¢ character resource
local resource

network resource

NN

UNC resource
IFSMgr_ServerDOSCall
LEN call

~

uses extended handles
IFSMgr_Ring0_FileIO

R

N

8.3 match semantics
Win32 caller
Unicode/BCS string
ANSI/OEM

© 8 3

Q

Device:

Name of FSD being called
Handle: ,

System File Number (SFN) asterisk indicates newly created or opened handle
Args (line 1):

Arguments specific to a function

IFSFN_READ, IFSFN_WRITE " cnt=%IxH ofs=%IxH ptr=%IxH, byte_

: : count, file_position, linear_buf_address
IFSFN_SEEK ' ofs=%lxH, file_position
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IFSFN_GETDISKINFO

IFSFN_QUERY(level 2)
IFSFN_QUERY(level 1) )
IFSFN_CONNECT(local disk volume)

IFSFN_IOCTL16DRIVE, IFSFN_GETDIS-
KPARMS, IFSFN_FLUSH

IFSFN_DASDIO (DIO_ABS_READ_
SECTORS)-(DIO_ABS_WRITE_SECTORS)

IFSFN_DASDIO (DIO_SET_LOCK_
CACHE_STATE) '

Args (line 2):
Pathname or filename argument

Flags2:
Flags specific to a function

IFSFN_READ, IFSFN_WRITE
IFSFN_SEEK

IFSFN_CLOSE, IFSFN_FINDCLOSE,
IFSFN_FCNCLOSE
IFSFN_COMMIT
IFSFN_FILELOCKS

IFSFN_FILETIMES

IFSFN_ENUMHANDLE

"drive: %c free: %08lx", drive_letter,
free_space

"Level2 drive: %c", drive_letter
"Levell drive: %c", drive_letter
"drive: %c", drive_letter
"drive: %c", drive_letter

"ent=%IxH sector=%IxH ptr=%IxH",
byte_count, absolute_sector,
linear_buf_address

"Level 0 taken" or "Level O released", or
"Level 3 taken" or "Level 3 released"

flags “msn”: m— memory-mapped
RO I/O; s—called by swapper; n—no
caching of read/write

" flag character: b—seek relative to

beginning of file; e—seek relative to
end of file

flag: f—CLOSE_FINAL, p—CLOSE_FOR_
PROCESS, h—CLOSE_HANDLE

flag: a—FILE_COMMIT_ASYNC,
n—FILE_NO_LAST_ACCESS_DATE

flag: L—LOCK_REGION, U—UNLOCK_
REGION -

Gm(GET_MODIFY_DATETIME)
Sm(SET_MODIFY_DATETIME)
Ga(GET_LAST_ACCESS_DATETIME)
Sa(SET_LAST_ACCESS_DATETIME)
Gc(GET_CREATION_DATE_TIME)
Sc(SET_CREATION_DATE_TIME)

fi ENUMH_GETFILEINFO
get file info by bandle
fn ENUMH_GETFILENAME
get filename associated with bandle
irENUMH_GETFINDINFO
get info for resuming
rf ENUMH_RESUMEFIND
resume find operation
rd ENUMH_RESYNCFILEDIR
resync dir entry info for file
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IFSFN_CONNECT(Network) flags “x y”, where x is:
r(RESOPT_UNCREQUEST)
e(RESOPT_DEVATTACH)
c(RESOPT_UNCCONNECT)
d(RESOPT_DISCONNECTED)
n(RESOPT_NO_CREATE)
s(RESOPT_STATIC)
and where y is:
*(RESTYPE_WILD)
d(RESTYPE_DISK)
s(RESTYPE_SPOOL)
c(RESTYPE_CHARDEYV)
i(RESTYPE_IPC)

IFSFN_CONNECT(Local) flag character:
m(IR_FSD_MOUNT)
v(IR_FSD_VERIFY)
g(IR_FSD_UNLOAD)
c(IR_FSD_MOUNT_CHILD)
p(R_FSD_MAP_DRIVE)
u(JR_FSD_UNMAP_DRIVE)

IFSFN_DIR . option string: mk(CREATE_DIR),
rm(DELETE_DIR), ck(CHECK_DIR),
83(QUERY83_DIR), If(QUERYLONG_
DIR)

IFSFN_FILEATTRIB option string:
Gt(GET_ATTRIBUTES)
St(SET_ATTRIBUTES)
Gs(GET_ATTRIB_COMP_FILESIZE)
Sm(SET_ATTRIB_MODIFY_DATETIME)
Gm(GET_ATTRIB_MODIFY_DATETIME)
Sa(SET_ATTRIB_LAST_ACCESS_
DATETIME)
Ga(GET_ATTRIB_LAST_ACCESS_
DATETIME)
Sc(SET_ATTRIB_CREATION_DATE_
TIME)

IFSFN_FILEATTRIB (cont.) GCc(GET_ATTRIB_CREATION_DATE_
TIME), Gu(GET_ATTRIB_FIRST_CLUST)

IFSFN_FLUSH flag character:
d(VOL_DISCARD_CACHE)
r(VOL_REMOUNT)

IFSFN_SEARCH flag character:
f(SEARCH_FIRST)
n(SEARCH_NEXT)

IFSFN_DISCONNECT flag character:
n(DISCONNECT_NORMAL)
i(DISCONNECT_NO_IO)
s(DISCONNECT_SINGLE)



324 Appendix B: MultiMon: Monitor Reference

IFSFN_OPEN option string, "x y" where x is (open
action value):
cn(ACTION_CREATENEW (10h))
ca(ACTION_CREATEALWAYS (12h))
0e(ACTION_OPENEXISTING (01h))
0a(ACTION_OPENALWAYS (11h))
re(ACTION_REPLACEEXISTING (02h))
and vy, is (special option):
m(MM_READ_WRITE (8000h))
c(OPEN_FLAGS_COMMIT (4000h))
€¢(OPEN_FLAGS_NO_CRITERR (2000h))
s(RO_SWAPPER_CALL (1000h))
r(OPEN_FLAGS_REOPEN (0800h))
a(OPEN_FLAGS_ALIAS_HINT (0400h))
p(OPEN_FLAGS_NO_COMPRESS
(0200h))
n(OPEN_FLAGS_NO_CACHE (0100h))
i(OPEN_FLAGS_NOINHERIT (0080h))

IFSFN_DASDIO -DIO_ABS_READ_ option string "Read"

SECTORS

IFSFN_DASDIO -DIO_ABS_WRITE_ option string "Write"
SECTORS

IFSFN_DASDIO -DIO_SET_LOCK_ option string "Volume Lock"
CACHE_STATE

IFSMgr_NetFunction Hook

Driver Monitor Type

netfunc IFSMgr_NetFunction hook nfh

ListView Column Usage
Module:
Module owning execution thread

Function:
Func=%08lx, Client_AX, where Client_AX contains the following values for
IFS Manager broadcasts:

NF_PROCEXIT (111D_h) NF_PRINTERUSE (0004h)
NF_DRIVEUSE (0001h) NF_PRINTERUNUSE (0005h)
NF_DRIVEUNUSE (0002h) NF_NetSetUserName (1181h)

NF_GETPRINTJOBID (0003h)

or Client_AX contains the function number for Upper8E_Preambles installed
using IFSMgr_SetReqHook.
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Flags1:
Not used

Device:
Not used

Handle:
Not used

Args:

"EDX=%08Lx ESI=%08lx", ifsreq.ifs_func, provider

Flags2:
Not used

Interrupts and Callbacks

Driver

Monitor

Type

vectors

Interrupts and Callbacks

vec

ListView Column Usage

Module:

Module owning execution thread

Function:

VMM Service Names, including:

Install_V86_Break_Point
Allocate_PM_Call_Back
Get_V86_Int_Vector
Get_PM_Int_Vector

Flags1:

Allocate_V86_Call_Back
Hook_V86_Int_Chain
Set_V86_Int_Vector

Set_PM_Int_Vector

"Entry" or "Return" depending on which side of the service the display line

was generated.

Device:
Not used

Handle:

On entry, interrupt number as a string “Int %x”
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Args by service:

On entry:

Install_V86_Break_Point "v86 BrkPt=%X:%04X Ring0 Func-
tion=%08lx (%s)", brk_segment,
brk_offset, func_addr, VxD_Name

Allocate_V86_Call_Back "Ring0 Function=%08lx (%s)", func_addr,
Vxd_Name

Allocate_PM_Call_Back "Ring0 Function=%08lx (%s)", func_addr,
Vxd_Name

Hook_V86_Int_Chain "Ring0 Hook=%081x (%s)", func_addr,
Vxd_Name

Get_V86_Int_Vector, Set_V86_Int_Vector  "V86 Vector=%X:%04X", V86_segment,
V86_offset

Get_PM_Int_Vector, Set_PM_Int_Vector "PM Vector=%X:%IX", PM_selector,
PM_offset

On return:

Allocate_V86_Call_Back "V86 App Callback: %x:%04x",

V86_callback_segment,
V86_callback_offset

~ Allocate_PM_Call_Back "PM App Callback: %x:%04x",
PM_callback_selector,
PM_callback_offset

Flags2:
Not used

VCACHE Services

Driver ) Monitor Type

vchook VCache services vch

ListView Column Usage

Module:
Module owning execution thread

Function:
Entry: VCACHE service name

Return: Return, except for VCache_FindBlock, which displays the string
“Return [Carry] [Locked]”
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Flags1:
Options on entry to VCache_FindBlock:

Create Hold MakeMRU
LowPri MustCreate RemoveFromLRU

Device:
FSD cache ID

Handle:
Cache block handle

Args by function:
VCache_Get_Version(Return) Ver: %04x, version_number

VCache_Register(Return) "DiscardFunc: %08lx MinReserv: %lx",
buffer_discard_func,
min_reserved_blocks

VCache_GetSize(Return) For a specific FSD ID:
"MaxFSDBIks: %lx MaxCacheBlks: %lx",
max_blocks_for_fsd,
max_num_cache_blocks
For any FSD (id=0):
"CurCacheSize: %lx MaxCacheBlks: %lx",
num_blocks_in_cache,
max_num_cache_blocks

VCache_CheckAvail(Entry) "Needed: %Ix", num_blocks_needed

VCache_CheckAvail(Return) "Avail: %lx", num_avail_blocks

VCache_FindBlock(Entry) "Keyl: %08lx Key2: %08Lx", keyl_value,
key2_value

VCache_FindBlock(Return) "Buffer: %08Ix", addr_of_buffer (if non-
zero handle)

VCache_Enum "EnumFunc: %08Ix", enum_function_
addr

VCache_VerifySums "SectorSize: %Ix", sector_size_in_bytes

VCache_RecalcSums

VCache_TestHold(Return) "HoldCnt: %d", block_hold_count

VCache_GetStats "Misses: %d Hits: %d Discards: %d

VCache: %08Ix", misses_to_last26_
discards, hits_to_last26_lru,
num_discards_since_last_call,
linear_base_addr

VCache_AdjustMinimum "New Quota: %08Ix", new_quota_size

VCache_SwapBuffers "BlockHdI1: %08lx BlockHdI2: %08lx",
cache_block1, cache_block2

VCache_RelinquishPage ' "RelPage: %08Ix", linear_addr_of_page

VCache_UseThisPage "AddPage: %08Lx", linear_addr_of_page
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_VCache_CreateLookupCache

_VCache_DeleteLookupCache

_VCache_Lookup
_VCache_UpdateLookup

Flags2:
Not used

"CacheName: %s MaxElems: %d Flags:

%081x", lookup_name, max_elements,
ptr_cache_handle

"CacheName: %s", cache_name

"Key: \%s\ Data len: %d", lookup_name,

data_len

VWIN32 Win32 Services

Driver

Monitor

Type

win32cb

VWIN32 Win32 Services

vw32

ListView Column Usage

Module:

Module owning execution thread

Function:

VWin32 Win32 service name

Flags1:

Not used
Device:

Not used

Handle:
Not used

Args:
Not used

Flags2:
Not used

VWIN32 DeviceloControl
(IFSMgr, VWIN32, WSOCK)

Driver

Monitor

Type

win32cb

VWIN32 DeviceloControl

dev
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ListView Column Usage
Module: ‘
Module owning execution thread

Function:
Func=%08lx, Client_AX

Function:
Open Device, Close Device, or dwloControlCode

Control codes for IFSMgr, VWIN32, and WSOCK are labeled

Flags1:
Not used

Device:
VxD device name

Handle:
For WSOCK calls, handle context address

Args:
For WSOCK calls, arguments to functions

Flags2:
Not used

VMM Win32 Services

Driver Monitor Type
win32cb VMM Win32 services vm32

ListView Column Usage
Module:
Module owning execution thread

Function:
VMM Win32 service name

Flags1:
Not used

Device:
Not used

Handle:
Not used
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Args:
Arguments specific to a function as array of unlabeled doubleword values

Flags2:
Not used

NetBIOS Calls

Driver Monitor Type
nbhook NetBIOS calls ncb

ListView Column Usage

Module:
Module owning execution thread

Function:
NetBIOS service name

Flags1:
Entry: if call is asynchronous, "async" will appear here

Return: if call was asynchronous, "post(%02x)", ncb_returncode, will appear

here
Device:
Lana=%02x, lana_number
Handle:
Address of NCB (Network Control Block)
Args:
Entry arguments specific to a function
NCBCALL, NCBLISTEN, "Callname: %s", ncb_callname
NCBADDNAME, NCBDELNAME,
NCBADDGRNAME
NCBHANGUP, NCBRESET "LSN: %02x", ncb_lsn
NCBSEND, NCBRECV, NCBSENDNA "LSN: %02x Buffer: %081x(%04x)",

. ncb_lsn, ncb_buffer, ncb_length
NCBRECVANY, NCBDGRECYV, "Buffer: %081x(%04x)", ncb_buffer,
NCBDGSENDBC, NCBDGRECVBC, ncb_length
NCBSSTAT, NCBACTION, NCBENUM,

NCBFINDNAME
NCBCANCEL "Canceled NCB: %08Ix", addr_of_ncb
NCBDGSEND, NCBASTAT "Buffer: %081x(%04x) Callname: %s",

ncb_buffer, ncb_length, ncb_callname
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0x48 (Send-Receive)

NCBCHAINSEND, NCBCHAINSENDNA:

NCBTRACE, NCBLANSTALERT,
NCBUNLINK:

Default

Args:
Return values specific to a function
NCBCALL
0x48 (Send-Receive)

NCBRECVANY:

Flags2:
Flags specific to a function

NCBRECVANY, NCBDGSEND,
NCBDGRECV, NCBDGSENDBC,
NCBDGRECVBC, NCBRESET,
0x48(Send-Receive)

"LSN: %02x SendBuf: %081x(%04x)
RecvBuf: %081x(%04x)", ncb_lsn,
ncb_buffer, ncb_length, buffer_dword,
buffer_word

"LSN: %02x Bufferl: %08I1x(%04x)
Buffer2: %081x(%04x)", ncb_lsn,
ncb_buffer, ncb_length, buffer_dword,
buffer_word

Nothing' displayed

"Buffer: %081x(%04x) Callname: %s",
ncb_buffer, ncb_length, ncb_callname

"LSN: %02x*", ncb_Isn

"RecvBuf: %081x(%04x)", ncb_buffer,
ncb_length

"LSN: %02x Length: %04x", ncb_lsn,
ncb_length

"NAME#: %02x", ncb_num

SMB Packets
Driver ) Monitor Type
nbhook SMB packets smb

ListView Column Usage

Module:
Module owning execution thread

Function:

SMB command name; up to three batched commands may be listed

Flags1:
Entry: request

Return: reply
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Device:
Not used

Handle:
Address of NCB (Network Control Block) whose buffer references the SMB
command

Args: ,
Arguments specific to a function

SMB_COM_OPEN "%s", pathname_or_domain
SMB_COM_OPEN_ANDX

SMB_COM_TREE_CONNECT

SMB_COM_SESSION_SETUP_ANDX
SMB_COM_TREE_CONNECT_ANDX

SMB_COM_TRANSACTION "%s SubCommand:%02x",
, mailslot_or_namedpipe,
subcommand_code

SMB_COM_TRANSACTION2 Subcommands 0 through 0x0Oe: "%s",
trans2_subcommand_name

Flags2:
Not used



IFSMgr Data
Structures

Knowing the layout of IFSMgr’s key data structures is fundamental to reaching an
understanding of IFSMgr’s operation. In this appendix, various undocumented
data structures utilized by IFSMgr are defined. These structures are also available
in the header file ifsmgrex.h on the companion diskette. These data strucutes are
valid for IFSMgr version 22h. Your driver or file hook should verify this version
number before using these structures.

Several of the undocumented structures are displayed by a debug command in
the IFSMgr version which accompanies OSR2. This version of IFSMgr has a so-
called “dot” command which is invoked by typing .ifsmgr from the WDEB386 or
Winlce prompt. This command will display the contents (and member names) for
structures such as ifsreq, shres, and fhandle.

The ioreq Structure

This data structure is defined in ifs.h and described in detail in the DDK documen-
tation. Many IFSMgr APIs and interfaces are passed a pointer to an ioreqg
structure, which in reality is an ioreq structure embedded in an ifsreq struc-
ture. The reason the ioreq structure is emphasized by the DDK is that it is the
only portion of an ifsreq structure which an FSD should know or care about;
the other portions of the ifsreq structure are for IFSMgr’s eyes only. The ioreg
structure is discussed at length in Chapter 6, Dispatching File System Requests.

typedef struct {
DWORD ir_length; /* 00 - length of user buffer (eCX) */

BYTE ir_flags; /* 04 - misc. status flags (AL) */

BYTE ir_user; /* 05 - user ID for this request */

WORD ir_sfn; /* 06 - System File Number of file handle */
DWORD ir_pid; /* 08 - process ID of requesting task */

DWORD ir_ppath; /* 0C - pointer to unicode pathname */

333
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DWORD
DWORD
WORD

WORD

DWORD
DWORD
DWORD
DWORD
DWORD
DWORD

DWORD
} ioreq;

ir_auxl;
ir_data;
ir_options;
ir_error;
ir_rh;
ir_fh;
ir_pos;
ir_aux2;
ir_aux3;
ir_pev;

ir_ fsd[16];

/*
/*
/*
/*
/*
/*
/*
/*
/*
/*

/*

10
14
18
1A
1c
20
24
28
2C
30

34

The ifsreq Structure

secondary user data buffer (CurDTA) */
ptr to user data buffer (DS:eDX) */
request handling options */

error code (0 if OK) */

resource handle OWNED by FSD */

file (or f£ind) handle OWNED by FSD */
file position for request */

misc. extra API parameters */

misc. extra API parameters */

ptr to IFSMgr event for async
requests */

Provider work space */

When an IFSMgr API calls for a pointer to an ioreq structure, it actually receives
an ifsreq structure. This works because the first member of ifsreq is a nested
ioreq structure. This structure is discussed at length in Chapter 6. Member names
are based on output from OSR2’s .ifsmgr command.

typedef struct {

0 embedded ioreq structure */

74 pointer to fhandle structure */
78 pointer to SFT */

7C pointer to shell resource */

80 1linear base of owner PSP */

84 provider id */

88 function of dispatched command */
89 drive from dispatched command */
8A flag */

8B flags, see Table C-1 */

8C pointer to parse buffer */

90 VM of request */

94 pointer to "per VM data" area */

ioreq ifs_ir; /*
/* These members are known only to IFSMgr */
fhandle* ifs_pfh; /*
DWORD ifs_psft; /*
shres* ifs_psr; /*
DWORD ifs_pdb; /*
DWORD ifs_proid; /*
BYTE ifs_func; /*
BYTE ifs_drv; /*
BYTE ifs_hflag; /*
BYTE ifs_nflags; /*
void* ifs_pbuffer; /*
HVM ifs_VMHandle; /*
void* ifs_PV; /*
union {

Client_Register
Ring0_Register

ServerDos_Register

}
} ifsreq;

/* 98 client registers for

ifs_crs;
dispatch */
ifs_ring0_frame; /* 98 client registers for

ring0 file i/o */

ifs_server_frame; /* 98 <client registers for

server DosCall */

Volume Information (volinfo)

The volinfo structures are referenced by pointers in the SysvVolTable array (see
Chapter 6, Figure 6-2). The volinfo structure is used to support subst drives (see
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Table C-1. Bit Usage for ifs_nflags

Bit Number Meaning
IFSMgr_ServerDosCall
LFN

Uses extended handles
IFSMgr_Ring0_FileIO
8.3 match semantics
Win32 API
Unicode/BCS
OEM/ANSI

O = N W AR N

Chapter 8, Figure 8-1); it also holds references to the CDS structure and the shell
resource structure.

typedef struct {

shres* vi_psr; /* 00 ptr shell resource for volume */
char* vi_pszRootDir; /* 04 path following drive & colon in CDS */
WORD vi_Client_CX; /* 08 */
BYTE vi_unkl; /* 0A */
BYTE vi_£flags; /* OB Volume is subst drive 0x10

? 0x08

? 0x04

Static connection 0x02

? 0x01 */
WORD vi_leng; /* 0C length of Unicode subst path */
BYTE vi_unk2; /* OE */
BYTE vi_drv; /* OF one-based volume */

string_t vi_subst_path; /* 10 Unicode Subst path */
void* vi_CDS_copy; /* 14 Copy of CDS */
} volinfo;

Shell Resource (shres)

The shell resource is the key data structure used by IFSMgr to represent volumes,
connections to network shares, and character devices. Chapter 6 and Chapter 8
give numerous examples of the creation and use of shell resources. Member
names are based on output from OSR2’s .ifsmgr command.

typedef struct {

WORD sr_sig; /* 00 signature 'Sr' */

BYTE sr_serial; /* 02 */

BYTE sr_idx; /* 03 offset of entry in psr list */

struct shres *sr_next; /* 04 next link in one-way linked
list */ )

DWORD sr_rh; /* 08 FSD's volume handle */

struct volfunc *sr_func; /* 0C FSD's volume function table */

DWORD sr_inUse; /* 10 reference count */

WORD sr_uword; /* 14 zero-based volume number */
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WORD sr_HndCnt; /* 16 count of open handles on
volume */

BYTE sr_UNCCnt; /* 18 */

BYTE sr_DrvCnt; /* 19 number of volinfo structures
referencing this sr*/

BYTE sr_rtype; /* 1A 0 - wild
1 - local disk
2 - spooled printer
3 - character device
4 - IPC (named pipe) */

BYTE sr_flags; /* 1B IFSFH_RES_CFSD - 0x80
IFSFH_RES_LOCAL - 0x10
IFSFH_RES_NETWORK, 0x08

IFSFH_RES_UNC, 0x01 */

DWORD sr_ProlID; /* 1C index to MountVolTable[] */

void* sr_Volinfo; /* 20 pointer to VRP (only local
drive) */

fhandle* sr_fhandleHead; /* 24 pointer to one-way linked list
of open files */

DWORD sr_LockPid; /* 28 pid of lock owner */

DWORD sr_LockSavFunc; /* 2C */

BYTE sr_LockType; /* 30 type of volume lock in place:

0 - no lock in effect

1 - level 0 lock in effect
2 - level 1 lock in effect
3 - level 2 lock in effect
4 - level 3 lock in effect */
BYTE sr_PhysUnit; /* 31 */
WORD sr_LockFlags; /* 32 flags related to volume lock
state */ .
DWORD sr_LockOwner; /* 34 ring 0 thread ID of lock
owner */
WORD sr_LockWaitCnt; /* 38 */
WORD sr_LockReadCnt; /* 3A */
WORD sr_LockWriteCnt; /* 3C */
BYTE sr_flags2; /* 3E */
BYTE sr_reserved; /* 3F */
void* sr_pnv; /* 40 */
} shres; !

The fhandle Structure

The fhandle is the key data structure used by IFSMgr to represent handles to
files and character devices. Chapter 6 gives examples of the use of file handles.
Member names are based on output from OSR2’s .ifsmgr command.

typedef struct {

struct hndlfunc fh_hf; /* 00 ptr to FSD's handle-based
function table */

fh_t fh_fh; /* 0C FSD's file handle */

shres* fh_psr; /* 10 ptr to shell resource which

contains object */
void* fh_pSFT; /* 14 ptr to DOS SFT structure */



The blockinfo Structure 337
DWORD fh_position; /* 18 */
WORD fh_devflags; /* 1C */
BYTE fh_hflag; /* 1E */
BYTE fh_type; /* 1F */
WORD fh_ref_count; /* 20 */
WORD fh_mode; /* 22 */
hlockinfo* fh_hlockinfo; /* 24 ptr to hlockinfo structure */
void* fh_prev; /* 28 ptr to previous fhandle in
linked-list */
void* fh_next; /* 2C ptr to next fhandle in
linked-1list */
WORD fh_sfn; /* 30 system file number for
handle */
WORD fh_mmsfn; /* 32 SFN for memory-mapped file
dup */
DWORD fh_pid; /* 34 */
DWORD fh_ntid; /* 38 */
WORD fh_fhFlags; /* 3C */
WORD fh_InCloseCnt; /* 3E */
} fhandle;
»
The blockinfo Structure
This structure is used to defined a file lock:
typedef struct {
struct hndlfunc hl; /* 00 */
DWORD hl_lock; /* 0C */
DWORD hl_flags; /* 10 */
DWORD hl_pathlen; /* 14 */
unsigned short hl_pathname[0]; /* 18 */

} hlockinfo;

The SFT Structure

The SFT (System File

Tables) is a legacy MS-DOS structure. The following layout

is for DOS 4.0 or newer and is based on Undocumented DOS, Second Edition, by
Andrew Schulman and others (see pages 709-710).

typedef struct {

WORD
WORD
BYTE
WORD
void*
WORD
WORD
WORD
DWORD
DWORD
WORD
DWORD

sft_numhandles;
sft_openmode;
sft_attrib;
sft_devinfo;
sft_devheader;
sft_start_cluster;
sft_file_time;
sft_file_date;
sft_file_size;
sft_cur_offset;
sft_rel cluster;’
sft_sector_direntry;
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BYTE sft_num_direntry;
char sft_fcbname[1l1l];
void* sft_prev;

WORD sft_vmid;

WORD sft_psp_segment;
WORD sft_offset; '
WORD sft_abs_cluster;
DWORD sft_dos_driver;

} sft;

The CDS Structure

The CDS (Current Directory Structure) is a legacy MS-DOS structure. The
following layout is for DOS 4.0 or newer and is also based on Undocumented
DOS (see pages 710-711).
typedef struct {
char cds_root_pathname[67] ; /* 00 ASCIIZ root directory */
WORD cds_attrib; /* Drive attributes */
BYTE cds_physdrv;
BYTE cds_flag;
WORD cds_cluster_parent_dir;
WORD cds_entry_num;
WORD cds_cluster_current_dir;
WORD cds_media_change;
WORD cds_ofs_visible_dir;
} cds;

Per-VM Data

During Device Init, IFSMgr allocates per-VM data using the service Allocate_
Device_CB_Area. The size of this area is determined by the following formula:

cb_area_size = sizeof (pervm) + ((256 + NumDosFCBs) * sizeof (void*) * 2)

What is returned by this service is the offset to IFSMgr's per-VM data from the
‘address given by the VM handle. It is the sum of these two values which is stored
in ifsreq.ifs_PV.

The layout of IFSMgr’s per-VM data is divided into three areas. At the beginning
of the area is the pervm structure given below. It is followed by two additional
tables of equal size which will hold pointers for up to 256 SFT entries plus
pointers for FCB’s inherited from MSDOS before Windows 95 started. The second
of these two tables is pointed at by the pervm member pv_ppsft.

typedef struct {

void* pv_next; /* 00 */
void* pv_prev; /* 04 */
BYTE pv_£flags; /* 08 bit 0 */

/* bit 1 */
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/* bit 2 */
/* bit 3 */
/* bit 4 Local Int21 hooker*/
/* bit 5 Control-C check */
/* bit 6 */
/* bit 7 */
BYTE pv_cnt; /* 09 */
BYTE pv_curdrv; /* 0A */
BYTE pv_unk2; /* 0B */
void* pv_dispfunc; /* 0C address of dispatch function */
ifsreg* pv_pifs; /* 10 active ifsreq */
pevent pv_pev_vm; /* 14 VM tasktime event */
DWORD pv_Client_DS; /* 18 DS:DX or DS:EDX */
DWORD pv_Client_EDX; /* 1C address of Disk Transfer Area */
HEVENT pv_hev; L /% 20 */
fhandle* pv_pfh([32]; /* 24 */
pevent pv_pev_vm2; /* 48 */
void* pv_ppsft; /* 4C pointer to second SFT table */
void* pv_curdir([32]; /* 50 current directory for this VM */
WORD pv_£flags2; /* DO */
WORD pv_unk2; /* D2 */

} pervm;

Per-Thread Data

IFSMgr piggybacks a doubleword onto every thread. It does this by allocating a
thread data slot (using VMM service _AllocateThreadDataSlot) at Device Init time.
Unlike some other devices which use this doubleword to store a pointer to a
more substantial data structure, IFSMgr is content with using just the data slot.
The data slot is located by an offset from the address of a thread’s control block—
which is the same as the ring-0 thread handle. The layout of IFSMgr’s thread
doubleword is as follows: '

Bit 31 30 29 28-16 15-0
Use Marked Blocked NoBlock Not used Count

If this doubleword is non-zero, then the coresponding thread is “in” IFSMgr.
When a thread enters IFSMgr its count is incremented; when leaving it is decre-
mented. The top three bits are used as flags for the state of threads which have
entered IFSMgr.

Geoff Chappell shared his insights regarding the use of these bit flags in a recent
email:

The bit flags are concerned with the status of one thread with respect to threads
that propose to work or have started to work on a volume lock.

Working on a volume lock—for instance, to apply a lock or release one—has a
potentially wide-ranging and even brutal effect on IFS operations that are already
under way (say, in other threads). If a thread wants to work on a volume lock,
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then it will have to wait until nobody else is working on the same volume lock—
but even after then, it will have to wait until no thread is doing anything that
might be affected by the change in the volume’s lock state.

At the time that a thread is to start working on a volume lock, there is not much
status information to go on. IFSMgr assumes that just about any thread that is in
an IFS operation is liable to be affected. The general scheme is to set the Marked
flag in each of them.

Some threads will already have the NoBlock flag set because it was deduced at an
earlier stage that their IFS operation could not be affected by work on a volume
lock. For instance, these threads do not get “marked.”

Some threads will already have the Blocked flag set because they are blocked at
places in their IFS operations where it is known not to matter if a volume lock
gets worked on. For instance, if a thread has to wait for a parse buffer to become
available, then it is not very far into its IFS operation and certainly a long way
from being worried whether some volume is locked. Threads that have blocked at
safe places do not get “marked” either.

The thread that wants to work on the volume Iock blocks on a special key. As the
other threads. execute, some may finish their IFS operations. That’s good: it makes
one less thread to worry about. The general scheme when the IFSMgr decides a
thread can’t be affected by work on a volume lock is that if the thread has its
“Marked” flag set, then the flag is cleared and the thread is deemed to no longer
contribute to the count of threads that could be affected. When there are no
longer any threads that could be affected, all threads waiting to work on volume
locks are signalled.

Another good outcome, handled the same way, is that a “marked” thread blocks
at a place known to be safe.

Some threads that were blocked at safe places may wake up. These and other
threads (with or without the Marked flag) may eventually reach far enough into
their IFS operation that they want access to a volume whose lock is to be worked
on by some waiting thread. For some operations (such as on the paging file and
on memory-mapped files and on pages opened as immovable), this won’t matter,
but in general, a thread that wants to access the volume will have to block until
the work on that particular volume’s lock is done. Again, the IFSMgr knows that
the thread cannot now be affected by work on the volume’s lock and so again, it
may signal the threads that are waiting to work on volume locks.

In summary, Marked means that the thread is thought (possibly only cautiously)
to prevent proceeding immediately with proposed work on a volume lock,
Blocked means that the thread is blocked at a stage where it can’t be affected by
proposed work on a volume lock and NoBlock means that if work on a volume
lock is proposed, then this thread is not to be regarded as preventing the work.
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This appendix describes some aids that were used in developing the sample code
which accompanies the book. Since I have adopted the DDK’s approach to
writing VxDs in C (see What’s New in Windows 95 for VxD Writers? by Ruediger
Asche, April 24, 1994, MSDN CD), these aids fill in a few gaps where I felt there
were some deficiencies.

chentry.exe: No Assembly Required

Usually, a VxD’s device descriptor block (DDB) and control message dispatch
procedure are placed in a small assembly language module. This is linked with
the C object modules to build the final VXD. The reason this assembly language
module is needed is that the Microsoft compiler only generates decorated public
names. The least amount of decoration you can achieve is a leading underscore.
Why is this a problem?

A VXD has a single exported symbol which is its device name with the suffix
“_DDB” appended. This points to the device descriptor block and is used by the
loader to find the segments in a VxD when bringing the module into memory.
The C compiler only allows names like _FSHOOK_DDB, where FSHOOK_DDB is
what is really desired. Using the decorated name would require clients of the VxD
to use the name _FSHOOK when referring to it. Clearly this is not desirable.

The chentry.exe utility lets you go ahead and use decorated names by removing
the underscore from the exported name after the VxD is built. If the exported
DDB name does not have a leading underscore, CHENTRY does nothing. To use
CHENTRY, you simply add the command chentry VxdName following the link
step in your makefiles.
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vxd.h: Some Basic Macros

If you use CHENTRY in your build process, then what you used to maintain in a
separate assembly language module can now be incorporated in your C source
file. This makes single source file VxDs easy to construct.

Every VxD requires two basic structures, a device descriptor block and a control
message dispatch procedure. The primary purpose of vxd.b is to provide macros
for setting up these two constructs.

Setting up a VxD’s device descriptor block requires two steps. First, before the
include statement for uxd.b, define the name for your device descriptor block. For
example, these statements set up a device descriptor block for the VECTORS VxD:

#define DDB VECTORS_DDB
#include "vxd.h"

Inside vxd.b the following macro is defined which will be used from our C source
file to initialize the contents of VECTORS_DDB:

// Declare Device Descriptor Block
#define Declare_DDB( name, major, minor, dispatch, devID, init,
v86proc, pmproc, refdata, svctbl, numsvecs )
struct VxD_Desc_Block
DDB = { 0, DDK_VERSION, devID, major, minor, 0, name, init,
(DWORD) dispatch, (DWORD)v86proc, (DWORD)v86proc,
0, 0, refdata, svctbl, numsvcs, 0, 'Prev’',
sizeof ( struct VxD_Desc_Block ), 'Rsvl', 'Rsv2',
'Rsv3' };

Then from the C source file, within a locked data segment a global instance of
the DDB is defined hke this:

Declare_DDB( "VECTORS ",1,0,CtrlMsgDispatch,
UNDEFINED_DEVICE_ID, VMM_INIT_ORDER,
0, 0, 0, 0, 0);
The control message dispatch procedure is constructed from macros that make it
resemble a message map. Here is a typical dispatch procedure for a MultiMon
monitor:

void __declspec( naked ) CtrlMsgDispatch( void ) {
BEGIN_DISPATCH_MAP

ON_SYS_CRITICAL_INIT ( CtrlMsg_Sys_Crit_Init )
ON_DEVICE_INIT ( CtrlMsg_Device_Init )
ON_INIT_COMPLETE ( CtrlMsg_Init_Complete )
ON_SYS_VM_TERMINATE ( CtrlMsg_Sys_VM_Terminate )
ON_DIRECTED1 ( PRIVATE_ARM_MONITOR, CtrlMsg_Arm Monitor )
ON_DIRECTED1 ( PRIVATE_INIT, CtrlMsg_Private_Init )
ON_DIRECTEDO ( PRIVATE_SHUTDOWN, CtrlMsg_Private_Shutdown )

ON_DEFAULT ()
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END_DISPATCH_MAP

}
Between the BEGIN _DISPATCH MAP and END_DISPATCH MAP macros, one line is
specified for each control message which is to have a handler: The macro ON_
DEFAULT must be the last message handler macro; it returns propetly for any
message which does not have a handler. Each message handler macro specifies a
function which is called for a particular control message. For instance, ON_
DEVICE_INIT specifies that CtrIMsg_Device_Init will be called on receipt of a
Device Init message. This function has a prototype defined in vxd.b as follows:

int SYSCTRL_CALLBACK CtrlMsg_Device_Init( HVM hSysVM, PCHAR pCmdTail );

These prototypes are required so that the proper arguments are pushed on the
stack prior to calling the handler. The header file vxd.h contains macros and
message handler prototypes for known control messages.

The dispatch macros also handle directed system control messages, those control
messages which are private to a set of cooperating VxDs. The macros ON_
DIRECTEDO and ON_DIRECTED1 take two arguments, the handler function and a
message number (e.g. PRIVATE_INIT). The message number is private to the coop-
erating VxDs but is required to be in the range 0x70000000 to Ox7FFFFFFF. The
reason that two ON_DIRECTED macros are used here is that ON_DIRECTEDO calls a
handler that takes no arguments whereas ON_DIRECTED1 calls a handler which
takes one argument which is passed in the EBX register.

One more fundamental macro that is included helps when creating a stack frame
for a “hooked procedure.” This is used when declaring a hook procedure for
VMM'’s Hook_Device_Service. New with Windows 95 is the ability to unhook
these services. To do so requires creating a proper function preamble and this is
done by declaring the function with the HOOK_PREAMBLE macro:

// These two jumps make up the hook preamble

// These are needed to support Unhook_Device_Service
// The real hook procedure begins after these at "real_entry"

#define HOOK_PREAMBLE (prev) \
_asm jmp short real_entry \
_asm jmp dword ptr prev \
_asm real_entry:

The prev argument to this macro is a doubleword storage location which holds
the original service’s address. This location is filled in automatically by the Hook_
Device_Service function. Here is an example of how this macro would be used:

// Win95 Hook_Device_Service fills this in!
PFN pPrev_Allocate_PM Call_Back;

void __declspec( naked ) My_Allocate_PM Call_Back( void ) {
HOOK_PREAMBLE (pPrev_Allocate_PM_Call_Back)
/* body of hook procedure */
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asm ret

}
// This call installs the hook procedure
Hook_Device_Service( GetVxDServiceOrdinal (Allocate_PM_Call_Back),
My Allocate_PM Call_Back );
// This call removes the hook procedure _
Unhook_Device_Service( GetVxDServiceOrdinal (Allocate_PM_Call_Back),
My_Allocate_PM_Call_Back );

vxd.b contains a variety of other simple macros which I leave to you to explore.

IFSWRAPS

IFSWRAPS is a static library, included on the .companion diskette, which provides
C callable functions for all IFSMgr services as well as a few VWIN32 and VMM
services. This library was constructed in the same way as VXDWRAPS which
accompanies the DDK. The header file ifswraps.h is included in source files
where you call the library functions. ‘

Most of the services supplied by IFSMgr use the C calling convention. This makes
it almost trivial to make wrappers for these functions since no coding is required.
For these functions, the calling parameters and return values are as described in
the DDK. There are a handful of functions which use registers to pass arguments
and receive return values; only these functions require some special treatment.
These exceptions are described below:

unsigned long IFSMgr_Win32_Get_Ring0_Handle(sfn_t fbext, DWORD* pFilePos)
On entry, fhext contains the extended file handle to be converted. If
successful, the return value is the ring-0 file handle and pFilePos will contain
the current file position for the handle passed in. If the conversion fails, the
function returns 0.

int IFSMgr._Ring0_FileIO(EREGS* pRegs)
The pRegs argument points to an EREGS structure containing the input values
of registers:
typedef struct eregs { DWORD r_eax;

DWORD r_ebx;

DWORD r_ecx;

DWORD r_edx;

DWORD r_esi;

_ DWORD r_edi; } EREGS;

If the return value is 0, the call was successful and the EREGS structure
contains the return values in registers; if the return value is non-zero, it is an
error code. See the DDK for register assignments for each call.
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int IFSMgr._Ring0GetDrivelnfo(DWORD uwnit)
The unit argument is zero-based drive number. Returns -1 if the drive is not

an IFS drive, otherwise returns flags describing the drive (see DDK for flag
bits).

int IFSMgr._ServerDOSCall(HVM buvm,unsigned int fcn, PDPL32 dpl, PCRS pCRegs)
The calling arguments include bvm, the handle of the current VM; fcn, the
requested function number; dpl, a pointer to the extended 32-bit DPL (see
DDK for definition); and pCRegs, a pointer to the client register structure.
Returns —1 if the request is not accepted, 0 if request is accepted.

int IFSMgr._Get_Version(VOID)
If 0 is returned, no IFSMgr is loaded; otherwise the return value is the version
number.

BOOL Query_PhysLock(DWORD unit)
The unit argument is the Int 13h unit number for the disk which is being
queried; if TRUE is returned, the current process owns the volume lock.

The following services are also wrapped by IFSWRAPS:

DWORD VWIN32_GetCurrentProcessHandle(VOID)

VOID Simulate_Far_Jmp(DWORD selector, DWORD offset)

BOOL Get_PM_Int_Vector(DWORD intnum, PWORD pSel, PDWORD pOfs)

BOOL Hook_PM_Interrupt(DWORD intnum, PWORD pSel, PDWORD pOfs,
PVOID handler, DWORD refdata)

BOOL Hook_V86_Int_Chain(DWORD intnum, PVOID handler)

BOOL Test_Sys_VM_Handle(HVM hvm)

PVOID Map_Flat(DWORD segofs, DWORD offof)

BOOL Directed_Sys_Control0(PVMMDDB pDDB, DWORD SysControl)

BOOL Directed_Sys_Control1(PVMMDDB pDDB, DWORD SysControl,
PVOID argl)

BOOL Directed_Sys_Control2(PVMMDDB pDDB, DWORD SysControl,
PVOID argl, PVOID arg2)

PVOID Hook_Device_Service(DWORD svcnum, PVOID handler)

BOOL Unhook_Device_Service(DWORD svcnum, PVOID handler)

DEBIFS

DEBIFS is the name of a VXD, included on the companion diskette, which
contains a dot command. By dot command I mean a command which you enter
in your debugger, like .vmm b. The commands which DEBIFS provides dump out
useful information about IFSMgr’s data structures. The available commands are:
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.debifs i address
Dumps an ifsreq structure at specified address

.debifs s address
Dumps a shres structure at specified address

.debifs f address
Dumps a fhandle structure at specified address

Here is a sample dump of an ifsreq structure:

:.debifs 1 esi
ifsreqg at C1581D38:
ir_length(0)=00710000 ir_flags(4)=C0 ir_user(5)=01 ir_sfn(6)=00FF
ir_pid(8)=00012437 ir_ppath(C)=FFFFFBBB ir_data(14)=81A30001
ir_auxl (10) =FFFFFFFF ir_aux2(28)=00000000 ir_aux3(2C)=00000000
ir_options(18)=0000 ir_rh(1C)=00000000 ir_£fh(20)=00000000
ir_pos(24)=00000000 ir_pev(30)=00000000 -ir_error(1A)=0000
ir_fsd[](34)=00000000, (38)=00000000, (3C)=00000000, (40)=00000000, ...
ifs_pfh(74)=00000000 ifs_psft(78)=00000000 ifs_psr(7C)=00000000
ifs_proid(84)=FFFFFFFF ifs_pdb(80)=00024360
ifs_func(88)=6C ifs_drv(89)=03 ifs_hflag(8a)=00
ifs_nflags(8B)=60 { LFN ExtH OEM }
ifs_pbuffer (8C)=FFFFFBBB ifs_VMHandle(90)=C3D20154 ifs_PV(94)=C3D203EC
Client registers:
EAX (B4)=00006CC0 EBX(A8)=000000C0 ECX(B0)=00710000 EDX(AC)=81A30001
EDI(98)=00000003 ESI(9C)=0071F68C DS(D4)=013F ES(D0)=013F

This dump was created from Softice for Windows 95. Note that a register name
may be passed as an address; in actuality, any valid debugger expression may be

used for an address. The hexadecimal value in parentheses following each
member name is the offset of the member from the beginning of the structure.
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CreateMailSlot service, 66
CreatePipe service, 64
creating a new folder, 96
Critical Error Handler function (05h), 92

Current Directory Structure structure, 338
Custer, Helen, 56

D

data_seg keyword, 149
datagrams, 280
DDBs (device descriptor blocks), 147
DEBIFS driver, 345
debugging services, 274
default preamble functions, 84
demand page loading, 225-232
device descriptor blocks (DDBs), 147
Device Init stage, 30, 37
establishing provider ID, 120
device objects, 68-70, 299
DeviceloControl interface, 14, 28, 40, 45,
70-72
direct disk reads, 177
MultiMon and, 311, 328
devices, accessing, 26-28
(see also FSDs; VxDs) -
dGetVollnfo function, 111
dialects, SMB, 283-285
directories, page, 224
directory entries, 176, 179-185
locating, 199-201
Dirty flag, 241
dirty pages, 216
disconnecting FSDs, 163-165
aging connections, 165
DISKDUMP program, 177, 243
_Dismount_Local_Drives function, 158
dismounting FSDs, 157-160
dispatch functions, 100-113

IFSMgr common dispatch routine, 91-95

IFSMgr_NetFunction hooks and, 138
for ring 0 functions, 273

DLLs
loading, 9
Multiple Provider Router (MPR), 72
Network Provider, 72
segmentation and, 149

dNetFunc function, 138

DOS (see MS-DOS)

DOS mode (see V86 mode)

dot () in filenames, 20

dProcExit function, 138

drive-based (dis)connections, 160-164
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DRP (Driver Registration Packet)
structures, 185

dwloControlCode, 41

dynamic FSDs, 148

DYNAPAGE driver, 6, 210-213

E

encodings, character, 263
EnterMustComplete function, 55
event management services, 260-263
exception handlers, installing, 38
exclusive volume locks, 71
Exec_PM_Int service, 76

exporting Win32 services, 45

F

FAT file system, 175, 176-178
virtual (see VFAT driver)
fault handlers, installing, 38
FCB Name, 264
fclose function, 24
FH.EXE utility, 122
fhandle structure, 115, 121-123, 336
file allocation table (see FAT file system)
file change operation ‘
notification of, and FSD calls, 125
objects for, 64
file create operation, ifsreq packet and, 104
file handles
global, 55
IFSMgr’s management of, 6
standard, 60
file sharing
services for, 268
SMB protocol, 281-288, 331
file structure, VFAT, 202-204
file system
layered model of, 183
multithreading, 151
file system drivers (see FSDs)
file system hooks, 124-137
FSHAttr, 135
FSHEnum, 133-135
FSHook, 127-131
FSHQuery, 131-133
MultiMon reference for, 321-324
file sytem drivers, 299
File Transfer Protocol (FTP), 287

Filemon, 303
filenames, 1-3, 20

file objects and, 299

services for, 264—266

Universal Naming Convention

(UNC), 21

files

file objects, 61-63, 298

local, 21-24

remote, 24

SFNs, 115
FileSystemApiHookFunction interface, 125
filtering MultiMon output, 307
_FindDirEntry function, 199-201
FindFirstChangeNotification API, 64
_FindPath function, 198
first-fit algorithm, 255
fopen function, 22, 24
FS_CloseFile function

FSHEnum hook, 133-135

for MONOCEFSD, 170

for VREDIR, 278
FS_ConnectNetResource function, 144
FS_DeleteFile function

FSHAttr hook, 135

FSHQuery hook, 131-133
FS_EnumerateHandle function, 123, 135
FS_GetDiskInfo function, 212
FS_LockFile function, 269
FS_MountVolume function, 144

for VFAT driver, 187
FS_NamedPipeUNCPipeRequest

function, 277

FS_OpenFile function

for MONOCFSD, 169

for VFAT driver, 193-199

" FS_WriteFile function

for MONOCFSD, 171
paging drivers and, 212

FSDs (file system drivers)
calling into (see Call_FSD function)
character (see character devices)
connecting/disconnecting, 160-165
DDBs, 147
FSINFILE remote driver, 172
handle-based function table, 115
IFSMgr and, 6-8
linkage, 144, 152-165
local (see local FSDs)
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FSDs (file system drivers) (continued)
MONOCEFSD character driver, 165-172
mounting/unmouriting, 154-160
multithreading, 151
network, 291-295
as providers, 120
registering, 153, 253
remote (see remote FSDs)
requests from dispatcher

functions, 112-113
static versus dynamic, 148
volume-based function table, 113
VREDIR interface with, 277-279
(see also VxDs)

FSHALttr hook, 135

FSHEnum hook, 133-135

FSHook monitor, 127-131, 206

FSHQuery hook, 131-133

FSINFILE remote driver, 172

FSKey1, FSKey2 cache keys, 240

FTP (File Transfer Protocol), 287

functions
dispatch (see dispatch functions)
handle-based table, 115
preamble (see preamble functions)
volume-based table, 113

MONOCEFSD, 168
(see also under specific funciton
number)

G

gates, interrupt, privileges and, 35, 44
GetFileInformationByHandle, 53-56
_GetVxDName service, 36

global handles, 55

H

handle-based function table, VREDIR, 278
handlers, interrupt (see interrupts)
handles (see file handles)

heap allocator, 246

heap management services, 254-257
heap routines, 132

HoldCnt and cache locking, 241
Hook_V86_Int_Chain service, 36, 41
HookerFlags variable, 87, 90

hooks
file system hook, 124-137
IFSMgr_NetFunction hook, 324
IFSMgr_SetPathHook, 142-143
Int 21h, 86

HTTP (Hypertext Transport Protocol), 287

1

I/O manager, WinNT, 298-300
1/O Supervisor (see 10S)
IDT (interrupt descriptor table), 35
protected-mode, 35, 40
IFS development aids, 341-346
IFS_IOCTL_21 function, 41
IFSDSPAT monitor driver, 96-99
IFSHLP.SYS driver, 37, 88-92
IFSMgr and, 91
IFSMgr, 4-8
accessing, 41-47
client interface, 5
common dispatch routine, 91-95
dispatcher, MultiMon reference for, 320
file system hook, 321-324 '
FSD linkage and, 144
IFSHLP and, 91
interrupt handlers
~ Int 17h, 95
Int 21h, 79-92
Int 25h, 26h, 94
Int 2fh, 92-94
resource and file handle management, 6
ServerNameCache, 249-251
services for (see services)
system startup and, 37
V86 callback (see V86 callback)
versions of, 253
versus WinNT I/O Manager, 298-300
. versus WinNT Object Manager, 296-298
VREDIR and, 276-281
Windows for Workgroups 3.11 and, 3 °
IFSMgr_Block service, 190
IFSMgr_ClearLoopBack service, 259
IFSMgr_FillHeapSpare service, 257
IFSMgr_FSDParsePath service, 266
IFSMgr_Get_DOSTime service, 258
IFSMgr_Get_NetTime service, 258
IFSMgr_GetHeap service, 132, 246, 255

IFSMgr_GetTimeZoneBias service, 258
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IFSMgr_InstallFileSystemApiHook
service, 124, 130
IFSMgr_KillEvent service, 262
IFSMgr_LockFile service, 269
IFSMgr_MetaMatch service, 265
IFSMgr_NetFunction service, 124, 137-142
MultiMon reference for, 324
NetFunc hook, 139-142
IFSMgr_ParseOneElement service, 268
IFSMgr_ParsePath service, 142-143, 266
IFSMgr_PNPEvent services, 270
IFSMgr_QueueEvent service, 260-262
IFSMgr_ReassignLockList service, 269
IFSMgr_RegisterCFSD service, 145, 153
IFSMgr_RegisterHeap service, 256
IFSMgr_RegisterMount service, 120, 153
IFSMgr_RegisterNet service, 120, 147, 153
IFSMgr_RemoveFileSystemApiHook
service, 125
IFSMgr_RetHeap service, 257
IFSMgr_Ring0_FilelO service, 76, 101, 125,
135, 271
dispatch functions for, 109
IFSMgr_SchedEvent service, 260-262
IFSMgr_ServerDOSCall service, 101, 125,
259
IFSMgr_SetLoopBack service, 259
IFSMgr_SetPathHook hook, 142-143
IFSMgr_SetReqHook service, 80, 83
preamble for, 139, 141
IFSMgr_SetupConnection service, 147,
160-162, 250
IFSMgr_TransMatch service, 266
IFSMgr_UnassignLockList service, 269
IFSMgr_UnlockFile function, 269
IFSMgr_Wakeup service, 190
IFSMgr_Win32_Get_Ring0_Handle
service, 115, 271
IFSMgr_Win32DupHandle service, 271
IFSMgr_Win32GetVMCurdir service, 271
IFSMgr_Win32MapExtendedHandleToSFT
service, 271
IFSMgr_Win32MapSFTToExtendedHandle
service, 271
ifsreq structure, 7, 334
initializing packet, 101-104
IFSWRAPS library, 344
ILB structure, 186
import modules, loading, 9

Init Complete stage, 30, 37, 47
initializing

file system, 29-41

IFSMgr heap, 254

ifsreq packet, 101-104

VFAT driver, 185
installed preamble functions, 84
installing

exception handlers, 38

interrupt handlers, 38, 44

MultiMon, 304

Netscape Navigator, 8-14
instances of Kernel32 object types, 56
Int21Dispatch function, 54, 73-75
intermediate WinNT drivers, 299
inter-process communication

IpC), 291-295

interrupts

IDT, 35

Int 17h handler, 95

Int 21h, 6

25h function, preamble for, 85-88

716¢h function (see file objects)
71a0h function, 1
71a3h, 71a4h, 71a5h, 71a8h
functions, 83
71a6h function, 54
dispatch functions, 109
handlers, 79-92
MultiMon reference, 318
V86 handlers, 24
Int 25h, 26h handlers, 94
Int 2fh
05h function, 92
11h function, 92
168Ah and 168Dh functions, 39
dispatch functions, 109
handler, 92-94
MultiMon reference, 319
Int 30h handler, 48
IVT (interrupt vector table), 35
Int 21h function 25h and, 86

KRNL386 handlers, installing, 38, 44

MultiMon reference for, 325
protected-mode handlers for, 43
System Critical Init stage, 30
V86 handlers for, 41

IOCTL services, 70-72

IOR (I/O Request Descriptor), 189
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ioreq structure, 333
ToreqDerefConnection function, 147, 163
10S (I/O Supervisor), 184

linkage block (see ILB structure)

reading boot sector, 188
10S_Register service, 185
1I0S_Requestor_Service service, 185
10S_SendCommand service, 185, 189
IOSMapIORSTol21 service, 191
IPC (inter-process

communication), 291-295

ir_hfunc member, 106
IRPs (I/0 request packets), 300
Is71_A3_A4_A5_A8 function, 83
ISP (JOS Services Packet), 188
ISP_CREATE_IOP service, 188
IVT (interrupt vector table), 35, 86

K
K32Init call, 39
K320B]J_ (see Kernel32 objects)
Kernel32
DLL, protected-mode callbacks, 45
Init stage, 30
Initialized message, 39
objects, 53-61
device objects, 68-70
file objects, 61-63
page loader, 225-227
kernel-mode drivers (WinNT), 300
KRNL386, installing interrupt handlers, 38,
44

L

layered file system model, 183
LeaveMustComplete function, 55
libraries (see DLLs)

linear executeable (LE) file format, 149
link objects, WinNT, 297

linkage, FSD, 144, 152-165

loading virtual devices, 69

local.
files, 21-24
FSDs, 7, 146

IFSMgr_RegisterMount and, 120
mounting/unmounting, 154-159
hookers, 86
long directory entries, 179, 200

long filenames, 1-3, 20
lookup cache, 234, 246-249
Lower72_Preambles table, 80

default preamble functions for, 84
low-level WinNT drivers, 299

M

mailslots, 66, 292-295
main IFSMgr heap, 254
MapViewOfFile API, 68, 230, 231
MatchBasisName service, 266
matching filenames, services for, 265
MaxBPS key, 34
MAXDOSFUNC constant, 80
memory

allocating for breakpoints and

callbacks, 34

block cache and, 235-239

context, 11

DLLs and, 10

heap management services, 254-257

private arena, 11

private VM, allocating, 83

shared arena, 10
memory-mapped files, 66, 229-232
menu commands, MultiMon, 307
message block format, 281-283
Microsoft Netware Networks, 147
Microsoft Networks, 147

VREDIR (see VREDIR)
miniport drivers, 184
monitor drivers, MultiMon, 305

writing, 313-315
MONOCFSD driver, 165-172
mounting

FSDs, 154-157

VFAT volumes, 187-192
_MountVol routine, 188
MountVolTable array, 120, 125, 129, 153
MPR (Multiple Provider Router) DLL, 72
MS-DOS

API functions, 80

DOS mode (see V86 mode)

SFT and CDS structures, 337-338

time representation, 257
MultiMon utility, 4, 8, 303-310

adding to Reporter, 315-317

design and implemenation, 310-312

filtering output of, 307



Index

357

FSHook monitor, 127-131
monitoring NetBIOS, 281
NetFunction hook, 139-142
paging and, 206-208
quick reference, 318-332
sampling startup timeline with, 30
tracing VREDIR operations, 288-291
VCache services and, 243-245
Multiple Provider Router (MPR) DLL, 72
multithreading, 151
per-thread data, 339
must-complete sections, 55

N

Name Cache, 199
named pipes, 64, 295
names
device, 26-28
file (see filenames)
NCB structure, 279
Net time specification, 258
NetBIOS
MultiMon reference for, 330
VREDIR interface with, 279-281
NetFunction hook, 137-142
MultiMon reference for, 324
NetIDs array, 120
Netscape Navigator, loading, 8-14
Network Control Block (NCB)
structure, 279
network FSDs, IPC for, 291-295
network FSDs (see remote FSDs)
Network Provider DLLs, 72
network redirectors
functions for (11xxh), Int 2fh, 92-94
IFSMgr_NetFunction hook, 137-142
networks
FSDs (see remote FSDs)
management services for, 259
VREDIR and, 275-277
new folder, creating, 96
NT Executive, 297
nt32 application, 22
NWREDIR driver, 147
NWSERVER driver, 147

o

object manager, WinNT, 296-298
object type instances, 56

OpenFile interface, 22, 24
opening files, VFAT driver and, 193-199
ORD_0001 (see VxDCall function)

" - output, MultiMon (see MultiMon utility)

p

_PageAttach service, 12
_PageCommit service, 214, 226
PAGEFILE driver, 210-213
PageReserve service, 227, 230
_PagerRegister service, 214
pagers, 213-224
PAGERS utility, 214
pages, memory (see memory)
PAGESWAP driver, 210-213
paging
demand page loading, 225-232
memory-mapped files and, 229-232
page tables and directories, 224
pager action functions, 216
Pager Descriptor (PD) structure, 213
Win95 paging file, 205-213
ParsedPath structure, 106, 267
Path Cache, 199
PathElement structure, 107
pathnames, 20, 106
paths
check routine, 142
hooking, 142-143
multithreading, 151
parsing services, 266-268
_PathToShRes function, 112, 156, 163
PD (Pager Descriptor) structure, 213
PDB (process database), 57
per-thread data, 339
per-VM data, 338
Pietrek, Matt, 57, 348
pipe objects, 64
pipes, named, 295
PIPESTDX driver, 135, 145
plug-and-play services, 270
plus (+) in filenames, 20
port drivers, 184
preamble functions, 80, 83-88
IFSMgr_SetReqHook, 139
for Int 21h function 25h, 85-88
private memory arena, 11
privileges, interrupt gates and, 35, 44
process database (PDB), 57
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protected mode, 6
accessing IFSMgr from, 43—46
callbacks, 35, 45
IDT for, 35, 40
interrupt handlers (see interrupts)
providers, FSDs and, 120

Q

QPAGERS driver, 217

R

real-mode drivers, 185
Register_Win32_Services service, 45
registering

block cache, 241-243

FSDs, 153, 253

mailslots, 292

pagers, 225

VFAT driver, 185
registry, MultiMon and, 310
remote

drives, IFSMgr_RegisterNet and, 120

files, 24

FSDs, 8, 146

FSINFILE driver, 172

ReplaceGlobalEnv call, 39
resource block structure, VFAT, 191-192
resources, IFSMgr’s management of, 6
ring 0

accessing IFSMgr from, 46

converting address, 36

dispatch point and, 101

file I/O services, 271-272

IFSMgr clients, 6

S

~Schulman, Andrew, 46, 348-
SCSI device architecture, 184
segmentation, VxD, 148-151
select calls, Winsock, 16
ServerNameCache, 249-251
service providers, 120
services

block cache, 241-243
debugging, 274

event management, 260-263
file-change object, 64

file object, 62

file sharing, 268
filename-related, 264-266
heap management, 254-257
IOCTL, 70-72
mailslot object, 66
memory-mapped file object, 66, 68
network management, 259
paging and, 210-213
path parsing, 266-268
pipe object, 65
plug and play, 270
for registering FSDs, 253
ring 0 file I/O, 271-272
time management, 257-259
Winl6 file services, 77
Win32 support, 270
Set_PM_Int_Vector service, 35, 40
Set_V86_Int_Vector service, 35
SFNs (system file numbers), 115
SFT (System File Tables) structure, 337
shared memory arena, 10
sharing files (see file sharing)
shell resources, 112, 113, 121-123, 335
short directory entries, 179, 200
shres structure, 335
_SignalID service, 152
slash (/) in filenames, 20
SMB file sharing protocol, 281-288
MultiMon reference for, 331
sockets, 14-18
space character in filenames, 20
spare heap, 257
spare IFSMgr heap, 254
sparse memory allocator; 235
SPIs (service provider interfaces), 120
SPOOLER driver, 145
SR.EXE utility, 121
SrTable table, 158
standard devices, 21, 26
standard handles, 60
startup, file system, 29-41
static FSDs, 148
static variables, 101
subst command, 3

surfing operation, Web (example), 14-18

swapping versus paging, 206, 215
(see also paging) '

symbolic link objects, WinNT, 297

synchronization services, VMM, 262
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Sys VM Init stage, 37

System_Control service, 39

System Critical Init stage, 30, 36
system file numbers (see SFNs)

System File Tables (SFT) structure, 337
system startup, 29-41

System VM Init stage, 30

system volume table, 113

SysVolTable array, 113-115, 154

T

Table_2f11 table, 94

tainted pages, 216

Take_VCache_Page (see VCache_
RelinquishPage)

time management services, 257-259

toolbar, MultiMon, 307

tracing VREDIR operators, 288-291

tracks, 176

TSDs (type-specific drivers), 184

type-specific drivers (TSDs), 184

U

UNC (Universal Naming Convention), 21
UNC-based (dis)connections, 162, 165

Unicode character encodings, 263

Unicode filenames, 264

uniform resource locators (URLs), 26

UniToBCSPath service, 133

Universal Naming Convention (UNC), 21

unloading virtual devices, 70

UnmapViewOfFile API, 68, 230

UpdateServerNameCache function, 250

Upper8E_Preambles table, 80

URLs (uniform resource locators), 26

use_info_1 structure, 161

_UseAdd function, 160-162

_UseDel function, 163

| 4

V86 callback, 90
V86 mode, 5
accessing IFSMgr from, 41
breakpoint storage, 34
IDT for, 35
Int 21h handlers, 24
interrupt handlers (see interrupts)
V86_Int_Chain function, 91

variables

IFSHLP.SYS, 90

static, 101
VCache driver

block cache and, 235

lookup cache (see lookup cache)

monitoring, 243-245
VCACHE, MultiMon reference for, 326
_VCache_CloseLookupCache service, 248
_VCache_CreateLookupCache service, 248
VCache_Deregister service, 242
VCache_FindBlock service, 242
_VCache_Lookup service, 249
VCache_Register service, 241
VCache_RelinquishPage service, 237-239
_VCache_UpdateLookup service, 249
VCache_UseThisPage service, 239
VCOND device

HM_ENUMHANDLE bug, 135
VCOND driver, 145
VDEF driver, 146
VDSs (vendor supplied drivers), 184
vendor supplied drivers (VDSs), 184
versions

IFSMgr, 253

VFAT driver, 175
versions, Windows95, xi
VFAT driver, 21, 146

creating resource block

structure, 191-192

file structure, 202-204

initializing/registering, 185

mounting, 187-192

opening VFAT files, 193199

versions of, 175
virgin pages, 216
virtual

console driver (see VCOND driver)

devices (see VxDs)

machine, bitness of, 45

pages, 220

redirector (see VREDIR)
Virtual-86 mode (see V86 mode)
VMM

MultiMon reference for, 329

pagers, 213-224

synchronization services, 262
VMM_Replace_Global_Environment

function, 39
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VMPOLL driver, 37
VNETBIOS driver, 279
volinfo structure, 334
VOLSR.VXD, 122
volume-based function table, 113
MONOCFSD, 168
volume locks, 71
FSD calls and, 125
volume tracking drivers (VIDs), 184
VREDIR driver, 147
IFSMgr interface, 276281
NetBIOS interface, 279-281
network components and, 275-277
tracing operations, 288-291
VSERVER driver, 6, 147
VTDs (volume tracking drivers), 184
VWIN32 driver, 6
DeviceloControl interface and, 40,
70-72.
MuitiMon reference for, 328
registering pagers, 225
Win32 callback and, 46
VWIN32_Int32Dispatch function, 73-75
vxd.h library, 342-344
VxDCall function, 46, 47
VXDLDR_LoadDevice service, 69
VxDs
DEBIFS driver, 345
device objects, 68-70
initialization order, 30
IOCTL services, 70-72
I0S (see 10S)
kernel-mode drivers versus, 300
loaing/unloading, 69
‘Multimon and, 305
segmentation, 148-151
Win32 services, 45
writing a monitor driver, 313-315
(see also FSDs)

W

W386_Get_Win32_API function, 45
Wakeup_Thread function, 190
WDM (Win32 Driver Model), 301
Web surfing operation (example), 14-18
Winl6

APL 6

file services, 77

' Win16/Protect mode (see protected mode)

Win32
APIs, 6, 53-61
callback, 46-52
Driver Model (WDM), 301
MultiMon and, 311
page loader, 227-228
services, 45

Win32 callback for, 47-52

support services for, 270
time specification, 258

Win32/Protect mode (see protected mode)

win386.swp file, 208-210
Windows 3.x, paging file for, 205
Windows 95
block device drivers, 184—185
directory entries, 179-185
Int 21h functions and, 86
kernel-mode drivers in, 301
pagers, 213-224
paging file, 205-213
WDM and, 301
Windows for Workgroups 3.11
IFSMgr and, 3
Int 21h functions and, 86
Windows NT
I/O Manager, 298-300
kernel-mode drivers, 300
NT Executive, 297
Object Manager, 296-298
object types, 56
protected-mode callbacks, 46
WDM and, 301
WNetCancelConnection2 API, 163
WNetConnectionDialogl API, 160
writing a monitor driver, 313-315
WSOCK, 14
WSOCK32, 14

X

x_ConvertHandleToK32Object
function, 56, 58

x_GetExtendedError function, 54

X_MaybeChangePSP function, 54

x_RefHandleToK32O0bject function, 58

x_RestorePSP function, 54
X_Win32HandleToK32Object
function, 58-60
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decisions using the new Win95 File System features.

Windows 95
File System

Windows Annoyances

By David A. Karp

1st Edition June 1997

300 pages (est,), ISBN 1-56592-266-2
Windows Annoyances, a comprehensive
resource for intermediate to advanced
users of Windows 95 and NT 4.0, details
step-by-step how to customize your
Win95/NT operating system through an
extensive collection of tips, tricks, and

“Gammisig Vi3 and WINT 10

Windows
Annoyances

workarounds.

You’ll learn how to customize every aspect of these systems, far
beyond the intentions of Microsoft. An entire chapter on the reg-
istry explains how to back up, repair, compress, and transfer por-
tions of the registry for personal customization. Win95 users will
discover how Plug and Play, the technology that makes Win95 so
hardware-compatible, can save time and improve the way you
interact with your computer. You'll also learn how to benefit from
the new 32-bit software and hardware drivers that support such
features as improved multitasking and long filenames.
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C and C++

C++: The Core Language

z By Gregory Satir & Doug Brown
1st Ediition October 1995
230 pages, ISBN 1-56592-116-X
C++: The Core Language is a first book
for C programmers transitioning to C++,
an object-oriented enhancement of the
C programming language. Designed to
get readers up to speed quickly, this
book thoroughly explains the important
concepts and features and gives brief overviews of the rest of the
language. Covers features common to all C++ compilers, includ-
ing those on UNIX, Windows NT, Windows, DOS, and Macintosh.

o —
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Practical C++ Programming

By Steve Oualline
—— 1st Edition September 1995
i 584 pages, ISBN 1-56592-139-9
grrgctlcal G+ Fast becoming the standard language

of commercial software development,
C++ is an update of the C programming
language, adding object-oriented features
that are very helpful for today’s larger
graphical applications.

-

Practical C++ Programming is a com-
plete introduction to the C++ language for the beginning pro-
grammer, and also for C programmers transitioning to C++.
Topics covered include good programming style, C++ syntax
(what to use and what not to use), C++ class design, debugging
and optimization, and common programming mistakes. At the
end of each chapter are a number of exercises you can use to
make sure you've grasped the concepts. Solutions to most are
provided.

Practical C Programming
oo By Steve Oualline
3rd Edition July 1997 (est,)
475 pages, ISBN 1-56592-306-5

There are lots of introductory C books,
but this new edition of Practical C
Programming is the one that has the no-
nonsense, practical approach that has
made Nutshell Handbooks® so popular. C
programming is more than just getting the
syntax right. Style and debugging also play a tremendous part in
creating programs that run well and are easy to maintain.

The third edition of Practical C Programming teaches how to
create programs that are easyto read, debug, and maintain. It
features more extensive examples, offers an introduction to
graphical development environments, describes Electronic
Archaeology (the art of going through someone else’s code), and
stresses practical rules. The book covers several Windows com-
pilers, in addition to UNIX compilers. Program examples conform
to ANSI C.

Checking C Programs with lint

By lan E Darwin
Ist Edition October 1988

i 82 pages, ISBN 0-937175-30-7
M The lint program checker has proven time
* and again to be one of the best tools for

llnt finding portability problems and certain
——=—==—— | types of coding errors in C programs. Lint
verifies a program or program segments
against standard libraries, checks the code
for common portability errors, and tests

the programming against some tried and true guidelines. Linting
your code is a necessary (though not sufficient) step in writing
clean, portable, effective programs. This book introduces you to
lint, guides you through running it on your programs, and helps
you interpret lint’s output.

Cregraming Uty
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Perl

Programming Perl, Second Edition

By Larry Wall, Tom Christiansen,
& Randal L. Schwartz

2nd Edition September 1996
676 pages, ISBN 1-56592-149-6

Programming Perl, Second Edition, is
coauthored by Larry Wall, the creator of
Perl. Perl is a language for easily manipu-
lating text, files, and processes. It provides
a more concise and readable way to do
many jobs that were formerly accom-
plished (with difficulty) by programming with C or one of the
shells. This heavily revised second edition contains a full expla-
nation of Perl version 5.003.

oy
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CGI Programming on the World Wide Web

By Shishir Gundavaram
Ist Edition March 1996
450 pages, ISBN 1-56592-168-2

This book offers a comprehensive explana-
tion of CGI and related techniques for peo-
ple who hold on to the dream of providing
their own information servers on the Web.

on the Workd Wide Web

=) st

It starts at the beginning, explaining the

Learning Perl, Second Edition
= oy B Randal L. Schwartz
I Foreword by Larry Wall
2nd Edition July 1997
400 pages, ISBN 1-56592-284-0

Lear nmw
Perl

This second edition of Learning Perl,
with a foreword by Perl author Larry Wall,
fully covers Perl, Version 5. In this new
edition, program examples and exercise
answers have been radically updated to
reflect typical usage under Perl 5, and numerous details have
been added or modified. In addition, you’ll find new sections
introducing Perl references and CGI programming.

Learning Perl, Second Edition is ideal for system administra-
tors, programmers, and anyone else wanting a down-to-earth
introduction to this useful language. Written by a Perl trainer, its
aim is to make a competent, hands-on Perl programmer out of
the reader as quickly as possible. The book takes a tutorial
approach and includes hundreds of short code examples, along
with some lengthy ones. The relatively inexperienced program-
mer will find Zearning Per! easily accessible. For a comprehen-
sive and detailed guide to advanced programming with Perl, read
O'Reilly’s companion book, Programming Perl, Second Edition.

value of CGI and how it works, then moves swiftly into the subtle
details of programming.

Perl 5 Desktop Reference

By Johan Vromans

1st Edition February 1996

44 pages, ISBN 1-56592-187-9

This is the standard quick-reference guide for
the Perl programming language. It provides a

complete overview of the language, from vari-

ables to input and output, from flow control to
regular expressions, from functions to docu-

ment formats—all packed into a convenient,
carry-around booklet. Updated to cover Perl version 5.003.

Mastering Regular Expressions

By Jeffiey E. E. Fried)

Ist Edition January 1997

368 pages, ISBN 1-56592-257-3

Regular expressions, a powerful tool for
manipulating text and data, are found in
scripting languages, editors, programming
environments, and specialized tools. In
this book, author Jefirey Friedl leads you

e T o Pt O T

Re vul ur
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~=«Z2Z | through the steps of crafting a regular

expression that gets the job done. He
examines a variety of tools and uses them in an extensive array
of examples, dedicating an entire chapter to Perl.
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How to stay in touch with O’Reilly

1. Visit Our Award-Winning Web Site
http.//www.ora.com/

*“Top 100 Sites on the Web” — PC Magazine
“Top 5% Web sites” — Point Communications
Y “3-Star site” — The McKinley Group

Our web site contains a library of comprehensiveproduct
information (including book excerpts and tables of
contents), downloadable software, background articles,
interviews with technology leaders, links to relevant sites,
bo<t)]ll( cover art, and more. File us in your Bookmarks or
Hotlist!

2. Join Our Email Mailing Lists

New Product Releases

To receive automatic email with brief descriptions of all
new O'Reilly products as they are released, send email to:
listproc@online.ora.com

Put the following information in the first line of your
message (not in the Subject field):

subscribe ora-news “Your Name”of “Your
Organization” (for example: subscribe ora-news Kris
Webber of Fine Enterprises)

0’Reilly Events

If you'd also like us to send information about trade show
events, special promotions, and other O'Reilly events,
send email to: listproc@online.ora.com

Put the following information in the first line of your
message (ot in the Subject field):

subscribe ora-events “Your Name” of “Your
Organization”

Get Examples from Our Books
via FTP

There are two ways to access an archive of example files
from our books:

Regular FTP
o fipto:

ftp.ora.com

(login: anonymous

password: your email address)
* Point your web browser to:

ftp://ftp.ora.com/

FTPMAIL

¢ Send an email message to:
ftpmail@online.ora.com
(Write “help” in the message body)

®

4. Visit Our Gopher Site

e Connect your gopher to:
gopher.ora.com

 Point your web browser to:
gopher://gopher.ora.com/

e Telnet to:
gopher.ora.com
login: gopher

5. Contact Us via Email

order@ora.com
To place a book or software order online. Good for North
American and international customers.

subscriptions@ora.com
To place an order for any of our newsletters or
periodicals.

books@ora.com
General questions about any of our books.

software@ora.com
For general questions and product information about our
software. Check out O'Reilly Software Online at
http://software.ora.com/ for software and technical
support information. Registered O'Reilly software users
send your questions to: website-support@ora.com

cs@ora.com
For answers to problems regarding your order or our
products.

booktech@ora.com
For book content technical questions or corrections.

proposals@ora.com
To submit new book or software proposals to our
editors and product managers.

international @ora.com
For information about our international distributors
or translation queries. For a list of our distributors
outside of North America check out:
http://www.ora.com/www/order/country.html

O'Reilly & Associates, Inc.
101 Morris Street, Sebastopol, CA 95472 USA
TEL  707-829-0515 or 800-998-9938
(6am to 5pm PST)
FAX  707-829-0104
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‘Apache: The Definitive Guide

Building Your Own Web
Conferences

Building Your Own Website

Building Your Own Win-CGl
Programs

CGI Programming for the World
Wide Web

Designing for the Web

HTML: The Definitive Guide,
2nd Ed.

JavaScript: The Definitive Guide,
2nd Ed.

Learning Perl

Programming Perl, 2nd Ed.

Mastering Regular Expressions

WebMaster in a Nutshell

Web Security & Commerce

Web Client Programming with
Perl

World Wide Web Journal

UsinG THE INTERNET

Smileys

The Future Does Not Compute

The Whole Internet User’s Guide
& Catalog

The Whole Internet for Win 95

Using Email Effectively

Bandits on the Information
Superhighway !

JAva SERIES

Exploring Java

Java AWT Reference

Java Fundamental Classes
Reference

Java in a Nutshell

Java Language Reference

Java Network Programming

Java Threads

Java Virtual Machine

SOFTWARE
WebSite™ 1.1
WebSite Professional™
Building Your Own Web
Conferences
WebBoard™
PolyForm™
Statisphere™

SONGLINE GUIDES
NetActivism  NetResearch
Net Law NetSuccess
NetLearning ~ NetTravel
Net Lessons

Titles from O’Reilly

Please note that upcoming titles are displayed in italic.

SYSTEM ADMINISTRATION

Building Internet Firewalls

Computer Crime: A
Crimefighter’s Handbook

Computer Security Basics

DNS and BIND, 2nd Ed.

. Essential System Administration,

2nd Ed.

Getting Connected: The Internet
at 56K and Up

Linux Network Administrator’s
Guide

Managing Internet Information
Services

Managing NFS and NIS

Networking Personal Computers
with TCP/IP

Practical UNIX & Internet
Security, 2nd Ed.

PGP: Pretty Good Privacy

sendmail, 2nd Ed.

sendmail Desktop Reference

System Performance Tuning

TCP/IP Network Administration

termcap & terminfo

Using & Managing UUCP

Volume 8: X Window System
Administrator’s Guide

Web Security & Commerce

UNIX

Exploring Expect

Learning VBScript

Learning GNU Emacs, 2nd Ed.

Learning the bash Shell

Learning the Korn Shell

Learning the UNIX Operating
System

Learning the vi Editor

Linux in a Nutshell

Making TeX Work

Linux Multimedia Guide

Running Linux, 2nd Ed.

SCO UNIX in a Nutshell -

sed & awk, 2nd Edition

Tcl/Tk Tools

UNIX in 2 Nutshell: System V
Edition

UNIX Power Tools

Using csh & tsch

When You Can’t Find Your UNIX
System Administrator

Writing GNU Emacs Extensions

Wes Review Stupio

SERIES

Gif Animation Studio

Shockwave Studio

Winpows

Dictionary of PC Hardware and
Data Communications Terms

Inside the Windows 95 Registry

Inside the Windows 95 File
System

Windows Annoyances

Windows NT File System
Internals

Windows NT in a Nutshell

PROGRAMMING

Advanced Oracle PL/SQL
Programming

Applying RCS and SCCS

C++: The Core Language

Checking C Programs with lint

DCE Security Programming

Distributing Applications Across

DCE & Windows NT

Encyclopedia of Graphics File
Formats, 2nd Ed.

Guide to Writing DCE
Applications

lex & yacc

Managing Projects with make

Mastering Oracle Power Objects

Oracle Design: The Definitive
Guide }

Oracle Performance Tuning, 2nd
Ed.

Oracle PL/SQL Programming

Porting UNIX Software

POSIX Programmer’s Guide

POSIX.4: Programming foi the
Real World

Power Programming with RPC

Practical C Programming

Practical C++ Programming

Programming Python

Programming with curses

Programming with GNU Software

Pthreads Programming

Software Portability with imake,
2nd Ed.

Understanding DCE

Understanding Japanese
Information Processing

UNIX Systems Programming for
SVR4
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4.4BSD System Manager’s
Manual

4.4BSD User’s Reference Manual

4.4BSD User’s Supplementary
Documents

4.4BSD Programmer’s Reference
Manual

4.4BSD Programmer’s
Supplementary Documents

X Programming

Vol. 0: X Protocol Reference
Manual

Vol. 1: Xlib Programming Manual

Vol. 2: Xlib Reference Manual

Vol. 3M: X Window System User’s
Guide, Motif Edition

Vol. 4M: X Toolkit Intrinsics
Programming Manual, Motif
Edition

Vol. 5: X Toolkit Intrinsics
Reference Manual

Vol. 6A: Motif Programming
Manual )

Vol. 6B: Motif Reference Manual

Vol. 6C: Motif Tools

Vol. 8 : X Window System
Administrator’s Guide

Programmer’s Supplement for
Release 6

X User Tools

The X Window System in a
Nutshell

CAREER & BUSINESS

Building a Successful Software
Business

The Computer User’s Survival
Guide

Love Your Job!

Electronic Publishing on CD-
ROM

TRAVEL
Travelers' Tales: Brazil
Travelers' Tales: Food
Travelers' Tales: France
Travelers' Tales: Gutsy Women
Travelers' Tales: India
Travelers' Tales: Mexico
Travelers’ Tales: Paris
Travelers' Tales: San Francisco
Travelers' Tales: Spain
Travelers’ Tales: Thailand
Travelers' Tales: A Woman’s
World
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Windows

O’REILLY"
Inside the Windows 95 File System

] With so many types of files to support, Windows 95 has a big job to do. It
handles native Windows 95 files, supports the legacy file systems of earlier
Windows systems, and interacts smoothly with files managed by the Windows
NT operating system. It must also support third-party file systems, some of which
are not even designed yet. Windows 97 enhancements are on their way, too, with increased
support for Internet access. The system component that manages this complex set of
interactions is the Installable File System Manager, or [IFSMgr. Understanding IFSMgr and its
associated utilities and drivers is a daunting task for the Windows 95 programmer.

Although Microsoft has documented the Installable File System (IFS) in the Windows 95 device
driver kit, many developers have felt the need for more detailed and complete information.
Inside the Windows 95 File System picks up where that documentation leaves off. This book
takes a hands-on approach to the file system, providing example programs, background
information, and utilities that let you monitor file system activity. By reading this book, you
can see the file system the way a construction foreman sees a building, before the floors and
walls are erected, while the plumbing and electrical systems are still in clear view.

In addition to providing a detailed look at IFSMgr, Inside the Windows 95 File System
describes:

e The three Application Programming Interfaces (APIs) appropriate to the operating
environment: interrupt 21h, Win16, and Win32

* File system drivers (including VFAT, the Virtual FAT File System Driver), and how they
interact with IFSMgr

e VCache services and data structures
e System pagers and the paging file

e VREDIR, the virtual redirector, the Microsoft Networks Client, including discussion of
NetBIOS and SMB protocols

An enclosed disk contains source code for a number of file system drivers and useful utilities
including MultiMon, a Windows 95 internals snooping tool developed by the author.

This book is essential for engineers and their managers who want to take advantage of the
new capabilities of Windows 95.

US $32.95
ISBN 1-56592-200-X CAN $46.95
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