


























































































































































































































































































































































































































































































































































































































































































Extending MultiMon 

Example A-5. Display Handler for TAGMON 

strcpy( pszText, "tag" ); 
break; 

case 2 : II Function - Function Name 
strcpy( pszText, pb->onestr ); 
break; 

case 3 II Flagsl - flags common to all functions 
II Device - Device Name 
II Handle - System File Number (SFN) 
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case 4 
case 5 
case 6 
case 7 
default: 

II Args - arguments specific to this function 
II Flags2 - flags specific to this function 

break; 

The filter function is called to return a string which describes an API. This is used 
to populate the listview control in the Filter dialog. The prototype for the function 
has this form: 

char* Filter_Func(int index) 

It returns a pointer to a static string. 

The display handler and filter function along with static string tables are placed in 
a separate C file and added to the build. Some additional examples of extension 
files can be found on the companion diskette: bookmon.e, vemon.e, int2fmon.e, 
etc. 



MultiMon: Monitor 
Reference 

MultiMon comes with the monitors listed in Table A-I of Appendix A, MultiMon: 
Setup, Usage, and Extensions. The kind of output produced by each of these moni­
tors is quite varied and yet MultiMon presents this information using the same 
view. This appendix describes in detail the information displayed by each monitor 
and thus serves as a reference. 

Generally, a single line of output describes a single event. However, in some 
instances, the information will not conveniently fit in a single line, and so a 
second line of output is reported for the same event. You will see this approach 
with the file system hook, FSHook. When displaying traces of services, it is some­
times useful to show the entry values on one line and then the return values on a 
separate line. Another thing to keep in mind when examining traces is that some 
monitors report an event when an API completes, and other monitors report an 
event on entry into an API. 

In the descriptions that follow, a C printf format is used to define output strings. 
These format strings are enclosed in double quotes, while arguments are repre­
sented by suggestive variable names, e.g., "drive=%c", drive_letter. 

Interrupt 21 h 

Driver 

12IHelp1 

121Help1 

121Help2 

121Help2 

Win32cb 
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Monitor 

PM Int21 hook (pre IFSMgr) 

vs6 Int21 hook (pre IFSMgr) 

PM Int21 hook (post IFSMgr) 

vs6 Int21 hook (post IFSMgr) 

VWIN32 Int21 Dispatch 

Type 

p21 

v21 

p21-

v21-

w21 



Interrupt 2Fh 

ListView Column Usage 

Module: 
Module owning execution thread 

Function: 
Int 21h function name 

Flags1: 
Not used 

Device: 
Not used 

Handle: 
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DOS (SFT) or extended (SFN) file handle 

Ar.gs by function: 
39h, 3ah, 3bh, 3ch, 3dh, 41h, 43h, 4bh, 
4eh,5ah, Sbh,6ch, 7139h, 713ah, 713bh, 
7141h, 7143h, 714eh, 7160h, 716ch 

"%s", sZPathname 

36h, 47h, 7147h, 4404h,4405h, 4408h, 
4409h,440dh, 440eh,440fh, 4411h 

"drive=%c", drive_letter 

3fh,40h 

42h 

SOh 

Flags2 by function: 
7143h 

Interrupt 2Fh 

Driver 

I2fmonl 

I2fmonl 

"cnt=%x buf=%x:%04x", byte_count, 
buffecsegment, buffecoffset 

"(%d) offs=%08Ix", seek_mode, 
seek_offset 

"seg=%04x", PSP _segment 

Gt(GET_ATTRIBUTES) 
St(SET_ATTRIBUTES) 
Gs(GET--,ATTRIB_COMP ]ILESIZE) 
Sm(SET_ATTRIB_MODIFLDATETIME) 
Gm(GET_ATTRIB_MODIFY_DATETIME) 
Sa(SET_ATTRIB_LAST_ACCESS_DATETIME) 
Ga(GET_ATTRIB_LAST_ACCESS_DATETIME) 
Sc(SET_ATTRIB_CREATION_DATE_TIME) 
Gc(GET_ATTRIB_CREATION_DATE_TIME) 
Gu(GET_ATTRIB_FIRST_CLUST) 

Monitor Type 

PM Int2f hook (pre IFSMgr) p2f 

v86 Int2f hook (pre IFSMgr) v2f 
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ListView Column Usage 

Module: 
Module owning execution thread 

Function: 
Int 2fh function name 

Flags1: 
Not used 

Device: 
For function 1684 only, "%s(%xh)", device_name, device_id 

Handle: 
Not used 

Algs: 

Not used 

Flags2: 
Not used 

IFSMgr Dispatcher 

Driver Monitor Type 

ifsdspat IFSMgr dispatcher dsp 

ListView Column Usage 

Module: 
Module owning execution thread 

Function: 
"Func=%08lx", register_ECX 

Flags1: 
Not used 

Device: 
Not used 

Handle: 
Not used 

Algs: 

"EDX=%08lx ESI=%08lx", registecEDX, provider 

Flags2: 
Not used 
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IFSMgr File System Hook 

Driver Monitor Type 

fshook IFSMgr file system hook fsh 

ListView Column Usage 

Module: 
Module owning execution thread 

Function: 
FS_xxx function name 

Flags1: 
Flags common to all functions represented by string of characters: e_clnu_ 
slxrmwoa 

e command failure 

c character resource 

I local resource 

n network resource 

u UNC resource 

s IFSMgcServerDOSCall 

LFN call 

x uses extended handles 

r IFSMgCRingO_FileIO 

m 8.3 match semantics 

w Win32 caller 

0 Unicode/BCS string 

a ANSI/OEM 

Device: 
Name of FSD being called 

Handle: 
System File Number (SFN) asterisk indicates newly created or opened handle 

At;gs (line 1): 

Arguments specific to a function 

cnt=%lxH ofs=%lxH ptr=%lxH, byte_ 
count, file_position, lineacbuCaddress 

ofs=%lxH, file_position 
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IFSFN_GETDISKINFO 

IFSFN_QUERY(level 2) 

IFSFN_QUERY(level 1) 

IFSFN_CONNECT(local disk volume) 

IFSFN_IOCTL16DRIVE, IFSFN_GETDIS­
KP ARMS, IFSFN]LUSH 

IFSFN_DASDIO CDIO_ABS_READ_ 
SECTORS)-CDIO _ABS_ WRITE_SECTORS) 

IFSFN_DASDIO CDIO_SET_LOCK_ 
CACHE_STATE) . 

At;gs (line 2): 

Pathname or filename argument 

Flags2: 

Flags specific to a function 

IFSFN_READ, IFSFN_ WRITE 

IFSFN_ CLOSE, IFSFN]INDCLOSE, 
IFSFN_FCNCLOSE 

IFSFN_COMMIT 

IFSFN_FILELOCKS 

IFSFN]ILETIMES 

IFSFN_ENUMHANDLE 
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"drive: %c free: %08lx", drive_letter, 
free_space 

"Level2 drive: %c", drive_letter 

"Levell drive: %c", drive_letter 

"drive: %c", drive_letter 

"drive: %c", drive_letter 

"cnt=%lxH sector=%lxH ptr=%lxH", 
byte_count, absolute_sector, 
lineacbuCaddress 

"Level 0 taken" or "Level 0 released", or 
"Level 3 taken" or "Level 3 released" 

flags "msn": m- memory-mapped 
RO I/O; s-called by swapper; n-no 
caching of read/write 

flag character: b-seek relative to 
beginning of file; e-seek relative to 
end of file 

flag: f-CLOSE]INAL, p-CLOSE_FOR_ 
PROCESS, h-CLOSE_HANDLE 

flag: a-FILE_COMMIT_ASYNC, 
n-FlLE_NO_LAST_ACCESS_DATE 

flag: L-LOCK_REGION, U-UNLOCK_ 
REGION 

GmCGET_MODIFY_DATETIME) 
SmCSET_MODIFY_DATETIME) 
GaCGET_LAST~CCESS_DATETIME) 
SaCSET_LAST_ACCESS_DA TETIME) 
GcCGET_CREATION_DATE_TIME) 
ScCSET_CREATION_DATE_TIME) 

fi ENUMH_GETFILEINFO 
get file info by handle 

fn ENUMH_GETFILENAME 
get filename associated with handle 

irENUMH_GETFINDINFO 
get info for resuming 

rf ENUMH_RESUMEFIND 
resume find operation 

rd ENUMH_RESYNCFILEDIR 
resync dir entry info for file 



IFSMgr File System Hook 

IFSFN_ CONNECT(Network) 

IFSFN_CONNECT(Local) 

IFSFNJILEATTRIB 

IFSFNJILEATTRIB (cont.) 

IFSFN_DISCONNECT 

flags "x y", where x is: 
rCRESOPT_UNCREQUEST) 
e(RESOPT_DEVATTACH) 
c(RESOPLUNCCONNECT) 
d(RESOPT_DISCONNECTED) 
n(RESOPT_NO_CREATE) 
s(RESOPT_STATIC) 
and where y is: 
*(RESTYPE_ WILD) 
d(RESTYPE_DISK) 
s(RESTYPE_SPOOL) 
c(RESTYPE_CHARDEV) 
i(RESTYPE_IPC) 

flag character: 
m(IR_FSD _MOUNT) 
vCIR_FSD3ERIFY) 

gCIR_FSD_UNLOAD) 
cCIRJSD_MOUNT_CHILD) 
pCIR_FSD_MAP _DRIVE) 
uCIR_FSD_UNMAP _DRIVE) 

option string: mk(CREATE_DIR), 
rm(DELETE_DIR), ck(CHECK_DIR), 
83(QUERY83_DIR), lfCQUERYLONG_ 
DIR) 

option string: 
Gt(GET_A TTRIBUTES) 
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St(SET _ATTRIBUTES) 
Gs(GET_ATTRIB_COMP JILESIZE) 
Sm(SET_ATTRIB_MODIFY _DATETIME) 
Gm(GET_ATTRIB_MODIFY _DATETIME) 
Sa(SET_ATTRIB_LAST_ACCESS_ 
DATETIME) 
Ga(GET_ATTRIB_LAST_ACCESS_ 
DATETIME) 
Sc(SELATTRIB_CREATION_DATE_ 
TIME) 

Gc(GET_ATTRIB_CREATION_DATE_ 
TIME), Gu(GET_ATTRIBJIRST_CLUST) 

flag character: 
devOL_DISCARD _CACHE) 
revOL_REMOUNT) 

flag character: 
f(SEARCH_FIRST) 
n(SEARCH_NEXT) 

flag character: 
n(DISCONNECT _NORMAL) 
i(DISCONNECT_NO_IO) 
s(DISCONNECT_SINGLE) 
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IFSFN_DASDIO -DIO ~BS_READ_ 
SECTORS 

IFSFN_DASDIO -DIO_ABS_ WRITE_ 
SECTORS 

IFSFN_DASDIO -DIO_SELLOCK_ 
CACHE_STATE 
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option string, "x y" where x is (open 
action value): 
cn(ACTION_CREATENEW (lOh)) 
ca(ACTION_CREATEALWAYS (l2h)) 
oe(ACTION_OPENEXISTING (Olh)) 
oa(ACTION_OPENALWAYS (llh)) 
re(ACTION_REPLACEEXISTING (02h)) 
and y, is (special option): 
m(MM_READ_ WRITE (8000h)) 
c(OPEN_FLAGS_COMMIT (4000h)) 
e(OPEN_FLAGS_NO_CRITERR (2000h)) 
s(RO_SWAPPER_CALL (IOOOh)) 
rCOPEN_FLAGS_REOPEN (0800h)) 
a(OPEN_FLAGS_ALIAS_HINT (0400h)) 
p( OPEN]LAGS_NO _COMPRESS 
(0200h)) 
n(OPEN]LAGS_NO_CACHE (OIOOh)) 
i(OPEN]LAGS_NOINHERIT (0080h)) 

option string "Read" 

option string "Write" 

option string "Volume Lock" 

IFSMgr _NetFunction Hook 

Driver Monitor Type 

netfunc IFSMgcNetFunction hook nth 

ListView Column Usage 

Module: 
Module owning execution thread 

Function: 

Func=%08lx, CliencAX, where ClienCAX contains the following values for 

IFS Manager broadcasts: 

NF]ROCEXIT (l11Dh) 

NF _DRIVEUSE (OOOlh) 

NF_DRIVEUNUSE (0002h) 

NF _GETPRINTJOBID (0003h) 

NF ]RINTERUSE (0004h) 

NF _PRINTERUNUSE (0005h) 

NF _NetSetUserName (l18Ih) 

or CliencAX contains the function number for Upper8E_Preambles installed 

using IFSMgcSetReqHook. 



Interrupts and Callbacks 

Flagsl: 
Not used 

Device: 
Not used 

Handle: 
Not used 

At;gs: 

"EDX=%08lx ESI=O/O08lx", ifsreq.ifsjunc, provider 

Flags2: 
Not used 

Interrupts and Callbacks 

Driver Monitor Type 

vectors Interrupts and Callbacks vec 

ListView Column Usage 

Module: 
Module owning execution thread 

Function: 
VMM Service Names, including: 

InstalC v86_Break_Point 

Allocate_PM_Call_Back 

Gee V86_Ine Vector 

GeePM_InC Vector 

Flagsl: 

Allocate_ V86_Ca1CBack 

Hook_ V86_InCChain 

Sec v86_Ine Vector 

SeCPM_Inc Vector 
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"Entry" or "Return" depending on which side of the service the display line 
was generated. 

Device: 
Not used 

Handle: 
On entry, interrupt number as a string "Int %x" 
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Ar.gs by service: 

On entry: 

Install_ VS6_Break]oint 

On return: 

Allocate_ VS6_Call_Back 

Flags2: 

Not used 

VCACHE Services 

Driver Monitor 

vchook VCache services 

ListView Column Usage 

Module: 

Module owning execution thread 

Function: 

Entry: VCACHE service name 
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"vs6 BrkPt=%X:%04X RingO Func­
tion=%OSlx (%s)", brk_segment, 
brk_offset, funcaddr, VxD_Name 

"RingO Function=%OSlx (%s)", func_addr, 
Vxd_Name 

"RingO Function=%OSlx (%s)", func_addr, 
Vxd_Name 

"RingO Hook=%OSlx (%s) " , func3ddr, 
Vxd_Name 

"vs6 Vector=%X:%04X", VS6_segment, 
vS6_offset 

"PM Vector=%X:%lX", PM_selector, 
PM_offset 

"vs6 App Callback: %x:%04x", 
VS6_callback_segment, 
VS6_callback_offset 

"PM App Callback: %x:%04x", 
PM_callback_selector, 
PM_callback_offset 

Type 
vch 

Return: Return, except for VCache_FindBlock, which displays the string 
"Return [Carryl [Lockedl" 
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Flagsl: 

Options on entry to VCache_FindBlock: 

Create 

LowPri 

Device: 
FSD cache ID 

Handle: 
Cache block handle 

Algs by function: 
VCache_GeC Version(Return) 

VCache_Register(Return) 

VCache_ GetSize(Return) 

VCache_CheckAvai1(Entry) 

VCache_ CheckA vai1(Return) 

VCacheJindBlock(Entry ) 

VCacheJindBlock(Return) 

VCache_ VerifySums 
VCache_RecalcSums 

VCache_TestHold(Return) 

VCache_GetStats 

VCache_AdjustMinimum 

VCache_SwapBuffers 

VCache_RelinquishPage 

VCache_UseThisPage 

Hold 

MustCreate 

MakeMRU 

RemoveFromLRU 

Ver: o/o04x, version_number 

"DiscardFunc: %08ix MinReserv: %ix", 
buffee discard_func, 
minJeserved_blocks 

For a specific FSD ID: 
"MaxFSDBlks: %Ix MaxCacheBlks: %ix", 
max_blocks_foefsd, 
max_num_cache_blocks 
For any FSD (id=O): 
"CurCacheSize: %ix MaxCacheBlks: %ix", 
num_blocks_in_cache, 
max_num_cache_blocks 

"Needed: %Ix", num_blocks_needed 

"Avail: %ix", num_avaiLblocks 

"Keyl: %08ix Key2: %08ix" , keyl_value, 
key23alue 

"Buffer: %08ix" , addeof_buffer Of non­
zero handle) 

"EnumFunc: %08ix", enum_function_ 
addr 

"SectorSize: %Ix", sectoesize_in_bytes 

"HoldCnt: %d", block_hold_count 

"Misses: %d Hits: %d Discards: %d 
VCache: %08ix", misses_to_last26_ 
discards, hits_to_last26_lru, 
num_discards_since_IasCcall, 
linear_base_addr 

"New Quota: %08ix", new_quota_size 

"BlockHdl1: %08ix BlockHdl2: %08ix" , 
cache_blockl, cache_block2 

"RelPage: %08Ix", lineaeaddeoCpage 

"AddPage: %08Ix", lineaeaddeoCpage 
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_ VCache_ CreateLookupCache 

_ VCache_DeleteLookupCache 

_ VCache_Lookup 
_ VCache_UpdateLookup 

Flags2: 
Not used 
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"CacheName: %s MaxElems: %d Flags: 
%08lx", lookup_name, max_elements, 
ptccache_handle 

"CacheName: %s", cache_name 

"Key: \%s\ Data len: %d", lookup_name, 
data_len 

VWIN32 Win32 Services 

Driver Monitor 

win32cb VWIN32 Win32 Services 

ListView Column Usage 

Module: 
Module owning execution thread 

Function: 
VWin32 Win32 service name 

Flagsl: 
Not used 

Device: 
Not used 

Handle: 
Not used 

Atgs: 
Not used 

Flags2: 
Not used 

VWIN32 DeviceloControl 
(IFSMgr, VWIN32, WSOCK) 

Driver Monitor 

win32cb VWIN32 DeviceloControl 

Type 

vw32 

Type 

dev 



V.MM Win32 Services 

ListView Column Usage 

Module: 
Module owning execution thread 

Function: 
Func=O/O08Ix, ClienCAX 

Function: 
Open Device, Close Device, or dwIoControlCode 

Control codes for IFSMgr, VWIN32 , and WSOCK are labeled 

Flags1: 
Not used 

Device: 
VxD device name 

Handle: 
For WSOCK calls, handle context address 

Ar.gs: 
For WSOCK calls, arguments to functions 

Flags2: 
Not used 

VMM Win32 Services 

Driver Monitor 

win32cb VMM Win32 services 

ListView Column Usage 

Module: 
Module owning execution thread 

Function: 
VMM Win32 service name 

Flags1: 
Not used 

Device: 
Not used 

Handle: 
Not used 

Type 

vm32 
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Ar.gs: 
Arguments specific to a function as array of unlabeled doubleword values 

Flags2: 
Not used 

NetBIOS Calls 

Driver Monitor 

nbhook NetBIOS calls 

ListView Column Usage 

Module: 
Module owning execution thread 

Function: 
NetBIOS service name 

Flags1: 

Type 

ncb 

Entry: if call is asynchronous, "async" will appear here 

Return: if call was asynchronous, "post(O/O02x)", ncbjetumcode, will appear 
here 

Device: 
Lana=%02x, lana_number 

Handle: 
Address of NCB (Network Control Block) 

Ar.gs: 
Entry arguments specific to a function 

NCBCALL, NCBLISTEN, 
NCBADDNAME, NCBDELNAME, 
NCBADDGRNAME 

NCBHANGUP, NCBRESET 

NCBSEND, NCBRECV, NCBSENDNA 

NCBRECVANY, NCBDGRECV, 
NCBDGSENDBC, NCBDGRECVBC, 
NCBSSTAT, NCBACTION, NCBENUM, 
NCBFINDNAME 

NCBCANCEL 

NCBDGSEND, NCBASTAT 

"Callname: %s", ncb_callname 

"LSN: %02x", ncb_lsn 

"LSN: %02x Buffer: %08lx(%04x)", 
ncb_lsn, ncb_buffer, ncb_length 

"Buffer: %08lx(%04x)", ncb_buffer, 
ncb_length 

"Canceled NCB: %08lx", addcoCncb 

"Buffer: %08lx(%04x) Callname: %s", 
ncb_buffer, ncb_length, ncb_callname 



5MBPackets 

Ox48 (Send-Receive) 

NCBCHAINSEND, NCBCHAINSENDNA: 

NCBTRACE, NCBLANSTALERT, 
NCBUNLINK: 

Default 

At;gs: 
Return values specific to a function 

NCBCALL 

Ox48 (Send-Receive) 

NCBRECV ANY: 

Flags2: 
Flags specific to a function 

NCBRECVANY, NCBDGSEND, 
NCBDGRECV, NCBDGSENDBC, 
NCBDGRECVBC, NCBRESET, 
Ox48(Send-Receive) 

5MBPackets 

Driver I Monitor 
nbhook 

ListView Column Usage 
Module: 

Module owning execution thread 

Function: 

"LSN: %02x SendBuf: %08lx(%04x) 
RecvBuf: %08Ix(o/o04x)", ncb_Isn, 
ncb_buffer, ncb_length, buffecdword, 
buffecword 

"LSN: %02x Buffer1: %08lx(%04x) 
Buffer2: %08lx(%04x)", ncb_Isn, 
ncb_buffer, ncb_length, buffecdword, 
buffecword 

Nothing displayed 

"Buffer: %08Ix(o/o04x) Callname: %s", 
ncb_buffer, ncb_length, ncb_callname 

"LSN: %02x''', ncb_Isn 

"RecvBuf: %08lx(%04x)", ncb_buffer, 
ncb_length 

"LSN: %02x Length: %04x", ncb_Isn, 
ncb_length 

"NAME#: %02x", ncb_num 

Type 

smb 

5MB command name; up to three batched commands may be listed 

Flagsl: 
Entry: request 

Return: reply 
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Device: 
Not used 

Handle: 
Address of NCB (Network Control Block) whose buffer references the 5MB 
command 

Ar.gs: 
Arguments specific to a function 

5MB_COM_OPEN 
5MB_COM_OPEN_ANDX 
5MB_COM_1REE_CONNECT 
5MB_COM_SESSION_SETUP _ANDX 
5MB_COM_1REE_CONNECT_ANDX 

5MB_COM_TRANSACTION 

Flags2: 

Not used 

"%s" , pathname_ocdomain 

"%s SubCommand:%02x", 
mailsiococnamedpipe, 
subcommand_code 

Subcommands 0 through OxOe: "%s", 
trans2_subcommand_name 



IFSMgrData 
Structures 

Knowing the layout of IFSMgr's key data structures is fundamental to reaching an 
understanding of IFSMgr's operation. In this appendix, various undocumented 
data structures utilized by IFSMgr are defined. These structures are also available 
in the header file ifsmgrex.h on the companion diskette. These data strucutes are 
valid for IFSMgr version 22h. Your driver or file hook should verify this version 
number before using these structures. 

Several of the undocumented structures are displayed by a debug command in 
the IFSMgr version which accompanies OSR2. This version of IFSMgr has a so­
called "dot" command which is invoked by typing .ifsmgr from the WDEB386 or 
WinIce prompt. This command will display the contents (and member names) for 
structures such as ifsreq, shres, and fhandle. 

The ioreq Structure 
This data structure is defined in ifs.h and described in detail in the DDK documen­
tation. Many IFSMgr APIs and interfaces are passed a pointer to . an ioreq 
structure, which in reality is an ioreq structure embedded in an ifsreq struc­
ture. The reason the ioreq structure is emphasized by the DDK is that it is the 
only portion of an ifsreq structure which an FSD should know or care about; 
the other portions of the ifsreq structure are for IFSMgr's eyes only. The ioreq 
structure is discussed at length in Chapter 6, Dispatching File System Requests. 

typedef struct { 

DWORD ir_length; 
BYTE ir_flags; 
BYTE ir_user; 
WORD ir_sfn; 
DWORD ir....pid; 
DWORD ir""ppath; 

/* 
/* 
/* 
/* 
/* 
/* 

00 - length of user buffer (eCX) */ 
04 - misc. status flags (AL) */ 
05 - user ID for this request */ 
06 - System File Number of file handle */ 
08 - process ID of requesting task */ 
OC - pointer to unicode pathname */ 
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334 

DWORD 
DWORD 
WORD 
WORD 
DWORD 
DWORD 
DWORD 
DWORD 
DWORD 
DWORD 

DWORD 
} ioreq; 
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ir_aux1; /* 10 - secondary user data buffer (CurDTA) 
ir_data; /* 14 - ptr to user data buffer (DS:eDX) */ 
ir_options; /* 18 - request handling options */ 
ir_error; /* 1A - error code (0 if OK) */ 
ir_rh; /* 1C - resource handle OWNED by FSD */ 
ir_fh; /* 20 - file (or find) handle OWNED by FSD 
ir-pos; /* 24 - file position for request */ 
ir_aux2; /* 28 - misc. extra API parameters */ 
ir_aux3; /* 2C - misc. extra API parameters */ 
ir-pev; /* 30 - ptr to IFSMgr event for async 

requests */ 
ir_fsd[161; /* 34 - Provider work space */ 

*/ 

*/ 

The ifsreq Structure 
When an IFSMgr API calls for a pointer to an ioreq structure, it actually receives 
an ifsreq structure. This works because the first member of ifsreq is a nested 
ioreq structure. This structure is discussed at length in Chapter 6. Member names 
are based on output from OSR2's .ifsmgr C01l11nand. 

typedefstruct { 
ioreq ifs_ir; /* 0 embedded ioreq structure */ 
/* These members are known only to IFSMgr */ 
fhand1e* ifs-pfh; /* 74 pointer to fhandle structure */ 
DWORD ifs-psft; /* 78 pointer to SFT */ 
shres* ifs-psr; /* 7C pointer to shell resource */ 
DWORD ifs-pdb; /* 80 linear base of owner PSP */ 
DWORD ifs-proid; /* 84 provider id */ 
BYTE ifs_func; /* 88 function of dispatched command */ 
BYTE ifs_drv; /* 89 drive from dispatched command */ 
BYTE ifs_hflag; /* 8A flag */ 
BYTE ifs_nflags; /* 8B flags, see Table C-1 */ 
void* ifs-pbuffer; /* 8C pointer to parse buffer */ 
HVM ifs_VMHandle; /* 90 VM of request */ 
void* /* 94 pointer to "per VM data" area */ 

union 
Client_Register ifs_crs; /* 98 client registers for 

dispatch */ 
/* 98 client registers for 

ringO 'file i/o */ 
/* 98 client registers for 

server DosCal1 */ 

} ifsreq; 

Volume Injormation (volinjo) 
The volinfo structures are referenced by pointers in the SysvolTable array (see 
Chapter 6, Figure 6-2). The vol info structure is used to support subst drives (see 
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Table C-l. Bit Usage/or ifs_njlags 

Bit Number Meaning 

7 IFSMgr_ServerDosCall 

6 LFN 

5 Uses extended handles 

4 IFSMgr_RingO_FileIO 

3 8.3 match semantics 

2 Win32 API 

1 Unicode/BCS 

0 OEM/ANSI 

Chapter 8, Figure 8-1); it also holds references to the CDS structure and the shell 
resource structure. 

typedef struct 
shres* vi-psr; /* 00 
char* vi-pszRootDir; /* 04 
WORD vi_Client_CX; /* 08 
BYTE vi_unk1; /* OA 
BYTE vi_flags; /* OB 

WORD vi_leng; /* OC 
BYTE vi_unk2; /* OE 
BYTE vi_drv; /* OF 
string_t vi_subst-path; /* 10 
void* vi_CDS_copy; /* 14 
} volinfo; 

Shell Resource (shres) 

ptr shell resource for volume */ 
path following drive & colon in CDS */ 

*/ 
*/ 
Volume is subst drive 

? 
? 

Static connection 
? 

length of unicode subst 
*/ 

one-based volume */ 
Unicode Subst path */ 
Copy of CDS */ 

Ox10 
Ox08 
Ox04 
Ox02 
Ox01 */ 
path */ 

The shell resource is the key data structure used by IFSMgr to represent volumes, 
connections to network shares, and character devices. Chapter 6 and Chapter 8 
give numerous examples of the creation and use of shell resources. Member 
names are based on output from OSR2's .ifsmgr command. 

typedef struct 
WORD sr_sig; /* 00 signature 'Sri */ 
BYTE sr_serial; /* 02 */ 
BYTE sr_idx; /* 03 offset of entry in psr list */ 
struct shres *sr_next; /* 04 next link in one-way ,linked 

list */ 
DWORD sr_rh; /* 08 FSD's volume handle */ 
struct volfunc *sr_func; /* DC FSD's volume function table */ 
DWORD sr_inUse; /* 10 reference count */ 
WORD sr_uword; /* 14 zero-based volume number */ 



336 

WORD 

BYTE 
BYTE 

BYTE 

BYTE 

DWORD 
void* 

fhandle* 

DWORD 
DWORD 
BYTE 

BYTE 
WORD 

DWORD 

WORD 
WORD 
WORD 
BYTE 
BYTE 
void* 
} shres; 

sr_UNCCnt; 
sr_DrvCnt; 

Appendix C: IFSMgr Data Structures 

/* 16 count of open handles on 
volume */ 

/* lB */ 
/* 19 number of volinfo structures 

referencing this sr*/ 
/* lA a - wild 

1 - local disk 
2 - spooled printer 
3 - character device 
4 - IPC (named pipe) */ 

/* lB IFSFH_RES_CFSD - Ox80 
IFSFH_RES_LOCAL - OxlO 
IFSFH_RES_NETWORK, OxOB 
IFSFH_RES_UNC, OxOl */ 

sr_ProID; /* lC index to MountVolTable[] */ 
sr_Vollnfo; /* 20 pointer to VRP (only local 

drive) */ 
sr_fhandleHead; /* 24 pointer to one-way linked list 

of open files */ 
sr_LockPid; /* 2B pid of lock owner */ 
sr_LockSavFunc; /* 2C */ 
sr_LockTypej /* 30 type of volume lock in place: 

sr_LockFlags; 

a - no lock in effect 
1 - level a lock in effect 
2 - level 1 lock in effect 
3 - level 2 lock in effect 
4 - level 3 lock in effect */ 

/* 31 */ 
/* 32 flags related to volume lock 

state */ 
/* 34 ring a thread ID of lock 

owner * / 
sr_LockWaitCnt; /* 3B */ 
sr_LockReadCnt; /* 3A */ 
sr_LockWriteCnt; /* 3C */ 
sr_flags2; /* 3E */ 
sr_reserved; 
sr-pnv; 

/* 3F */ 
/* 40 */ 

The /handle Structure 
The fhandle is the key data structure used by IFSMgr to represent handles to 
files and character devices. Chapter 6 gives examples of the use of file handles. 
Member names are based on output from OSR2's .ifsmgr command. 

typedef struct { 

struct hndlfunc fh_hf; /* 00 ptr to FSD's handle-based 
function table */ 

fh_t fh_fh; /* OC FSD's file handle * / 
shres* fh-psr; /* 10 ptr to shell resource which 

contains object */ 
void* fh-pSFT ; /* 14 ptr to DOS SFT structure */ 
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DWORD fh-pos i tion; /* 18 */ 
WORD fh_devflags; /* 1C */ 
BYTE fh_hflag; /* 1E */ 
BYTE fh_type; /* 1F */ 
WORD fh_ref_count; /* 20 */ 
WORD fh_mode; /* 22 */ 
hlockinfo* fh_hlockinfo; /* 24 ptr to hlockinfo structure */ 
void* fh-prev; /* 28 ptr to previous fhandle in 

linked-list * / 
void* fh_next; /* 2C ptr to next fhandle in 

linked-list */ 
WORD fh_sfn; /* 30 system file number for 

handle */ 
WORD fh_mmsfn; /* 32 SFN for memory-mapped file 

dup */ 
DWORD fh-pid; /* 34 */ 
DWORD fh_ntid; /* 38 */ 
WORD fh_fhFlags; /* 3C */ 
WORD fh_InCloseCnt; /* 3E */ 
} fhandle; 

The hlockinfo Structure 
This structure is used to defined a file lock: 

typedef struct { 

struct hndlfunc hI; /* 00 */ 
DWORD hI_lock; /* OC */ 
DWORD hI_flags; /* 10 *1 
DWORD hl-pathlen; /* 14 */ 
unsigned short hl-pathname[O]; /* 18 */ 
} hlockinfo; 

The SPT Structure 
The SFT (System File Tables) is a legacy MS-DOS structure. The following layout 
is for DOS 4.0 or newer and is based on Undocumented DOS, Second Edition, by 
Andrew Schulman and others (see pages 709-710). 

typedef struct 
WORD 
WORD 
BYTE 
WORD 
void* 
WORD 
WORD 
WORD 
DWORD 
DWORD 
WORD 
DWORD 

sft_numhandles; 
sft_openmode; 
sft_attrib; 
sft_devinfo; 
sft_devheader; 
sft_start_cluster; 
sft_file_time; 
sft_file_date; 
sft_file_size; 
sft_cur_offset; 
sft_rel_cluster; 
sft_sector_direntry; 
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BYTE 
char 
void* 
WORD 
WORD 
WORD 
WORD 
DWORD 
} sft; 

sft_num_direntry; 
sft_fcbname[ll]; 
sft-prev; 
sft_vmid; 
sft-psp_segment; 
sft_offset; 
sft_abs_cluster; 
sft_dos_driver; 

The CDS Structure 

Appendix C: IFSMgr Data Structures 

The CDS (Current Directory Structure) is a legacy MS-DOS structure. The 
following layout is for DOS 4.0 or newer and is also based on Undocumented 
DOS (see pages 710-711). 

typedef ·struct { 
char cds_root-pathname[67]; 
WORD cds_attrib; 
BYTE cds-physdrv; 
BYTE cds_flag; 
WORD cds_cluster-parent_dir; 
WORD cds_entry_num; 
WORD cds_cluster_current_dir; 
WORD cds_media_change; 
WORD cds_ofs_visible_dir; 
} cds; 

Per-VMData 

/* 00 ASCIIZ root directory */ 
/* Drive attributes */ 

During Device Init, IFSMgr allocates per-VM data using the service Allocate 
Device_CB_Area. The size of this area is determined by the following formula: 

cb_area_size = sizeof(pervm) + «256 + NumDosFCBs) * sizeof(void*) * 2) 

What is returned by this service is the offset to IFSMgr;s per-VM data from the 
address given by the VM handle. It is the sum of these two values which is stored 
in iJsreq.if.s_Pv. 

The layout of IFSMgr's per-VM data is divided into three areas. At the beginning 
of the area is the pervro structure given below. It is followed by two additional 
tables of equal size which will hold pointers for up to 256 SFT entries plus 
pointers for FCB's inherited from MSDOS before Windows 95 started. The second 
of these two tables is pointed at by the pervro member pv-ppsft. 

typedef struct 
void* pv_next; /* 00 */ 
void* pv-prev; /* 04 */ 
BYTE pv_flags; /* 08 bit 0 */ 

/* bit 1 */ 
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/* 
/* 
/* 
/* 
/* 
/* 

BYTE pv_cnt; /* 
BYTE pv_curdrv; /* 
BYTE pv_unk2; /* 
void* pv_dispfunc; /* 
ifsreq* pv-pifs; /* 
pevent pv-pev_vm; /* 
DWORD pv_Client_DS; /* 
DWORD pv_Client_EDX; /* 
HEVENT pV_hev; /* 
fhandle* pv-pfh [32] ; /* 
pevent pV....Jlev_vm2; /* 
void* pv-ppsft; /* 
void* pv_curdir[32] ; /* 
WORD pv_flags2; /* 
WORD pv_unk2; /* 
} pervm; 

09 
OA 
OB 
oc 
10 
14 
18 
1C 
20 
24 
48 
4C 
50 
DO 
D2 

bit 
bit 
bit 
bit 
bit 
bit 

*/ 
*/ 
*/ 

2 
3 
4 
5 
6 
7 

*/ 
*/ 
Local Int21 hooker*/ 
Control-C check */ 

*/ 
*/ 

address of dispatch function */ 
active ifsreq */ 
VM tasktime event */ 
DS:DX or DS:EDX */ 

address of Disk Transfer Area */ 
*/ 
*/ 
*/ 
pointer to second SFT table */ 
current directory for this VM */ 

*/ 
*/ 

Per-Thread Data 
IFSMgr piggybacks a doubleword onto every thread. It does this by allocating a 
thread data slot (using VMM service _AllocateThreadDataSlot) at Device Init time. 
Unlike some other devices which use this doubleword to store a pointer to a 
more substantial data structure, IFSMgr is content with using just the data slot. 
The data slot is located by an offset from the address of a thread's control block­
which is the same as the ring-O thread handle. The layout 6f IFSMgr's thread 
doubleword is as follows: 

Bit 

Use 

31 
Marked 

30 

Blocked 

29 
NoBlock 

28-16 

Not used 

15-0 

Count 

If this doubleword is non-zero, then the coresponding thread is "in" IFSMgr. 
When a thread enters IFSMgr its count is incremented; when leaving it is decre­
mented. The top three bits are used as flags for the state of threads which have 
entered IFSMgr. 

Geoff Chappell shared his insights regarding the use of these bit flags in a recent 
email: 

The bit flags are concerned with the status of one thread with respect to threads 
that propose to work or have started to work on a volume lock. 

Working on a volume lock-for instance, to apply a lock or release one-has a 
potentially wide-ranging and even brutal effect on IFS operations that are already 
under way (say, in other threads). If a thread wants to work on a volume lock, 
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then it will have to wait until nobody else is working on the same volume lock­
but even after then, it will have to wait until no thread is doing anything that 
might be affected by the change in the volume's lock state. 

At the time that a thread is to start working on a volume lock, there is not much 
status information to go on. IFSMgr assumes that just about any thread that is in 
an IFS operation is liable to be affected. The general scheme is to set the Marked 
flag in each of them. 

Some threads will already have the NoBlock flag set because it was deduced at an 
earlier stage that their IFS operation could not be affected by work on a volume 
lock. For instance, these threads do not get "marked." 

Some threads will already have the Blocked flag set because they are blocked at 
places in their IFS operations where it is known not to matter if a volume lock 
gets worked on. For instance, if a thread has to wait for a parse buffer to become 
available, then it is not very far into its IFS operation and certainly a long way 
from being worried whether some volume is locked. Threads that have blocked at 
safe places do not get "marked" either. 

The thread that wants to work on the volume lock blocks on a special key. As the 
other threads execute, some may finish their IFS operations. That's good: it makes 
one less thread to worry about. The general scheme when the IFSMgr decides a 
thread can't be affected by work on a volume lock is that if the thread has its 
"Marked" flag set, then the flag is cleared and the thread is deemed to no longer 
contribute to the count of threads that could be affected. When there are no 
longer any threads that could be affected, all threads waiting to work on volume 
locks are Signalled. 

Another good outcome, handled the same way, is that a "marked" thread blocks 
at a place known to be safe. 

Some threads that were blocked at safe places may wake up. These and other 
threads (with or without the Marked flag) may eventually reach far enough into 
their IFS operation that they want access to a volume whose lock is to be worked 
on by some waiting thread. For some operations (such as on the paging file and 
on memory-mapped files and on pages opened as immovable), this won't matter, 
but in general, a thread that wants to access the volume will have to block until 
the work on that particular volume's lock is done. Again, the IFSMgr knows that 
the thread cannot now be affected by work on the volume's lock and so again, it 
may signal the threads that are waiting to work on volume locks. 

In summary, Marked means that the thread is thought (possibly only cautiously) 
to prevent proceeding immediately with proposed work on a volume lock, 
Blocked means that the thread is blocked at a stage where it can't be affected by 
proposed work on a volume lock and NoBlock means that if work on a volume 
lock is proposed, then this thread is not to be regarded as preventing the work. 
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This appendix describes some aids that were used in developing the sample code 
which accompanies the book. Since I have adopted the DDK's approach to 
writing VxDs in C (see What's New in Windows 95 for VxD Writers? by Ruediger 
Asche, April 24, 1994, MSDN CD), these aids fill in a few gaps where I felt there 
were some deficiencies. 

chentry.exe: No Assembly Required 
Usually, a VxD's device descriptor block (DDB) and control message dispatch 
procedure are placed in a small assembly language module. This is linked with 
the C object modules to build the final VxD. The reason this assembly language 
module is needed is that the Microsoft compiler only generates decorated public 
names. The least amount of decoration you can achieve is a leading underscore. 
Why is this a problem? 

A VxD has a single exported symbol which is its device name with the suffix 
"_DDB" appended. This points to the device descriptor block and is used by the 
loader to find the segments in a VxD when bringing the module into memory. 
The C compiler only allows names like _FSHOOK_DDB, where FSHOOK_DDB is 
what is really desired. Using the decorated name would require clients of the VxD 
to use the name _FSHOOK when referring to it. Clearly this is not desirable. 

The chentry.exe utility lets you go ahead and use decorated names by removing 
the underscore from the exported name after the VxD is built. If the exported 
DDB name does not have a leading underscore, CHENTRY does nothing. To use 
CHENTRY, you simply add the command chentry VxdName following the link 
step in your makefiles. 

341 
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vxd.h: Some Basic Macros 
If you use CHENTRY in yout build process, then what you used to maintain in a 
separate assembly language module can now be incorporated in your C source 
file. This makes single source file VxDs easy to construct. 

Every VxD requires two basic structures, a device descriptor block and a control 
message dispatch procedure. The primary purpose of vxd.h is to provide macros 
for setting up these two constructs. 

Setting up a VxD's device descriptor block requires two steps. First, before the 
include statement for vxd.h; define the name for your device descriptor block. For 
example, these statements set up a device descriptor block for the VECTORS VxD: 

#define DDB VECTORS_DDB 
.#include "vxd.h" 

Inside vxd.h the following macro is defined which will be used from our C source 
file to initialize the contents of VECTORS_DDB: 

II Declare Device Descriptor Block 
#define Declare_DDB( name, major, minor, dispatch, devID, init, 

v86proc, pmproc, refdata, svctbl, numsvcs ) 
struct VxD_Desc_Block 

DDB = { 0, DDK_VERSION, devID, major, minor, 0, name, init, 
(DWORD) dispatch, (DWORD)v86proc, (DWORD)v86proc, 
0, 0, refdata, svctbl, numsvcs, 0, 'Prev', 
sizeof( struct VxD_Desc_Block ), 'Rsvl', 'Rsv2', 
'Rsv3' }; 

Then from the C source file, within a locked data segment, a global instance of 
the DDB is defined like this: 

Declare_DDB( "VECTORS ·,l,O,CtrlMsgDispatch, 
UNDEFINED_DEVICE_ID, VMM_INIT_ORDER, 
0, ° ,0, 0, ° ); 

The control message dispatch procedure is constructed from macros that make it 
resemble a message map. Here is a typical dispatch procedure for a MultiMon 
monitor: 

void __ declspec( naked) CtrlMsgDispatch( void) { 
BEGIN_DISPATCH~P 

ON~SYS_CRITICAL~INIT 
ON_DEVICE_INIT 
ON_INIT_COMPLETE 
ON_SYS_VM_TERMINATE 

CtrlMsg_Sys_Crit_Init 
CtrlMsg_Device_Init ) 
CtrlMsg_Init_Complete 
CtrlMsg_Sys_VM_Terminate 

ON_DIRECTEDl 
ON_DIRECTEDl 
ON_DIRECTEDO 
ON_DEFAULT 

PRIVATE-ARM_MONITOR, CtrlMsg_Arm_Monitor 
PRIVATE_INIT, CtrlMsg_Private_Init ) 
PRIVATE_SHUTDOWN, CtrlMsg_Private_Shutdown 
) 
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END_DI S PATCH_MAP 
} 
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Between the BEGIN_DISPATGLMAP and END_DISPATCH_MAP macros, one line is 
specified for each control message which is to have a handler. The macro ON_ 

DEFAULT must be the last message handler macro; it returns properly for any 
message which does not have a handler. Each message handler macro specifies a 
function which is called for a particular control message. For instance, ON_ 

DEVICE_INIT specifies that CtrlMs8-Device_Init will be called on receipt of a 
Device lnit message. This function has a prototype defined in vxd.h as follows: 

int SYSCTRL_CALLBACK CtrlMsg_Device_Init{ HVM hSysVM, PCHAR pCmdTail ); 

These prototypes are required so that the proper arguments are pushed on the 
stack prior to calling the handler. The header file vxd.h contains macros and 
message handler prototypes for known control messages. 

The dispatch macros also handle directed system control messages, those control 
messages which are private to a set of cooperating VxDs. The macros ON_ 

DIRECTEDO and ON_DIRECTEDl take two arguments, the handler function and a 
message number (e.g. PRIVATE_INlT). The message number is private to the coop­
erating VxDs but is reqUired to be in the range Ox70000000 to Ox7FFFFFFF. The 
reason that two ON_DIRECTED macros are used here is that ON_DIRECTEDO calls a 
handler that takes no arguments whereas ON_DIRECTEDl calls a handler which 
takes one argument which is passed in the EBX register. 

One more fundamental macro that is included helps when creating a stack frame 
for a "hooked procedure." This is used when declaring a hook procedure for 
VMM's Hook_Device_Service, New with Windows 95 is the ability to unhook 
these services. To do so requires creating a proper function preamble and this is 
done by declaring the function with the HOOK_PREAMBLE macro: 

II These two jumps make up the hook preamble 
II These are needed to support Unhook_Device_Service 
II The real hook procedure begins after these at "real_entry" 
#define HOOK_PREAMBLE (prey) \ 

_asm jmp short real_entry \ 
_asm jmp dword ptr prey \ 
_asm real_entry: 

The prev argument to this macro is a doubleword storage location which holds 
the original service's address. This location is filled in automatically by the Hook_ 
Device_Service function. Here is an example of how this macro would be used: 

II Win9S Hook_Device_Service fills this in! 
PFN pPrev_Allocate_PM_Call_Back; 

void __ declspec{ naked) MY_Allocate_PM_Call_Back{ void) { 
HOOK_PREAMBLE (pPrev_Allocate_PM_Call_Back) 
1* body of hook procedure *1 
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_asm ret 
} 

II This call installs the hook procedure 
Hook_Device_Service( GetVxDServiceOrdinal(Allocate_~Call~ack}, 

My_Allocate_P~Call_Back }; 
II This call removes the hook procedure 
Unhook_Device_Service( GetVxDServiceOrdinal(Allocate_PM_Call_Back}, 

My~llocate_PM_Call_Back}; 

vxd.b contains a variety of other simple macros which I leave to you to explore. 

IFSWRAPS 
IFSWRAPS is a static library, included on the companion diskette, which provides 
C callable functions for all IFSMgr services as well as a few VWIN32 and VMM 
services. This library was constructed in the same way as VXDWRAPS which 
accompanies the DDK. The header file iJswraps.b is included in source files 
where you call the library functions. 

Most of the services supplied by IFSMgr use the C calling convention. This makes 
it almost trivial to make wrappers for these functions since no coding is requir~d. 
For these functions, the calling parameters and return values are as described in 
the DDK. There are a handful of functions which use registers to pass arguments 
and receive return values; only these functions require some special treatment. 
These exceptions are described below: 

unsigned long IFSMgr_ Win32_ GeCRingO_Handle(sjn_t jbext,DWORD* pFilePos) 
On entry, thext contains the extended file handle to be converted. If 
successful, the return value .is the ring-O file handle and pFilePos will contain 
the current file position for the handle passed in. If the conversion fails, the 
function returns 0. 

int IFSMgr_RingO_FileIO(EREGS* pRegs) 
The pRegs argument points to an EREGS structure containing the input values 
of registers: 

typedef struct eregs { DWORD r_eax; 
DWORD r_ebx; 
DWORD r_ecx; 
DWORD r_edx; 
DWORD r_esi; 
DWORD r_edi; } EREGS; 

If the return value is 0, the call was successful and the EREGS structure 
contains the return values in registers; if the return value is non-zero, it is an 
error code. See the DDK for register assignments for each call: 
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int IFSMgr_RingOGetDrivelnfo(DWORD unit) 
The unit argument is zero-based drive number. Returns -1 if the drive is .not 
an IFS drive, otherwise returns flags describing the drive (see DDK for flag 
bits). 

int IFSMgr_SeroerDOSCall(HVM hvm, unsigned int fen,PDPL32 dpl, PCRS pCRegs) 
The calling arguments include hvm, the handle of the current VM; fen, the 
requested function number; dpl, a pointer to the extended 32-bit DPL (see 
DDK for definition); and pCRegs, a pointer to the client register structure. 
Returns -1 if the request is not accepted, 0 if request is accepted. 

int IFSMgr_Gec Version(VOID) 
If 0 is returned, no IFSMgr is loaded; otherwise the return value is the version 
number. 

BOOL Query_PhysLoek(DWORD unit) 
The unit argument is the Int 13h unit number for the disk which is being 
queried; if TRUE is returned, the current process owns the volume lock. 

The following services are also wrapped by IFSWRAPS: 

DWORD VWIN32_ GetCurrentProcessHandle(VOID) 
VOID Simulate]arJmp(DWORD selector, DWORD offset) 
BOOL GeCPM_Inc Vector(DWORD intnum, PWORD pSel, PDWORD pOfs) 
BOOL Hook]M_Interrupt(DWORD intnum, PWORD pSel, PDWORD pOfs, 

PYOID handler, DWORD refdata) 
BOOL Hook_ V86_InCChain(DWORD intnum, PYOID handler) 
BOOL TescSys_ VM_Handle(HVM hvm) 
PYOID Map]lat(DWORD segofs, DWORD offof) 
BOOL Directed_Sys_ControlO(PVMMDDB pDDB, DWORD SysControl) 
BOOL Directed_Sys_Control1(PVMMDDB pDDB, DWORD SysControl, 

PYOID argl) 
BOOL Directed_Sys_ControI2(PVMMDDB pDDB, DWORD SysControl, 

PYOID arg1, PYOID arg2) 
PYOID Hook_Device_Service(DWORD svcnum, PYOID handler) 
BOOL Unhook_Device_Service(DWORD svcnum, PYOID handler) 

DEBIFS 
DEBIFS is the name of a VxD, included on the companion diskette, which 
contains a dot command. By dot command I mean a command which you enter 
in your debugger, like .vmm b. The commands which DEBIFS provides dump out 
useful information about IFSMgr's data structures. The available commands are: 
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.debifs i address 
Dumps an ifsreq structure at specified address 

.debifs s address 
Dumps a shres structure at specified address 

.debifs f address 
Dumps a fhandle structure at specified address 

Here is a sample dump of an ifsreq structure: 

: .debifs i esi 
ifsreq at C1581D38: 
ir_1ength(0)=00710000 ir_flags(4)=CO ir_user(5)=01 ir_sfn(6)=00FF 
ir-pid(8) =00012437 ir-ppath(C)=FFFFFBBB ir_data(14)=81A30001 
ir_aux1(10)=FFFFFFFF ir_aux2(28)=00000000 ir_aux3(2C)=00000000 
ir_options (18) =0000 ir_rh(lC) =0000.0000 ir_fh(20) =00000000 
ir-pos(24)=00000000 ir-pev(30)=00000000 ·ir_error(lA)=OOOO 
ir_fsd[] (34)=00000000, (38)=00000000, (3C)=00000000, (40)=00000000, ... 
ifs-pfh(74)=00000000 ifs-psft(78)=00000000 ifs-psr(7C)=00000000 
ifs-proid(84)=FFFFFFFF ifs-pdb(80)=00024360 
ifs_func(88)=6C ifs_drv(89)=03 ifs_hflag(8A)=00 
ifs_nf1ags(8B)=60 { LFN ExtH OEM } . 
ifs-pbuffer(8C)=FFFFFBBB ifs_VMHandle(90)=C3D20i54 ifs_PV(94)=C3D203EC 
Client registers: 

EAX(B4)=00006CCO EBX(A8)=000000CO ECX(BO)=00710000 EDX(AC)=81A30001 
EDI(98)=00000003 ESI(9C)=0071F68C DS(D4)=013F ES(DO)=013F 

This dump was created from SoftIce for Windows 95. Note that a register name 
may be passed as an address; in actuality, any valid debugger expression may be 
used for an address. The hexadecimal value in parentheses following each 
member name is the offset of the member from the beginning of the structure. 
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Inside the Windows 95 File System 
With so many types of files to support, Windows 95 has a big job to do. It 
handles native Windows 95 files , supports the legacy file systems of earlier 
Windows systems, and interacts smoothly with files managed by the Windows 
NT operating system. It must also support third-party file systems, some of which 

are not even designed yet. Windows 97 enhancements are on their way, too, with increased 
support for Internet access. The system component that manages this complex set of 
interactions is the Installable File System Manager, or IFSMgr. Understanding IFSMgr and its 
associated utilities and drivers is a daunting task for the Windows 95 programmer. 

Although Microsoft has documented the Installable File System (IFS) in the Windows 95 device 
driver kit, many developers have felt the need for more detailed and complete information. 
Inside the Windows 95 File System picks up where that documentation leaves off. This book 
takes a hands-on approach to the file system, providing example programs, 'background 
information, and utilities that let you monitor file system activity. By reading this book, you 
can see the file system the way a construction foreman sees a building, before the floors and 
walls are erected, while the plumbing and electrical systems are still in clear view. 

In addition to providing a detailed look at IFSMgr, Inside the Windows 95 File System 
describes: 

• The three Application Programming Interfaces (APIs) appropriate to the operating 
environment: interrupt 21h, Win16, and Win32 

• File system drivers (including VFAT, the Virtual FAT File System Driver) , and how they 
interact with IFSMgr 

• VCache services and data structures 

• System pagers and the paging file 

• VREDIR, the virtual redirector, the Microsoft Networks Client, including discussion of 
NetBIOS and 5MB protocols 

An enclosed disk contains source code for a number of file system drivers and useful utilities 
including MultiMon, a Windows 95 internals snooping tool developed by the author. 

This book is essential for engineers and their managers who want to take advantage of the 
new capabilities of Windows 95. 
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