








































































































































































































































































































































































































































































































































































































































































































































































































































382 Part VI Interoperation 

• The !LINENUM option includes the .language and .line directives in 
the disassembly text, to allow the reassembled code to be bound to 
the original source files rather than the ILAsm source file. (The sec­
tion "Compiling in Debug Mode," later in this chapter, discusses the 
use of these directives in detail.) This option has no effect if the PE 
file being disassembled is not accompanied by a program database 
(PDB) file that contains all the debug information. 

• The !NOBAR option suppresses the pop-up window showing the 
disassembly progress. This option is useful if the disassembler is 
invoked from batch files as part of an automatic process running in 
the background. 

• The /METAINFO[=<met_opt>J option dumps the metadata summary. 
The <met_opt> suboptions indicate the specifics of this summary: 

O HEX Add hexadecimal representation of the signatures 

D CSV Provide the sizes of string, blob, and GUID heaps and 
sizes of the metadata tables and their records 

D MDH Provide the metadata header details 

O UNR Provide a list of unresolved method references and 
method definitions without implementation 

0 VAL Run metadata validation 

The metadata suboptions can't be concatenated using the plus 
character, as the visibility suboptions can be. Instead, multiple occur­
rences of IMETAINFO options are permitted in order to set multiple 
suboptions. For example, ildasm /adv /nail /met=hex /met=mdh 
MyModule.dll /out:MyModule.txt. 

All of these options are recognized by their first three letters (/NOBAR 
means the same as !NOB, for instance) and are case-insensitive (/NOB means 
the same as /nob). The colon character(:) and the equality character(=) are 
interchangeable; for example, /vis=pub means the same as /vis.pub. 

When a PE file is disassembled in full to a file, the managed and unman­
aged resources are automatically saved to respective files so that they can be 
picked up by the assembler and incorporated into a new PE file during the reas­
sembly. "In full" means that neither /NOIL nor /ITEM nor !VIS options are spec­
ified, because these options result in a partial disassembly, whose text is not 
suitable for reassembling. The unmanaged resources are saved in a file that has 
the same name as the output file and has the extension RES. The managed 
resources are saved in files named according to the managed resource names 
specified in the metadata. The resource files are not saved when a PE file is dis­
assembled to a console window using the option !TEXT or !OUT: CON. 
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Principles of Round· Tripping 
The round-tripping of managed PE files includes two steps. The first step is to 
disassemble the PE file into an ILAsm source file and the managed and unman­
aged resource files: 

ildasm MyModule.dll /out:MyModule.il 

You can forgo the !ADV option in this case. You usually don't need advanced 
presentation options for round-tripping, since the output is intended for the 
ILAsm compiler. 

The second step of round-tripping is to invoke the ILAsm compiler to pro­
duce a new PE file from the results of the disassembler's activities: 

ilasm /dll MyModule.il /out:MyModuleRT.dll /res:MyModule.res 

The command-line options of the ILAsm compiler are listed in full in 
Appendix D. The most important of these options are the following: 

• The /OUT:<file_name> option specifies the name of the resulting PE 
file. The default name is the name of the first source file with the 
extension DLL or EXE. 

• The /DLL option creates a dynamic-link library module. The default 
is to create an executable (EXE) PE file. The file extension of the out­
put file does not matter: if you specify !OUT:MyModule.dll and 
neglect to specify /DLL, the result is an executable PE file (EXE) 
named MyModule.dll. You can try to sell such a PE file to Barnum, 
but you won't be able to do much more than that. 

• The !RES:<unmanaged_resourcejlle_name> option indicates that 
the compiler must incorporate the specified unmanaged resource file 
into the PE file. The managed resources are specified in the ILAsm 
source code and are picked up by the compiler automatically, 
whereas an unmanaged resource has no metadata representation 
and hence must be explicitly specified in a command-line option. 

• The /DEBUG option has two effects: a PDB file is created, and the 
(mscorlib}System.Diagnostics.DebuggableAttribute custom attribute is 
assigned to the Assembly or Module metadata record. See "Compiling 
in Debug Mode," later in this chapter, for more details. 

• The /KEY.<private_keyJile_name> or /KEY.@<private_key_source_ 
name> option generates the strong name signature of the PE file. 
Only the prime module of an assembly can carry a strong name sig­
nature. If you are round-tripping a strong name signed prime mod­
ule and don't have the private key-if, in other words, it's someone 
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else's assembly-you can leave the module unsigned. In this case, 
you'll be able to use it as a private assembly only. If you decide not 
to sign the module, you must delete or comment out the .publickey 
directive in the .assembly scope. Otherwise, you will produce a 
delayed-signed assembly-that is, an assembly that must be strong 
name signed at some moment after the compilation and before it can 
be used. (Alternatively, you can sign the prime module with your 
own private key and say that it was your own assembly all along. Do 
this only if you find true joy in litigation.) 

A few items that might be present in a managed PE file don't survive round­
tripping. For example, any embedded native code is lost. The exceptions to this 
rule are the tiny pieces of native code that are automatically generated during the 
compilation: the common language runtime startup stub and the unmanaged 
export stubs. Strictly speaking, even these tiny pieces don't really round-trip: they 
are generated anew rather than reproduced from the disassembly. 

Another item that does not survive round-tripping is data-on-data, which 
is a data constant containing the address of another data constant. Fortunately, 
this kind of data is rather rare and not very useful, thanks to the strict limitations 
the runtime imposes on operations with unmanaged pointers. Among the com­
pilers producing pure-IL modules, only the ILAsm compiler is capable of gen­
erating such data. 

Local variable names survive round-tripping only if the PDB file accompa­
nying the original PE file is available. The local variable names are part of the 
debug information rather than the metadata. 

Creative Round· Tripping 
Simple two-step round-tripping, involving only disassembly and reassembly, is 
not very interesting, unless you are testing the round-tripping capabilities of the 
IL assembler and disassembler. A more creative scheme involves three steps: 
disassembly, tinkering with the IIAsm source code, and reassembly. 

Generally speaking, you can alter the ILAsm source code during this cre­
ative round-tripping in only three ways: 

• You can change the code emitted by a high-level compiler or a tool 
in a way the compiler (the tool) would not allow you to do. From the 
section "Thunks and Wrappers" in Chapter 15, "Managed and 
Unmanaged Code Interoperation," you might recall mention of the 
"manual intervention" necessary to correct the interop assemblies 
produced by the Tlbimp.exe tool. Other scenarios can also call for 
editing original code. For example, let's suppose that you don't 
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believe me when I say that the common language runtime does not 
permit overriding the final virtual methods. You write a test program 
in Microsoft Visual Basic .NET, only to discover that the compiler will 
not let you explicitly override a final method. Without explicit over­
riding, the compiler automatically sets the newslot flag of the overrid­
ing method, and, alas, there goes your experiment. Then you recall 
that the ILAsm compiler doesn't have such inhibitions. You disassem­
ble your test application, remove the newslot flag, reassemble the 
test application, run it, and find out that I was right. As another 
example, let's suppose that you have a nice assembly written in 
Microsoft Visual C# .NET that can do a lot of nice things, but your 
retrograde colleagues insist that in order to be useful your assembly 
must expose its functionality to the unmanaged legacy components. 
And those components are so far on the legacy side that they don't 
even use COM. Then you recall that ILAsm allows you to export the 
managed methods as unmanaged entry points, and ... I don't think I 
need to continue. 

• You can add the items written in ILAsm to extend your application's 
functionality beyond the capabilities of a high-level compiler. 

• Finally, you can disassemble several modules and reassemble them 
into one module. 

Using Class Augmentation 
The ILAsm-specific technique of class augmentation can be useful when you 
want to add new components written in ILAsm to your application written in a 
high-level language. If you need to add new types, an obvious solution is to 
declare these classes in a separate ILAsm source file, disassemble your applica­
tion, and reassemble it with this additional .il file. Class augmentation allows 
you to apply the same approach if you need to add new members to some of 
the types defined in your application. In other words, you don't need to edit the 
disassembly text of your application, inserting new members in the type defini­
tions, because you can augment the respective type definitions in a separate 
source file. 

For example, suppose that you would like to have a thread local storage 
(TLS) mapped field in class X and a vararg method in class Y, but the high-level 
language of your choice does not allow you to specify such items. You can 
write the following amendment file, Amend.il: 

.class X 
{ 

.field public static int32 tlsField at TLSD001 
} 

(continued) 
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.data tls TLSD001 

.class Y 
{ 

int32Cl234) 

.method public vararg int64 Sum() 
{ 

} 

Then you can disassemble your original (incomplete) module and reas­
semble it with an amendment: 

ildasm MyApp.exe /out:MyApp.il 
ilasm MyApp Amend 

The last line is so laconic because it uses three defaults: the default source file 
extension (IL), the default output file type and extension (EXE), and the default 
output file name (the same as the name of the first source file). 

Module Linking Through Round-Tripping 
Now let's assume that instead of writing the amendment file in ILAsm, you 
wrote it in another high-level language, compiled it to a module, and then dis­
assembled it. Can you do that? Yes, you can, and it means that round-tripping 
can be used for linking several modules together to form one. The original lan­
guage used to write each module does not matter as long as all the modules are 
pure-IL. The modules must be pure-IL simply because any mixed-code module 
will fail to round-trip. 

Brad Abrams, a program manager I work with, has written a small tool 
called "Lame Linker," which performs managed module linking through round­
tripping. You can have a look at this tool at GotDotNet, http://www.gotdot­
net.com/userarea/keywordsrch.aspx?keyword=Lame%20Link. As Brad explains 
it, he calls his linker "lame" because it doesn't have many of the features of a 
good linker. Lame or not, this linker is used rather extensively and has proven 
to be a useful tool. 

The basic problem with linking multiple modules through round-tripping 
is that you inevitably run into duplicate declarations. When you write amend­
ment files in ILAsm, you don't need to make sure that these files compile per se; 
they must compile together with the disassembly of the original module. But 
each module you link has been compiled per se, and a significant part of its 
metadata overlaps with the metadata of other modules being linked. 

Let's review the potential effects of multiple declarations of different meta­
data items. 
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Multiple Assembly declarations (.assembly) should be avoided. The ILAsm 
compiler ignores repetitive Assembly declarations as long as the assembly name 
is the same, but if one of any subsequent declarations specifies a name that dif­
fers from that of the first declaration, the compiler diagnoses an error. 

Multiple AssemblyRef declarations (.assembly extern) are harmless. The 
ILAsm compiler ignores them. The same is true for Module declarations (.mod­
ule), ModuleRef declarations (.module extern), File declarations (file), and 
ExportedType declarations (.class extern). 

Duplicate ManifestResource declarations (.mresource) should be avoided. 
The ILAsm compiler will not emit a new ManifestResource record for each dec­
laration encountered, but it will incorporate a copy of the respective managed 
resource for each .mresource declaration in the output PE file. The resulting PE 
file will perform as expected, but it will be bloated. 

Duplicate member declarations (field, .method, .event, .property) must be 
avoided because their presence leads to compilation failure. Duplicate member 
declarations can happen in two cases only: if you declare a type in one module 
and amend it in another, or if you declare global fields or methods. I can't say 
how likely the first scenario is-somehow, the feasibility of declaring part of a 
type in one module and another part in another module, with the parts over­
lapping, escapes me. But the second scenario is very likely indeed: you usually 
don't pay much attention to naming global fields and methods because they are 
an "internal affair" of the module. But when you link several modules together 
to form one, all global fields and methods from each module wind up as glo­
bals in the resulting module. 

Multiple declarations of the module entry point (.entrypoint) must be 
avoided as well, for they also cause compilation failure. 

If several of your original modules use mapped fields, you should watch 
for duplicate data declarations. ILDASM automatically generates the data 
labels-D_ <data_RVA> for usual data and T_ <data_RVA> for TLS data-when it 
disassembles each original module, so the data labels are almost guaranteed to 
overlap. Duplicate data labels cause compilation failure. 

The Lame Linker I mentioned earlier eliminates multiple Assembly decla -
rations, but nothing else. 

The list of hazards to watch for in the process of linking through round­
tripping looks endless, but in fact all these limitations are reasonable, and their 
analogs can be found in the traditional linking of object files. Actually, tradi­
tional linking is even less tolerant of duplicate definitions. And avoiding (or get­
ting rid oD the dangerous duplications is not rocket science. 

Module linking is necessary whenever you want to create a single-module 
assembly from a multimodule assembly. And it does not matter how you came 
into possession of the multimodule assembly in the first place. Perhaps you 
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developed different modules using different languages. Or perhaps you split 
your application into subsystems to be developed independently. Or perhaps 
you split your application for independent development, and the developers of 
each subsystem chose their own development language. 

Compiling in Debug Mode 
When a managed compiler compiles source code in debug mode, you can 
expect at least two occurrences. First, the resulting module has the custom 
attribute [mscorlib]System.Diagnostics.DebuggableAttribute attached to the 
Module record or, if it is a prime module, to the Assembly record. Second, the 
compiler produces a PDB file containing data about the source files and the 
compiler, the local variable names, and the tables binding source lines and col­
umns to the code offsets. Of course, the compiler can perform other tasks as 
well in debug mode-for example, emitting different IL code. 

When a module is round-tripped, or when a high-level compiler produces 
the ILAsm source code as an intermediate step, it is usually desirable to pre­
serve the debug information binding the original source code to the final IL 
code. ILAsm provides two directives facilitating this: 

• The .language <Language_GUID>{,<Vendor_GUID>{,<Document_ 
GUID>]] directive defines the source language and, optionally, the 
compiler ve:u. . .'.~. ~"d the source document type. 

• The .line <line_num>{<column_num> !<file_name>]] directive 
identifies the line and column in the original source file that are 
"responsible" for the IL code that follows the .line directive. 

For example, the following Visual C# .NET code 

using System; 

public class arr 
{ 

} 

private static int[,] MakeArray() { 

} 

return (int[,J)Array.Createinstance(typeof(int), 
new int[J{2,3}, new int[J{-1, 0}); 

private static void Main() { 
int[,] _aTgt = Make~rray(); 
foreach (int i in _aTgt) { 

Console.Write(i +" "); 
} 

} 
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compiled in debug mode, is disassembled, using the option ILINENUM, into the 
following ILAsm code: 

.class public auto ansi beforefieldinit arr 
extends [mscorlib]System.Object 

.method private hidebysig static int32[0 ... ,0 ... J 
MakeArray() cil managed 

II Code size 
.maxstack 5 

53 (0x35) 

.locals init ([0] int32[0 .. .,0 ... J CS$00000003$00000000, 
[1] int32[J CS$00000002$00000001, 
[2] int32[] CS$00000002$00000002) 

.language '{3F5162F8-07C6-11D3-9053-00C04FA302Al}'. 

.line 6:3 
IL_0000: 
IL_0005: 

'{994B45C4-E6E9-11D2-903F-00C04FA302Al}', 
'{5A869D0B-6611-11D3-BD2A-0000F80849BD}' 
'C:\\MyDirectory\\arr.cs' 
ldtoken [mscorlib]System.Int32 
call class [mscorlib]System.Type 
[mscorlib]System.Type::GetTypeFromHandle( 

IL_000a: 
valuetype [mscorlib]System.RuntimeTypeHandle) 

ldc.14.2 
IL_000b: 
IL_0010: 
I L_0011: 
IL_0012: 
IL_0013: 
IL_0014: 
IL_0015: 
IL_0016: 
IL_0017: 
IL_0018: 
IL_0019: 
IL_001a: 
IL_00lb: 
IL_0020: 
IL_0021: 
IL_0022: 
IL_0023: 
IL_0024: 
IL_0025: 
IL_0026: 

IL_002b: 

newarr [mscorlib]System.Int32 
stloc.1 
ldloc.1 
ldc.i4.0 
ldc.i4.2 
stelem.i4 
ldloc.1 
ldc.i4.1 
ldc.i4.3 
stelem.14 
ldloc.1 
l de. i 4. 2 
newarr [mscorlib]System.Int32 
stloc.2 
ldloc.2 
ldc.i4.0 
ldc.i4.ml 
stelem.i4 
ldloc.2 
call class [mscorlib]System.Array 
[mscorlib]System.Array: :Createlnstance( 

class [mscorlib]System.Type, 
int32[J, 
int32[J) 

castclass int32[0 ... ,0 ... J 
(continued) 
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IL_0030: stloc.0 
IL_0031: br.s IL_0033 

.line 7:2 
IL_0033: ldloc.0 
IL_0034: ret 

} II End of method arr: :MakeArray 

.method private hidebysig static void Main() cil managed 
{ 

.entrypoint 
II Code size 
.maxstack 3 

103 ( 0x67) 

.locals init ([0] int32[0 ... ,0 ... J _aTgt, 
[1] int32 i, 
[2] int32[0 ... ,0 ... ] CS$00000007$00000000, 
[3] int32 CS$00000264$00000001, 
[4] int32 CS$00000265$00000002, 
[5] int32 CS$00000008$00000003, 
[6] int32 CS$00000009$00000004) 

.line 10:3 
IL_0000: call 
IL_0005: stloc.0 
.line 11:21 

int32[0 ... ,0 ... ] arr::MakeArray() 

IL_0006: ldloc.0 
IL_0007: stloc.2 
IL_0008: ldloc.2 
IL_0009: ldc.i4.0 
IL_000a: callvirt instance int32 

IL_000f: 
IL_0010: 
I L_0011: 
IL_0012: 

IL_0017: 
IL_0019: 
IL_001a: 
IL_00lb: 

IL_0020: 
IL_0022: 

IL_0024: 
IL_0025: 
IL_0026: 

IL_002b: 
IL_002d: 

[mscorlib]System.Array::GetUpperBoundCint32) 
stloc.3 
ldloc.2 
ldc.i4.1 
call vi rt instance int32 
[mscorlib]System.Array: :GetUpperBound(int32) 
stloc.s CS$00000265$00000002 
ldloc.2 
1de.i4. 0 
callvirt instance int32 
[mscorlib]System.Array::GetLowerBound(int32) 
stloc.s CS$00000008$00000003 
br.s IL_0061 

ldloc.2 
ldc.i4.1 
callvirt instance int32 
[mscorlib]System.Array: :GetlowerBound(int32) 
stloc.s CS$00000009$00000004 
br.s IL_0055 
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IL_002f: ldloc.2 
IL_0030: ldloc.s 
IL_0032: ldloc.s 
IL_0034: call 
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CS$00000008$00000003 
CS$00000009$00000004 

instance int32 int32[0 ...• 0 ... J::Get(int32. int32) 
IL_0039: stloc.1 
.line 12:8 
IL_003a: ldloc.1 
IL_003b: box [mscorlib]System.Int32 
I L_0040: l dstr 
IL_0045: call string 

[mscorlib]System.String::Concat(object, object) 
IL_004a: call void [mscorlib]System.Console::Write(string) 
. line 11: 3 
IL_004f: ldloc.s 
IL_0051: ldc.i4.1 
IL_0052: add 
IL_0053: stloc.s 
IL_0055: ldloc.s 
IL_0057: ldloc.s 
IL_0059: ble.s 

IL_005b: ldloc.s 
IL_005d: ldc. i4.1 
IL_005e: add 
IL_005f: stloc.s 
IL_0061: ldloc.s 
IL_0063: ldloc.3 
IL_0064: ble.s 

.line 14:2 
I L_0066: ret 

CS$00000009$00000004 

CS$00000009$00000004 
CS$00000009$00000004 
CS$00000265$00000002 
IL_002f 

CS$00000008$00000003 

CS$00000008$00000003 
CS$00000008$00000003 

IL_0024 

} II End of method arr::Main 

.method public hidebysig specialname rtspecialname 
instance void .ctor() cil managed 

{ 

II Code size 7 (0x7) 
.maxstack 1 
I L_0000: l darg. 0 
I L_0001: call 

instance void [mscorlib]System.Object::.ctor() 
I L_0006: ret 

} II End of method arr::.ctor 

} II End of class arr 
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The .language directive sets the GUIDs for all following code until it is 
superseded by another .language directive. 

You'll encounter a slight problem with the .line directive in the first release 
of the ILAsm compiler and disassembler: the directive specifies the starting line 
and column of the original source statement that has been compiled into ILAsm 
code following the .line directive. This doesn't bode well for the Microsoft 
Visual Studio .NET debugger, which wants to see the line/column interval 
(starting line and column and ending line and column) for each original source 
statement. This problem will be corrected in future releases of the ILAsm com­
piler and disassembler. 

In short, if you want the resulting code bound to the original source code, 
you need to do the following: 

• If your compiler generates ILAsm source code, it must insert .lan­
guage and .line directives at appropriate points. 

• If you are round-tripping a module compiled from a high-level lan­
guage, use the disassembler option /LINENUM (or !LIN). 

• In any case, don't forget to use the option /DEBUG (or /DEB) of the 
ILAsm compiler. 
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V· Table Fixup Declaration 
<vtfixupDecl> ::= .vtfixup [<int32>] <vtfixupAttr> at <id> 

<vtfixupAttr> ::= /* EMPTY*/ 
<vtfixupAttr> int32 
<vtfixupAttr> int64 
<vtfixupAttr> fromunmanaged 
<vtfixupAttr> callmostderived 

Namespace and Type Declarations 
<nameSpaceHead> ::= .namespace <compName> 

<classHead> ::= .class <classAttrs> <id> <extendsClause> 
<imp/Clause> 

<classAttrs> ::= /* EMPTY */ I <classAttrs> <classAttr> 

<classAttr> : := <classAttr> public 
I <classAttr> private 
I <classAttr> nested public 
I <classAttr> nested private 
I <classAttr> nested family 
I <classAttr> nested assembly 
I <classAttr> nested famandassem 
I <classAttr> nested famorassem 
I <classAttr> value 
I <classAttr> en um 
I <classAttr> interface 
I <classAttr> sealed 
I <classAttr> abstract 
I <classAttr> auto 
I <classAttr> sequential 
I <classAttr> explicit 
I <classAttr> ansi 
I <classAttr> uni code 
I <classAttr> autochar 
I <classAttr> import 
I <classAttr> serializable 
I <classAttr> beforefieldinit 
I <classAttr> special name 
I <classAttr> rtspecialname 

<extendsClause> ::= /* EMPTY*/ I extends <classRef> 

<imp/Clause> ::=I* EMPTY*/ I implements <classRefs> 

<classRefs> : := <classRefs>. <classRef> I <classRef> 
(continued) 
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<classRef> ::= [ <compName> J <slashedName> 
I [.module <compName> J <slashedName> 
I <s 7 ashedName> 

<slashedName> ::= <compName> 
I <slashedName>l<compName> 

<classDecls> ::= f* EMPTY *f I <classDecls> <classDecl> 

<classDecl> : := <methodHead> <methodDecls> } 
I <classHead> { <classDecls> } 
I <eventHead> { <eventDecls> } 
I <propHead> { <propDecls> } 
I <fieldDecl> 
I <dataDecl> 
I <secDecl> 
I <extSourceSpec> 
I <customAttrDecl> 
I .size <fnt32> 
I • pack <i nt32> 
I .override <typeSpec>: :<methodName> 

with <ca77Conv> <type> <typeSpec>::<methodName>( 
<sigArgs>) 

<7anguageDec7> 

Signature Type Specifications 
<type>::= class <classRef> 

object 
string 
value class <classRef> 
valuetype <classRef> 
<type> [ J 
<type> [ <bounds> J 
<type> & 
<type> * 
<type> pinned 
<type> modreq(<classRef>) 
<type> modopt(<classRef>) 
method <ca77Conv> <type>*(<sigArgs>) 
typed ref 
char 
void 
bool 
int8 
intl6 
int32 
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int64 
fl oat32 
fl oat64 
unsigned int8 
unsigned int16 
unsigned int32 
unsigned int64 
native int 
native unsigned int 

<bounds> : := <bound> 
I <bounds>.<bound> 

<bound> : := I* EMPTY *I 
I 
I <int32> 
I <int32> <int32> 
I <int32> 

<ca77Conv> ::=instance <callConv> 
I explicit <ca77Conv> 
I <ca77Kind> 

<cal/Kind> : := /* EMPTY */ 
I default 
I vararg 

unmanaged cdecl 
unmanaged stdcall 
unmanaged thiscall 
unmanaged fastcall 

Native Type Declarations 
<nativeType> ::= /* EMPTY*/ 

I custom( <compOstring>, <compQstring> 
I fixed sysstring[<int32>J 
I fixed array[<int32>J 
I variant 
I currency 
I syschar 
I void 
I bool 
I inta 
I i nt16 
I int32 
I int64 
I fl oat32 
I fl oat64 

(continued) 
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<variantType> 

error 
unsigned int8 
unsigned int16 
unsigned int32 
unsigned int64 
<native Type>* 
<nativeType>[ J 
<native Type>[ <in t32> J 
<nativeType>[<int32> + <int32>] 
<nativeType>[ + <int32>] 
decimal 
date 
bstr 
lpstr 
lpwstr 
lptstr 
object ref 
i unknown 
idispatch 
struct 
interface 
safearray <variantType> 
safearray <variantType>,<compQstring> 
int 
unsigned int 
nested struct 
byvalstr 
ansi bstr 
tbs tr 
variant bool 
method 
as any 
l pstruct 

f* EMPTY */ 
null 
variant 
currency 
void 
bool 
int8 
intl6 
int32 
int64 
fl oat32 
fl oat64 
unsigned int8 
unsigned int16 
unsigned int32 
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Field Declarations 

unsigned int64 

* 
<variantType> 
<variantType> vector 
<variantType> & 
decimal 
date 
bstr 
l pstr 
l pwstr 
i unknown 
idispatch 
safearray 
int 
unsigned int 
error 
hresult 
car ray 
userdefined 
record 
filetime 
blob 
stream 
storage 
streamed_object 
stored_object 
blob_object 
cf 
clsid 

<fieldDecl> ::= .field <repeatOpt> <fieldAttr> <type> <id> 
<atOpt> <initOpt> 

<repeatOpt> : := /* EMPTY */ 
I C<int32>J 

<fieldAttr> ::= /* EMPTY*/ 
<fieldAttr> public 
<fieldAttr> private 
<fieldAttr> family 
<fieldAttr> assembly 
<fieldAttr> famandassem 
<fieldAttr> famorassem 
<fieldAttr> privatescope 
<fieldAttr> static 
<fieldAttr> initonly 

(continued) 
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<atOpt> 

<fieldAttr> rtspecialname 
<fieldAttr> specialname 
<fieldAttr> marshal( <nativeType> 
<fieldAttr> literal 
<fieldAttr> notserialized 

/* EMPTY */ 
at <id> 

<initOpt> I* EMPTY */ 
I = <fieldlnit> 

<fieldlnit> ::= float32C<float64>) 
I float64C<float64>) 
I float32C<int64>) 
I float64C<int64>) 
I int64C <int64>) 
I int32(<int64>) 
I int16C<int64>) 
I char(<int64>) 
I int8(<int64>) 
I bool(<truefalse>) 
I <compOstring> 
I bytearray( <bytes> 
I null ref 

Data Declarations 
<dataDecl> <dataHead> <dataBody> 

<dataHead> .data <tis> <id> = 
.data <tis> 

<tis> I* EMPTY *I 
I tls 

<dataBody> : := { <dataltemlist> } 
I <dataltem> 

<dataltemlist> ::= <dataltem>.<dataltemList> 
I <dataltem> 

<dataltem> : :=char*(<compOstring>) 
I &C <id>) 
I bytearray = C <bytes> 
I float32C<float64>) <repeatOpt> 
I float64C<float64>) <repeatOpt> 
I int64C<int64>) <repeatOpt> 
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1nt32(<int32>) <repeatOpt> 
1nt16(<int32>) <repeatOpt> 
1nt8C<int32>) <repeatOpt> 
float32 <repeatOpt> 
float64 <repeatOpt> 
int64 <repeatOpt> 
int32 <repeatOpt> 
1nt16 <repeatOpt> 
int8 <repeatOpt> 

Method Header Declarations 
<methodHead> : := .method <methAttr> <ca77Conv> <paramAttr> <type> 

<methodName><<sigArgs>) <imp7Attr> { 
.method <methAttr> <ca77Conv> <paramAttr> <type> 

marshalC<nativeType>) 
<methodName>C<sigArgs>) <imp7Attr> { 

<methAttr> ::= /* EMPTY*/ 
<methAttr> static 
<methAttr> public 
<methAttr> private 
<methAttr> family 
<methAttr> assembly 
<methAttr> famandassem 
<methAttr> famorassem 
<methAttr> privatescope 
<methAttr> final 
<methAttr> virtual 
<methAttr> abstract 
<methAttr> hidebysig 
<methAttr> newslot 
<methAttr> reqsecobj 
<methAttr> specialname 
<methAttr> rtspecialname 
<methAttr> unmanagedexp 

<methAttr> pinvokeimplC<compOstring> 
as <compOstring> <pinvAttr>) 

<methAttr> pinvokeimplC<compOstring> <pinvAttr>) 
<methAttr> pinvokeimplC<pinvAttr>) 

<pinvAttr> : := /* EMPTY */ 
I <pinvAttr> nomangle 
I <pinvAttr> ans1 
I <pinvAttr> unicode 
I <pinvAttr> autochar 

(continued) 
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<pinvAttr> lasterr 
<pinvAttr> winapi 
<pinvAttr> cdecl 
<pinvAttr> stdcall 
<pinvAttr> thiscall 
<pinvAttr> fastcall 

<methodName> ::= .ctor 
I . cctor 
I <compName> 

<paramAttr> ::= f* EMPTY *f 
I <paramAttr> [in] 
I <paramAttr> [out] 
I <paramAttr> [opt] 

<imp7Attr> : := /* EMPTY */ 
I <imp7Attr> native 
I <imp7Attr> cil 
I <imp7Attr> optil 
I <imp7Attr> managed 
I <imp7Attr> unmanaged 
I <imp7Attr> forwardref 
I <imp7Attr> preservesig 
I <imp7Attr> runtime 
I <imp7Attr> internalcall 
I <imp7Attr> synchronized 
I <imp7Attr> noinlining 

<sigArgs> : := /* EMPTY */ 
I <sigArglist> 

<sigArglfst> : := <sigArg> 

<s i gArg> 

I <sigArgList>.<sigArg> 

<paramAttr> <type> 
<paramAttr> <type> <id> 
<paramAttr> <type> marshal( <nativeType> 
<paramAttr> <type> marshal( <nativeType> <id> 

Method Body Declarations 
<methodDecls> : := /* EMPTY */ 

I <methodDecls> <methodDecl> 

<methodDec7> : := .emitbyte <int32> 
I .maxstack <int32> 



IL Assembler Grammar Reference 403 

I .locals( <sigArgs> l 
I .locals init ( <sigArgs> 
I • entrypoi nt 
I. .zeroinit 
I .export [ <int32> J 
I .export [ <int32> J as <id> 

.vtentry <int32>:<int32> 

.override <typeSpec>: :<methodName> 
<scopeBlock> 
.param [ <int32> J <initOpt> 
<id>: 
<sehBlock> 
<instr> 
<secDecl> 
<extSourceSpec> 
<languageDecl> 
<customAttrDecl> 
<dataDecl> 

<typeSpec> : := <classRef> 
<compName> 

[.module <compName> 
<type> 

<scopeBlock> ::= { <methodDecls>} 

<sehBlock> <tryBlock> <sehClauses> 

<tryBlock> .try <scopeBlock> 
.try <id> to <id> 
.try <int32> to <int32> 

<sehClauses> ::= <sehClause> <sehClauses> 
I <sehClause> 

<sehClause> ::=catch <classRef> <handlerBlock> 
I finally <handlerBlock> 
I fault <handlerBlock> 
I <filterClause> <handlerBlock> 

<filterClause> : := filter <scopeBlock> 
I filter <id> 
I filter <int32> 

<handlerBlock> : := <scopeBlock> 
I handler <id> to <id> 
I handler <int32> to <int32> 

<instr> INSTR_NONE II nop 
(continued) 
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INSTR_VAR <int32> II ldarg,ldarga,starg,ldloc, 
II ldloca,stloc 

INSTR_VAR <id> 
INSTR_I <int32> 
I NS TR_ I 8 <in t64> 
INSTR_R <float64> 
INSTR_R <int64> 
INSTR_R ( <bytes> 

II ldc.i4 
II ldc.i8 
II ldc.r8 

INSTR_BRTARGET <int32> II br,brtrue,brfalse,beq,bne, ... 
INSTR_BRTARGET <id> 
INSTR_METHOD <methodRef> 

II call ,callvirt,jmp,newobj,ldftn,ldvirtftn 
INSTR_FIELD <type> <typeSpec>::<id> 

II ldfld,ldsfld,ldflda,ldsflda,stfld,stsfld 
INSTR_FIELD <type> <id> 
INSTR_TYPE <typeSpec> II ldobj,stobj,box,unbox,newarr, ... 
INSTR_STRING <compQstring> II ldstr 
INSTR_STRING bytearray = ( <bytes> ) 
INSTR_SIG <callConv> <type> ( <sigArgs> 
INSTR_TOK <ownerType> 
INSTR_SWITCH ( <labels> ) 

II calli 
11 1 dtoken 
I I switch 

<methodRef> : := 
<callConv> <type> <typeSpec>::<methodName>( <sigArgs>) 

I <callConv> <type> <methodName>( <sigArgs> ) 

<labels>::= I* EMPTY *I 
I <id>.<labels> 
I <int32>.<labels> 
I <id> 
I ont32> 

<ownerType> : := <typeSpec> 
I <memberRef> 

<memberRef> ::=method <methodRef> 
I field <type> <typeSpec>::<id> 
I field <type> <id> 

Event Declarations 
<eventHead> .event <eventAttr> <typeSpec> <id> 

I .event <eventAttr> <id> 

<eventAttr> ::=I* EMPTY *I 
I <eventAttr> rtspecialname 
I <eventAttr> specialname 
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<eventDecls> ::= /* EMPTY */ 
I <eventDecls> <eventDec7> 

<eventDec7> : := .addon <methodRef> 
I .removeon <methodRef> 
I • fire <method Ref> 
I • other <methodRef> 
I <customAttrDec7> 
I <extSourceSpec> 
I <7anguageDec7> 

Property Declarations 
<propHead> ::= .property <propAttr> <type> 

<id>( <sigArgs>) <initOpt> 

<propAttr> : := /* EMPTY */ 
I <propAttr> rtspecialname 
I <propAttr> specialname 

<propDecls> ::= /* EMPTY*/ 
I <prop Dec 7 s> <propDec 7 > 

<propDec7> : := .set <methodRef> 
I .get <methodRef> 
I .other <methodRef> 
I <customAttrDec7> 
I <extSourceSpec> 
I <7anguageDec7> 

Custom Attribute Declarations 
<customAttrDecl> ::=.custom <customType> 

.custom <customType> = <compOstring> 

.custom <customType> = ( <bytes> ) 

.custom <customType> = <compOstring> 

.custom (<ownerType>) <customType> 

.custom (<ownerType>) <customType> = 
<compOstring> 

.custom (<ownerType>) <customType> = ( <bytes> 

<customType> <ca77Conv> <type> <typeSpec>::.ctor( <sigArgs>) 
I <ca77Conv> <type> .ctor( <sigArgs> ) 
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Security Declarations 
<secDecl> ::= .permission <secActjon> <typeSpec> ( <nameValPajrs> 

I .permission <secAcUon> <typeSpec> 
I .permissionset <secAcUon> = ( <bytes> 

<nameValPajrs> ::= <nameValPajr> 
I <nameVa7Pafr>.<nameVa7Pafrs> 

<nameValPajr> : := <compOstdng> = <caValue> 

<ca Value> <truefalse> 
(jnt32> 
int32( (jnt32> 
<compQstrjng> 
<classRef> ( int8: (jnt32> ) 
<classRef> ( int16: (jnt32> ) 
<classRef> ( int32: <jnt32> ) 
<classRef> ( (jnt32> ) 

<secActjon> ::=request 
demand 
assert 
deny 
permitonly 
1 i nkcheck 
inheritcheck 
reqmin 
reqopt 
reqrefuse 
prejitgrant 
prejitdeny 
noncasdemand 
noncaslinkdemand 
noncasinheritance 

Manifest Declarations 
<moduleHead> ::= .module 

I .module <compName> 
I .module extern <compName> 

<fileDecl> ::= .file <fileAttr> <compName> <fileEntry> 
.hash = ( <bytes> ) (fjleEntry> 

I .file <fjleAttr> <compName> <fjleEntry> 
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<fileAttr> ::= /* EMPTY *f 
I <fileAttr> nometadata 

<fileEntry> ::= /* EMPTY*/ 
I . entrypoi nt 

<assemblyHead> ::= .assembly <asmAttr> <compName> 

<asmAttr> ::=/*EMPTY*/ 
I <asmAttr> noappdomain 
I <asmAttr> noprocess 
I <asmAttr> nomachine 

<assemblyDecls> ::= /* EMPTY*/ 
I <assemblyDecls> <assemblyDecl> 

<assemblyDecl> ::= .hash algorithm <int32> 
f <secDecl> 
I <asmOrRefDecl> 

<asmOrRefDecl> : := .publickey = ( <bytes> ) 
f .ver <int32>:<int32>:<int32>:<int32> 
I .locale <compQstring> 
I • locale = ( <bytes> ) 
I <customAttrDecl> 

<assemblyRefHead> ::= .assembly extern <compName> 
I .assembly extern <compName> as <compName> 

<assemblyRefDecls> ::= /* EMPTY *f 
f <assemblyRefDecls> <assemblyRefDecl> 

<assemblyRefDecl> : := .hash = ( <bytes> 
I <asmOrRefDec 7 > 
I .publickeytoken = C <bytes> 

<expTypeHead> ::= .class extern <exptAttr> <compName> 

<exptAttr> ::= /* EMPTY */ 
<exptAttr> private 
<exptAttr> public 
<exptAttr> nested public 
<exptAttr> nested private 
<exptAttr> nested family 
<exptAttr> nested assembly 
<exptAttr> nested famandassem 
<exptAttr> nested famorassem 

(continued) 
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<expTypeDecls> ::=I* EMPTY*/ 
I <exp TypeDec 7 s> <exp TypeDec 7 > 

<exp Type Dec 7 > : : = • file <comp Name> 
I • cl ass extern <compName> 
I .class <int32> 
I <customAttrDecl> 

<manifestResHead> ::= .mresource <manresAttr> <compName> 

<manresAttr> ::= /* EMPTY*/ 
I <manresAttr> public 
I <manresAttr> private 

<manifestResDecls> ::=/*EMPTY*/ 
I <manifestResDecls> <manifestResDecl> 

<manifestResDecl> ::= .file <compName> at <int32> 
I .assembly extern <compName> 
I <customAttrDecl> 
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Entry Types 

BYTE 

SHORT 

USHORT 

UL ONG 

RID: <table> 

STRING 

GUID 

BLOB 

<coded_token_type> 

Unsigned 1-byte integer 

Signed 2-byte integer 

Unsigned 2-byte integer 

Unsigned 4-byte integer 

Record index to <table> 

Offset in the #Strings stream 

Offset in the #GUJD stream 

Offset in the #Blob stream 

Coded token (see the Coded Token Types table at the end of 
the Appendix) 

Module; RID type: 00; Token type: OxOOOOOOOO; Metadata {MD) streams: #-, #-

Entry Name Entry Type Comments 

Generation USHORT For edit-and-continue 

Name STRING No longer than 512 bytes 

Mvid GUID Generated automatically 

Encld GUID For edit-and-continue 

EncBaseld GUID For edit-and-continue 

TypeRef; RID type: 01; Token type: Ox01000000; MD streams: #-, #-

Entry Name 

ResolutionScope 

Name 

Namespace 

Entry Type 

ResolutionScope 

STRING 

STRING 

Comments 

409 
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TypeDef; RID type: 02; Token type: Ox02000000; MD streams: #-, #-

Entry Name Entry Type Comments 

Flags UL ONG Validity mask: Ox001173DBF 

Name STRING 

Namespace STRING 

Extends TypeDefOrRef Base type 

FieldList RID: Field 

MethodList RID: Method 

FieldPtr; RID type: 03; Token type: none; MD stream: #-

Entry Name Entry Type Comments 

Field RID: Field 

Field; RID type: 04; Token type: Ox04000000; MD streams:#-,#-

Entry Name 

Flags 

Name 

Signature 

Entry Type 

USHORT 

STRING 

BLOB 

Comments 

Validity mask: OxB7F7 

No longer than 1023 bytes 

Cannot be 0 

MethodPtr; RID type: 05; Token type: none; MD stream:#-

Entry Name Entry Type Comments 

Method RID: Method 

Method; RID type: 06; Token type: Ox06000000; MD streams: #-, #-

Entry Name Entry Type Comments 

RVA 

ImplFlags 

Hags 

Name 

ULONG 

USHORT 

USHORT 

STRING 

Must be 0 or point at read-only section 

Validity mask: OxlOBF 

Validity mask: OxFDF7 

No longer than 1023 bytes 

(continued) 
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Method; RID type: 06; Token type: Ox06000000; MD streams: #-, #- (continued) 

Entry Name 

Signature 

ParamList 

Entry Type 

BLOB 

RID: Param 

Comments 

Cannot be 0 

ParamPtr; RID type: 07; Token type: none; MD stream:#-

Entry Name Entry Type Comments 

Pa ram RID: Param 

Param; RID type: 08; Token type: Ox08000000; MD streams: #-, #-

Entry Name 

Flags 

Sequence 

Name 

Entry Type 

USHORT 

USHORT 

STRING 

Comments 

Validity mask: Ox3013 

0 means return value 

lnterfacelmpl; RID type: 09; Token type: Ox09000000; MD streams: #-, #-

Entry Name 

Class 

Interface 

Entry Type 

RID: TypeDef 

TypeDefOrRef 

Comments 

Class implementing the interface 

Implemented interface 

MemberRef; RID type: 1 O; Token type: OxOAOOOOOO; MD streams: #-, #-

Entry Name 

Class 

Name 

Signature 

Entry Type 

A1.emberRejParent 

STRING 

BLOB 

Comments 

Cannot be TypeDef 

No longer than 1023 bytes 

Cannot be 0 
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Constant; RID type: 11; Token type: none; MD streams: #-, #-

Entry Name 

Type 

Parent 

Value 

Entry Type 

BYTE 

HasConstant 

BLOB 

Comments 

CustomAttribute; RID type: 12; Token type: OxOCOOOOOO; MD streams:#-,#-

Entry Name 

Parent 

Type 

Value 

Entry Type 

HasCustomAttribute 

CustomAttributeType 

BLOB 

Colll1llents 

FieldMarshal; RID type: 13; Token type: none; MD streams: #-, #-

Entry Name 

Parent 

Native Type 

Entry Type 

HasFieldMarshal 

BLOB 

Colll1llents 

Cannot be 0 

DeclSecurity; RID type: 14; Token type: OxOEOOOOOO; MD streams: #-, #-

Entry Name 

Action 

Parent 

PermissionSet 

Entry Type 

SHORT 

HasDec!Security 

BLOB 

Comments 

Classlayout; RID type: 15; Token Type: none; MD streams: #-, #-

Entry Name 

PackingSize 

ClassSize 

Parent 

Entry Type 

US HORT 

UL ONG 

RID: TypeDef 

Colll1llents 

Power of 2, from 1 through 128 
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Fieldlayout; RID type: 16; Token type: none; MD streams:#-,#-

Entry Name 

O.ffSet 

Field 

Entry Type 

ULONG 

RID: Field 

Comments 

Offset in bytes or ordinal 

StandAloneSig; RID type: 17; Token type: Ox11000000; MD streams: #-, #-

Entry Name Entry Type Comments 

Signature BLOB Cannot be 0 

EventMap; RID type: 18; Token type: none; MD streams:#-,#-

Entry Name 

Parent 

EventList 

Entry Type 

RID: TypeDef 

RID: Event 

Comments 

EventPtr; RID type: 19; Token type: none; MD stream: #-

Entry Name Entry Type Comments 

Event RID: Event 

Event; RID type: 20; Token type: Ox14000000; MD streams:#-,#-

Entry Name 

EventFlags 

Name 

EventType 

Entry Type 

USHORT 

STRING 

TypeDejOrRef 

Comments 

OxOOOO, Ox0200, or0x0600 

PropertyMap; RID type: 21; Token type: none; MD streams: #-, #-

Entry Name 

Parent 

Property List 

Entry Type 

RID: TypeDef 

RID: Property 

Comments 
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PropertyPtr; RID type: 22; Token type: none; MD stream: #-

Entry Name Entry Type Comments 

Property RID: Property 

Property; RID type: 23; Token type: Ox17000000; MD streams:#-,#-

Entry Name 

PropFlags 

Name 

Type 

Entry Type 

USHORT 

STRING 

BLOB 

Comments 

Validity mask: Ox1600 

Property signature 

MethodSemantics; RID type: 24; Token type: none; MD streams: #-, #-

Entry Name 

Semantic 

Method 

Association 

Entry Type 

USHORT 

RID: Method 

HasSemantic 

Comments 

Methodlmpl; RID type: 25; Token type: none; MD streams: #-, #-

Entry Name 

Class 

MethodBody 

MethodDeclaration 

Entry Type 

RID: TypeDef 

MethodDefOrRef 

MethodDefOrRef 

Comments 

Overriding method 

Overridden method 

ModuleRef; RID type: 26; Token type: Ox1AOOOOOO; MD streams:#-, #-

Entry Name Entry Type Comments 

Name STRING No longer than 512 bytes 
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TypeSpec; RID type: 27; Token type: Ox18000000; MD streams: #-, #-

Entry Name Entry Type Comments 

Signature BLOB Cannot be 0 

Table: ENCLog; RID type: 28; Token type: none; MD stream: #-

Entry Name 

Token 

FuncCode 

Entry Type 

UL ONG 

UL ONG 

Comments 

Table: lmplMap; RID type: 29; Token type: none; MD streams: #-, #-

Entry Name Entry Type Comments 

MappingFlags USHORT Validity mask: Ox0747 

MemberForwarded MemberForwarded Method only 

ImportName STRING Entry point name 

ImportScope RID: ModuleRef ModuleRefto unmanaged DLL 

ENCMap; RID type: 30; Token type: none; MD stream:#-

Entry Name Entry Type Comments 

Token UL ONG 

FieldRVA; RID type: 31; Token type: none; MD streams: #-, #-

Entry Name 

RVA 

Field 

Entry Type 

UL ONG 

RID: Field 

Comments 
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Assembly; RID type: 32; Token type: Ox20000000; MD streams: #-, #-

Entry Name Entry Type Comments 

HashAlg!d UL ONG 

Major Version USHORT 

Minor Version USHORT 

BuildNumber USHORT 

RevisionNumber USHORT 

Flags UL ONG Validity mask: OxOOOOC031 

PublicKey BLOB 

Name STRING No path, no extension 

Locale STRING 

AssemblyProcessor; RID type: 33; Token type: none; Unused 

Entry Name Entry Type Comments 

Processor UL ONG 

Table: AssemblyOS; RID type: 34; Token type: none; Unused 

Entry Name 

OSPlaiformld 

OSMajorVersion 

OSMinorVersion 

Entry Type 

UL ONG 

UL ONG 

UL ONG 

Comments 

AssemblyRef; RID type: 35; Token type: Ox23000000; MD streams: #-, #-

Entry Name Entry Type Comments 

Major Version USHORT 

Minor Version USHORT 

BuildNumber US HORT 

RevisionNumber USHORT 

Flags UL ONG OxOOOOOOOO or OxOOOOOOOl 

PublicKeyOrToken BLOB 

Name STRING No path, no extension 
(continued) 
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AssemblyRef; RID type: 35; Token type: Ox23000000; MD streams: #-, #- (continued) 

Entry Name 

Locale 

Hash Value 

Entry Type 

STRING 

BLOB 

Comments 

AssemblyRefProcessor; RID type: 36; Token type: none; Unused 

Entry Name Entry Type Comments 

Processor UL ONG 

Assembly Ref RID: AssemblyRef 

AssemblyRefOS; RID type: 37; Token type: none; Unused 

Entry Name Entry Type Comments 

OSPlatformid UL ONG 

OSMajor Version UL ONG 

OSMinorVersion UL ONG 

Assembly Ref RID: AssemblyRef 

File; RID type: 38; Token type: Ox26000000; MD streams: #-, #-

Entry Name 

Flags 

Name 

Hash Value 

Entry Type 

UL ONG 

STRING 

BLOB 

Comments 

OxOOOOOOOO or OxOOOOOOO 1 

No path 

ExportedType; RID type: 39; Token type: Ox27000000; MD streams: #-, #-

Entry Name 

Flags 

TypeDeftd 

TypeName 

TypeNamespace 

Implementation 

Entry Type 

UL ONG 

UL ONG 

STRING 

STRING 

Implementation 

Comments 

Validity mask: Ox00000007 

TypeDef token in another module 

File, ExportedType 



418 Appendix B 

ManifestResource; RID type: 40; Token type: Ox28000000; MD streams: #-, #-

Entry Name Entry Type Comments 

Offset UL ONG 

Flags UL ONG OxOOOOOl or Ox000002 

Name STRING 

Implementation Implementation 0, File, AssemblyRef 

NestedClass; RID type: 41; Token type: none; MD streams:#-,#-

Entry Name 

NestedClass 

EnclosingClass 

Coded Token Types 

Type 

Entry Type 

RID: TypeDef 

RID: TypeDef 

TypeDefOrRef(64): 3 referenced tables, tag size 2 

Type Def 

TypeR(ff 

TypeSpec 

HasConstant (65): 3 referenced tables, tag size 2 

Field 

Pa ram 

Property 

Comments 

HasCustomAttribute (66): 19 referenced tables, tag size 5 

Method 

Field 

TypeRef 

Type Def 

Pa ram 

Interface!mpl 

MemberRef 

Module 

DeclSecurity 

Tag 

0 

1 

2 

0 

1 

2 

0 

1 

2 

3 

4 

5 

6 

7 

8 
(continued) 
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Type 

Property 

Event 

StandAloneSig 

ModuleRef 

Type Spec 

Assembly 

Assembly Ref 

File 

ExportedType 

ManifestResource 

HasFieldMarshal (67): 2 referenced tables, tag size 1 

Field 

Pa ram 

HasDeclSecurity (68): 3 referenced tables, tag size 2 

Type Def 

Method 

Assembly 

MemberRefParent (69): 5 referenced tables, tag size 3 

TypeDef 

Type Ref 

ModuleRej 

Method 

TypeSpec 

HasSemantics (70): 2 referenced tables, tag size 1 

Event 

Property 

MethodDe.fOrRef (71): 2 referenced tables, tag size 1 

Method 

MemberRef 

MemberForwarded (72): 2 referenced tables, tag size 1 

Field 

Method 

Metadata Tables Reference 419 

Tag 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

0 

1 

0 

1 

2 

0 

1 

2 

3 

4 

0 

1 

0 

1 

0 

1 

(continued) 
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Coded Token Types (continued) 

Type Tag 

Implementation (73): 3 referenced tables, tag size 2 

File 

Assembly Ref 

ExportedType 

CustomAttrlbuteType (74): 5 referenced tables, tag size 3 

TypeRef 

Type Def 

Method 

MemberRef 

String 

ResolutionScope (75): 4 referenced tables, tag size 2 

Module 

ModuleRef 

Assembly Ref 

Type Ref 

0 

1 

2 

0 

1 

2 

3 

4 

0 

1 

2 

3 
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IL Instruction Set Reference 

Instruction Parameter Types 

Type 

int8 

uint8 

int32 

uint32 

int64 

float32 

float64 

<Method> 

<Field> 

<Type> 

<Signature> 

<String> 

Evaluation Stack Types 

Type 

int32 

int64 

Float 

& 

0 

Description 

Signed 1-byte integer 

Unsigned 1-byte integer 

Signed 4-byte integer 

Unsigned 4-byte integer 

Signed 8-byte integer 

4-byte floating point number 

8-byte floating point number 

MethodDef or MemberRef token 

FieldDef or MemberRef token 

TypeDef, TypeRef, or TypeSpec token 

StandAloneSig token 

User-defined string token 

Description 

Signed 4-byte integer 

Signed 8-byte integer 

80-bit floating point number 

Managed or unmanaged pointer 

Object reference 

Unspecified type 

421 
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IL Instructions 

Opcode Name Parameter(s) Pop Push 

00 nap 

01 break 

02 ldarg.O 

03 ldarg.1 

04 ldarg.2 

05 ldarg.3 

06 ldloc.O 

07 ldloc.l 

08 ldloc.2 * 

09 ldloc.3 

OA stloc.O 

OB stloc.1 

oc stloc.2 

OD stloc.3 

OE ldarg.s uint8 

OF ldarga.s uint8 & 

10 starg.s uint8 

11 ldloc.s uint8 

12 ldloca.s uint8 & 

13 stloc.s uint8 

14 ldnull &=O 

15 ldc.i4.ml int32=-1 

ldc.i4.Ml 

16 ldc.i4.0 int32=0 

17 ldc.i4.l int32=1 

18 ldc.i4.2 int32=2 

19 ldc.i4.3 int32=3 

lA ldc.i4.4 int32=4 

(continued) 
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IL Instructions (continued) 

Opcode Name Parameter(s) Pop Push 

1B ldc.i4.5 int32=5 

lC ldc.i4.6 int32=6 

1D ldc.i4.7 int32=7 

1E ldc.i4.8 int32=8 

lF ldc.i4.s int8 int32 

20 ldc.i4 int32 int32 

21 ldc.i8 int64 int64 

22 ldc.r4 float32 Float 

23 Ide.rs float64 Float 

25 dup •• 
' 

26 pop 

27 jmp <Method> 

28 call <Method> N arguments Ret.value 

29 calli <Signature> N arguments Ret.value 

2A ret 

2B br.s int8 

2C brfalse.s int8 int32 

brnull.s 

brzero.s 

2D brtrue.s int8 int32 

brinsts 

2E beq.s int8 •• 
' 

2F bge.s int8 •• 
' 

30 bgt.s int8 •• 
' 

31 ble.s int8 * * ' 
32 blt.s int8 •• 

' 
33 bne.un.s int8 •• 

' 
34 bge.un.s int8 •• 

' 
35 bgt.un.s int8 •• 

' 

(continued) 
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IL Instructions (continued) 

Opcode Name Parameter(s) Pop Push 

36 ble.un.s int8 * * ' 
37 blt.un.s int8 * * ' 
38 br int32 

39 brfalse int32 int32 

brnull 

brzero 

3A brtrue int32 int32 

brinst 

3B beq int32 * * ' 
3C bge int32 •• 

' 
3D bgt int32 •• 

' 
3E ble int32 * * ' 
3F blt int32 * * ' 
40 bne.un int32 •• 

' 
41 bge.un int32 • * 

' 
42 bgt.un int32 * * ' 
43 ble.un int32 * * ' 
44 blt.un int32 •• 

' 
45 switch (uint32= N) + •• 

' N(int32) 

46 ldind.il & int32 

47 ldind.ul & int32 

48 ldind.i2 & int32 

49 ldind.u2 & int32 

4A ldind.i4 & int32 

4B ldind.u4 & int32 

4C ldind.i8 & int64 

ldind.u8 

4D ldind.i & int32 

4E ldind.r4 & Float 

4F ldind.r8 & Float 

50 ldind.ref & & 

51 stind.ref &,& 

52 stind.il int32,& 



IL Instruction Set Reference 425 

IL Instructions (continued) 

Opcode Name Parameter(s) Pop Push 

S3 stind.i2 int32,& 

S4 stind.i4 int32,& 

S5 stind.i8 int32,& 

S6 stind.r4 Float,& 

S7 stind.r8 Float,& 

S8 add •• 

S9 sub • * 

SA mul •• 
SB div • * 

SC div.un • * 

SD rem •• 
SE rem.un •• 

' 
SF and •• 
60 or •• 

' 
61 xor •• 
62 sh! *. 

' 
63 shr •• 
64 shr.un •• 

65 neg 

66 not 

67 conv.il int32 

68 conv.i2 int32 

69 conv.i4 • int32 

6A conv.i8 int64 

6B conv.r4 Float 

6c conv.r8 • Float 

6D conv.u4 int32 

6E conv.u8 int64 

6F callvirt <Method> N arguments Ret.value 

70 cpobj < &,& 

Type 

> 

71 ldobj <Type> & 

(continued) 
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IL Instructions (continued) 

Opcode Name Parameter(s) Pop Push 

72 ldstr <String> 0 

73 newobj <Method> N arguments 0 

74 castclass <Type> 0 0 

75 is inst <Type> 0 int32 

76 conv.r.un Float 

79 unbox <Type> 0 & 

7A throw 0 

7B ldfld <Field> o/& 

7C ldflda <Field> o/& & 

7D stfld <Field> o/&,* 

7E ldsfld <Field> 

7F ldsflda <Field> & 

80 stsfld <Field> 

81 stobj <Type> &* 
' 

82 conv. ovf.i 1. un int32 

83 conv.ovf.i2.un int32 

84 conv.ovf.i4.un int32 

85 conv.ovf.i8.un int64 

86 conv.ovf.ul.un int32 

87 conv.ovf.u2.un int32 

88 conv.ovf.u4.un int32 

89 conv.ovf.u8.un int64 

8A conv.ovf.i.un int32 

8B conv.ovf.u.un int64 

8C box <Type> 0 

8D newarr <Type> int32 0 

8E ldlen 0 int32 

8F ldelema <Type> int32,o & 

90 ldelem.il int32,o int32 

91 ldelem.ul int32,o int32 

92 ldelem.i2 int32,o int32 

93 ldelem.u2 int32,o int32 

94 ldelem.i4 int32,o int32 

95 ldelem.u4 int32,o int32 
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IL Instructions (continued) 

Opcode Name Parameter(s) Pop Push 

96 ldelem.i8 int32,o int64 

ldelem.u8 

97 ldelem.i int32,o int32 

98 ldelem.r4 int32,o Float 

99 ldelem.r8 int32,o Float 

9A ldelem.ref int32,o al& 

9B stelem.i int32, int32, o 

9C stelem.il int32, int32, o 

9D stelem.i2 int32, int32, o 

9E stelem.i4 int32, int32, o 

9F stelem.i8 int64, int32, o 

AO stelem.r4 Float, int32, o 

Al stelem.r8 Float, int32, o 

A2 stelem.ref o/&, int32, o 

B3 conv.ovf.il int32 

B4 conv.ovf.ul int32 

B5 conv.ovf.i2 int32 

B6 conv.ovf.u2 int32 

B7 conv.ovf.i4 int32 

B8 conv.ovf.u4 int32 

B9 conv.ovf.i8 int64 

BA conv.ovf.u8 int64 

C2 refanyval <Type> & 

C3 ckfinite Float 

c6 mkrefany <Type> & 

DO ldtoken <Type>/ & 
<Field>/ 
<Method> 

D1 conv.u2 int32 

D2 conv.ul int32 

D3 conv.i int32 

D4 conv.ovf.i int32 

D5 conv.ovf.u int32 

D6 add.ovf .. 
D7 add.ovf.un • * 

' 
DS mul.ovf • * 

' 
(continued) 
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IL Instructions (continued) 

Opcode Name Parameter(s) Pop Push 

D9 mul.ovf.un * * 

DA sub.ovf * * 

DB sub.ovf.un * * 
' 

DC endfinally 

endfault 

DD leave int32 

DE leave.s int8 

DP stind.i int32,& 

EO conv.u int32 

FE 00 arglist & 

FE 01 ceq * * int32 
' 

FE 02 cgt * * int32 
' 

FE 03 cgt.un * * int32 
' 

FE 04 clt * * int32 
' 

FE 05 clt.un * * int32 
' 

FE 06 ldftn <Method> & 

FE 07 ldvirtftn <Method> 0 & 

FE 09 ldarg uint32 

FE OA uint32 & 

ldarga 

FE OB starg uint32 

FE QC ldloc uint32 

FE OD ldloca uint32 & 

FE OE stloc uint32 

FE OF localloc int32 & 

FE 11 endfilter int32 

FE 12 unaligned. uint8 

FE 13 volatile. 

FE 14 tail. 

FE 15 initobj <Type> & 

FE 17 cpblk int32,&,& 

FE 18 initblk int32, int32,& 

FE lA re throw 

FE lC sizeof <Type> int32 

FE 1D refanytype & 
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IL Assembler and Disassembler 
Command-Line Options 

IL Assembler 
The command-line structure of IL Assembler is as follows: 

ilasm [<options>] <sourcefile> [<options>][<sourcefile>*] 

The default source file extension is IL. Multiple source files are parsed in the 
order of their appearance on the command line. Because options do not need 
to appear in a prescribed order, options and names of source files can be inter­
mixed. All options specified on the command line are pertinent to the entire set 
of source files. 

All options are recognized by the first three characters following the 
option key, and all are case-insensitive. The option key can be a forward slash 
(/)or a hyphen(-). In options that specify parameters, the equality character(=) 
is interchangeable with the colon character(:). The following option notations 
are equivalent: 

!OUTPUT=MyModule.dll 

-OUTPUT:MyModule.dll 

/out:MyModule.dll 

-Outp:MyModule.dll 

The following command-line options are defined for IL Assembler: 

• /LISTING Type a formatted listing of the compilation result. 

• /NOLOGO Suppress typing the logo and copyright statement. 

• /QUIET Suppress reporting the compilation progress. 

• /DLL Compile to a dynamic-link library. 

• /EXE Compile to a runnable executable (the default). 

• /DEBUG Include debug information and create a program data­
base (PDB) file. 
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• /CLOCK Measure and report the compilation times. 

• /RESOURCE=<resJile> Link the specified unmanaged resource 
file (*.res) into the resulting PE file. <resJile> must be a full filename, 
including the extension. 

• /OUTPUT=<targeifile> Compile to the file whose name is speci­
fied. The file extension must be specified explicitly; there is no default. 
If this option is omitted, IL Assembler sets the name of the output file 
to that of the first source file and sets the extension of the output file 
to DLL if the /DU option is specified and to EXE otherwise. 

• /KEY=<keyfile> Compile with a strong name signature. <keyfile> 
specifies the file containing the private encryption key. 

• /KEY=@<keysource> Compile with a strong name signature. 
<keysource> specifies the name of the source of the private encryp­
tion key. 

• /SUBSYSTEM=<int> Set the Subsystem value in the PE header. The 
most frequently used <int> values are 3 (Microsoft Windows console 
application) and 2 (Microsoft Windows GUI application). 

• /FLAGS=<int> Set the Flags value in the common language runtime 
header. The most frequently used <int> values are 1 (pure-IL code) 
and 2 (mixed code). The third bit of the <int> value, indicating that the 
PE file is strong name signed, is ignored. 

• /ALIGNMENT=<int> Set the FileAlignment value in the PE header. 
The <int> value must be a power of 2, in the range 512 to 65536. 

• /BASE=<int> Set the ImageBase value in the PE header. 

• /ERROR Attempt to create the PE file even if compilation errors 
have been reported. 

Using the /ERROR option does not guarantee that the PE file 
will be created: some errors are abortive, and others lead specifically 
to a failure to create the PE file. This option also disables the follow­
ing IL Assembler autocorrection features: 

D An unsealed value type is marked sealed. 

O A method declared as both static and instance is marked static. 

D A nonabstract, nonvirtual instance method of an interface is 
marked abstract and virtual. 

D A global abstract method is marked nonabstract. 

O Nonstatic global fields and methods are marked static. 



IL Assembler and Disassembler Command-Line Options 431 

Don't use the /ERROR command-line option unless 
you're positive that you know what you're doing. It is very dan­
gerous! You can create a monster that will crash your system. 

IL Disassembler 
The command-line structure of IL Disassembler is as follows: 

ildasm [<options>] [<in_filename>] [<options>] 

If no filename is specified, the disassembler starts in graphical mode. You can 
then open a specific file by using the File Open menu command or by dragging 
the file to the disassembler's tree view window. 

All options are recognized by the first three characters following the 
option key, and all are case-insensitive. The option key can be a forward slash 
(/) or a hyphen (-). In options that specify parameters, the equality character ( =) 

is interchangeable with the colon character (:). 
The !ADVANCED (/AD\!) option sets the advanced mode of the disassem­

bler, which offers additional viewing and dumping options. The /ADV option 
must be specified before any of the advanced-only options. I recommend that 
you place the !ADV option ahead of all other options. 

Options for Output Redirection 
• /OUT=<out_filename> Direct the output to a file rather than to 

a GUI. 

• /OUT=CON Direct the output to a console window rather than 
to a GUI. 

• /TEXT A shortcut for !OUT=CON. 

If the !OUT option or the !TEXT option is specified, the <inJllename> must be 
specified as well. 

ILAsm Code Formatting Options (PE Files Only) 
• /BYTES Show the actual IL stream bytes (in hexadecimal notation) 

as instruction comments. 

• /RAWEH Show structured exception handling clauses in canonical 
(label) form. 
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• /TOKENS Show metadata token values as comments. 

• /SOURCE Show original source lines as comments. This requires 
the presence of the PDB file accompanying the PE file being dis­
assembled and the original source files. If the original source files 
cannot be found at the location specified in the PDB file, the dis­
assembler tries to find them in the current directory. 

• /LINENUM Include references to original source lines (.line direc­
tives). This requires the presence of the PDB file accompanying the 
PE file being disassembled. 

• /VISIBILITY=<vis>[+<vis> ... ] Disassemble only the items with 
specified visibility. Visibility suboptions (<vis>) include the following: 

PUB Public 

PRI Private 

FAM Family 

ASM Assembly 

FAA Family and assembly 

FOA Family or assembly 

PSC Private scope 

• /PUBONLY A shortcut for !VIS=PUB. 

• /QUOTEALLNAMES Enclose all names in single quotation marks. 
By default, only names that don't match the ILAsm definition of a 
simple name are quoted. 

• /NOBAR Suppress the pop-up window showing the disassembly 
progress bar. 

Options for File Output (PE Files Only) 
• /UTFB Use UTF-8 encoding for output. The default is ANSI. 

• /UNICODE Use Unicode encoding for output. 

Options for File or Console Output (PE Files Only) 
• /NOIL Suppress ILAsm code output. 

• /HEADER Include PE header information and runtime header 
information in the output. 
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• /ITEM=<class>[::<method>[( <sig> )] Disassemble the specified 
item only. If <sig> is not specified, all methods named <method> of 
<class> are disassembled. If <method> is not specified, all members of 
<class> are disassembled. For example, IITEM=''Foo" produces the full 
disassembly of the Foo class and all its members; /ITEM=''Foo::Bar" 
produces the disassembly of all methods named Bar in the Foo class; 
/ITEM="Foo::Bar(void(int32,string))" produces the disassembly of a 
single method, void Foo::Bar(int32,string). 

• /STATS Include statistics of the image file; an advanced option. 

• /CLASSLIST Include the list of classes defined in the module; an 
advanced option. 

• I ALL Combine the /HEADER, /BYIES, and /TOKENS options and, 
in advanced mode, the /CLASSLIST and /STATS options. 

Metadata Summary Option 
The metadata summary option is available in advanced mode only. It is suitable 
for file or console output, and it is the only option that works for both PE and 
COFF managed files. If an object file or an object library file is specified as an 
input file, the IL Disassembler in advanced mode automatically invokes the 
metadata summary, ignoring all other options. In nonadvanced mode, the dis­
assembler does nothing. 

• /METAINFO[=<specifier>] Show the metadata summary. The 
optional <specifier> is one of the following: 

O MDH Show the metadata header information and sizes. 

O HEX Show the hexadecimal representation of the signatures. 

O CSV Show the sizes of the #Strings, #Blob, #US, and #GU/D 
streams and the sizes of the metadata tables and their records. 

O UNR Show the list of unresolved method references and 
unimplemented method definitions. 

0 VAL Invoke the metadata validator and show its output. 

• /OBJECTFILE=<obj_file_name> Show the metadata summary of 
a single object file in the object library. This option is valid for man­
aged LIB files only. 
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Offline Verification Tool 
Reference 

An offline verification tool for managed PE files, PEVerify.exe, is distributed 
with the Microsoft .NET Framework SDK. The tool includes two components: 
the metadata validator, MDValidator, and the IL verifier, ILVerifier. 

MDValidator works on the module level, running validity checks of the 
metadata of a specified managed module (PE file). It does not matter whether 
the specified module is a prime module or an auxiliary. If the specified module 
is a prime module of an assembly, MDValidator does not automatically check 
other modules of the same assembly. 

ILVerifier works on the assembly level, loading the assembly in full in 
memory, resolving internal references, and verifying the IL code of the methods 
contained in the assembly. Consequently, ILVerifier fails if the specified PE file 
is not the prime module of the assembly. 

The result of this discrepancy in the approaches taken by MDValidator and 
ILVerifier is that only single-module assemblies can be fully validated and veri­
fied in one pass of the verification tool. 

The PEVerify tool sets the exit code to 1 if errors are found during the PE 
file verification and sets the code to 0 otherwise. 

The command-line format is as follows: 

peverify <PE_file> [<option>*] 

Unlike the IL Assembler and the IL Disassembler, the PEVerify tool does not 
allow arbitrary positioning of filename and options on the command line; 
rather, the name of the PE file being verified must be the first command-line 
parameter. Also, unlike the assembler and disassembler options, which are rec­
ognized by their first three characters only, PEVerify options must be fully 
spelled out. 

PEVerify options are case-insensitive, and the option key can be a forward 
slash (/) character or a hyphen (-) character. The equality character ( =) cannot 
be replaced with the colon character (:). 
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The command-line options include the following: 

• /IL Check the PE structure and verify the IL code. 

• /MD Check the PE structure and validate the metadata. If neither 
/MD nor /IL is specified, the metadata validation is performed first; 
then, if no metadata errors were found, the IL verification is per­
formed. If either the /MD or /IL option is specified, only the meta­
data validation or the IL verification, respectively, is performed. If 
both /MD and /IL options are specified, the metadata validation is 
performed, followed by the IL verification, regardless of whether 
errors were found during the metadata validation phase. 

• /UNIQUE Disregard repeating error codes; report only the first 
occurrence of each error type. 

• /HRESULT Display error codes in hexadecimal format. 

• /CLOCK Measure and report validation and verification times. 

• /IGNORE=<err _code>[, <err _code> ... ] Ignore the specified error 
codes. Error codes must be specified in hexadecimal format. 

• /IGNORE=@<err _codeJile> Ignore the error codes specified in 
<err_codeJile>, which is a text file containing comma-separated 
and/or line-separated hexadecimal error codes. 

• /BREAK=<maxErrorCount> Abort verification after <maxError­
Count> errors. The value of <maxErrorCount> is a decimal number; 
if it is negative or unspecified, <maxErrorCount> is set to 1. 

• /QUIET Suppress reporting the errors; report only the file being 
verified and the end result of the verification. 

The following example shows verification of an exceptionally buggy PE 
file, created using IL Assembler with the /ERROR option: 

D:\MTRY>peverify mtry.exe /md /il /hresult /unique 

Microsoft (R) .NET Framework PE Verifier Version 1.0.3304.0 
Copyright (C) Microsoft Corporation 1998-2001. All rights reserved. 

[MDJ(0x8013121D): Error: TypeDef is marked ValueType but not marked 
Sealed. [token:0x02000002] 
[MDJ(0x80131256): Error: TypeDef is not marked Nested but has an 
encloser type. [token:0x02000006J 
[MDJ(0x8013126D): Error: Global item (field.method) must be Public, 
Private, or PrivateScope. [token:0x04000002] 
[MDJ(0x8013126E): Error: Global item (field.method) must be Static. 
[token:0x04000002J 
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[MDJ(0x8013126A): Error: Field name value~ is reserved for Enums only. 
[token:0x04000008J 
[MDJ(0x80131B24): Error: Illegal use of type 'void' in signature. 
[token:0x06000001J 
[MDJ(0x801312DB): Error: Constructor, initializer must return void. 
[token:0x06000005] 
[MD](0x801312DF): Error: ELEMENT_TYPE_SENTINEL is only allowed in 
MemberRef signatures. [token:0x06000009J 
[MD](0x801312E2): Error: Trailing ELEMENT_TYPE_SENTINEL in signature. 
[token:0x06000009J 
[MDJ(0x80131239): Error: Signature has invalid calling convention=0x000 
00023. [token:0x0600000DJ 
[MD](0x801312E0): Error: Signature containing ELEMENT_TYPE_SENTINEL 
must be VARARG. [token:0x0A000006J 
[MD](0x801312El):. Error: Multiple ELEMENT_TYPE_SENTINEL in signature. 
[token:0x0A000006J 
[MDJ(0x80131230): Error: Fieldlayout2 record has Field token=0x04000003 
marked Static. [token:0x00000001J 
13 Errors Verjfying mtry.exe 

Error Codes and Messages 
In the following tables, 0xff, 0xffff, and 0xffffffff denote hexadecimal num­
bers, and 99 denotes a decimal number. 

Metadata Validation Error Codes and Messages 

HRESULT 

0x80131203 

0x80131204 

0x80131205 

0x80131206 

0x80131207 

0x80131208 

0x80131209 

0x8013120A 

0x8013120B 

0x8013120C 

Error Message 

Error (Structural): Table=0xffffffff, Col=0xffffffff, 
Row=0xffffffff, has rid out of range. 

Error (Structural): Table=0xffffffff, Col=0xffffffff, 
Row=0xffffffff, has coded token type out of range. 

Error (Structural): Table=0xffffffff, Col=0xffffffff, 
Row=0xffffffff, has coded rid out of range. 

Error (Structural): Table=0xffffffff, Col=0xffffffff, 
Row=0xffffffff, has an invalid String offset. 

Error (Structural): Table=0xffffffff, Col=0xffffffff, 
Row=0xffffffff, has an invalid GUID offset. 

Error (Structural): Table=0xffffffff, Col=0xffffffff, 
Row=0xffffffff, has an invalid BLOB offset. 

Error: Multiple module records found. 

Error: Module has no MVID. 

Error: Type Ref has no name. 

Error: Type Ref has a duplicate, token=0xffffffff. 

(continued) 
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Metadata Validation Error Codes and Messages (continued) 

HRESULT 

0x8013120D 

0x8013120E 

0x8013120F 

0x80131210 

0x80131211 

0x80131212 

0x80131213 

0x80131214 

0x80131215 

0x80131216 

0x80131217 

0x80131218 

0x80131219 

0x8013121A 

0x8013121B 

0x8013121C 

0x8013121D 

0x8013121E 

0x8013121F 

0x80131220 

0x80131221 

0x80131222 

0x80131223 

0x80131224 

0x80131225 

0x80131226 

Error Message 

Error: TypeDef has no name. 

Error: TypeDef has a duplicate based on name+namespace, 
token=0xffffffff. 

Warning: TypeDef has a duplicate based on GUID, token=0xffffffff. 

Error: TypeDef that is not an Interface and not the Object 
class extends Nil token. 

Error: TypeDef for Object class extends token=0xffffffff which 
is not nil. 

Error: TypeDef extends token=0xffffffff which is marked Sealed. 

Error: TypeDef is a Deleted record but not marked RTSpecialName. 

Error: TypeDef is marked RTSpecialName but is not a Deleted 
record. 

Error: Methodimpl overrides private method (token=0xffffffff). 

Error: Assembly name contains path and/or extension. 

Error: File has a reserved system name. 

Error: Methodimpl has static overriding method (token=0xffffffff). 

Error: TypeDef is marked Interface but not Abstract. 

Error: TypeDef is marked Interface but extends non-Nil 
token=0xffffffff. 

Warning: TypeDef is marked Interface but has no GUID. 

Error: Methodimpl overrides final method (token=0xffffffff). 

Error-: TypeDef is marked ValueType but not marked Sealed. 

Error: Parameter has invalid flags set 0xffffffff. 

Error: Interfaceimpl has a duplicate, token=0xffffffff. 

Error: MemberRef has no name. 

Error: MemberRef name starts with _VtblGap. 

Error: MemberRef name starts with _Deleted. 

Error: MemberRef parent is Nil but the module is a PE file. 

Error: MemberRef signature has invalid calling convention= 
0xffffffff. 

Error: MemberRef has MethodDef parent, but calling convention 
is not VARARG (parent:0xffffffff; callconv: 0xffffffff). 

Error: MemberRef has different name than parent MethodDef, 
token=0xffffffff. 



Offline Verification Tool Reference 439 

Metadata Validation Error Codes and Messages (continued) 

HRESULT 

0x80131227 

0x80131228 

0x80131229 

0x8013122A 

0x8013122B 

0x8013122C 

0x8013122D 

0x8013122E 

0x8013122F 

0x80131230 

0x80131231 

0x80131232 

0x80131233 

0x80131234 

0x80131235 

0x80131236 

0x80131237 

0x80131238 

0x80131239 

0x8013123A 

0x8013123B 

0x8013123C 

0x8013123D 

0x8013123E 

Error Message 

Error: MemberRef has fixed part of signature different from 
parent MethodDef, token=0xffffffff. 

Warning: MemberRef has a duplicate, token=0xffffffff. 

Error: Classlayout has parent TypeDef token=0xffffffff marked 
Auto Layout. 

Error: Classlayout has invalid PackingSize; valid set of values 
is {1,2,4, ... ,128} (parent: 0xffffffff; PackingSize: 99). 

Error: Classlayout has a duplicate (parent: 0xffffffff; dupli­
cate rid: 0xffffffff). 

Error: Fieldlayout2 record has invalid offset (field: 
0xffffffff; offset: 0xffffffff). 

Error: Fieldlayout2 record for Field token=0xffffffff has Type­
DefNil for parent. 

Error: Fieldlayout2 record for field of type that has no Class­
Layout record (field: 0xffffffff; type: 0xffffffff). 

Error: Explicit offset specified for field of type marked Auto­
Layout (field: 0xffffffff; type: 0xffffffff). 

Error: Fieldlayout2 record has Field token=0xffffffff marked 
Static. 

Error: Fieldlayout2 record has a duplicate, rid=0xffffffff. 

Error: ModuleRef has no name. 

Warning: ModuleRef has a duplicate, token=0xffffffff. 

Error: TypeRef has invalid resolution scope. 

Error: TypeDef is marked Nested but has no encloser type. 

Warning: Type extends TypeRef which resolves to TypeDef in the 
same module (TypeRef: 0xffffffff; TypeDef: 0xffffffff). 

Error: Signature has zero size. 

Error: Signature does not have enough bytes left at 
byte=0xffffffff as indicated by the compression scheme. 

Error: Signature has invalid calling convention=0xffffffff. 

Error: Method is marked Static but calling conven­
tion=0xffffffff is marked HASTHIS. 

Error: Method is not marked Static, but calling conven­
tion=0xffffffff is not marked HASTHIS. 

Error: Signature has no argument count at byte=0xffffffff. 

Error: Signature missing element type after modifier (modifier: 
0xff; offset: 0xffffffff). 

Error: Signature missing token after element 0xffff. 
(continued) 
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Metadata Validation Error Codes and Messages (continued) 

HRESULT 

0x8013123F 

0x80131240 

0x80131241 

0x80131242 

0x80131243 

0x80131244 

0x80131245 

0x80131246 

0x80131247 

0x80131248 

0x80131249 

0x8013124A 

0x8013124B 

0x8013124C 

0x8013124D 

0x8013124E 

0x8013124F 

0x80131250 

0x80131251 

0x80131252 

0x80131253 

0x80131254 

0x80131255 

0x80131256 

0x80131257 

Error Message 

Error: Signature has an invalid token (token: 0xffffffff; off­
set: 0xffffffff). 

Error: Signature missing function pointer at byte=0xffffffff. 

Error: Signature has function pointer missing argument count at 
byte=0xffffffff. 

Error: Signature missing rank at byte=0xffffffff. 

Error: Signature missing count of sized dimensions of array 
byte=0xffffffff. 

Error: Signature missing size of dimension of array at 
byte=0xffffffff. 

Error: Signature missing count of lower bounds of array at 
byte=0xffffffff. 

Error: Signature missing lower bound of array at 
byte=0xffffffff. 

Error: Signature has invalid ELEMENT_TYPE_* (element type: 
0xffffffff; offset: 0xffffffff). 

Error: Signature missing size for VALUEARRAY at 
byte=0xffffffff. 

Error: Field signature has invalid calling conven­
tion=0xffffffff. 

Error: Method has no name. 

Error: Method parent is Nil. 

Error: Method has a duplicate, token=0xffffffff. 

Error: Field has no name. 

Error: Field parent is Nil. 

Error: Field has a duplicate, token=0xffffffff. 

Error: Multiple assembly records found. 

Error: Assembly has no name. 

at 

Error: Token 0xffffffff following ELEMENT_TYPE_CLASS 
(_VALUETYPE) in signature is a ValueType (Class, respectively). 

Error: Classlayout has parent TypeDef token=0xffffffff marked 
Interface. 

Error: AssemblyOS entry has invalid platform id=0xffffffff. 

Error: AssemblyRef has no name. 

Error: TypeDef is not marked Nested but has an encloser type. 

Error: AssemblyRefOS entry for AssemblyRef=0xffffffff has 
invalid platform id=0xffffffff. 
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Metadata Validation Error Codes and Messages (continued) 

HRESULT 

0x80131258 

0x80131259 

0x8013125A 

0x8013125B 

0x8013125C 

0x8013125D 

0x8013125E 

0x8013125F 

0x80131260 

0x80131262 

0x80131263 

0x80131264 

0x80131265 

0x80131267 

0x80131268 

0x80131269 

0x8013126A 

0x8013126B 

0x8013126C 

0x8013126D 

0x8013126E 

0x80131270 

0x80131271 

0x80131272 

0x80131273 

0x80131274 

0x80131275 

Error Message 

Error: File has no name. 

Error: ExportedType has no name. 

Error: TypeDef extends its own child. 

Error: ManifestResource has no name. 

Error: File has a duplicate, token=0xffffffff. 

Error: File name is fully-qualified, but should not be. 

Error: ExportedType has a duplicate, token=0xffffffff. 

Error: ManifestResource has a duplicate by name, 
token=0xffffffff. 

Error: ManifestResource is not marked Public or Private. 

Error: Field value_ (token=0xffffffff) in Enum is marked static. 

Error: Field value_ (token=0xffffffff) in Enum is not marked 
RTSpecialName. 

Error: Field (token=0xffffffff) in Enum is not marked static. 

Error: Field (token=0xffffffff) in Enum is not marked literal. 

Error: Signature of field (token=0xffffffff) in Enum does not 
match enum type. 

Error: Field value_ (token=0xffffffff) in Enum is not the 
first one. 

Error: Field (token=0xffffffff) is marked RTSpecialName but not 
named value_. 

Error: Field name value_ is reserved for Enums only. 

Error: Instance field in Interface. 

Error: Non-public field in Interface. 

Error: Global item (field.method) must be Pµblic, Private, or 
PrivateScope. 

Error: Global item (field.method) must be Static. 

Error: Type/instance constructor has zero RVA. 

Error: Field is marked marshaled but has no marshaling 
information. 

Error: Field has marshaling information but is not marked 
marshaled. 

Error: Field is marked HasDefault but has no canst value. 

Error: Field has const value but is not marked HasDefault. 

Error: Item (field.method) is marked HasSecurity but has no 
security information. 

(continued) 
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Metadata Validation Error Codes and Messages (continued) 

HRESULT 

0x80131276 

0x80131277 

0x80131278 

0x80131279 

0x8013127A 

0x8013127B 

0x8013127C 

0x8013127D 

0x8013127E 

0x8013127F 

0x80131280 

0x80131281 

0x80131282 

0x80131283 

0x80131284 

0x80131285 

0x80131286 

0x80131287 

0x80131288 

0x80131289 

0x8013128A 

0x8013128B 

0x8013128C 

0x8013128D 

0x8013128E 

0x8013128F 

0x80131290 

Error Message 

Error: Item (field.method) has security information but is not 
marked HasSecurity. 

Error: Pinvoke item (field.method) must be Static. 

Error: Pinvoke item (field.method) has no Implementation Map. 

Error: Item (field.method) has Implementation Map but is not 
marked Pinvoke. 

Warning: Item (field.method) has invalid Implementation Map. 

Error: Implementation Map has invalid Module Ref, token 
0xffffffff. 
Error: Implementation Map has invalid Member Forwarded, token 
0xffffffff. 

Error: Implementation Map has no import name. 

Error: Implementation Map has invalid calling convention 0xff. 

Error: Item (field.method) has invalid access flag. 

Error: Field marked both InitOnly and Literal. 

Error: Literal field must be Static. 

Error: Item (field.method) is marked RTSpecialName but not 
Special Name. 

Error: Abstract method in non-abstract type (token=0xffffffff). 

Error: Neither static nor abstract method in interface 
(token=0xffffffff). 

Error: Non-public method in interface (token=0xffffffff). 

Error: Instance constructor in interface (token=0xffffffff). 

Error: Global constructor. 

Error: Static instance constructor in type (token=0xffffffff). 

Error: Constructor/initializer in type (token=0xffffffff) is 
not marked SpecialName,RTSpecialName. 

Error: Virtual constructor/initializer in type (token=0xffffffff). 

Error: Abstract constructor/initializer in type 
(token=0xffffffff). 

Error: Non-static type initializer in type (token=0xffffffff). 

Error: Method marked Abstract/Runtime/InternalCall/Imported 
must have zero RVA. and vice versa. 

Error: Method marked Final/NewSlot but not Virtual. 

Error: Static method can not be Final or Virtual. 

Error: Method can not be both Abstract and Final. 
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Metadata Validation Error Codes and Messages (continued) 

HRESULT 

0x80131291 

0x80131292 

0x80131293 

0x80131294 

0x80131295 

0x80131296 

0x80131297 

0x80131298 

0x80131299 

0x8013129A 

0x8013129B 

0x8013129C 

0x8013129E 

0x8013129F 

0x801312Al 

0x801312A4 

0x801312A5 

0x801312A6 

0x801312A7 

0x801312A8 

0x801312A9 

0x801312AA 

0x801312AB 

0x801312AC 

0x801312AD 

Error Message 

Error: Abstract method marked ForwardRef. 

Error: Abstract method marked Pinvokeimpl. 

Error: Abstract method not marked Virtual. 

Error: Nonabstract method not marked ForwardRef. 

Error: Nonabstract method must have RVA or be Pinvokeimpl or 
Runtime. 

Error: PrivateScope method has zero RVA. 

Error: Global method marked Abstract.Virtual. 

Error: Signature contains long form (such as ELEMENT_TYPE_CLASS 
<token of System.String>). 

Warning: Method has multiple semantics. 

Error: Method has invalid semantic association 
0token=0xffffffff). 

Error: Method has semantic association (token=0xffffffff) that 
does not ex~ ct_. 

Error: Methodlmpl overrides non-virtual method (token=0xffffffff). 

Error: Method has multiple semantic flags set for association 
(token=0xffffffff). 

Error: Method has no semantic flags set for association 
(token=0xffffffff). 

Warning: Unrecognized Hash Algorithm ID (0xffffffff). 

Error: Constant parent token (0xffffffff) is out of range. 

Error: Invalid Assembly flags (0x%ffff). 

Warning: TypeDef (token=0xffffffff) has same name as TypeRef. 

Error: Interfaceimpl has invalid implementing type 
( 0xffffffff). 

Error: Interfaceimpl has invalid implemented type (0xffffffff). 

Error: TypeDef has security information but is not marked Has­
Security. 

Error: TypeDef is marked HasSecurity but has no security 
information. 

Error: Type constructor must have no arguments. 

Error: ExportedType has invalid Implementation (token=0xffffffff). 

Error: Methodimpl has body from another TypeDef 
(token=0xffffffff). 

(continued) 
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Metadata Validation Error Codes and Messages (continued) 

HRESULT 

0x801312AE 

0x801312AF 

0x801312B0 

0x801312Bl 

0x801312B2 

0x801312B3 

0x801312B4 

0x801312B5 

0x801312B6 

0x801312B7 

0x801312B8 

0x801312BA 

0x801312BB 

0x801312BC 

0x801312BD 

0x801312BE 

0x801312BF 

0x801312C0 

0x801312Cl 

0x801312C2 

0x801312C3 

0x801312C4 

0x801312C5 

0x801312C6 

0x801312C7 

0x801312C8 

0x801312CA 

Error Message 

Error: Type constructor has invalid calling convention. 

Error: Methodlmpl has invalid Type token=0xffffffff. 

Error: Methodlmpl declared in Interface (token=0xffffffff). 

Error: Methodlmpl has invalid MethodDeclaration 
token=0xffffffff. 

Error: Methodlmpl has invalid MethodBody token=0xffffffff. 

Error: Methodlmpl has a duplicate (rid=0xffffffff). 

Error: Field has invalid parent (token=0xffffffff). 

Warning: Parameter out of sequence (parameter: 99; seq.num: 99). 

Error: Parameter has sequence number exceeding number of argu­
ments (parameter: 99; seq.num: 99; num.args: 99). 

Error: Parameter #99 is marked HasFieldMarshal but has no mar­
shaling information. 

Error: Parameter #99 has marshaling information but is not 
marked HasFieldMarshal. 

Error: Parameter #99 is marked HasDefault but has no const value. 

Error: Parameter #99 has const value but is not marked Has­
Defaul t. 

Error: Property has invalid scope (token=0xffffffff). 

Error: Property has no name. 

Error: Property has no signature. 

Error: Property has a duplicate (token=0xffffffff). 

Error: Property has invalid calling convention (0xff). 

Error: Property is marked HasDefault but has no const value. 

Error: Property has const value but is not marked HasDefault. 

Error: Property has related method with invalid semantics 
(method: 0xffffffff; semantics: 0xffffffff). 

Error: Property has related method with invalid token 
( 0xffffffff). 

Error: Property has related method belonging to another type 
(method: 0xffffffff; type: 0xffffffff). 

Error: Constant of type (0xff) must have null value. 

Error: Constant of type (0xff) must have non-null value. 

Error: Event has invalid scope (token=0xffffffff). 

Error: Event has no name. 
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Metadata Validation Error Codes and Messages (continued) 

HRESULT 

0x801312CB 

0x801312CC 

0x801312CD 

0x801312CE 

0x801312CF 

0x801312D0 

0x801312Dl 

0x801312D2 

0x801312D3 

0x801312D4 

0x801312D5 

0x801312D6 

0x801312D7 

0x801312D8 

0x801312DB 

0x801312DC 

0x801312DD 

0x801312DE 

0x801312DF 

0x801312E0 

0x801312El 

0x801312E2 

0x801312E3 

0x801312E4 

0x801312E5 

0x801312E6 

0x801312E7 

Error Message 

Error: Event has a duplicate (token=0xffffffff). 

Error: Event has invalid EventType (token=0xffffffff). 

Error: Event's EventType (token=0xffffffff) is not a class 
(flags=0xffffffff). 

Error: Event has related method with invalid semantics (method: 
0xffffffff; semantics: 0xffffffff). 

Error: Event has related method with invalid token (0xffffffff). 

Error: Event has related method belonging to another type 
(method: 0xffffffff; type: 0xffffffff). 

Error: Event has no AddOn related method. 

Error: Event has no RemoveOn related method. 

Error: ExportedType has same namespace+name as TypeDef, token 
0xffffffff. 

Error: ManifestResource refers to non-PE file but offset is not 0. 

Error: Deel.Security is assigned to invalid item 
(token=0xffffffff). 

Error: Deel.Security has invalid action flag (0xffffffff). 

Error: Deel.Security has no associated permission BLOB. 

Error: ManifestResource has invalid Implementation 
(token=0xffffffff). 

Error: Constructor, initializer must return void. 

Error: Event's Fire method (0xffffffff) must return void. 

Warning: Invalid locale string. 

Error: Constant has parent of invalid type (token=0xffffffff). 

Error: ELEMENT_TYPE_SENTINEL is only allowed in MemberRef 
signatures. 

Error: Signature containing ELEMENT_TYPE_SENTINEL must be VARARG. 

Error: Multiple ELEMENT_TYPE_SENTINEL in signature. 

Error: Trailing ELEMENT_TYPE_SENTINEL in signature. 

Error: Signature is missing argument # 99. 

Error: Field of byref type. 

Error: Synchronized method in ValueType (token=0xffffffff). 

Error: Full name length exceeds maximum allowed (length: 99: 
max: 99). 

Error: Duplicate Assembly Processor record (0xffffffff). 
(continued) 
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Metadata Validation Error Codes and Messages (continued) 

HRESULT 

0x801312E8 

0x801312E9 

0x801312EA 

0x801312E8 

0x801312EC 

0x801312ED 

0x801312EE 

0x801312EF 

0x801312F0 

0x801312Fl 

0x801312F2 

0x801312F3 

0x801312F4 

0x801312F5 

0x801312F6 

0x801312F7 

0x801312F8 

0x801312F9 

0x801312FA 

0x801312FB 

0x801312FC 

0x80131B00 

0x80131B01 

0x80131B02 

0x80131B03 

0x80131B04 

0x80131B05 

0x80131B06 

0x80131B07 

0x80131B09 

0x80131B0A 

0x80131B0B 

Error Message 

Error: Duplicate Assembly OS record (0xffffffff). 

Error: ManifestResource has invalid flags (0xffffffff). 

Warning: ExportedType has no TypeDefid. 

Error: File has invalid flags (0xffffffff). 

Error: File has no hash BLOB. 

Error: Module has no name. 

Error: Module name is fully-qualified. 

Error: TypeDef marked as RTSpecialName but not SpecialName. 

Error: TypeDef extends an Interface (token=0xffffffff). 

Error: Type/instance constructor marked Pinvokeimpl. 

Error: System.Enum is not marked Class. 

Error: System.Enum must extend System.ValueType. 

Error: Methodimpl 's Deel and Body method signatures do not match. 

Error: Enum has method(s). 

Error: Enum implements interface(s). 

Error: Enum has properties. 

Error: Enum has one or more events. 

Error: TypeDef has invalid Method List <> Nmethods+l). 

Error: TypeDef has invalid Field List (> Nfields+l). 

Error: Constant has illegal type (0xff). 

Error: Enum has no instance field. 

Error: Interfaceimpl 's implemented type (0xffffffff) not marked 
tdinterface. 

Error: Field is marked HasRVA but has no RVA record. 

Error: Field is assigned zero RVA. 

Error: Method has both RVA!=0 and Implementation Map. 

Error: Extraneous bits in Flags (0xffffffff). 

Error: TypeDef extends itself. 

Error: System.ValueType must extend System.Object. 

Warning: TypeDef extends TypeSpec (0xffffffff), not supported 
in Version 1. 

Error: Value class has neither fields nor size parameter. 

Error: Interface is marked Sealed. 

Error: NestedClass token (0xffffffff) in NestedClass record is 
not a valid TypeDef. 
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Metadata Validation Error Codes and Messages · (continued) 

HRESULT 

0x80131B0C 

0x80131B0D 

0x80131B0E 

0x80131B0F 

0x80131Bl0 

0x80131Bll 

0x80131B12 

0x80131B13 

0x80131B14 

0x80131B15 

0x80131B16 

0x80131B17 

0x80131B18 

0x80131B19 

0x80131B1A 

0x80131B1B 

0x80131B1C 

0x80131B1D 

0x80131B1E 

0x80131B1F 

0x80131B20 

0x80131B21 

0x80131B22 

0x80131B23 

0x80131B24 

Error Message 

Error: EnclosingClass token (0xffffffff) in NestedClass record 
is not a valid TypeDef. 

Error: Duplicate NestedClass record (0xffffffff). 

Error: Nested type token has multiple EnclosingClass tokens 
(nested: 0xffffffff; enclosers: 0xffffffff, 0xffffffff). 

Error: Zero RVA of field 0xffffffff in FieldRVA record. 

Error: Invalid ffeld token in FieldRVA record (field: 
0xffffffff; RVA: 0xffffffff). 

Error: Same RVA in another FieldRVA record (RVA: 0xffffffff; 
field: 0xffffffff). 

Error: Same field in another FieldRVA record(field: 0xffffffff; 
record: 0xffffffff). 

Error: Invalid token specified as EntryPoint in CLR header. 

Error: Instance method token specified as EntryPoint in CLR 
header. 

Error: Invalid type of instance field(0xffffffff) of an Enum. 

Error: Method has invalid RVA (0xffffffff). 

Error: Literal field has no canst value. 

Error: Class implements interface but not method 
(class:0xffffffff; interface:0xffffffff; method:0xffffffff). 

Error: CustomAttribute has invalid Parent token (0xffffffff). 

Error: CustomAttribute has invalid Type token (0xffffffff). 

Error: CustomAttribute has non-constructor Type (0xffffffff). 

Error: CustomAttribute's Type ( 0xffffffff) has invalid 
signature. 

Error: CustomAttribute's Type ( 0xffffffff) has no signature. 

Error: CustomAttribute's blob has invalid prol og (0xffff). 

Error: Method has invalid local signature token ( 0xffffffff). 

Error: Method has invalid header. 

Error: EntryPoint method has more than one argument. 

Error: EntryPoint method must return void, int or unsigned int. 

Error: EntryPoint method must have vector of strings as argu­
ment, or no arguments. 

Error: Illegal use of type 'void' in signature. 
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IL Verification Error Codes and Messages 

HRESULT 

0x80131810 

0x80131811 

0x80131812 

0x80131818 

0x80131819 

0x8013181A 

0x80131820 

0x80131821 

0x80131822 

0x80131823 

0x80131824 

0x80131825 

0x80131826 

0x80131827 

0x80131828 

0x80131829 

0x8013182A 

0x8013182B 

0x8013182C 

0x8013182D 

0x8013182E 

0x8013182F 

0x80131830 

0x80131831 

0x80131832 

0x80131833 

0x80131834 

0x80131835 

0x80131836 

0x80131837 

0x80131838 

0x80131839 

0x8013183A 

0x8013183B 

Error Message 

Unknown opcode [0xffffffff]. 

Unknown calling convention [0xffffffff]. 

Unknown ELEMENT_TYPE [0xffffffff]. 

Internal error. 

Stack is too large. 

Array name is too long. 

fall thru end of the method 

try start >= try end 

try end > code size 

handler >= handler end 

handler end > code size 

filter >=code size 

Try starts in the middle of an instruction. 

Handler starts in the middle of an instruction. 

Filter starts in the middle of an instruction. 

Try block overlap with another block. 

Try and filter/handler blocks are equivalent. 

Try shared between finally and fault. 

Handler block overlaps with another block. 

Handler block is the same as another block. 

Filter block overlaps with another block. 

Filter block is the same as another block. 

Filter contains try. 

Filter contains handler. 

Nested filters. 

filter >= code size 

Filter starts in the middle of an instruction. 

fallthru the end of an exception block 

fallthru into an exception handler 

fallthru into an exception filter 

Leave from outside a try or catch block. 

Rethrow from outside a catch handler. 

Endfinally from outside a finally handler 

Endfilter from out~ide an exception filter block 
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IL Verification Error Codes and Messages (continued) 

HRESULT 

0xS0131S3C 

0xS0131S30 

0xS0131S3E 

0xS0131S3F 

0xS0131S40 

0xS0131S41 

0xS0131S42 

0xS0131S43 

0xS0131S44 

0xS0131S45 

0xS0131S46 

0xS0131S47 

0xS0131S4S 

0xS0131S49 

0xS0131S4A 

0xS0131S4B 

0xS0131S4C 

0xS0131S40 

0xS0131S4E 

0xS0131S4F 

0xS0131S50 

0xS0131S51 

0xS0131S52 

0xS0131S53 

0xS0131S54 

0xS0131S55 

0xS0131856 

0xS0131S57 

0xS0131S5S 

0xS0131S59 

0xS0131S5A 

0xS0131S5B 

0xS0131S5C 

0xS0131S50 

Error Message 

Missing Endfilter. 

Branch into try block. 

Branch into exception handler block. 

Branch into exception filter block. 

Branch out of try block. 

Branch out of exception handler block. 

Branch out of exception filter block. 

Branch out of finally block. 

Return out of try block. 

Return out of exception handler block. 

Return out of exception filter block. 

jmp I exception into the middle of an instruction 

Non-compatible types depending on path. 

!nit state for this differs depending on path. 

Non-compatible types on stack depending on path. 

Stack depth differs depending on path. 

Instance variable (this) missing. 

Uninitialized this on entering a try block. 

Store into this when it is uninitialized. 

Return from ctor when this is uninitialized. 

Return from ctor before all fields are initialized. 

Branch back when this is uninitialized. 

Expected byref of value type for this parameter. 

Non-compatible types on the stack. 

Unexpected type on the stack. 

Missing stack slot for exception. 

Stack over fl ow. 

Stack underflow. 

Stack empty. 

Uninitialized item on stack. 

Expected I, 14, or I8 on the stack. 

Expected R, R4, or RS on the stack. 

Unexpected R, R4, RS, or IS on the stack. 

Expected numeric type on the stack. 

(continued) 



450 Appendix E 

IL Verification Error Codes and Messages (continued) 

HRESULT 

0x8013185E 

0x8013185F 

0x80131860 

0x80131861 

0x80131862 

0x80131863 

0x80131864 

0x80131865 

0x80131866 

0x80131867 

0x80131868 

0x80131869 

0x8013186A 

0x8013186B 

0x8013186C 

0x8013186D 

0x8013186E 

0x8013186F 

0x80131870 

0x80131871 

0x80131872 

0x80131873 

0x80131874 

0x80131875 

0x80131876 

0x80131877 

0x80131878 

0x80131879 

0x8013187A 

0x8013187B 

0x8013187C 

0x80131870 

0x8013187E 

0x8013187F 

Error Message 

Expected an Objref on the stack. 

Expected address of an Objref on the stack. 

Expected Byref on the stack. 

Expected pointer to function on the stack. 

Expected single dimension array on the stack. 

Expected value type instance on the stack. 

Expected address of value type on the stack. 

Unexpected value type instance on the stack. 

Local variable is unusable at this point. 

Unrecognized local variable number. 

Unrecognized argument number. 

Unable to resolve token. 

Unable to resolve type of the token. 

Expected memberRef/memberDef token. 

Expected memberRef/fieldDef token. 

Expected signature token. 

Instruction can not be verified. 

Operand does not point to a valid string ref. 

Return type is BYREF, TypedReference, ArgHandle, or 
Argiterator. 

Stack must be empty on return from a void function. 

Return value missing on the stack. 

Stack must contain only the return value. 

Return uninitialized data. 

Illegal array access. 

Store non Object type into Object array. 

Expected single dimension array. 

Expected single dimension array of pointer types. 

Array field access is denied. 

Allowed only in vararg methods. 

Value type expected. 

Method is not visible. 

Field is not visible. 

Item is unusable at this point. 

Expected static field. 
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IL Verification Error Codes and Messages (continued) 

HRESULT 

0x80131880 

0x80131881 

0x80131882 

0x80131883 

0x80131884 

0x80131885 

0x80131886 

0x80131887 

0x80131888 

0x80131889 

0x8013188A 

0x8013188B 

0x8013188C 

0x8013188D 

0x8013188E 

0x8013188F 

0x80131890 

0x80131891 

0x80131892 

0x80131893 

0x80131894 

0x80131896 

0x80131897 

0x80131898 

0x80131899 

0x8013189A 

0x8013189B 

0x8013189C 

0x8013189D 

0x8013189E 

0x8013189F 

0x801318A0 

0x801318Al 

0x801318A2 

Error Message 

Expected non-static field. 

Address of not allowed for this item. 

Address of not allowed for byref. 

Address of not allowed for literal field. 

Can not change initonly field outside its ctor. 

Can not throw this object. 

Callvirt on a value type method. 

Call signature mismatch. 

Static function expected. 

Ctor expected. 

Can not use callvirt on ctor. 

Only super::ctor or typeof(this)::ctor allowed here. 

Possible call to ctor more than once. 

Unrecognized signature. 

Can not resolve Array type. 

Array of ELEMENT_TYPE_PTR. 

Array of ELEMENT_TYPE_BYREF or ELEMENT_TYPE_TYPEDBYREF. 

ELEMENT_TYPE_PTR can not be verified. 

Unexpected vararg. 

Unexpected Void. 

BYREF of BYREF 

Code size is zero. 

Unrecognized use of vararg. 

Missing call/callvirt/calli. 

Can not pass byref to a tail call. 

Missing ret. 

Void ret type expected for tail call. 

Tail call return type not compatible. 

Stack not empty after tail call. 

Method ends in the middle of an instruction. 

Branch out of the method. 

Finally handler blocks overlap. 

Lexical nesting. 

Missing ldsfld/stsfld/ldind/stind/ldfld/stfld/ldobj/stobj/ 
in itb l k/ cpb l k · (continued) 
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IL Verification Error Codes and Messages (continued) 

HRESULT 

0x801318A3 

0x801318A4 

0x801318A5 

0x801318A6 

0x801318A7 

0x801318A9 

0x801318AA 

0x801318AB 

0x801318AC 

0x801318AD 

0x801318AE 

0x801318AF 

0x801318B0 

0x801318Bl 

0x801318B2 

0x801318B3 

0x801318B4 

0x801318B5 

0x801318B6 

0x801318B7 

0x801318B8 

0x801318B9 

0x801318BA 

0x801318BB 

0x801318BC 

0x801318BD 

0x801318F0 

0x801318Fl 

0x801318F2 

0x801318F3 

0x801318F4 

Error Message 

Missing ldind/stind/ldfld/stfld/ldobj/stobj/initblk/cpblk. 

Innermost exception blocks should be declared first. 

Calli not allowed on virtual methods. 

Call not allowed on abstract methods. 

Unexpected array type on the stack. 

Attempt to enter a try block with nonempty stack. 

Unrecognized arguments for delegate ctor. 

Delegate ctor not allowed at the start of a basic block when 
the function pointer argument is a virtual method. 

Dup, ldvirtftn, newobj delegate::.ctor() pattern expected (in 
the same basic block). 

Ldftn/ldvirtftn instruction required before call to a delegate 
ctor. 

Attempt to load address of an abstract method. 

ELEMENT_TYPE_CLASS ValueClass in signature. 

ELEMENT_TYPE_VALUETYPE non-ValueClass in signature. 

Box operation on TypedReference, ArgHandle, or Argiterator. 

Byref of TypedReference, ArgHandle, or Argiterator. 

Array of TypedReference, ArgHandle, or Argiterator. 

Stack not empty when leaving an exception filter. 

Unrecognized delegate ctor signature; expected I. 

Unrecognized delegate ctor signature; expected Object. 

Mkrefany on TypedReference, ArgHandle, or Argiterator. 

Value type not allowed as catch type. 

filter block should immediately precede handler block 

ldvirtftn on static 

callvirt on static 

initlocals must be set for verifiable methods with one or more 
local variables. 

branch/leave to the beginning of a catch/filter handler 

Unverifiable PE Header/native stub. 

Unrecognized metadata, unable to verify IL. 

Unrecognized appdomain pointer. 

Type load failed. 

Module load failed. 
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Symbols and Numbers 
#- compressed (optimized) metadata stream, 80, 

81, 82-83 
#-uncompressed (unoptimized) metadata stream, 

81, 82-83, 94 

A 
abstract classes, 126 
access permissions, 333-37 
accessor methods, 300 
actions, 331-32 
add instruction, 247 
add.ovf and add.ovf.un instructions, 249 
addressing arguments and local variables 

local block allocation, 256 
local variables 

loading, 255 
reference loading, 256 
storing, 256 

method arguments 
address loading, 254 
list, 255 
loading, 254 
storing, 255 

prefix instructions, 257 
addressing classes and value types, 261-65 
addressing fields, 257-58 
AddressOfEntryPoint field, 60 
I ADVANCED disassembler option, 380, 381 
ansi keyword, 11 
appDomain-bound objects, 101 
application base (AppBase), 107, 108 
application domains, 99-101 
ArgumentException exception, 284 
arithmetical instructions 

arithmetical operations, 247-48 
bitwise operations, 249-50 
block operations, 253-54 
constant loading, 245 

conversion operations, 250-51 
indirect loading, 246 
indirect storing, 246 
logical condition check, 252-53 
overflow arithmetical operations, 248-49 
overflow conversion operations, 251-52 
shift operations, 250 
stack manipulation, 244-45 

arithmetical operations, 247-48 
array marshaling, 363---64 
arrays, 160-62 
ArrayTypeMismatchException exception, 284 
assemblies 

application domains, 99-101 
interop, 356 
introduced, 5, 97 
loader in search of, 107-9 
main, 112 
manifests 

assembly metadata table, 103-4, 120 
AssemblyRef metadata table, 104-6, 120 
ExportedType metadata table, 115-16, 122-23 
File metadata table, 110-12, 121-22 
introduced, 101-2 
managed resource metadata, 112-15, 122 
metadata validity rules, 119-23 
Module metadata table, 109-10, 121 
ModuleRef metadata table, 110, 121 
order of declarations in ILAsm, 117-18 
single-module and multimode assemblies, 

118-19 
private and shared, 98-99 
satellite, 112 

Assembly declarations (.assembly), 9-10, 13, 20, 
21, 103-4, 117, 118, 387 

.assembly extern directive, 105-7, 117, 387 
assembly language. See ILAsm 
assembly linker, 323-24 
assembly metadata table, 103-4, 120 

453 



454 Assembly References (AssemblyRefs) 

Assembly References (AssemblyRefs), 9-10 
AssemblyCultureAttribute attribute, 324 
AssemblyDelaySignAttribute attribute, 324 
AssemblyKeyFileAttribute attribute, 324 
AssemblyKeyNameAttribute attribute, 324 
AssemblyRef declarations (.assembly extern), 

105-7, 117, 387 
AssemblyRef metadata table, 104-6, 120 
AssemblyVersionAttribute attribute, 324 
Assert action, 332 
AsyncCallback delegate, 145 
asynchronous calls, 145 
attributes. See custom attributes; security 

attributes 
AttributeUsageAttribute attribute, 316 
auto keyword, 11 
autochar keyword, 11 

B 
BadimageFormatException exception, 284 
Beginlnvoke method, 145, 146 
beq and beq.s instructions, 241 
bge and bge.s instructions, 241 
bge.un and bge.un.s instructions, 241 
bgt and bgt.s instructions, 241 
bgt.un and bgt.un.s instructions, 242 
bitwise operations, 249-50 
ble and ble.s instructions, 242 
ble.un and ble.un.s instructions, 242 
blittable types, 358 
blob heaps, 78-79 
#Blob metadata stream, 80, 81, 82 
block operations, 253-54 
blt and blt.s instructions, 242 
blt.un and blt.un.s instructions, 242 
bne.un and bne.un.s instructions, 241 
box instruction, 264 
boxing, 142 
brand br.s instructions, 19, 240 
branching instructions 

comparative, 240-42 
conditional, 240 
unconditional, 239-40 

break instruction, 243 
brfalse and brfalse.s instructions, 18, 19, 240 
brtrue and brtrue.s instructions, 240 
bytearray keyword, 22 
/BYTES disassembler option, 381 

c 
call instruction, 16, 226, 259 
callbacks, managed methods as callback for 

unmanaged, 365-68 
calli instruction, 17 4, 260 
calling methods 

direct calls, 259-60 
indirect calls, 260-61 
tail calls, 261 

calling unmanaged code, 23-24 
callvirt instruction, 259-60 
castclass instruction, 263 
catch type of EH clause, 33, 274 
.cctor (class constructor), 195-96, 197-98, 206-7, 

224, 226, 229 
cdecl keyword, 23 
ceq instruction, 253 
cgt and cgt.un instructions, 253 
CIL (common intermediate language), 5 
cil keyword, 14, 23, 24 
ckfinite instruction, 253 
class amendments, 12 
class attributes 

class layout information, 140 
class references, 138 
flags 

layout, 136 
reserved, 137 
semantics pseudoflags, 137 
string formatting, 137 
type implementation, 136 
type semantics, 136 
visibility, 135-36 

interface implementations, 139-40 
parents of types, 138-39 

class augmentation, 149-51, 385-86 
class constructor (.cctor), 195-96, 197-98, 206-7, 

224, 226, 229 
class declaration, 10-12, 23 
class layout information, 140 
class leafs, 379 
class marshaling, 363 
class metadata 

ClassLayout metadata table, 130 
Interfacelmpl metadata table, 129 
introduced, 127-28 
NestedClass metadata table, 130 
TypeDef metadata table, 128 
TypeRef metadata table, 129 



class references, 138 
classes. See also types 

abstract, 126 
addressing, 261-65 
Culturelnfo, 112 
enclosing, 20 
Even, 11 
forward declaration of, 25-26 
full class names, 133-34 
generic, 160 
implementing interfaces, 126 
[mscorlib]System.Attribute, 310 
[mscorlib]System.Exception, 283, 287 
[mscorlib]System.MulticastDelegate, 144, 292-95 
[mscorlib]System.Security .N amedPermissionSet, 

343 
[mscorlib]System.Security.PermissionSet, 343 
nested, 20, 147-49 
PermissionSet, 343 
private, 147 
public, 133 
Regionlnfo, 112 
representing, in signatures, 170--71 
System.Enum, 11 
System.Object, 11, 126 
System.Resources.ResourceManager, 115 
System.ValueType, 11 
WaitHandle, 294 

ClasslnterfaceAttribute attribute, 318 
ClassLayout metadata table, 130, 154 
/CLASSLIST disassembler option, 380 
CLS (Common Language Specification), 4-5, 325 
CLSComplianceAttribute attribute, 325 
cit and clt.un instructions, 253 
code base (CodeBase), 107, 108 
code interoperation 

data marshaling 
array marshaling, 363-64 
blittable types, 358 
class marshaling, 363 
delegate marshaling, 364 
In/Out parameters, 358-59 
introduced, 357 
object marshaling, 361-62 
string marshaling, 359-60 

introduced, 349-50 

CorMethodAttr enumeration 455 

managed methods as unmanaged exports, 

369-75 
providing managed methods as callback for 

unmanaged, 365-68 
thunks and wrappers 

COM callable wrappers, 354-55 
IJW thunks, 353-54 
implementation map metadata and validity 

rules, 353 
P/Invoke thunks, 351-52 
runtime callable wrappers, 355-57 

code verification, 93, 268-69 
CodeAccessSecurityAttribute attribute, 321 
coded tokens, 89-93 
COFF header, 42-47 
COM callable wrappers, 354-55 
ComAliasNameAttribute attribute, 318 
Combine method, 293, 294 
Combinelmpl method, 292-94 
ComConversionLossAttribute attribute, 318 
COMIMAGE_FLAGS_• values in the .NET 

common language runtime header, 58-59 
common intermediate language (CIL), 5 
common language runtime. See .NET common 

language runtime entries 
Common Language Specification (CLS), 4-5, 325 
comparative branching instructions, 240-42 
compiling in debug mode, 388-92 
compressed (optimized) metadata, 76-77 
ComRegisterFunctionAttribute attribute, 318 
ComSourcelnterfacesAttribute attribute, 318-19 
ComUnregisterFunctionAttribute attribute, 318 
ComVisibleAttribute attribute, 319 
conditional branching instructions, 240 
constant loading instructions, 245 
Constant metadata table, 184-85, 198, 200 
Constant records, 187 
constructors vs. data constants, 195-98 
context-bound objects, 101 
conv." instructions, 251 
conversion operations, 250--51 
conv.ovf." instructions, 252 
CorCallingConvention enumeration, 171 
CorElementType enumeration, 156 
CorFieldAttr enumeration, 181 
CorMethodAttr enumeration, 204 



456 CorMethodlmpl enumeration 

CorMethodimpl enumeration, 207 
CorParamAttr enumeration, 208 
CorSerializationType enumeration, 310 
CorUnmanagedCallingConvention enumeration, 

174 
COR_ VTABLE_* values in the VTableFixups field, 

60-61 
cpblk instruction, 253 
cpobj instruction, 262 
. ctor (instance constructor), 144, 145, 195, 206-7, 

224-26 
Culturelnfo class, 112 
cultures, 112 
custom attributes 

classification of 
assembly linker, 323-24 
common language specification ( CLS) 

compliance, 325 
execution engine and JIT compiler, 317-18 
interoperation subsystem, 318-20 
introduced, 315-17 
pseudocustom attributes, 325-27 
remoting subsystem, 322-23 
security, 320-22 
Visual Studio .NET debugger, 323 

CustomAttribute metadata table, 309-10 
declaration, 312-15 
introduced, 307-9 
metadata validity rules, 327 · 
value encoding, 310-12 

.custom directive, 312-15 
custom permissions, 340-43 
CustomAttribute metadata table, 309-10, 327 

D 
data constants 

constructors vs., 195-98 
declaration, 189-91 

data declaration, 22, 188-90 
.data directive, 22, 189-90 
data directory table, 42, 51-53 
data marshaling 

array marshaling, 363-64 
blittable types, 358 
class marshaling, 363 
delegate marshaling, 364 

In/Out parameters, 358-59 
introduced, 137, 357 
object marshaling, 361-62 
string marshaling, 359-60 

data pointer types, 157-59 
data sections (.sdata) 

data constants, 65-66 
TLS, 68-69 
unmanaged export tables, 66-68 . 
V-table, 66 

data structures, 141-42 
data types, primitive, 156-57 
/DEBUG compiler option, 383, 392 
debug mode, compiling in, 388-92 
debugger in Visual Studio .NET, 323 
DebuggerHiddenAttribute attribute, 323 
DebuggerStepThroughAttribute attribute, 323 
declarative actions, 331-32 
declarative security 

advantages and disadvantages, 330 
introduced, 330 
metadata, 343-45 
metadata validity rules, 346 

DeclSecurity metadata table, 320, 343-45, 346 
default values for fields, 184-87 
delegate marshaling, 364 
delegates, 144-46, 291-94 
Demand action, 332 
Deny action, 332 
Displd.Attribute attribute, 319 
div and div.un instructions, 247 
/DLL compiler option, 383 
DLL Hell, 98 
DllMain function, 59 
DllNotFoundException exception, 286 
dotted names, 132, 134 
dup instruction, 244 
Dynamiclnvoke method, 364 

E 
embedded security requirements, 330 
enclosers, 20 
enclosing classes, 20 
endfault (endfinally) instruction, 244, 274, 275, 

281-82 
endfilter instruction, 243, 274, 288 



endfinally (endfault) instruction, 244, 274, 275, 
281-82 

Endlnvoke method, 145, 146 
.entrypoint directive, 15, 111, 387 
EntryPointToken field in the .NET common 

language runtime header, 59-60 
enumerations, pseudoflags to declare, 12 
enumerators (enumeration types, enums), 143-44 
EnvironmentPermission permission, 334 
EnvironmentPermissionAttribute attribute, 321 
evaluation stack type system, 268 
.event directive, 297-300, 387 
Event metadata table, 295-96, 304 
EventMap metadata table, 296, 304 
events 

declaration, 297-300, 387 

delegates and, 291-94 
firing (raising), 292 

metadata 

Event table, 295-96 
EventMap table, 296 
introduced, 294-95 
MethodSemantics table, 296-97 

metadata validity rules, 304 
publishers (sources) of, 292 

subscribers (listeners, sinks) of, 292 

example. See Simple example 
exceptions. See also SEH 

ArgumentException, 284 
ArrayTypeMismatchException, 284 

BadimageFormatException, 284 

Dl!NotFoundException, 286 

ExecutionEngineException, 285 

FieldAccessException, 285 

InvalidCast, 362 

InvalidProgramException, 284 

Marsha!DirectiveException, 286 
MethodAccessException, 285 

Nul!ReferenceException, 285 

OutOfMemoryException, 284 

Overflow, 251-52 

processing, 281-83 
RankException, 285 

Runtime.InteropServices.SEHException, 286 

Threading.SynchronizationLockException, 285 

TypelnitializationException, 285 

TypeLoadException, 21, 188, 189, 192, 193, 
215, 284 

fields 457 

types 
execution engine exceptions, 284-85 
interoperability exceptions, 286 
JIT compiler exceptions, 284 
loader exceptions, 283-84 
subclassing, 286-87 
unmanaged exception mapping, 287 

UnauthorizedAccessException, 284 
Unexpected Type, 16 

VerificationException, 284 

executable files, managed. See PE!COFF files 
execution engine 

custom attributes, 317-18 

exceptions, 284-85 
ExecutionEngineException exception, 285 
explicit keyword, 23, 172 
explicit layouts, 191-93 
explicit method overriding, 216-20 
explicit sequential keyword, 11 
export tables, unmanaged, 66-68 
ExportedType declarations (.class extern), 116, 

117, 118 
ExportedType metadata table, 115-16, 122-23 
.extends directive, 11, 12, 23, 26 
extends leafs, 379 
extern keyword, 9-10 

F 
famandassem keyword, 13, 20 
family keyword, 13, 20 
famorassem keyword, 13, 20 
fat method headers, 220, 221, 222 
fault type of EH clause, 275, 278, 281-82, 287, 

288 
field declaration, 13-14, 19, 21, 22, 181, 187-88, 

387 
Field Definitions (FieldDefs), 13-14 
field metadata, 180-84 
Field metadata table, 198-99 
field signatures, 172 
FieldAccessException exception, 285 
FieldLayout metadata table, 191, 198, 199 
FieldLayout records, 191-93 
FieldMarshal metadata table, 198, 199-200 
FieldRVA metadata table, 198, 199 
fields 

addressing, 257-58 
default values, 184-87 



458 fields 

fields, (continued) 
global, 194-95 
initonly, 226 
instance, 184 
mapped, 21, 187-89 
metadata validity rules, 198-200 
static, 184 

File declarations (.file), 111-12, 117 
File metadata table, 110-12, 121-22 
file pointers, PE/COFF files, 40 
FileDialogPermission permission, 334 
FileDialogPermissionAttribute attribute, 321 
FileIOPermission permission, 334 
FileIOPermissionAttribute attribute, 321 
filter type of EH clause, 274, 280, 288 
finalizers, instance, 226-27 
finally type of EH clause, 274-75, 276, 278, 

281-82, 287, 288 
firing (raising) events, 292 
Flags field of .NET common language runtime 

header, 58-59 
flow control instructions 

break, 243 
comparative branching, 240-42 
conditional branching, 240 
ret, 244 
SEH block ending, 243-44 
SEH block exiting, 243 
switch, 242-43 
unconditional branching, 239-40 

forward declaration of classes, 25-26 
full class names, 133-34 
function pointer types, 160 

G 
generic class, 160 
getters, 300 
global fields, 194-95 
global items, 19-21 
global methods, 229-30 
globally unique identifiers (GUIDs), 308-9 
guarded block, 35 
GUID heaps, 78 
#GUID metadata stream, 80, 81, 82, 94 
GuidAttribute attribute, 319 
GUIDs (globally unique identifiers), 308-9 

H 
handler block, 33-34 
.hash directive, 111 
heaps, metadata, 78-79 

!Convertible interface, 361 
identifiers, 131 
identity permissions, 338-40 
!Dispatch interface, 355, 361, 363 
!Enumerable interface, 314 
IJW thunks, 353-54 
IL, 5, 6 

assembly language. See ILAsm 
IL Disassembler (ILDASM), 378-82 
ILAsm 

compiler options, 383-84 
naming conventions, 131-32 
order of manifest declarations in, 117-18 

ILDASM (IL Disassembler), 378-82 
image files. See PE/COFF files 
IMAGE_COR20_HEADER structure, 56-57 
_IMAGE_COR_ VTABLEFIXUP structure, 60-61 
_IMAGE_DATA_DIRECTORY structure, 51 
_IMAGE_EXPORT_DIRECTORY structure, 67 
IMAGE_FILE_* characteristics values in COFF 

headers, 45-47 
_IMAGE_FILE_HEADER structure, 43 
IMAGE_FILE_MACHINE_* values in COFF 

headers, 43-44 
_IMAGE_OPTIONAL_HEADER structure, 47-51 
IMAGE_REL_BASED_* relocation types, 62-63 
_IMAGE_RESOURCE_DATA_ENTRY structure, 72 
_IMAGE_RESOURCE_DIRECTORY structure, 71 
_IMAGE_RESOURCE_DIRECTORY _ENTRY 

structure, 71 
IMAGE_SCN_* characteristics values in section 

headers, 55 
_IMAGE_SECTION_HEADER structure, 53-54 
_IMAGE_TLS_DIRECTORY structure, 68-69 
imperative security, 330 
implementation map metadata, 353 
implements keyword, 12, 26 
implements leafs, 379 
implicit virtual method overriding, 216 
ImplMap metadata table, 353 
ImportedFromTypeLibAttribute attribute, 319 



indirect call signatures, 17 4-75 
indirect loading instructions, 246 
indirect storing instructions, 246 
Inheritance Demand action, 331 
init keyword, 15, 221-23 
initblk instruction, 253-54 
initobj instruction, 263 
initonly fields, 226 
In/Out parameters, 358-59 
install-time code generation, 7 
instance constructor (.ctor), 144, 145, 195, 206-7, 

224-26 
instance fields, 184 
instance finalizers, 226-27 
instance keyword, 172, 213 
instance members of value types, 142-43 
instance methods, 212-16 
instance pointer (this), 142-43, 147 
instruction parameters, 239 
instructions 

addressing arguments and local variables 
local block allocation, 256 
local variable loading, 255 
local variable reference loading, 256 
local variable storing, 256 
method argument address loading, 254 
method argument list, 255 
method argument loading, 254 
method argument storing, 255 
prefix instructions, 257 

addressing classes and value types, 261-65 
addressing fields, 257-58 
arithmetical 

arithmetical operations, 247-48 
bitwise operations, 249-50 
block operations, 253-54 
constant loading, 245 
conversion operations, 250-51 
indirect loading, 246 
indirect storing, 246 
logical condition check, 252-53 
overflow arithmetical operations, 248-49 
overflow conversion operations, 251-52 
shift operations, 250 
stack manipulation, 244-45 

calling methods 
direct calls, 258-60 

!Unknown interface 459 

indirect calls, 260-61 
tail calls, 261 

code verifiability, 268-69 
flow control 

break instruction, 243 
comparative branching instructions, 240-42 
conditional branching instructions, 240 
ret instruction, 244 
SEH block ending instructions, 243-44 
SEH block exiting instructions, 243 
switch instruction, 242-43 
unconditional branching instructions, 239-40 

long-parameter, 239 
short-parameter, 239 
vector 

element address loading, 266 
element loading, 266-67 
element storing, 267 
vector creation, 265-66 

int8* keyword, 23 
int32 keyword, 14, 15, 17, 23 
int32[ , ) specification, 162 
int32[)[) specification, 162 
int64 keyword, 22 
interface implementations, 139-40 
Interfacelmpl metadata table, 129, 153-54 
Interfacelmpls metadata item, 315 
interfaces, 140, 141 

classes implementing, 126 
InterfaceTypeAttribute attribute, 319 
intermediate language. See IL 
interop assemblies, 356 
interoperability exceptions, 286 
interoperation. See code interoperation 
interoperation subsystem custom attributes, 

318-20 
InvalidCast exception, 362 
InvalidProgramException exception, 284 
Invoke method, 144, 145, 292, 293 
!Permission interface, 343 
isinst instruction, 263-64 
IsolatedStorageFilePermission permission, 335 
IsolatedStorageFilePermissionAttribute attribute, 

321 
/ITEM disassembler option, 381, 382 
!Unknown interface, 355, 361, 363 



460 JIT compiler 

J 
]IT compiler 

custom attributes, 317-18 
exceptions, 284 

jmp instruction, 259 
just-in-time compiler. See ]IT compiler 

K 
/KEY compiler option, 383-84 

L 
label form of SEH clause declaration, 275-78 
labels, 15 
Lame Linker tool, 386, 387 
.language directive, 388, 392 
ldarga and ldarga.s instructions, 254 
ldc.* instructions, 19, 245 
ldelem.* instructions, 266-67 
ldelema instruction, 266 
ldfld instruction, 184, 258 
ldflda instruction, 184, 198, 258 
ldftn instruction, 225, 260 
ldind.* instructions, 246 
ldlen instruction, 266 
ldloc and ldloc.s instructions, 18, 255 
ldloc.O, ldloc.1, ldloc.2, and ldloc.3 instructions, 

255 
ldloca and ldloca.s instructions, 256 
ldnull instruction, 261 
ldobj instruction, 261-62 
ldsfld instruction, 19, 184, 187, 258 
ldsflda instruction, 17, 184, 198, 258 
ldstr instruction, 262 
ldstr keyword, 16, 19, 22 
ldtoken instruction, 183, 264-65 
ldvirtftn instruction, 260 
leave and leave.s instructions, 32-35, 243, 275 
.line directive, 388, 392 
/LINENUM disassembler option, 382, 389, 392 
Link Demand action, 332 
linker, 323-24 
listeners (sinks, subscribers) of events, 292 
literal fields, 144 
literals, single-quoted, 132 
loader 

exceptions, 283-84 
in search of assemblies, 107-9 

local block allocation, 256 
local variable loading, 255 
local variable reference loading, 256 
local variable storing, 256 
local variables, 221-24. See also addressing 

arguments and local variables 
local variables signatures, 175 
locales, 112 
localization of applications, 112 
localloc instruction, 256 
.locals directive, 15 
logical condition check instructions, 252-53 
long-parameter instructions, 239 

M 
Machine types in COFF headers, 43-44 
main assembly, 112 
managed code, 5 

unmanaged code and. See code interoperation 
managed executable files, 5, 7, See PE/COFF files 
managed keyword, 23, 24 
managed methods 

callback for unmanaged, 365-68 
unmanaged exports, 369-75 

managed pointers, 157-59 
managed resource declarations (.mresource), 114, 

117 
managed resource metadata, 112-15, 122 
ManifestResource declarations (.mresource), 387 
ManifestResource metadata table, 114, 122 
manifests 

assembly metadata table, 103-4, 120 
AssemblyRef metadata table, 104-6, 120 
ExportedType metadata table, 115-16, 122-23 
File metadata table, 110-12, 121-22 
introduced, 101-2 
managed resource metadata, 112-15, 122 
metadata validity rules, 119-23 
Module metadata table, 109-10, 121 
ModuleRef metadata table, 110, 121 
order of declarations in ILAsm, 117-18 
single-module and multimodule assemblies, 

118-19 
mapped fields, 21, 187-89 
MarshalDirectiveException exception, 286 



marshaling. See data marshaling 
.maxstack directive, 224, 238 
mdt* token types, 87-88, 180, 202, 295, 301, 309 
Member References (MemberRefs), 16, 210 
MemberRef metadata table, 198, 200 
MemberRef signatures, 174 
metadata 

classes 
ClassLayout metadata table, 130 
Interfacelmpl metadata table, 129 
NestedClass metadata table, 130 
type metadata, 127 
TypeDef metadata table, 128 
TypeRef metadata table, 129 

declarative security, 343-45 

defined, 75-76 

events 

Event table, 295-96 
EventMap table, 296 
introduced, 294-95 
MethodSemantics table, 296-97 

fields, 180-84 

headers, 79-82 

heaps, 78-79 
implementation map, 353 

manifests 

assembly metadata table, 103-4, 120 
AssemblyRef metadata table, 104--6, 120 
ExportedType metadata table, 115-16, 122-23 
File metadata table, 110-12, 121-22 
introduced, 101-2 
managed resource metadata, 112-15, 122 
Module metadata table, 109-10, 121 
ModuleRef metadata table, 110, 121 
validity rules, 119-23 

methods 

method flags, 204-6 
method implementation flags, 207-8 
method implementation metadata, 211 
method name, 206-7 
method parameters, 208-10 
Method table record entries, 202-3 
referencing the methods, 210-11 
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PEVerify tool for, 94 
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properties, 300-302 
Property table, 301-2 
PropertyMap table, 302 

record identifiers (RIDs) in, 87 

schema, 83 

tablestags in, 89-90 

tokens 

coded, 89-93 
external, 87-89 

unoptimized (uncompressed), 77-78 

validation, 93-94 
metadata streams 

#-compressed (optimized) metadata stream, 

80, 81, 82-83 
#-uncompressed (unoptimized), 81, 82-83, 94 

#Blob, 80, 81, 82 

#GUID, 80, 81, 82, 94 
#Strings, 80, 81, 82 

#US, 80, 81, 82, 88-89 

metadata table streams, 82-87 
metadata validity rules 

custom attributes, 327 

declarative security, 346 

events, 304 

fields, 198-200 

methods, 230-33, 305-6 

properties, 304-5 

types, 151-54 
/METAINFO disassembler option, 380, 382 
method argument address loading, 254 
method argument list, 255 
method argument loading, 254 
method argument storing, 255 
method declaration, 14--19, 23, 387 
Method Definitions (MethodDefs), 14-19, 210 
Method metadata table, 202-3, 230-32 
method signatures, 173 
MethodAccessException exception, 285 
Methodlmpl metadata table, 230, 233 
methods 

calling, 258-261 

direct calls, 259-60 
indirect calls, 260-61 
tail calls, 261 

class constructors (.cctors), 224, 226 

explicit method overriding, 216-20 
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methods, (continued) 
global, 229-30 
header attributes, 220-21, 222 
implicit virtual method overriding, 216 
instance, 212-16 
instance constructors (.ctors), 224-26 
instance finalizers, 226-27 
local variables, 221-24 
metadata 

introduced, 202 
method flags, 204-6 
method implementation flags, 207-8 
method implementation metadata, 211 
method name, 206-7 
method parameters, 208-10 
Method table record entries, 202-3 
referencing the methods, 210-11 

metadata validity rules, 230-33, 305-6 
nonvirtual, 213, 215 
static, 212 
variable argument lists (vararg), 227-29 
virtual, 213-16 

MethodSemantics metadata table, 296-97, 304, 
305-6 

Microsoft intermediate language. See MSIL 
mkrefany instruction, 264 
modifiers for primitive types, 162-65 
modopt modifier, 163-64 
modreq modifier, 163-64 
module entry point declarations (.entrypoint), 15, 

111, 387 
.module extern directive, 110, 117 
module keyword, 10 
module linking through round-tripping, 386-88 
Module metadata table, 109-10, 121 
ModuleRef declarations (.module extern), 110, 

117 
ModuleRef metadata table, 110, 121 
modules. See assemblies 
.mresource directive, 114, 117, 387 
[mscorlib]System.Attribute class, 310 
[mscorlib]System.Diagnostics.Debuggable-

Attribute attribute, 388 
[mscorlib]System.Exception class, 283, 287 
[mscorlib]System.MulticastDelegate class, 144, 

292-95 
[mscorlib]System.Security.NamedPermissionSet 

class, 343 

[mscorlib]System.Security.PermissionSet class, 343 
MS-DOS stub, 42 
MSIL, 5 

assembly language. See ILAsm 
mul instruction, 247 
mul.ovf and mul.ovf.un instructions, 249 
multilanguage projects 

class augmentation, 385-86 
compiling in debug mode, 388-92 
creative round-tripping, 384-85 
IL Disassembler (ILDASM), 378-82 
module linking through round-tripping, 386-88 
principles of round-tripping, 383-84 

multimodule assemblies, 118-19 

N 
names, full class, 133-34 
.namespace directive, 10-12, 132-33 
namespaces, 132-33 
naming conventions, 131-32 
native keyword, 14 
native types, 165-68 
neg instruction, 248 
nested classes, 20 
nested types, 20, 147-49 
NestedClass metadata table, 130, 154 
.NET common language runtime basics, 4-7 
.NET common language runtime header 

EntryPointToken field, 59-60 
Flags field, 58-59 
StrongNameSignature field, 61 
structure, 56-57 
VTableFixups field, 60-61 

neutral cultures, 112 
newarr instruction, 160, 162, 265-66 
newobj instruction, 176, 224-25, 226, 263 
/NOBAR disassembler option, 382 
/NOIL disassembler option, 381, 382 
nonvirtual methods, 213, 215 
nop instruction, 244 
nullref keyword, 185 
NullReferenceException exception, 285 

0 
object marshaling, 361-62 
ObsoleteAttribute attribute, 325 
operation codes (opcodes), 239 
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/OUT compiler option, 383 
/OUT disassembler option, 378, 382 
OutOf.MemoryException exception, 284 
overflow arithmetical operations, 248--49 
overflow conversion operations, 251-52 
Overflow exception, 251-52 
.override directive, 219-20 

p 
P/Invoke (platform invocation), 23-24 
.pack directive, 140 
Param metadata table, 230, 232-33 
parameter marshaling, 23-24 
parameters in instructions, 239 
parents of types, 138-39 
PE header, 42, 47-53 
PE signature, 42 
PE/COFF files 

data sections (.sdata) 
data constants, 65-66 
TLS, 68-69 
unmanaged export tables, 66-68 
V-table, 66 

file pointers, 40 
headers 

COFF header, 42-47 
MS-DOS stub, 42 
PE header, 42, 47-53 
PE signature, 42 
section headers, 42, 53-56 

.NET common language runtime header 
EntryPointToken field, 59-60 
Flags field, 58-59 
StrongNameSignature field, 61 
structure, 56-57 
VTableFixups field, 60--61 

relative virtual addresses (RVAs), 40 
relocation (.reloc) section, 61-63 
resources (.rsrc) 

managed, 72 
unmanaged, 70--72 

sections, 41 
structure, 39-41 
summarized, 73-74 
.text section, 63-65 
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virtual addresses (VAs), 41 
.permission directive, 345-46 
permission sets, 343 
permissions, defined, 331 
PermissionSet class, 343 
.permissionset directive, 346 
PermissionSetAttribute attribute, 321 
Permit Only action, 332 
PEVerify tool, 94 
pinned modifier, 164-65 
P/Invoke thunks, 351-52 
pinvokeimpl keyword, 23 
placeholders, value types as, 22-23 
platform invocation (P/Invoke), 23-24 
polling from the main thread, 145 
pop instruction, 245 
Portable Executable and Common Object File 

Format. See PE/COFF files 
prefix instructions, 257 
prime module, 97 
primitive types 

arrays, 160--62 
data, 156-57 
data pointer, 157-59 
function pointer, 160 
modifiers for, 162-65 
native, 165-68 
variant, 168-70 
vectors, 160--62 

PrincipalPermissionAttribute attribute, 321 
private assemblies, 98-99 
private classes, 147 
private keyword, 11, 13, 20, 21 
privatescope keyword, 13-14, 20, 21 
ProgidAttribute attribute, 319 
program header, 9-10 
properties 

declaration, 302-3, 387 
metadata, 300--301 

Property table, 301-2 
PropertyMap table, 302 

metadata validity rules, 304-5 
Property metadata table, 301-2, 304-5 
property signatures, 173 
PropertyMap metadata table, 302, 304, 305 
protected block, 34 
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pseudocustom attributes, 325-27 
public classes, 133 
public keyword, 11, 13, 14, 19, 20, 21, 22, 23 
PublisherldentityPermission permission, 339-40 
PublisherldentityPermissionAttribute attribute, 

321 
publishers (sources) of events, 292 

R 
raising (firing) events, 292 
RankException exception, 285 
/RAWEH disassembler option, 381 
record identifiers (RIDs), 87 
refanytype instruction, 264 
refanyval instruction, 264 
reference types, 125-26 
Reflection methods, 186-87 
ReflectionPermission permission, 335 
ReflectionPermissionAttribute attribute, 321 
Regionlnfo class, 112 
regions, 112 
RegistryPermission permission, 336 
RegistryPermissionAttribute attribute, 321 
relative virtual addresses (RVAs), 40, 113 
relocation (.reloc) section of PE/COFF files, 

61-63 
rem and rem.un instructions, 247-48 
remoting subsystem custom attributes, 322-23 
Remove method, 293, 294 
Removelmpl method, 292-94 
Request Minimum action, 331 
Request Optional action, 331 
Request Refuse action, 331 
/RES compiler option, 383 
resources (.rsrc) 

managed, 72 
unmanaged, 70-72 

Resources data directory, 113 
ret instruction, 19, 244 
rethrow instruction, 265, 283 
RIDs (record identifiers), 87 
round-tripping 

creative, 384-85 
module linking through, 386-88 
principles of, 383-84 

runtime. See .NET common language runtime 
entries 

runtime callable wrappers, 355-57 
run-time validation and verification, 93 
Runtime.lnteropServices.SEHException 

exception, 286 
RVAs (relative virtual addresses), 40, 113 

s 
satellite assemblies, 112 
schema, 83 
scope form of SEH clause declaration, 278--81 
sealed types, 138, 141 
section headers, 42, 53-56 
sections of PE/COFF files, 41 
security 

declarative 
advantages and disadvantages, 330 
metadata, 343-45 
metadata validity rules, 346 

imperative, 330 
security attributes 

declaration, 345-46 
declarative actions, 331-32 

security custom attributes, 320-22 
security permissions 

access permissions, 333-37 
custom permissions, 340-43 
identity permissions, 338-40 
permission sets, 343 

security policies, 329 
security requirements, embedded, 330 
SecurityAttribute attribute, 321 
SecurityPermission permission, 336-37 
SecurityPermissionAttribute attribute, 321 
SEH. See also exceptions 

block ending instructions, 243-44 
block exiting instructions, 243 
catch type of EH clause, 33, 274 
clauses 

internal representation, 272-73 
label form of declaration, 275-78 
scope form of declaration, 278--81 
structuring rules, 287-88 
types, 274-75 

fault type of EH clause, 275, 278, 281-82, 287, 
288 



System. Runtime. I nteropServices. FieldOffsetAttribute attribute 465 

filter type of EH clause, 274, 280, 288 
finally type of EH clause, 274-75, 276, 278, 

281-82, 287, 288 
guarded block, 35 
handler block, 33-34 
introduced, 271-72 
leave keyword, 32-35 
protected block, 34 
Simple example (Simple.exe), 31-35 
throw instruction, 265, 282-83 
.try keyword, 32, 34-35, 275-81 

sentinels, 18 
sequential layout, 193 
SET encoding, 172 
setters, 300 
shared assemblies, 98-99 
shift operations, 250 
sh! instruction, 250 
shr and shr.un instructions, 250 
signatures 

calling conventions, 171-72 
defined, 155 
field, 172 
indirect call, 174-75 
local variables, 175 
MemberRef, 174 
method, 173 
property, 173 
representing classes in, 170-71 
type specifications (TypeSpecs), 175-76 
validity rules, 176-78 

single-module assemblies, 118-19 
single-quoted literals, 132 
sinks (listeners, subscribers) of events, 292 
SiteidentityPermission permission, 340 
SiteidentityPermissionAttribute attribute, 321 
.size directive, 23, 140 
sizeof instruction, 265 
sources (publishers) of events, 292 
sscanf function, 17, 18, 23, 24, 27, 29, 30, 33-35 
stack manipulation instructions, 244-45 
StandAloneSigs metadata item, 315 
static fields, 184 
static keyword, 13, 14, 19, 21, 22, 23, 213 
static methods, 212 
/STATISTICS disassembler option, 380 
stelem. • instructions, 267 
stfld instruction, 184, 198, 258 

stind. • instructions, 246 
stloc and stloc.s instructions, 18, 256 
stobj instruction, 262 
string heaps, 78 
string keyword, 17, 23 
string marshaling, 359-60 
#Strings metadata stream, 80, 81, 82 
strong names, 98, 99 
StrongNameidentityPermission permission, 339 
StrongNameidentityPermissionAttribute attribute, 

322 
StrongNameSignature field in the .NET common 

language runtime header, 61 
structured exception handling. See SEH 
structures, 141-42 
stsfld instruction, 184, 198, 258 
stubs. See thunks 
sub instruction, 247 
sub.ovf and sub.ovf.un instructions, 249 
subscribers (listeners, sinks) of events, 292 
Suppress UnmanagedCodeSecurity Attribute 

attribute, 320 
switch instruction, 242-43 
synchronous calls, 145 
[System.DirectoryServices]System.Directory-

Services.DirectoryServicesPermission 
permission, 333 

System namespace, 325 
System.AttributeUsageAttribute attribute, 316 
System.Diagnostics namespace, 323 
System.Diagnostics.DebuggableAttribute 

attribute, 317 
System.Enum class, 11 
System.NonSerializedAttribute attribute, 326 
System.Object class, 11, 126 
System.Reflection class library, 92 
System.Reflection namespace, 324 
System.Reflection.Emit class library, 92 
System.Resources.ResourceManager class, 115 
System.Runtime.CompilerServices.Methodimpl-

Attribute attribute, 326 
System.Runtime.InteropServices namespace, 318 
System.Runtime.InteropServices.Comlmport­

Attribute attribute, 325 
System.Runtime .InteropServices.Dllimport­

Attribute attribute, 325-26 
System.Runtime.InteropServices.FieldOffset­

Attribute attribute, 326 
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System.Runtime.lnteropServices. Guid.Attribute 
attribute, 309 

System.Runtime.InteropServices.lnAttribute 
attribute, 326 

System.Runtime.InteropServices.MarshalAs­
Attribute attribute, 326 

System.Runtime.InteropServices.Optional­
Attribute attribute, 326 

System.Runtime.InteropServices.OutAttribute 
attribute, 326 

System.Runtime.InteropServices.PreserveSig­
Attribute attribute, 326 

System.Runtime.InteropServices.StructLayout­
Attribute attribute, 326 

System.Runtime.InteropServices. Unmanaged­
Type enumerator, 165 

System.Runtime.Remoting.Activation.Ur!Attribute 
attribute, 323 

System.Runtime.Remoting. Contexts. Context­
Attribute attribute, 322 

System.Runtime .Remoting. Contexts.Synchroniza­
tionAttribute attribute, 322-23 

System.Security namespace, 320 
System. Security .DynamicSecurityMethodAttribute 

attribute, 326 
System.Security.Permissions namespace, 320, 

333, 338 
System.Security. UnverifiableCodeAttribute 

attribute, 317 
System.SerializableAttribute attribute, 326 
[System]System.Net.DnsPermission permission, 

334 
System.Theading namespace, 294 
System.ThreadStaticAttribute attribute, 318 
System.ValueType class, 11 

T 
tags in metadata tables, 89-90 
tail. instruction, 261 
targets, 331 
/TEXT disassembler option, 378, 382 
.text section of PE/COFF files, 63-65 
this (instance pointer), 142-43, 147 
thread local storage (TLS), 68-69 
Threading.SynchronizationLockException 

exception, 285 

throw instruction, 265, 282-83 
thunks. See also wrappers 

IJW, 353-54 
P/lnvoke, 351-52 

tiny method headers, 220, 222 
TLS (thread local storage), 68-69 
/TOKENS disassembler option, 381 
tokens, metadata 

coded,89-93 
external, 87-89 

.try directive, 32, 34-35, 275-81 
type conversions, evaluation stack, 268 
Type Definitions (TypeDefs), 10-12, 20, 127, 128 
Type References (TypeRefs), 127, 128 
type specifications (TypeSpecs), 175-76 
TypeDef metadata table, 128, 151-53 
TypelnitializationException exception, 285 
TypeLibFuncAttribute attribute, 320 
TypeLibTypeAttribute attribute, 320 
TypeLibVarAttribute attribute, 320 
TypeLoadException exception, 21, 188, 189, 192, 

193, 215, 284 
TypeRef metadata table, 129, 153 
types. See also classes 

blittable, 358 
data constants, 190-91 
delegates, 144-46 
enumerators (enumeration types, enums), 

143-44 
interfaces, 140-41 
metadata validity rules, 151-54 
nested, 20, 147-49 
parents of, 138-39 
primitive 

arrays, 160-62 
data, 156-57 
data pointer, 157-59 
function pointer, 160 
modifiers for, 162-65 
native, 165--68 
variant, 168-70 
vectors, 160-62 

reference, 125-26 
sealed, 138, 141 
values 

addressing, 261--65 



types, (continued) 

u 

boxed and unboxed values, 142 
derivation of, 143 
instance members of, 142-43 
as placeholders, 22-23 
pseudoflags to declare, 12 
types, 11, 126, 141-42 

UIPermissionAttribute attribute, 322 
unaligned. prefix, 257 
UnauthorizedAccessException exception, 284 
unbound objects, 101 
unbox instruction, 264 
unboxing, 142 
uncompressed (unoptimized) metadata, 77-78 
unconditional branching instructions, 239-40 
Unexpected Type exception, 16 
Unicode, user-defined strings, 88-89 
/UNICODE disassembler option, 381 
unicode keyword, 11 
union declaration, 192-93 
unmanaged code 

calling, 23-24 
managed code and. See code interoperation 

unmanaged export tables, 66-68 
unmanaged keyword, 14 
unmanaged methods 

managed methods as callback for, 365-68 
managed methods as unmanaged exports, 

369-75 
unmanaged pointers, 157-59 
unoptimized (uncompressed) metadata, 77-78 
UrlldentityPermission permission, 340 
UrlldentityPermissionAttribute attribute, 322 
#US metadata stream, 80, 81, 82, 88-89 
/UTF8 disassembler option, 381 

v 
validation of metadata, 93-94 
value types. See values 
valuetype keyword, 17, 19, 21, 22 
vararg (variable argument lists), 227-29 
vararg keyword, 17-18, 23, 172 
vararg method, 164, 174 
VARENUM enumeration, 168 
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variable argument lists (vararg), 227-29 
variant types, 168-70 
VAs (virtual addresses), 41 
vector instructions 

element address loading, 266 
element loading, 266-67 
element storing, 267 
vector creation, 265-66 

vectors, 160-62 
VerificationException exception, 284 
virtual addresses (VAs), 41 
virtual methods, 213-16 
/VISIBILITY disassembler option, 381, 382 
Visual Studio .NET debugger, 323 
void keyword, 14, 16, 19 
volatile. prefix, 257 
V-table, 66 
VTableFixups field in the .NET common language 

runtime header, 60--61 
.vtentry directive, 370, 373-74 
.vtfixup directive, 369, 370, 373-74 

w 
WaitHandle class, 294 
wrappers. See also thunks 

x 

COM callable, 354-55 
defined, 350 
runtime callable, 355-57 

xor instruction, 250 

z 
ZoneidentityPermission permission, 338 
ZoneidentityPermissionAttribute attribute, 322 
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