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Introduction

Welcome to the Microsoft Windows NT Resource Kit Volume 1: Windows NT
Resource Guide.

The Windows NT Resource Kit also includes the following volumes:

n  Volume 2: Windows NT Networking Guide, which provides more specific
information on Windows NT networking, TCP/IP, and the Internet.

n  Volume 3: Windows NT Messages, which provides information on local and
remote debugging and on interpreting error messages.

s Volume 4: Optimizing Windows NT, which provides a step-by-step approach to
understanding all the basic performance management techniques.

The Windows NT Resource Guide is designed for people who are, or who want to
become, expert users of Microsofte Windows NT™ Workstation and Microsoft
Windows NT Server. The book presents detailed, easy-to-read technical
information to help you better manage how Windows NT is used at your site.

It contains specific information for system administrators who are responsible

for installing, managing, and integrating Windows NT in a network or multiuser
environment.

The Windows NT Resource Guide is a technical supplement to the documentation
included as part of the Windows NT product and does not replace that information
as the source for learning how to use Windows NT features and utilities.

This introduction includes three kinds of information you can use to get started:

= The first section outlines the contents of this book, so that you can quickly
find technical details about specific elements of Windows NT.

» The second section introduces the Windows NT Resource Kit CD and disks.

= The third section describes the conventions used to present information in
this book.
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About the Resource Guide

This guide includes the following chapters. Additional tables of contents are
included in each part to help you quickly find the information you want.

Part |, About Windows NT

Chapter 1, “Windows NT Architecture,” describes the architecture of
Windows NT and discusses the components of its modular design.

Chapter 2, “Windows NT Security Model,” describes in detail the security
architecture for Windows NT. This security architecture is pervasive throughout
the entire operating system, from logon security to access control for files,
directories, printers, and other resources on the system.

Part Il, Setting Up Windows NT

Chapter 3, “Customizing Windows NT Setup,” contains a technical
discussion of the Windows NT Setup program, details about setting up
Windows NT on a network, and instructions for creating a custom installation
and for using automated setup.

Chapter 4, “Windows NT Files,” describes the purpose of each file in the
Windows NT directory structure. It also provides tips for freeing hard disk space
and memory by deleting components that are not essential to the operation of
Windows NT.

Part lll, Using Windows NT

Chapter 5, “Windows NT File Systems and Advanced Disk Management,”
describes the three main file systems supported by Windows NT—the file
allocation table (FAT), the high-performance file system (HPFS), and the
Windows NT file system (NTFS). This chapter also describes how to organize
and safeguard data on disk using Windows NT disk-management techniques.

Chapter 6, “Printing,” presents the components of the Windows NT printing
model and describes some advanced printing features you can use.

Chapter 7, “Fonts,” examines technical issues related to fonts, focusing on
TrueType, the font technology available in Windows NT. This chapter also

presents details about using printer fonts with specific types of printers, and
using Adobe Type 1 fonts.

Chapter 8, “Microsoft Mail,” presents information about the Microsoft Mail
application provided with Windows NT. This chapter describes the architecture
of Mail and tips for customizing Mail.

Chapter 9, “Microsoft Schedule+,” presents information about the Microsoft
Schedule+ application provided with Windows NT, including architecture and
key features of interest to system administrators.
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Part IV, Windows NT Registry

Chapter 10, “Overview of the Windows NT Registry,” describes the
Windows NT Registry, which replaces the configuration files used with
MS-DOSe and the .INI files used with Microsoft Windowse for MS-DOS.

Chapter 11, “Registry Editor and Registry Administration,” describes
what Registry Editor is and how to use it, with an emphasis on protecting the
Registry contents and using Registry Editor to monitor and maintain the system
configuration on remote computers.

Chapter 12, “Configuration Management and the Registry,” provides some
examples of problem-solving tasks that involve changes made to the Registry
using Registry Editor.

Chapter 13, “Initialization Files and the Registry,” describes how .INI files
and other configuration files are used under Windows NT and how these values
are stored in the Registry.

Chapter 14, “Registry Value Entries,” identifies the Registry entries that you
can add or change using the Registry Editor to configure system startup, network
adapter cards, device drivers, services, Mail and Schedule+, user preferences,
fonts and printing, and the Windows NT subsystems.

Part V, Migration and Compatibility
Chapter 15, “Windows 3.x Compatibility,” presents issues for running
versions of Microsoft Windows for MS-DOS under Windows NT and describes
how that subsystem is implemented.

Chapter 16, “OS/2 Compatibility,” describes how to run Microsoft OS/2 1.x
applications under Windows NT and also presents the related application
programming interface (API) and implementation of the OS/2® subsystem.

Chapter 17, “POSIX Compatibility,” describes how to run POSIX
applications and also presents information about POSIX conformance and the
implementation of this subsystem under Windows NT.

Part VI, Troubleshooting

Chapter 18, “Troubleshooting,” provides specific information for trouble-
shooting problems, showing the key steps for isolating and solving common
problems with software and hardware under Windows NT.
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Part Vi, Appendixes

Appendix A, “Windows NT Resource Directory,” provides a list of
resources for product support, training, and consulting for Windows NT, plus
information about related Microsoft Press books and the Windows NT Driver
Library.

Appendix B, “Windows NT User Rights,” describes the advanced user rights
defined by Windows NT.

Appendix C, “International Considerations,” describes Unicode™ support in
Windows NT, plus information about supported locales, code pages, and
national language support (NLS) information for the subsystems.

Appendix D, “Hardware Compatibility List,”” presents a list of the tested
hardware that is compatible with Windows NT, including microprocessors,
small computer system interface (SCSI) adapters and drives, disk controllers,
video displays, network adapters, audio adapters, modems, pointing devices,
uninterruptible power supplies, keyboards, and printers.

The Glossary presents a rich set of definitions for the technical terms that
appear in the Windows NT Resource Guide and the Windows NT Networking
Guide.

Resource Kit Compact Disc

The compact disc (CD) that accompanies the Windows NT Resource Kit is bound
into the back cover of the Windows NT Resource Guide, but contains utilities that
also apply to information in the Windows NT Networking Guide. This CD includes
a collection of information resources, tools, and utilities that can make networking
and working with Windows NT even easier. 3.5-inch floppy disks are also

available upon request. See the final page of the Windows NT Resource Guide for a
coupon explaining how to obtain them from MS-Press.

The Windows NT Messages database and the utilities for Optimizing Windows NT
are included on both the Windows NT Resource Kit CD and on 3.5-inch floppy
disks bound into the back covers of their respective books.

The Windows NT Resource Kit CD includes the following kinds of tools. A
complete list of all the tools in the Windows NT Resource Kit is available on the
CD in the README.WRI file with instructions on how to use them in the
RKTOOLS.HLP file.
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Administrative Tools

= Windows NT Domain Planner (OLPG.EXE) is a Wizard that helps you plan
and implement the most effective domain model for your networked
organization. The Wizard prompts you for information about the resources on
your network and how you want to manage them. It then recommends a domain
model and provides a printed report with instructions on how to implement this
domain model. It does not help plan your network topology, nor can it replace an
experienced network administrator or consultant.

»  DNS Service provides a static DNS server and a dynamic DNS to WINS (and
vice versa) service.

= EMWAC Internet utilities, including WWW, GOPHER, WAIS servers, and
WAIS tool.

n  Net Watcher NETWATCH.EXE) shows who is connected to shared
directories.

= PERMS.EXE displays a user’s access permissions to a specified file or set
of files.

s  POSIX utilities, including CAT.EXE, CHMOD.EXE, GREP.EXE, VIL.EXE,
and others.

= Command Scheduler (WINAT.EXE) enables you to schedule commands and
programs easily to run at a specified time and date.

= REMOTECMD Service enables you to start and control command-line
programs remotely and with Windows NT authentification.

Desktop Tools
= Animated Cursor Editor (ANIEDIT.EXE) creates animated cursors.
= Access Pack provides accessibility tools for people with disabilities.

= TopDesk (TOPDESK.EXE) provides a powerful virtual desktop that allows for
switching between and organizing applications while conserving screen space. .

= Image Editor (IMAGEDIT.EXE) enables you to edit or create cursor and icon
images.

File System Tools
=  DIRUSE.EXE shows disk space usage.

= SCOPY.EXE copies files and directories with their security intact.

»  WINDIFF.EXE graphically shows the difference between two files or
directories.
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Performance and System Monitoring Tools

Performance Monitor Service enables Performance Monitor to run without
requiring a logon.

Browser Monitor (BROWMON.EXE) enables you to check the status of
browsers on selected domains.

Domain Monitor (DOMMON.EXE) enables you to check the status of servers
in a domain.

Process Viewer (PVIEWER.EXE) displays everything you want to know about
running processes.

QuickSlice (QSLICE.EXE) shows the total CPU used by each process in the
system.

SMBTRACE.EXE, a network diagnostic tool that traces Server Message
Blocks (SMBs) sent and received by the server and redirector.

Registry Tools

REGBACK.EXE and REGREST.EXE, used to back up and restore Registry
hives without the use of a tape drive.

REGENTRY.HLP, a database of Registry entries. Use this Help file while
working in Registry Editor to find ranges, minimum-maximum values, and
instructions for setting specific values in the Registry. This file may also contain
entries that did not make it into the printed version in the Windows NT Resource
Guide due to publication deadlines.

Registry Settings (REGKEY .EXE) provides a graphical way to set several of
the new Registry settings without actually editing the Registry. Its main focus is
on logon settings and turning long filename support off and on in FAT.

Setup and Troubleshooting Tools

Computer Profile Setup for easy installation of Windows NT on multiple
computers that are all configured the same.

SETUPAPP.EXE creates a response file for customized versions of
Windows NT Setup.

NTCARD.HLP assists you in the Setup of adapter cards for Windows NT.
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How To Find and Use These Tools and Utilities
The following procedures help you to find and use these items:

> To see a list of the files and installation instructions
e See the README.WRI file on the CD or first floppy disk.

> To find out how to use a tool or utility
e See the RKTOOLS.HLP file on the CD or first floppy disk.

Conventions in This Manual

This document assumes that you have read the Windows NT documentation set
and that you are familiar with using menus, dialog boxes, and other features of
the Windows operating system family of products. It also assumes that you have
installed Windows NT on your system and that you are using a mouse. For
keyboard equivalents to menu and mouse actions, see the Microsoft Windows NT
online Help.

This document uses several conventions to help you identify information.
The following table describes the typographical conventions used in the
Windows NT Resource Guide.

Convention Used for

bold MS-DOS-style command and utility names such as copy or ping
and switches such as /? or -h. Also used for Registry value names,
such as IniFileMapping and OS/2 application programming
interfaces (APIs).

italic Parameters for which you can supply specific values. For example,
the Windows NT root directory appears in a path name as
systemroo\SYSTEM32, where systemroot can be CA\WINNT35 or
some other value.

ALL CAPITALS Directory names, filenames, and acronyms. For example, DLC
stands for Data Link Control; C:\PAGEFILE.SYS is a file in the
boot sector.

Monospace Sample text from batch and .INI files, Registry paths, and screen text
in non-Windows-based applications.
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Other conventions in this document include the following:

“MS-DOS” refers to Microsoft MS-DOS version 3.3 or later.

“Windows-based application” is used as a shorthand term to refer to an
application that is designed to run with 16-bit Windows and does not run
without Windows. All 16-bit and 32-bit Windows applications follow similar
conventions for the arrangement of menus, dialog box styles, and keyboard and
IMOuse use.

“MS-DOS-based application” is used as a shorthand term to refer to an
application that is designed to run with MS-DOS but not specifically with
Windows or Windows NT and is not able to take full advantage of their
graphical or memory management features.

“Command prompt” refers to the command line where you type MS-DOS-style
commands. Typically, you see characters such as C:\> to show the location of
the command prompt on your screen. In Windows NT, you can double-click the
MS-DOS Prompt icon in Program Manager to use the command prompt.

An instruction to “type” any information means to press a key or a sequence of
keys, and then press the ENTER key.

Mouse instructions in this document, such as “Click the OK button” or “Drag an
icon in File Manager,” use the same meanings as the descriptions of mouse
actions in the Windows NT System Guide and the Windows online tutorial.
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CHAPTER 1

Windows NT Architecture

When users first look at Microsofte Windows NT™, they notice the familiar
Windows 3.x interface. But what is visible to users is only a small part of
Windows NT—a host of powerful features lie beneath the surface.

Windows NT is a preemptive, multitasking operating system based on a 32-bit
design. It includes security and networking services as fundamental components
of the base operating system. Windows NT also provides compatibility with many
other operating systems, file systems, and networks. This operating system runs
on both complex instruction set computing (CISC) and reduced instruction set
computing (RISC) processors. Windows NT also supports high-performance
computing by providing kernel support for computers that have symmetric
multiprocessor configurations.

Windows NT only looks familiar. This chapter describes the powerful features
under the graphical user interface. It provides an overview by introducing the
Windows NT components and showing how they interrelate. Other chapters

in this book provide the details, explaining more about particular components
such as the Windows NT security model, integrated networking features and
connectivity options, Windows NT file systems, the printing system, and the
Registry.
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Windows NT Design Goals

Windows NT was not designed as an upgraded version of an earlier product. Its
architects began with a clean sheet of paper and this list of goals for a new
operating system:

In making this operating system compatible, the designers included the well-
received Windows interface and provided support for existing file systems

(such as FAT) and applications (including those written for MS-DOS, OS/2 1.x,
Windows 3.x, and POSIX). The designers also provided network connectivity to
several existing networking environments.

Portability means that Windows NT runs on both CISC and RISC processors.
CISC includes computers running with Intele 80386 or higher processors. RISC
includes computers with MIPSe R4000™ or Digital Alpha AXP™ processors.

Scalability means that Windows NT is not bound to single-processor
architectures but takes full advantage of symmetric multiprocessing hardware.
Today, Windows NT can run on computers with from 1 to 32 processors.
Windows NT allows you to add bigger and faster workstations and servers to
your corporate network as your business requirements grow. And, it gives you
the advantage of having the same development environment for both
workstations and servers.

Windows NT includes a uniform security architecture that meets the
requirements for a U.S. government rating. For the corporate environment, it
provides a safe environment to run mission-critical applications.

Distributed processing means that Windows NT is designed with networking
built into the base operating system. Windows NT also allows for connectivity
to a variety of host environments through its support of multiple transport
protocols and high-level client-server facilities including named pipes, remote
procedure calls (RPCs), and Windows Sockets.

Reliability and robustness refer to an architecture that protects applications
from damaging each other and the operating system. Windows NT employs the
robustness of structured exception handling throughout its entire architecture. It
includes a recoverable file system, NTFS, and provides protection through its
built-in security and advanced memory management techniques.

Localization means that Windows NT will be offered in many countries around
the world, in local languages, and that it supports the International Organization
for Standardization (ISO) Unicode standard.

Extensibility points to the modular design of Windows NT, which, as described
in the next section, provides for the flexibility of adding future modules at
several levels within the operating system.
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Windows NT Architectural Modules

As Figure 1.1 shows, Windows NT is a modular (rather than monolithic) operating
system composed of several relatively simple modules. From the lowest level to the
top of the architecture, the Windows NT modules are the: Hardware Abstraction
Layer, the Kernel, the Executive, the protected subsystems (included as part of the
security model), and the environment subsystems.

( Logon process } (08/2 application) (wmaz application} (POSIX application}
A

\ \i

0S/2 POSIX
Y subsystem ‘ v subsystem
Security Win32
subsystem
'

subsystem
A User mode

Kernel mode

Executive services
1/0 Manager Object Security Process Local Virtual
Manager Reference Manager Procedure Memory
Monitor Call Facility Manager

$
SRR SR R TN AT RO RN TR USRI RSB AN GBI IO SRR MR RN

§' Hardware Abstraction Layer (HAL) -
k]

Figure 1.1 Windows NT Modular Architecture

The modular architecture of Windows NT is briefly described in the following
paragraphs. The remainder of this chapter describes in detail these architectural
components, beginning with the Hardware Abstraction Layer (HAL), the layer
seated between the computer’s hardware and the rest of the operating system.

w The Hardware Abstraction Layer virtualizes hardware interfaces, making the
hardware dependencies transparent to the rest of the operating system. This
allows Windows NT to be portable from one hardware platform to another.
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= The Kernel is at the core of this layered architecture and manages the most
basic operations of Windows NT. This component is designed to be small and
efficient. The Kernel is responsible for thread dispatching, multiprocessor
synchronization and hardware exception handling.

»  The Executive is a collection of kernel-mode modules that provide basic
operating system services to the environment subsystems. It includes several
components; each manages a particular set of system services. One component,
the Security Reference Monitor, works together with the protected subsystems
to provide a pervasive security model for the system.

= Environment subsystems are user-mode protected servers that run and support
applications native to different operating systems environments. Examples of
these subsystems are the Win32e subsystem and the OS/2 subsystem.

Hardware Abstraction Layer

The Hardware Abstraction Layer (HAL) is a thin layer of software provided by the
hardware manufacturer that hides, or abstracts, hardware differences from higher
layers of the operating system. Thus, through the filter provided by HAL, different
types of hardware all look alike to the operating system, removing the need to
specifically tailor the operating system to the hardware with which it communicates.

The goal for HAL was to provide routines that allow a single device driver to
support the same device on all platforms. HAL allows a large number of variations
in hardware platforms for a single processor architecture without requiring a
separate version of the operating system for each one.

HAL routines are called from both the base operating system (including the Kernel
component) and from device drivers. For drivers, HAL provides the ability to
support a wide variety of input/output (I/O) architectures, instead of either being
restricted to a single hardware model or needing extensive adaptation for each new
hardware platform.

HAL is also responsible for hiding the details of symmetric multiprocessing
hardware from the rest of the operating system.
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Kernel

Working very closely with the HAL is the Kernel, the heart of Windows NT. It
schedules activities for the computer processor to perform. If the computer has
multiple processors, the Kernel synchronizes activity among the processors to
optimize performance.

The activities the Kernel schedules are called threads, the most basic entity in the
system that can be scheduled. Threads are defined in the context of a process,
(described more fully later in “Process Manager”) which represents an address
space, a set of objects visible to the process, and a set of threads that runs in the
context of the process. Objects are resources that can be manipulated by the
operating system. (These are discussed more fully in the “Object Manager”
section.)

The Kernel dispatches threads in a way that ensures that the system’s processors
are always as busy as possible, processing the highest-priority threads first. (There
are 32 priorities distributed across two priority classes—real-time and variable.)
This helps make the operating system as efficient as possible.

Subcomponents at the Executive level, such as the I/O Manager and the Process
Manager, use the Kernel to synchronize activities. They also rely on the Kernel for
higher levels of abstraction, called Kernel objects, some of which are exported
within user-level application programming interface (API) calls.

The Kernel manages two types of objects:

=  Dispatcher objects have a signal state (either signaled or nonsignaled) and
control the dispatching and synchronization of system operations. Dispatcher
objects include the following: events, mutants, mutexes, semaphores, threads,
and timers.

»  Control objects are used to control the operation of the Kernel but do not affect
dispatching. Control objects include the following: asynchronous procedure
calls, interrupts, processes, and profiles.
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Table 1.1 describes how the Executive uses each type of dispatcher object.

Table 1.1 Dispatcher Objects

Object type

Description

Event

Mutant

Mutex

Semaphore

Thread

Timer

Used to record the occurrence of an event and synchronize it with
some action that is to be performed.

One of two objects that the Kernel provides for controlling mutually
exclusive access to a resource. This type of object is intended for use
in providing a user-mode mutual exclusion mechanism that has
ownership semantics. It can also be used in Kernel mode.

The other of two objects that the Kernel provides for controlling
mutually exclusive access to a resource. This type of object can only
be used in Kernel mode and is intended to provide a deadlock-free
mutual exclusion mechanism with ownership and other special
system semantics.

Used to control access to a resource, but not necessarily in a
mutually exclusive fashion. A semaphore object acts as a gate
through which a variable number of threads may pass concurrently,
up to a specified limit. The gate is open (signaled state) as long as
there are resources available. When the number of resources
specified by the limit are concurrently in use, the gate is closed
(nonsignaled state).

The agent that runs program code and is dispatched to be run

by the Kernel. Each thread is associated with a process object,
which specifies the virtual address space mapping for the thread
and accumulates thread run time. Several thread objects can

be associated with a single process object, which enables the
concurrent execution of multiple threads in a single address space
(possibly simultaneous execution in a multiprocessor system).

Used to record the passage of time and to time out operations
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Table 1.2 describes how the Executive uses each type of control object.

Table 1.2 Control Objects

Object type Description

Asynchronous Used to break into the execution of a specified thread and cause a
Procedure Call procedure to be called in a specified processor mode.

Interrupt Used to connect an interrupt source to an interrupt service routine via

an entry in an Interrupt Dispatch Table (IDT). Each processor has an
IDT that is used to dispatch interrupts that occur on that processor.

Process Used to represent the virtual address space and control information
necessary for the execution of a set of thread objects. A process
object contains a pointer to an address map, a list of ready threads
containing thread objects while the process is not in the balance set,
a list of threads that belong to the process, the total accumulated
time for all threads executing within the process, a base priority, and
a default thread affinity. A process object must be initialized before
any thread objects that specify the process as their parent can be
initialized.

Profile Used to measure the distribution of run time within a block
of code. Both user and system code may be profiled.

Generally, the Kernel does not implement any policy since this is the responsibility
of the Executive. However, the Kernel does make policy decisions about when it is
appropriate to remove processes from memory.

The Kemel runs entirely in kernel mode and is nonpageable. Software within the
Kemel is not preemptible and therefore cannot be context-switched, whereas much
software outside the Kernel is almost always preemptible and can be context-
switched.

The Kernel can run simultaneously on all processors in a multiprocessor
configuration, synchronizing access to critical regions as appropriate.

The third and most intricate module that runs in Kernel mode is the Executive. The
next several pages describe the functions of the Executive and its components.
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Windows NT Executive

The Executive, which includes the Kernel and HAL, provides a set of common
services that all environment subsystems can use. Each group of services is
managed by one of these separate components of the Executive:

Object Manager

Virtual Memory Manager
Process Manager

Local Procedure Call Facility
I/0 Manager

Security Reference Monitor, which along with the Logon and Security protected
subsystems, makes up the Windows NT security model

. Uer mode
Kernel mode
\ \ \i
System services -
I/O Manager Object Security Process Local Virtual
Manager Reference Manager Procedure Memory
Monitor Call Facility Manager

Figure 1.2 Windows NT Executive and its Components

A thin top layer of the Executive is called the System Services. The System
Services shown in Figure 1.2 are the interface between user-mode environment
subsystems and kernel mode. The following sections describe the role of each
Executive component. ‘ ‘
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Object Manager

Objects are run-time instances of a particular object type that can be manipulated
by an operating system process. An object type includes a system-defined data type,
a list of operations that can be performed upon it (such as wait, create, or cancel),
and a set of object attributes. Object Manager is the part of the Windows NT
Executive that provides uniform rules for retention, naming, and security of objects.

Before a process can manipulate a Windows NT object, it must first acquire a
handle to the object. An object handle includes access control information and a
pointer to the object itself. All object handles are created through the Object
Manager.

Note Thus, the same routines that are used to create a file handle can be used
to create an object handle.

Like other Windows NT components, the Object Manager is extensible so that new
object types can be defined as technology grows and changes.

In addition, the Object Manager manages the global namespace for Windows NT
and tracks the creation and use of objects by any process. This namespace is used to
access all named objects that are contained in the local computer environment.
Some of the objects that can have names include the following:

» Directory objects = Process and thread objects
= Object type objects = Section and segment objects
»  Symbolic link objects = Port objects

= Semaphore and event objects » File objects
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The object name space is modeled after a hierarchical file system, where directory
names in a path are separated by a backslash (\). You can see object names in this
form, for example, when you double-click entries in the Event Viewer log, as
shown in the following illustration.

Date: 7/27/93 Event ID: 560
Time: 9:47:20 AM Source: Security
User: FredMgr Type: Success Audit
Computer: SHIPPINGDM Category: Obiject Access
Description:
Object Open:

Obiect Server: Security

Object Type: File

Object Name: DA

NewHandleID: -

Operation ID: {0,404203}

Process ID: 4285496688

Primary User Name: FredMgr
Primary Domain: DM
Primary Logon ID:  (0x0,0xC624)

Data: @ﬂples Oﬂords

Process Manager

The Process Manager is the component that tracks two types of objects—process
objects and thread objects. A process is defined as an address space, a set of
objects (resources) visible to the process, and a set of threads that run in the context
of the process. A thread is most the basic schedulable entity in the system. It has its
own set of registers, its own Kernel stack, a thread environment block, and user
stack in the address space of its process.

The Process Manager is the Windows N'T component that manages the creation and
deletion of processes. It provides a standard set of services for creating and using
threads and processes in the context of a particular subsystem environment. Beyond
that, the Process Manager does little to dictate rules about threads and processes.
Instead, the Windows NT design allows for robust environment subsystems that can
define specific rules about threads and processes.

The Process Manager does not impose any hierarchy or grouping rules for
processes, nor does it enforce any parent/child relationships.
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The Windows NT process model works in conjunction with the security model and
the Virtual Memory Manager to provide interprocess protection. Each process is
assigned a security access token, called the primary token of the process. This
token is used by the Windows NT access-validation routines when threads in the
process reference protected objects. For more information about how Windows NT
uses security access tokens, see Chapter 2, “Windows NT Security Model.”

Virtual Memory Manager

The memory architecture for Windows NT is a demand-paged virtual memory
system. It is based on a flat, linear address space accessed via 32-bit addresses.

Virtual memory refers to the fact that the operating system can actually allocate
more memory than the computer physically contains. Each process is allocated a
unique virtual address space, which is a set of addresses available for the process’s
threads to use. This virtual address space is divided into equal blocks, or pages.
Every process is allocated its own virtual address space, which appears to be

4 gigabytes (GB) in size—2 GB reserved for program storage and 2 GB reserved
for system storage. Windows NT can see up to 4 GB of physical memory, if the
computer hardware can provide it. Few operating systems can see this much
memory. MS OS/2 version 1.3, for example, can only see 16 MB of physical
memory.

Demand paging refers to a method by which data is moved in pages from physical
memory to a temporary paging file on disk. As the data is needed by a process, it is
paged back into physical memory.

Unused addresses

Figure 1.3 Conceptual View of Virtual Memory

The Virtual Memory Manager maps virtual addresses in the process’s address
space to physical pages in the computer’s memory. In doing so, it hides the physical
organization of memory from the process’s threads. This ensures that the thread can
access its process’s memory as needed, but not the memory of other processes.
Therefore, as illustrated by Figure 1.4, a thread’s view of its process’s virtual
memory is much simpler than the real arrangement of pages in physical memory.
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Physical Memory

| System, page 4

Process 1 Virtual Memory
FFFFFFFFh

System addressable
memory (2GB)

00000000h

| System, page 5
| System,page3 |

Process 2 Virtual Memory

FFFFFFFFh

System addressable §
memory (2GB)

00000000h

Figure 1.4 Protecting Processes’ Memory

Because each process has a separate address space, a thread in one process cannot
view or modify the memory of another process without authorization.

Local Procedure Call Facility

Applications and environment subsystems have a client-server relationship. That is,
the client (an application) makes calls to the environment server (a subsystem) to
satisfy a request for some type of system services. To allow for a client-server
relationship between applications and environment subsystems, Windows NT
provides a communication mechanism between them. The Executive implements a
message-passing facility called a Local Procedure Call (LPC) facility. It works
very much like the Remote Procedure Call (RPC) facility used for networked
processing (described in Chapter 1, “Windows NT Networking Architecture,” in
the Networking Guide). However, the LPC facility is optimized for two processes
running on the same computer.

Applications communicate with environment subsystems by passing messages via
the LPC facility. The message-passing process is hidden from the client applications
by function stubs (nonexecutable placeholders used by calls from the server
environment) provided in the form of special dynamic-link libraries (DLLs), as
illustrated by Figure 1.5.
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Figure 1.5 Interaction with the Local Procedure Call Facility

When an application makes an application program interface (API) call to an
environment subsystem, the stub in the client (application) process packages

the parameters for the call and sends them to a server (subsystem) process that
implements the call. It is the LPC facility that allows the stub procedure to pass the
data to the server process and wait for a response.

For example, consider how this process works in the Win32 subsystem. When a
Win32 application is loaded to run, it is linked to a DLL that contains stubs for all
of the functions in Win32 API. When the application calls a Win32 function (in this
example, the CreateWindow Win32 function) the call is processed as follows:

1. The CreateWindow() stub function in the DLL is called by the client Win32
application.

2. The stub function constructs a message that contains all of the data needed to
create a window and sends the message to the Win32 server process (that is, the
Win32 subsystem).

3. The Win32 subsystem receives the message and calls the real CreateWindow()
function. The window is created.

4. The Win32 subsystem sends a message containing the results of the
CreateWindow() function back to the stub function in the DLL.

5. The stub function unpacks the server message from the subsystem and returns
the results to the client Win32 application.
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I/0 Manager

From the application’s perspective, the CreateWindow() function in the DLL
created the window. The application does not know that the work was actually
performed by the Win32 server process (the Win32 subsystem), that a message was
sent to make it happen, or even that the Win32 server process exists. It does not
know that the subsystem called one or more Executive system servers to support its
call to CreateWindow.

The I/O Manager is the part of the Windows NT Executive that manages all input
and output for the operating system. A large part of the I/O Manager’s role is to
manage communications between drivers. The I/O Manager supports all file system
drivers, hardware device drivers, and network drivers and provides a heterogeneous
environment for them. It provides a formal interface that all drivers can call. This
uniform interface allows the I/O Manager to communicate with all drivers in the
same way, without any knowledge of how the devices they control actually work.
The I/O Manager also includes driver support routines specifically designed for file
system drivers, for hardware device drivers, and for network drivers.

The Windows NT I/O model uses a layered architecture that allows separate drivers
to implement each logically distinct layer of I/O processing. For example, drivers in
the lowest layer manipulate the computer’s physical devices (called device drivers).
Other drivers are then layered on top of the device drivers, as shown in Figure 1.6.
These higher-level drivers do not know any details about the physical devices. With
the help of the I/O Manager, higher-level drivers simply pass logical I/O requests
down to the device drivers, which access the physical devices on their behalf. The
Windows NT installable file systems and network redirectors are examples of high-
level drivers that work in this way.

I/0 Manager

| [ Cache Manager

File systems

Network drivers

Device drivers

Figure 1.6 Layered Device Drivers

This scheme allows easy replacement of file system drivers and device drivers. It
allows multiple file systems and devices to be active at the same time while being
addressed through a formal interface.
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Drivers communicate with each other using data structures called I/O request
packets. The drivers pass I/O request packets to each other via the I/O Manager,
which delivers the packets to the appropriate target drivers using the drivers’
standard services. The simplest way to perform an I/O operation is to synchronize
the execution of applications with completion of the I/O operations that they
request. (This is known as synchronous 1/0.) When such an application performs
an I/O operation, the application’s processing is blocked. When the I/O operation is
complete, the application is allowed to continue processing.

One way that applications can optimize their performance is to perform
asynchronous I/0, a method employed by many of the processes in Windows NT.
When an application initiates an I/O operation, the I/O Manager accepts the request
but doesn’t block the application’s execution while the I/O operation is being
performed. Instead, the application is allowed to continue doing work. Most I/O
devices are very slow in comparison to a computer’s processor, so an application
can do a lot of work while waiting to be notified that an I/O operation is complete.

When an environment subsystem issues an asynchronous I/O request, the /O
Manager returns to the environment subsystem immediately after putting the
request in a queue, without waiting for the device driver to complete its operations.
Meanwhile, a separate thread from the I/O Manager runs requests from the queue
in the most efficient order (not necessarily the order received).

When each I/O request is finished, the I/O Manager notifies the process that
requested the I/O.

Win32

subsystem

User mode

Kemel mode

I/O Manager

FAT

file system Queue

| ¥
{1 Disk

] Queue

Figure 1.7 Queued I/O Requests
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While asynchronous I/O permits an application to use the computer’s processor
during I/O operations, it also makes it harder for the application to determine when
I/O operations have been completed. Some applications provide a callback function
(APC) that is called when the asynchronous I/O operation is completed. Other
applications use synchronization objects, such as an event or the file handle, that
the I/O system sets to the signaled state when the I/O operation is complete.

Cache Manager

The I/O architecture includes a single Cache Manager that handles caching for
the entire 1/O system. Caching is a method used by a file system to improve
performance. For example, instead of reading and writing directly to the disk,
frequently used files are temporarily stored in a cache in memory, and reads and
writes to those files are performed in memory. Reading and writing to memory is
much faster than reading and writing to disk.

The Cache Manager uses a file-mapping model that is closely integrated with the
Windows NT Virtual Memory Management. Cache Manager provides caching
services to all file systems and network components under the control of the I/O
Manager. Cache Manager can dynamically grow and shrink the size of the cache
as the amount of available RAM varies. When a process opens a file that already
resides in the cache, Cache Manager simply copies data from the cache to the
process’s virtual address space, and vice versa, as reads and writes are performed.

Cache Manager offers services such as lazy write and lazy commit, which can
improve overall file system performance. Lazy write is the ability to record changes
in the file structure cache, which is quicker than recording them on disk, and then
later, when demand on the computer’s central processing unit (CPU) is low, the
Cache Manager writes the changes to the disk. Lazy commit is similar to lazy write.
Instead of immediately marking a transaction as successfully completed, the
committed information is cached and later written to the file system log as a
background process.

For more information about how file systems interact with Cache Manager, see
Chapter 5, “Windows NT File Systems and Advanced Disk Management.”
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File System Drivers

In the Windows NT I/O architecture, file system drivers are managed by the I/O
Manager. Windows NT supports multiple active file systems, including existing
file systems such as FAT. Windows NT supports FAT and HPFS file systems for
backward compatibility with MS-DOS, Windows 3.x, and OS/2 1.x operating
systems. :

Windows NT also supports NTFS—a new file system designed for use with
Windows NT. NTFS provides many features including file system security,
Unicode support, recoverability, long filename support, and support for POSIX.

The Windows NT I/O architecture not only supports traditional file systems but

has implemented its network redirector and server as file system drivers. From the
perspective of I/O Manager, there is no difference between accessing files stored on
aremote networked computer and accessing those stored locally on a hard disk. In
addition, redirectors and servers can be loaded and unloaded dynamically, just like
any other driver, and multiple redirectors and servers can coexist on the same
computer.

For more information about supported file systems, see Chapter 5 “Windows NT
File Systems and Advanced Disk Management.” For more information about
supported redirectors and servers, see Chapter 1, “Windows NT Networking
Architecture,” in the Networking Guide.

Hardware Device Drivers

Hardware device drivers are also components of the I/O architecture. All hardware
device drivers (such as printer drivers, mouse drivers, and disk drivers) are written
in the C programming language, are 32-bit addressable, and are multiprocessor-
safe.

Device drivers access the hardware registers of the peripheral devices through
support routines that are supplied by the Windows NT operating system. There is a
set of these routines for every platform that Windows NT supports; since the routine
names are the same for all platforms, device drivers for Windows NT are portable
across different processor types.

Designers of device drivers are encouraged to create separate drivers for different
devices, rather than monolithic drivers, and the design of I/O Manager makes it
easy to do so. This allows more flexibility to customize device configurations on
the computer and to layer device drivers and other drivers.

For example, the Intel 8042 processor is an interface device—the keyboard and
mouse communicate with the i8042 driver as well as with their own respective
drivers. Three separate drivers are used—for the i8042, for the keyboard, and for
the mouse—rather than one large monolithic driver. This makes it easier to change
one component (exchanging the mouse for a different pointing device, for example).
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Network Drivers

A third type of driver implemented as a component in the I/O architecture is
network device drivers. Windows NT includes integrated networking capabilities
and support for distributed applications. As shown in Figure 1.8, networking is
supported by a series of network drivers.

110 Manager

| Redirector | | Server | |

| Transport Driver Interface |

e

| NDIS Interface I

Network

Figure 1.8 Networking Components in Windows NT

Redirectors and servers are implemented as file system drivers and run at or below
a provider interface layer where NetBIOS and Windows Sockets reside.

Transport protocol drivers communicate with redirectors and servers through a
layer called the Transport Driver Interface (TDI). Windows NT includes a number
of transports:

= Transmission Control Protocol/Internet Protocol (TCP/IP), which provides a
popular routable protocol for wide-area networks.

= NBF, a descendant of NetBIOS extended user interface (NetBEUI), which
provides compatibility with existing LAN Manager, LAN Server, and MS-Net
installations.

= Data Link Control (DLC), which provides an interface for access to mainframes
and network-attached printers.

» NWLink, an implementation of IPX/SPX, which provides connectivity with
Novell NetWaree.

At the bottom of the networking architecture is the network adapter card device
driver. Windows NT currently supports device drivers written to the Network
Device Interface Specification (NDIS) version 3.0. NDIS allows for a flexible
environment of data exchange between transport protocols and network adapters.
NDIS 3.0 allows a single computer to have several network adapter cards installed
in it. In turn, each network adapter card can support multiple transport protocols for
access to multiple types of network servers.

For more information about network device drivers, see Chapter 1, “Windows NT
Networking Architecture,” in the Networking Guide.



Chapter 1 Windows NT Architecture 21

Windows NT Security Model

The Security Reference Monitor component plus two others—the Logon Process
and Security protected subsystems—form the Windows NT security model. In a
multitasking operating system such as Windows NT, applications share a variety of
system resources including the computer’s memory, I/O devices, files, and system
processor(s). Windows NT includes a set of security components (shown in Figure
1.9) that ensure that applications cannot access these resources without
authorization.

Logon process

Local security
authority

User mode

Kernel mode

Security
Reference
Monitor

Figure 1.9 Windows NT Security Components

The Security Reference Monitor is responsible for enforcing the access-validation
and audit-generation policy defined by the local Security subsystem. The Reference
Monitor provides services to both kernel and user mode for validating access to
objects, checking user privileges, and generating audit messages. The Reference
Monitor, like other parts of the Executive, runs in kernel mode.
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The user-mode Logon Process and Security protected subsystems are the other two
components of the Windows NT security model. The Security subsystem is known
as an integral subsystem rather than an environment subsystem because it affects
the entire Windows NT operating system. (Environment subsystems are discussed
later in this chapter.)

The Windows NT Kernel and Executive are based on an object-oriented model that
allows for a consistent and uniform view of security, right down to the fundamental
entities that make up the base operating system. This means that Windows NT uses
the same routines for access validation and audit checks for all protected objects.
That is, whether someone is trying to access a file on the disk or a process in
memory, there is one component in the system that is required to perform access
checks, regardless of the object type.

The Windows NT Logon Process provides for mandatory logon to identify users.
Each user must have an account and must supply a password to access that account.
Figure 1.10 illustrates the interaction among Windows N'T components during
logon.

Win32
subsystem

process

Authentication
package

Security
subsystemn ke

Figure 1.10 Logon Security Process

Before a user can access any resource on a Windows NT computer, they must logon
through the Logon Process so that the Security subsystem can authenticate the
person’s username and password. After successful authentication, whenever the
user tries to access a protected object, the Security Reference Monitor runs an
access-validation routine against the user’s security information to ensure the user
has permission to access the object.

The security model also provides for discretionary access control so that the owner
of a resource can specify which users or groups can access resources and what
types of access they’re allowed (such as read, write, and delete).



Chapter 1 Windows NT Architecture 23

Resource protection is another feature provided by the security model. Tasks can’t
access each others’ resources, such as memory, except through specific sharing
mechanisms. This feature helps enforce object hiding.

Windows NT also provides for auditing so that administrators can keep an audit
trail of which users perform what actions.

By providing these features, the Windows NT security model prevents applications
from gaining unauthorized access to the resources of other applications or the
operating system either intentionally or unintentionally.

For a complete description of how the security model works, see Chapter 2,
“Windows NT Security Model.”

In addition to the protected subsystems—Logon Process and Security —

Windows NT includes a number of other user-mode components called environment
subsystems. The next section describes each of the Windows NT environment
subsystems.

Environment Subsystems

Windows NT was designed to allow many different types of applications to run
seamlessly on the same graphical desktop. It runs applications written for existing
operating systems such as MS-DOS, OS/2 1.x, and Windows 3.x. It also runs
applications written for newer APIs such as POSIX and Win32.

Windows NT supports a variety of applications through the use of environment
subsystems, which are Windows NT processes that emulate different operating
system environments.

This chapter has discussed how the Windows NT Executive provides generic
services that all environment subsystems can call to perform basic operating
system functions. The subsystems build on the Executive’s services to produce
environments that meet the specific needs of their client applications. Figure 1.11
shows a simplified view of the Windows NT environmental subsystem design.
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Figure 1.11 Conceptual View of Windows NT Environment Subsystems

As shown in this figure, each subsystem runs as a separate user-mode process.
Failure in one won’t cause another subsystem or the Executive to be disabled. Each
subsystem is protected from errors in the others. (An exception to this is if the
Win32 subsystem crashes, since it handles keyboard and mouse input and screen
output for all subsystems.) Applications are also user-mode processes, so they can’t
hinder the subsystems or Executive.
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Windows NT provides these protected environments subsystems and multiple
Virtual DOS Machines (VDMs):

= MS-DOS VDM

= Winl6 VDMs

»  OS/2 subsystem

= POSIX subsystem
»  Win32 subsystem

With the exception of the Win32 subsystem, each environment is optional and is
loaded only when its services are needed by a client application.

MS-DOS Environment

‘When run on Windows NT, MS-DOS-based applications run within the context of
a process called a Virtual DOS Machine (VDM). A VDM is a Win32 application
that establishes a complete virtual x86 (that is, 80386 or higher) computer running
MS-DOS. There is no limit on the number of VDMs that can be run. Each VDM
runs in its own address space, which protects the applications from each other and
the rest of the operating system from the VDMs.

When Windows NT is running on an x86 processor, a processor mode called
Virtual-86 mode is available. This mode allows direct execution of most
instructions in an MS-DOS —based application. A few instructions, such as

I/0 instructions, must be emulated in order to virtualize the hardware. When
Windows NT is running on a RISC processor, hardware support for executing x86
instructions is not available. In such an environment, it is necessary to emulate all
of the x86 instructions in addition to providing a virtual hardware environment. -

To run MS-DOS-based applications, the VDM creates a virtual computer that
provides the following features:

= Support for processing x86 instructions, provided by the Instruction Execution
Unit

= Support for read-only memory basic input and output (ROM BIOS) interrupt
services, provided by the MS-DOS emulation module

»  Support for MS-DOS Interrupt 21 services, provided by the MS-DOS emulation
module

n  Virtual hardware for devices such as the screen and keyboard, provided by
Virtual Device Drivers (VDDs)
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Instruction execution unit

32-bit MS-DOS emulation

Virtual device drivers
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MS-DOS-based application
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Figure 1.12 Structure of an MS-DOS VDM

On x86-based computers, character-based applications can run either in a window
or in a full screen. Graphical applications can run only in full screen. If an
application is in a window and then changes the video mode, it is automatically
switched to full screen. On RISC-based computers, character-based and graphical
applications run only in a window.

Windows 16-bit Environment

Windows NT uses a single multithreaded VDM support to run 16-bit Windows-
based (Win16) applications. One of the main goals for Win16 support is to provide
a seamless interface for running Win16 applications in the Windows NT
environment.

The Winl6 VDM (sometimes called WOW for Win16 on Win32) is preemptively
multitasked with respect to other processes running on the system. However, each
Win16 application is nonpreemptively multitasked with respect to each other. That
is, only one Win16 application can run at a time while the others are blocked. If the
Winl6 VDM is preempted when the system returns, it always unblocks the Winl6
application that was running before the Win16 VDM was preempted.

Additionally, the Win16 VDM provides stubs for Windows 3.1 Kernel, User,
graphical device interface dynamic-link libraries (GDI DLLs), and it automatically
handles translation of 16-bit Windows APIs and messages.
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Figure 1.13 Structure of the Win1l6 VDM

For more information about using Windows 3.x applications on Windows NT, see
Chapter 15, “Windows 3.x Compatibility.”

0S/2 Subsystem

The OS/2 subsystem supports OS/2 1.x character-based applications on x86-based
computers. This subsystem isn’t supported on RISC-based computers; however,
0S/2 real-mode applications can run on a RISC-based computer in the MS-DOS
environment. ‘ ‘

Bound applications, which are applications designed to run under either OS/2 or
MS-DOS, will always run in the OS/2 subsystem if it is available.

For more information about using OS/2 1.x applications on Windows NT, see
Chapter 16, “OS/2 Compatibility.”
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POSIX Subsystem

The Windows NT POSIX subsystem is designed to run POSIX applications
and meets the requirements of POSIX.1.

POSIX (Portable Operating System Interface for Computing Environments)

is a set of standards being drafted by the Institute of Electrical and Electronic
Engineers (IEEE) that define various aspects of an operating system, including
topics such as programming interface, security, networking, and graphical interface.
So far, only one of these standards, POSIX.1 (also called IEEE Standard 1003.1-
1990), has made the transition from draft to final form and gained a base of
customer acceptance.

POSIX.1 defines C-language API calls between applications and the operating
system. It is an API based on ideas drawn from the UNIXe file system and process
model. Because POSIX.1 addresses only API-level issues, most applications
written to the POSIX.1 API must rely on non-POSIX operating system extensions
to provide services such as security and networking.

POSIX applications need certain file-system functionality, such as support for
case-sensitive filenames and support for files with multiple names (or hard links).
The new file system, NTFS, supports these POSIX requirements. Any POSIX
application requiring access to file system resources must have access to an NTFS
partition. POSIX applications that do not access file system resources can run on
any of the supported file systems.

For more information about using POSIX applications on Windows NT, see
Chapter 17, “POSIX Compatibility.”

Win32 Subsystem

The main environment subsystem is the Win32 subsystem. In addition to being able
to run Win32 applications, this subsystem manages keyboard and mouse input and
screen output for all subsystems.

The Win32 subsystem is responsible for collecting all user input (or messages,

in this message-driven environment) and delivering it to the appropriate
applications. The Win32 input model is optimized to take advantage of the
Windows NT preemptive multitasking capabilities. Figure 1.14 shows how the
Win32 subsystem handles input for Win32 and 16-bit Windows-based applications.
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Figure 1.14 'Win16 (Synchronized) and Win32 (Desynchronized) Input

Win32 uses a desynchronized input model for Win32 applications and the
synchronized input for 16-bit Windows-based applications.

For example, when the Win32 subsystem receives a message for a Win32
application, it stores the message in a single raw input queue. As soon as it can,
the Win32 subsystem transfers the message to the input queue thread for the
appropriate Win32 application. If the input queue thread stops retrieving its
messages, no other Win32 applications are affected.

By contrast, all input messages for 16-bit Windows-based applications sit in a
common queue. At any point in time, all applications except the one retrieving
messages from the input queue are blocked. However, as with Windows 3.1, if the
executing application has some problem with retrieving messages from the queue,
or it does it very slowly, the remaining applications stay blocked.
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Application Types on Various Hardware Platforms

Windows NT runs on computers with Intel 80386 or higher processors, MIPS, or
Digital Alpha AXP processors. The following table shows how Windows NT
supports applications of various types on these different hardware platforms.

Table 1.3 Application Compatibility

MS-DOS and
Processor Win32 Windows 3.x  POSIX 0S/21.x
Intel x86 Source- Runs Source- 16-bit character-based
compatible  application compatible only
ina VDM
Digital Alpha  Source- Runs Source- Not available; can run
AXP compatible  application in compatible real-mode applications
286 emulation in MS-DOS subsystem
MIPS R4000  Source- Runs Source- Not available; can run
compatible  applicationin  compatible real-mode applications
286 emulation in MS-DOS subsystem
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Windows NT Security Model

Security in Windows NT was included as part of the initial design specifications
for Windows NT and is pervasive throughout the operating system. The security
model includes components to control who accesses which objects (such as files
and shared printers), which actions an individual can take on an object, and which
events are audited.

This chapter provides an overview of the security model and describes the
components that make up the model. It also explains how Windows NT tracks
each user and each securable object. This overview helps you understand system
messages and information found in the Event Viewer. This chapter also provides
examples of Windows NT security, showing how Windows NT validates access
requests and how it audits activities performed on protected objects.
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The Security Model

Chapter 1, “Windows NT Architecture,” describes the overall architecture of
Windows NT. As shown in Figure 2.1, the Windows NT security model includes
these components:

= Logon processes, which accept logon request from users. These include
the initial interactive logon, which displays the initial logon dialog box to the
user, and remote logon processes, which allow access by remote users to a
Windows NT server process.

»  Local Security Authority, which ensures that the user has permission to
access the system.

This component is the center of the Windows NT security subsystem. It
generates access tokens (described later in this chapter), manages the local
security policy, and provides interactive user authentication services. The
Local Security Authority also controls audit policy and logs the audit
messages generated by the Security Reference Monitor.

»  Security Account Manager (SAM), which maintains the user accounts
database. This database contains information for all user and group accounts.
SAM provides user validation services, which are used by the Local Security
Authority.

»  Security Reference Monitor, which checks to see if the user has permission
to access an object and perform whatever action the user is attempting. This
component enforces the access validation and audit generation policy defined
by the Local Security Authority. It provides services to both kernel and user
mode to ensure the users and processes attempting access to an object have
the necessary permissions. This component also generates audit messages
when appropriate.
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Figure 2.1 Windows NT Security Components

Together, these components are known as the security subsystem. This subsystem
is known as an integral subsystem rather than an environmental subsystem

because it affects the entire Windows NT operating system.

The Windows NT security model is designed for C2-level security as defined
by the U.S. Department of Defense. Some of the most important requirements

of C2-level security are the following:

= The owner of a resource (such as a file) must be able to control access to

the resource.

» The operating system must protect objects so that they are not randomly
reused by other processes. For example, the system protects memory so that
its contents cannot be read after it is freed by a process. In addition, when a
file is deleted, users must not be able to access the file’s data.
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» Each user must identify himself or herself by typing a unique logon name and
password before being allowed access to the system. The system must be able
to use this unique identification to track the activities of the user.

= System administrators must be able to audit security-related events. Access
to this audit data must be limited to authorized administrators.

= The system must protect itself from external interference or tampering, such
as modification of the running system or of system files stored on disk.

Users, Objects, and Permissions

The key objective of the Windows NT security model is to monitor and control
who accesses which objects. The security model keeps security information for
each user, group, and object. It can identify access attemnpts that are made directly
by a user, and it can identify access attempts that are made indirectly by a
program or other process running on a user’s behalf. Windows NT also tracks
and controls access to both objects that users can see in the user interface (such as
files and printers) and objects that users can’t see (such as processes and named

pipes).

As mentioned before, the security model controls not only which users can access
which objects; it also controls how they may be accessed. An administrator can
assign permissions to users and groups to grant or deny access to particular
objects.

For example, these permissions may be assigned to a user for a particular file:

Read Execute

Delete Take Ownership
Write No access
Change Permission

The ability to assign permissions at the discretion of the owner (or other

person authorized to change permissions) is called discretionary access control.
Administrators can assign permissions to individual users or groups. (For
maintenance purposes, it’s best to assign permissions to groups.) For example,
an administrator can control access to the REPORTS directory by giving
GROUPI1 read permission and GROUP2 read, write, and execute permissions.
(To do this, in File Manager, choose Permissions from the Security menu.)
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Auditing Security Events in the Security Log

Windows NT auditing features can record events to show which users

access which objects, what type of access is being attempted, and whether

or not the access attempt was successful. You can view audited security events
through Event Viewer by selecting Security from the Log menu. (For complete

information about how to use Event Viewer, see the chapter on Event Viewer in

either the Microsoft Windows NT System Guide or the Microsoft Windows NT

Advanced Server System Guide.)

You can see detailed information about a particular audited event in the security
log by double-clicking on that event.

Date: 7/22/93
Time: 353:46 PM
User: Administrator
Computer: EXAMPLES

Description:

Event ID:
Source:  Secuiity

Type: Success Audit
Category: Object Access

Obiject Open:
Object Server:
Object Type:
Object Name:
New Handle ID:
Operation ID:
Process |D:

Primary Domain:
Primary Logon ID:

Security Account Manager
SAM_DOMAIN
SHIPPING-DM

1393680

{0,83650}

4285929264

Primary User Name: SYSTEM

SYSTEM
[0x0,0=3E7)

Data: @ Bytes O Words

e

inistrator
TEM

inistrator
inistrator

|
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To set up auditing on your computer, use the Auditing and Security options in
the User Manager, File Manager, Print Manager, and other tools. From these
tools, you can specify the types of auditing events you want to include in the
security log. For more information about setting auditing options within these
tools, see the Windows NT documentation.

Note While Event Viewer is adequate for most requirements, the security
model is defined so that developers can write their own custom security event
viewer/monitor. For details on Windows NT security-related APIs, see the
Microsoft Win32 Software Development Kit.

Security Information for Users

Users are identified to the system by a unique security ID (SID). Security IDs
are unique across time and space, meaning that there is no possibility of having
two identical security IDs. For example, suppose Sally, who has a Windows NT
account, leaves her job at a company but later returns to a different job at the
same company. When Sally leaves, the administrator deletes her account, and
Windows NT no longer accepts her security ID as valid. When Sally returns, the
administrator creates a new account, and Windows NT generates a new security
ID for that account. The new security ID does not match the old one, so nothing
from the old account is transferred to the new account.

When a user logs on, Windows NT creates a security access token. This includes
a security ID for the user, other security IDs for the groups to which the user
belongs, plus other information such as the user’s name and the groups to which
that user belongs. In addition, every process that runs on behalf of this user will
have a copy of his or her access token. For example, when Sally starts Notepad,
the Notepad process receives a copy of Sally’s access token.

Figure 2.3 illustrates the contents of an access token.

( user

Acctg.\SallyMgr (SID)
Groups:
Acctg.\Payroll (SID)
Acctg.\MB Reports (SID)
User (SID)
Interactive (SID)
Everyone (SID)

Special privileges:
SeSystemtimePrivilege

Figure 2.2 Access Token Contents



Chapter2 Windows NT Security Model 37

Windows NT refers to the security IDs within a user’s access token when he or
she tries to access an object. The security IDs are compared with the list of access
permissions for the object to ensure that the user has sufficient permission to
access the object.

How Windows NT Creates an Access Token

Before a user can do anything on a Windows NT system, he or she must log

on to the system by supplying a username and password. Windows NT uses the
username for identification and password for validation. The following procedure
illustrates the interactive logon process for Windows NT.

The initial logon process for Windows NT is interactive, meaning that the user
must type information at the keyboard in response to a dialog box the operating
system displays on the screen. Windows NT grants or denies access based upon
the information provided by the user.

Win32
subsystem

Logon
process

A R R R

Authentication
package

Security account
manager database

-

Figure 2.3 Windows NT Validation Process

The following list details the steps included in the interactive logon and validation
process, as illustrated in Figure 2.4:

1. The user presses CTRL+ALT+DEL to gain the attention of Windows NT. This
key combination before logon protects against Trojan Horse-type programs
that impersonate the operating system and trick users into disclosing their
username and password.

2. When the user provides a username and a password, the logon process calls
the Local Security Authority.
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. The Local Security Authority runs the appropriate authentication package.

Note Windows NT has the ability to support multiple authentication
packages that are implemented as DLLs. This flexibility allows third-party
software vendors the opportunity to integrate their own custom authentication
packages with Windows NT. For example, a network vendor might augment
the standard Windows NT authentication package by adding one that allows
users to log onto Windows NT and the vendor’s network simultaneously.

. The authentication package checks the user accounts database to see if the

account is local. If it is, the username and password are verified against those
held in the user accounts database. If not, the requested logon is forwarded to
an alternate authentication package.

. When the account is validated, the SAM (which owns the user accounts

database) returns the user’s security ID and the security IDs of any global
groups to which the user belongs.

. The authentication package creates a logon session and then passes the logon

session and the security IDs associated with the user to the Local Security
Authority.

. If the logon is rejected, the logon session is deleted, and an error is returned to

the logon process.

Otherwise, an access token is created, containing the user’s security ID and
the security IDs of Everyone and other groups. It also contains user rights
(described in the next section) assigned to the collected security IDs. This
access token is returned to the logon process with a Success status.

. The logon session calls the Win32 subsystem to create a process and attach

the access token to the process, thus creating a subject for the user account.
(Subjects are described in the section called “Subjects and Impersonation,”
later in this chapter.)

. For an interactive Windows NT session, the Win32 subsystem starts Program

Manager for the user.

After the validation process, a user’s shell process (that is, the process in
which Program Manager is started for the user) is given an access token. The
information in this access token is reflected by anything the user does, or any
process that runs on the user’s behalf.
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User Rights

Typically, access to an object is determined by comparing the user and group
memberships in the user’s access token with permissions for the object. However,
some activities performed by users are not associated with a particular object.

For example, you may want certain individuals to be able to create regular
backups for the server. These people should be able to do their job without
regard to permissions that have been set on those files. In cases like this, an
administrator could assign specific user rights (sometimes called privileges) to
give users or groups access to services that normal discretionary access control
does not provide. (You can use the dialog box shown below from the User
Manager tool to assign user rights.)

Domain: SHIPPING-DM

Grant To:

s

Server Operalors

O Show Advanced User Rights

Backing up files and directories, shutting down the computer, logging on
interactively, and changing the system times are all examples of user rights
defined by Windows NT.

Note In the current release of Windows NT, the set of user rights is defined by
the system and cannot be changed. Future versions of Windows NT may allow
software developers to define new user rights appropriate to their application.

For more information about permissions and user rights, see the Windows NT
System Guide. Details for administrators are also included in the Windows NT
Advanced Server Concepts and Planning Guide and the Windows NT Advanced
Server System Guide.
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Subjects and Impersonation

One objective of the Windows NT security model is to ensure that the programs
that a user runs have no more access to objects than the user does. That is, if a
user is granted only read access to a file, then when he or she runs a program, that
program cannot write to the file. The program, like the user, is granted only read
permission.

A subject is the combination of the user’s access token plus the program acting
on the user’s behalf. Windows NT uses subjects to track and manage permissions
for the programs each user runs.

When a program or process runs on the user’s behalf, it is said to be running in
the security context of that user. The security context controls what access the
subject has to objects or system services.

To accommodate the client-server model of Windows NT, there are two classes
of subjects within the Windows NT security architecture:

= A simple subject is a process that was assigned a security context when the
corresponding user logged on. It is not acting in the capacity of a protected
server, which may have other subjects as clients.

= A server subject is a process implemented as a protected server (such as the
Win32 subsystem), and it does have other subjects as clients. In this role, a
server subject typically has the security context of those clients available for
use when acting on their behalf.

In general, when a subject calls an object service through a protected subsystem,
the subject’s token is used within the service to determine who made the call and
to decide whether the caller has sufficient access authority to perform the
requested action.

Windows NT allows one process to take on the security attributes of another
through a technique called impersonation. For example, a server process typically
impersonates a client process to complete a task involving objects to which the
server does not normally have access.
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In the scenario shown in Figure 2.5, a client is accessing an object on a
Windows NT server.

Protected server process

Thread 1 - RPC control thread Brimany g
(Waiting on named pipe) b Rt
{Using process token) access foken -

Thread 2 - RPC worker thread TR e

Ml “Client's
(Processing client call) ST IR
(Impersonating client) - access token

Thread 1 - RPC worker thread
(Idie)

Figure 2.4 Server Subject Security Context

The first thread in the process is a control thread. It is waiting to receive RPC
calls via a named pipe. This thread is not impersonating another process, so any
access validation to which Thread 1 is subjected will be carried out against the
process’s primary token.

The second thread in the process is currently handling a call from a client. This
thread handles the client’s call by temporarily using the client’s access token to
run with that client’s access permissions (that is, the client’s security context).
While impersonating the client, any access validation to which Thread 2 is
subjected is carried out in the security context of the client.

The third thread in this scenario is an idle worker thread that is not impersonating
any other process.



2 Part] About Windows NT

The following illustration shows an audited event in which impersonation was
used. (Use the Event Viewer to see this type of information for your system.)
Here, information for both the primary user and client user is recorded in the
security log.

Date: 7/22/33 Event ID: 560
Time: 4:57.37 PM Source:  Secuiity
User: Administrator Type: Success Audit
Computer: EXAMPLES Category: Object Access
, Description:
Process's Process ID: 4285929264
primary token Primary User Name: SYSTEM

Primary Domain: ~ SYSTEM

Primary Logon ID:  {0x0,0x3E7)

Client's token Client User Name:  Administrator

Client Domain: SHIPPING-DM

Client LogoniD:  [0x0,0%2467)

Accesses READ_CONTROL
ReadPasswordParameters
WhitePasswordParameters

Data: @_Eiv!es Oﬂmds

Security Information for Objects

All named objects in Windows NT, and some unnamed objects, can be secured.
The security attributes for an object are described by a security descriptor. An
object’s security descriptor includes four parts (see Figure 2.6):

= An owner security ID, which indicates the user or group who owns the object.
The owner of an object can change the access permissions for the object.

= A group security ID, which is used only by the POSIX subsystem and ignored
by the rest of Windows NT.

= A discretionary access control list (ACL), which identifies which users and
groups are granted or denied which access permissions. Discretionary ACLs
are controlled by the owner of the object. (These are described later, in
“Access Control Lists and Access Control Entries.”)
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= A system ACL, which controls which auditing messages the system will
generate. (For more information about auditing objects, see “Auditing
Security Events,” later in this chapter.) System ACLs are controlled by the
security administrators.

File Object

File: STATUS.DOC
Directory: DAREPORTS
Owner: SallyMgr

Discretionary ACL:
Grant: (All) SallyMgr
Grant: (RW) AnnM
Grant: (R):Everyone

System ACL:
Audit:(R):Everyone

Figure 2.5 Security Descriptor for a File Object

Types of Objects

The type of permissions that can be granted or denied for an object depends
on the object’s type. For example, you can specify permissions like Manage
Documents and Print for a printer queue, while for a directory you can specify
Read, Write, Execute, and so on.

Another quality that affects the permissions of an object is whether that object is
a container object or a noncontainer object. A container object is one that
logically contains other objects; noncontainer objects do not contain other
objects. For example, a directory is a container object that logically contains files
and other directories. Files are noncontainer objects. This distinction between
container and noncontainer objects is important because objects within a
container object can inherit certain permissions from the parent container. For
more information, see “Access Control Inheritance,” later in this chapter.

Note NTFS (described in Chapter 5, “Windows NT File Systems and Advanced
Disk Management”) supports the inheritance of ACLs from directory objects to
file objects that are created within the directory.
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Access Control Lists and Access Control Entries

Each ACL is made up of access control entries (ACEs), which specify access or
auditing permissions to that object for one user or group. There are three ACE
types—two for discretionary access control and one for system security.

The discretionary ACEs are AccessAllowed and AccessDenied. Respectively,
these explicitly grant and deny access to a user or group of users.

Note There is an important distinction between a discretionary ACL that is
empty (one that has no ACEs in it) and an object without any discretionary ACL.
In the case of an empty discretionary ACL, no accesses are explicitly granted, so
access is implicitly denied. For an object that has no ACL at all, there is no
protection assigned to the object, so any access request is granted.

SystemAudit is a system security ACE which is used to keep a log of security
events (such as who accesses which files) and to generate and log security audit
messages.

Access Masks

Each ACE includes an access mask, which defines all possible actions for a
particular object type. Permissions are granted or denied based on this access
mask.

One way to think of an access mask is as a sort of menu from which granted and
denied permissions are selected:

Access Control Entry
for SID123
Permissions:

X Read

Write

O Execute

O

>SS
O'U._.
®
m|*" &
>
<

ACE
ACE

[ No access

Figure 2.6 Access Control Mask
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Specific types include access options that apply specifically to this object

type. Each object type can have up to 16 specific access types. Collectively, the
specific access types for a particular object type are called the specific access
mask. (These are defined when the object type is defined.) For example,
Windows NT files have the following specific access types:

ReadData WriteEA (Extended Attribute)
WriteData Execute

AppendData ReadAttributes

ReadEA (Extended Attribute) WriteAttributes

Standard types apply to all objects and consist of these access permissions:

= SYNCHRONIZE, which is used to synchronize access and to allow a process
to wait for an object to enter the signaled state

= WRITE_OWNER, which is used to assign write owner

= WRITE_DAC, which is used to grant or deny write access to the discretionary
ACL

= READ_CONTROL, which is used to grant or deny read access to the security
descriptor and owner

= DELETE, which is used to grant or deny delete access

The following table shows the generic types that are mapped from specific and
standard types.

Generic type Mapped from these specific and standard types

FILE_GENERIC_READ STANDARD_RIGHTS_READ
FILE_READ_DATA
FILE_READ_ATTRIBUTES
FILE_READ_EA
SYNCHRONIZE

FILE_GENERIC_WRITE STANDARD_RIGHTS_WRITE
FILE_WRITE_DATA
FILE_WRITE_ATTRIBUTES
FILE_WRITE_EA
FILE_APPEND_DATA
SYNCHRONIZE

FILE_GENERIC_EXECUTE STANDARD_RIGHTS_EXECUTE
FILE_READ_ATTRIBUTES
FILE_EXECUTE
SYNCHRONIZE
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Specific and standard types appear in the details of the security log, as in the
following display. Here, Administrator is accessing D:\ . The access types used
are SYNCHRONIZE (a standard type) and ReadData/ListDirectory (a specific
type for files and directories).

\
Date: 5/26/93 Event ID: 560
Time: 2:42.17 PM Source:  Security
User: 5-1-5-21-160922564-17460 Type: Success Audit
Computer: SHIPPING-DM Category: Object Access
Description:
Object Open:
Obiect Server: Security
Object Type: File
Object Name: DA
NewHandeID: -
Operation ID: {0.39786}
Process ID: 4285440144
Primary User Name: administrator
Primary Domain: ~ SHIPPING-DM
Primary Logon ID:;  (0x0,0x106E}
Client User Name: -
Client Domain:
Client LogonID: -
_ Accesses SYNCHRONIZE

ReadData (or ListDirectory)

Privileges

Note Generic types do not appear in the security log. Instead, the corresponding
specific and standard types are listed.

Access Control Inheritance

Objects can be classified as either container objects or noncontainer objects.
Container objects (such as a directory) can logically contain other objects;
noncontainer objects (such as a file) can’t.

By default, when you create new objects within a container object, the new
objects inherit permissions from the parent object. For example, in the following
dialog box, DAREPORTS\ANNM inherited permissions from its parent directory,
D:\REPORTS.
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=

Directory:  D:\reports

DOwner: Administrators

[] Replace Permissions on Subdirectories
Replace Permissions on Existing Files
Name:

Directory:
Owner: Administrators
O Replace Permissions on Subdirectories
X Replace Permissions on Existing Files

Name:

T Rt

D:\reports\annm

In the case of files and directories, when you change permissions on a directory,
those changes affect that directory and its files but do not automatically apply to

existing subdirectories and their contents. (They do, however, if you check the
Replace Permissions On Existing Files check box.) You can apply the changed
permissions to existing subdirectories and their files by selecting the Replace

Permissions On Subdirectories check box.

The following dialog box shows the file permissions that are inherited from the
parent directory by a file within that directory.

Directory:  D:\reports
Owner: Administrators

[ Replace Permissions on Subdirectories
Replace Permissions on Existing Files

File:
Owner: Administrators

D:\repoirts\readme.txt
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Access Validation

When a user tries to access an object, Windows NT compares security
information in the user’s access token with the security information in the
object’s security descriptor, as shown in Figure 2.10:

Subject Object
Access Request Access Control Entry
Security for SID123
i issions:
Access object X <«—»| Reference  |<—> rg;zﬂo S
Monitor X Write
[ Execute
..
[ No access
\
Access
determination

Figure 2.7 Access Validation

A desired access mask for the subject is created based on what type of access the
user is attempting. This desired access mask, usually created by a program that
the user is running, is compared with the object’s ACL. (All generic access types
in the ACL are mapped to standard and specific access types.)

Each ACE in the ACL is evaluated in this way:

1.

The security ID in the ACE is compared with the set of security IDs in the
user’s access token. If a match is not found, the ACE is skipped.

Further processing is based upon the type of the ACE. AccessDenied ACEs
are ordered (and therefore processed) before AccessAllowed ACEs.

If access is denied, the system checks to see if the original desired access
mask contained only a ReadControl and/or WRITE_DAC. If so, the system
also checks to see if the requester is the owner of the object. In this case,
access is granted.

. For an AccessDenied ACE, the accesses in the ACE access mask are

compared with the desired access mask. If there are any accesses in both
masks, further processing is not necessary, and access is denied. Otherwise,
processing continues with the next requested ACE.

For an AccessAllowed ACE, the accesses in the ACE are compared with
those listed in the desired access mask. If all accesses in the desired access
mask are matched by the ACE, no further processing is necessary, and access
is granted. Otherwise, processing continues with the next ACE.
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5. At the end of the ACL, if the contents of desired access mask are still not
completely matched, access is implicitly denied.

Four examples of this access validation process are described next.

Example 1: Requesting Read and Write Access

A user whose user ID is FredMgr tries to gain Read and Write access to
G:\FILE1.TXT, which has the discretionary ACL as shown in the next figure.
The FredMgr access token indicates that he is a member of the groups Users,
Mgrs, and Everyone.

Note The order in which permissions are listed by the File Permissions dialog
box doesn’t necessarily reflect the order in which ACEs are processed by
Windows NT. It is important to note, however, that the Permissions Editor
(controlled by means of this dialog box) orders all AccessDenied ACEs first so
that they are the first to be processed within each ACL.

Security Token

UserID:  FredMgr

Group IDs: Users
Mars
Everyone

Privileges: None

File:  D:\filel.txt
Qwner: Administiators

FODSOMARE
Read [RX)
Special Access (RW)

Desiredaccess |~~~ 7T TTTTTTTToTTTTTITToTTTIIm
read/wite ||
S |

onmemmesasd

File object
Security AccessAllowed AccessAllowed AccessAllowed
descriptor > FredMor > Mgrs »  Everyone
Read (RX) Special Access (RW) Special Access (X)
ACE ACE ACE

Discretionary Access Control List

In this example, Windows NT evaluates the ACL by comparing the desired
access mask with each ACE and processes the desired mask as follows:

1. Windows NT reads FredMgr’s desired access mask to see that he is trying to
gain Read and Write access.

2. Windows NT reads the AccessAllowed ACE for FredMgr and finds a match
to the Read permission requested in the desired access mask.

3. Windows NT reads the AccessAllowed ACE for Mgrs and finds a match to
the Write permission requested in desired access mask.
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At this point, processing of the ACL stops even though there is another ACE in
the ACL. Processing stops, and access is granted because Windows NT found
matches for everything in the desired access mask.

Example 2: When Access Is Denied

In this example, FredMgr wants Read and Write access to the file whose
discretionary ACL is shown next. FredMgr is a member of the Users and
Mgrs groups.

Security Token

UserID:  FredMgr

Group IDs: Users
Mgrs
Everyone

Privileges: None

Desired access i
4

read/write |
File object Y
Security AccessDenied AccessAllowed AccessAllowed
descriptor —>  Mgrs > FredMgr »  Everyone
(No Access) (RX) (w)
ACE ACE ACE

Discretionary Access Controf List

Note The File Manager Permissions Editor always orders AccessDenied ACEs
first in the ACL.

In Example 2, the ACL is evaluated as follows:

1. Windows NT reads FredMgr’s desired access mask to see that he is trying
to gain Read and Write access.

2. Windows NT reads the AccessDenied ACE, which denies all ziccess
(No Access) to Mgrs.

At this point, processing of the ACL stops even though there are other ACEs in
the ACL that grant permissions to FredMgr.
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Example 3: Requesting Read and Write Access as Object Owner

In the example shown next, Windows NT knows by reading FredMgr’s access
token that he is a member of the Mgrs group. Processing of the ACL will stop as
soon as Windows NT sees that NoAccess (None) is assigned to the Mgrs group,
even though the other two ACEs allow Read, Write, and Execute access for
FredMgr.

File: D:\file2.txt
Owner: FredMgr
Name:

Everyone Special Access (W)
Read (RX) -

e
ecea D

However, after failing to gain access via the discretionary ACL, Windows NT
notices that FredMgr is the owner of the object. Because of this, he is granted
ReadControl and WRITE_DAC automatically. Since this is all the access he is
asking for, his request is granted.

If FredMgr had asked for any other access in addition to ReadControl and
WRITE_DAC, the request would be denied even though Fred is the object’s
owner. In this case, FredMgr receives the following message:

G:\FILE2.TXT
You do not have permission to open this file.
See the owner of the file or an administrator to obtain permission.

In this case, because FredMgr is the owner, he can change his own permissions
to grant himself appropriate access to the file.
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Example 4: When a Custom Application Assigns Permissions

Important The three preceding examples demonstrate discretionary access
control for file and directory permissions that are applied through the

Windows NT Permissions Editor (found in File Manager) either directly or

by inheritance. If you use a custom application that sets and changes permissions
on files and directories, the Windows NT Permissions Editor may not be able to
handle the ACL that the custom application creates or modifies.

Even though the logic above still applies, there is no way of precisely
determining the access to the object. The following example illustrates this point.

The user BobMgr wants Read and Write access to the file object that has the
discretionary ACL shown next. The access token for BobMgr indicates that he is
a member of the groups Users, JarMgrs, and Everyone.

Security Token

User ID:  BobMgr
Group IDs: Users

Jnr Mars
Everyone
Privileges: None Desired 2ccess
read/write
File object v
Security AccessAllowed AccessAllowed AccessDenied
descriptor BobMgr »  Everyone »  JnrMgrs
(RX) W) (No Access)
ACE ) ACE ACE

Discretionary Access Control List

In this example, a custom application has been used to update the ACL for a file,
thus confusing the usual order in which the ACEs for this file are processed.
Normally, all AccessDenied ACEs are processed first.
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Windows NT evaluates this ACL as follows:

1. Windows NT reads BobMgr’s desired access mask to see that he is trying to
gain Read and Write access.

2. Windows NT reads the AccessAllowed ACE for BobMgr and finds a match to
the Read permission requested in the desired access mask.

3. Windows NT reads the AccessAllowed ACE for Everyone and finds a match
to the Write permission requested in the desired access mask.

BobMgr is granted Read and Write access to the file object, even though the third
ACE explicitly denies JnrMgrs access to the file object.

If the Windows NT Permissions Editor had been used to apply the same
permissions to the file object, the AccessDenied ACE for InrtMgrs would have
been ordered first in the ACL, and BobMgr would have been denied access to
the file.

Auditing Security Events

Windows NT includes auditing features you can use to collect information about
how your system is being used. These features also allow you to monitor events
related to system security, to identify any security breaches, and to determine the
extent and location of any damage. The level of audited events is adjustable to
suit the needs of your organization. Some organizations need little auditing
information, while others would be willing to trade some performance and disk
space for detailed information they can use to analyze their system.

Note Remember that when you enable auditing, there is some small performance
overhead for each audit check the system performs.

Windows NT can track events related to the operating system itself and to
individual applications. Each application can define its own auditable events.
Definitions of these events are added to the Registry when the application is
installed on your Windows NT computer.

Audit events are identified to the system by the event source module name
(which corresponds to a specific event type in the Registry) and an event ID.
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In addition to listing events by event ID, the security log in Event Viewer lists
them by category. The following categories of events are displayed in the
Security Log. (Those in parentheses are found in the Audit Policy dialog box of
User Manager.)

Category Meaning

Account Management These events describe high-level changes to the user accounts

(User and Group database, such as User Created or Group Membership

Management) Change. Potentially, a more detailed, object-level audit is also
performed (see Object Access events).

Detailed Tracking These events provide detailed subject-tracking information.

(Process Tracking) This includes information such as program activation, handle
duplication, and indirect object access.

Logon/Logoff These events describe a single logon or logoff attempt,

(Logon and Logoff) whether successful or unsuccessful. Included in each logon

description is an indication of what type of logon was
requested or performed (that is, interactive, network, or

service).
Object Access These events describe both successful and unsuccessful
(File and Object accesses to protected objects.
Access)
Policy Change These events describe high-level changes to the security
(Security Policy policy database, such as assignment of privileges or logon
Changes) capabilities. Potentially, a more detailed, object-level audit is
also performed (see Object Access events).
Privilege Use These events describe both successful and unsuccessful
(Use of User Rights) attempts to use privileges. It also includes information about

when some special privileges are assigned. These special
privileges are audited only at assignment time, not at time of
use.

System Event (System)  These events indicate something affecting the security of the
entire system or audit log occurred.

See “Security Event Examples” later in this chapter for examples of most of these
event categories.

Process IDs and Handle IDs of Audit Events

One of the most important aspects of security is determining who is actually
behind operations of security interest, such as file writes or security policy
change. With the client-server model of Windows, user account identification can
be rather tricky. Although a thread that requests access to a resource is identified
by the user ID, the thread may be impersonating someone else. In this case, it
would be misleading to log events by user ID and may not be very useful in
finding the perpetrator in the case of a security breach.
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To prevent this problem, there are two levels of subject identification used in
Windows NT auditing and the security log—the user ID (also called the primary
ID) and the impersonation ID (also called the client ID), as applicable. These two
IDs show security administrators who are performing auditable actions.

In some cases, however, a security administrator wants to see what is happening
with each process. To meet this need, auditing information also includes a
subject’s process ID where possible.

When process tracking is enabled (through the Audit Policy dialog box of User
Manager), audit messages are generated each time a new process is created. This
information can be correlated with specific audit messages to see not only which
user account is being used to perform auditable actions, but also which program
was run.

Many audit events also include a handle ID, enabling the event to be associated
with future events. For example, when a file is opened, the audit information
indicates the handle ID assigned. When the handle is closed, another audit event
with the same handle ID is generated. With this information, you can determine
exactly how long the file remained open. This could be useful, for example, when
you want to assess damage following a security breach.

The following list shows some of the information that Windows NT tracks within
a process’s access token. This information also is used for auditing.

= The security ID of the user account used to log on

= The group security IDs and corresponding attributes of groups to which the
user is assigned membership

» The names of the privileges assigned to and used by the user, and their
corresponding attributes

= Authentication ID, assigned when the user logs on

Security Event Examples

As described earlier, you can track several categories of security events. This
section provides examples for most of these categories. This set of examples does
not constitute a strategy for using the auditing capabilities of Windows NT; they
merely serve as an introduction to help you interpret these events when you
enable auditing for your Windows NT system.
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Example 1: Tracking File and Object Access

In this example, auditing is enabled as follows (assuming you are logged on as
an administrator):

From File Manager, select the .TXT file, and then choose Auditing from the
Security menu. Assign Full Control permission to the user accessing the .TXT
file and enable auditing for Success and Failure of Read and Write events.

From User Manager, choose Audit from the Policies menu. Then enable
auditing for Success and Failure of File and Object Access and Process
Tracking.

From File Manager, the user double-clicks the .TXT file (which is associated
with Notepad) and then writes some data to the file, saves it, and closes the file.

This results in audit events, as shown below:

Log View Options Help

560
Date: 5/25/93 Event ID: 560 g 532
Time: 7:58:07 PM Source:  Security 562
User: S-1-5-21-160922564-17460 Type: Success Audit 561
Computer: SHIPPING-DM Category: Object Access 560
Description:
[Pbiect Open:
Object Server. Security
Object Type: File
Object Name: D:\reports\readme. txt
NewHandle ID: -
Operation ID: {0,28685}
Process ID: 4285273872

Primary User Name: administrator
Piimary Domain: ~ SHIPPING-DM
Primary Logon ID:  (0x0,0x106E)

Data: @ﬁptes Oyiords
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From this view of the security log, you get a quick summary of security-related
events that occurred. Double-click the first event to examine the details. (For
example, details of this first event are shown in the Event Detail box.)

The data that needs to be interpreted is listed in the Description list box. The
following table summarizes the audited events for this example, in the order
they occurred.

Table 2.1 Security Events for File Access Example

Event ID and description Analysis

Event 560: Object Open In this sequence of events, Windows NT is

Event 561: Handle Allocated doing some internal checks, such as

Event 562: Handle Closed checking to see if the file exists and
checking to see that there is no sharing
violation.

Event 592: A New Process Has Been In this series of events, a new process is

Created created for NOTEPAD.EXE. This process

Event 560: Object Open opens the .TXT file for reading. Next, the

Event 561: Handle Allocated process allocates, then closes, a handle to

Event 562: Handle Closed the file. Note that from the security log it is

clear that Notepad does not keep an open
handle to the file; it simply keeps a copy of
the file in memory.

Event 560: Object Open The process opens the file for reading and
Event 561: Handle Allocated writing, and since the event is a successful
Event 562: Handle Closed audit, new data is written to the file. Next,

the handle is allocated for the open file,
then closed.

Event 593: A Process Has Exited This event indicates that the process,
whose process ID relates to
NOTEPAD.EXE, has ended.
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Example 2: Use of User Rights

In this example, auditing is enabled by using User Manager to enable auditing
for Success and Failure of Use of User Rights.

When the user tries to change the system time, only one event is generated,
as shown below.

i

\I__og View gptlc;ris Help A B .

Date: 7/22/93 Event ID: 577
Time: 6:41:15PM Source:  Securty |
User: Administrator Type: Success Audit
Computer: EXAMPLES Category: Privilege Use
Description:
Privileged Service Called:
Server: Kernel
Service: -

Primary User Name: Administrator

Primary Domain: ~ SHIPPING-DM
Primary Logon ID:  (0x0,0x2B47)
e Client User Name:

Client Domain:

Client Logon ID:

Privileges: SeSystemtimePrivilege

Data: @ Bytes O Words

This event indicates that a privileged service was called and that a server
component named Kernel has called an audit check on the primary username of
the user. The audit type is a Success Audit, meaning that the user successfully
exercised the right to use the SeSystemtimePrivilege (that is, the right to change
the system time).
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Example 3: User and Group Management

In this example, a new user account is added to the user accounts database.
Auditing is enabled in User Manager by specifying both Success and Failure of
User and Group Management. This generates four audit events, as shown below:

=

Log View Options

318:37AM  Secuiity
@\ 5/26/93 318:37AM  Secuiity
&, 5/26/93 318:37AM  Secuiity -

Account Manaéemenl 624
Account Management 642
Account Management 636

Table 2.2 Security Events for Added User Account

Event ID and description

* Analysis

Event 632: Global Group Member Added
Event 624: User Account Created

Event 642: User Account Changed

Event 636: Local Group Member Added

A new security ID (member) is created and
added to the group represented by the
target account ID. This is a default global
group Domain Users. At this point, the
security ID does not have a username
allocated to it.

This event indicates that the account name
of the security ID represented by the Target
Account ID has been changed to the new
user’s.

This event indicates that the account
represented by the new user’s security ID
is created. The new user is added to the
local group represented the security ID
under Target Account ID (Users).
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Example 4: Restart, Shutdown and System

In this example, auditing is enabled in User Manager for both Success and Failure
of Restart, Shutdown and System.

In this example, seven events were generated. Note, however, that the number of
events generated is related to the number of trusted systems that you start when
the system is restarted. This number may vary if you replicate this scenario on
your own Windows NT computer.

Log View Options Help

NG i Tl e

Q\7/22/93 7:00:14PM Security System Event 514 SYSTEM
&,7/22/93 7:.00:14PM Security System Event 5156 SYSTEM
&\ 7722493 7.00:14PM Security SystemEvent 515 SYSTEM
&\ 7/22/93 7:.00:14PM Security System Event 515 SYSTEM
Q7722193  7:00:14PM Security SystemEvent 515 SYSTEM
&, 7/22/93 7:00:16 PM Security SystemEvent 515 SYSTEM

Table 2.3 Security Events for System Startup

Event ID and description  Analysis

Event 512: Windows NT Identifies the date and time the system started.
is starting up.

Event 514: Authentication The description of this event says:

package loaded An authentication package has been loaded by

the Local Security Authority. This
authentication package will be used to
authenticate Togon attempts.
Authentication Package Name: msv 1_0

This is the standard authentication package shipped with
Windows NT.
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Table 2.3 Security Events for System Startup (continued)

Event ID and description

Analysis

Events 515: Trusted
logon process

The description for each of these events says:

A trusted logon process has registered with the
Local Security Authority. This logon process
will be trusted to submit logon requests.

The logon process name is listed for each of these events,
as follows:

Winlogon

Service Control Manager

LAN Manager Workstation Service
LAN Manager Server

LAN Manager Redirector

Each of these events is a successful audit in the category
of system event. These events indicate that the respective
logon processes have registered themselves with the Local
Security Authority and are now trusted to submit logon
requests.

Audit Determination

Windows NT has an audit determination process similar to its access
determination process, described earlier in this chapter. Following access
determination, Windows NT evaluates the following information for possible

auditing:

= The subject attempting the access (that is, the set of identifiers representing

the subject)

» The desired accesses with all generic access types mapped to standard and

specific access types

= The final determination of whether access is granted or denied
»  The audit ACL associated with the target object
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Each ACE in the audit ACL is evaluated as follows:

1.

Windows NT checks to see if the type is SystemAudit. If not, the ACE is
skipped. ‘

Windows NT compares the identifier in the ACE to the set of identifiers
representing the subject. If no match is found, the ACE is skipped.

The desired accesses are compared to the access mask specified in the ACE.

. If none of the accesses specified in the ACE’s mask were requested,

the ACE is skipped. The SUCCESSFUL_ACCESS_ACE_FLAG and
FAILED_ACCESS_ACE_FLAG flags of the ACE are compared to the
final determination of whether access was granted or denied.

If access was granted but the SUCCESSFUL_ACCESS_ACE_FLAG flag is
not set, or if access was denied but the FAILED_ACCESS_ACE_FLAG flag
is not set, the ACE is skipped.

If Windows NT performs all of these steps successfully, an audit message is
generated.

The scenario shown below illustrates this process. In this scenario, a system
access ACL is being evaluated. Here, Write access to the file object is granted,
and the SUCCESSFUL_ACCESS_ACE_FLAG is set in each ACE.

File: D:\filed.txt

MName:

© FredMgr
SniMgrs

[ Events to Audit

Success Failure
Read O O
wito ® O
Execute O O
Delete O O
Change Permissions O O
Take Dwnership O O
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In this example, Windows NT evaluates the ACL by comparing the desired
access mask with each ACE and processes the desired mask as follows:

1. Windows NT evaluates an ACE for SnrMgrs (of which FredMgr is a
member). However, when the desired access is compared to the access
mask of the ACE, no match is found, and the ACE is skipped.

2. Windows NT evaluates the ACE for FredMgr and finds a match.

3. Windows NT checks access flags and finds the
SUCCESSFUL_ACCESS_ACE_FLAG is set. Processing stops, and an audit
message is generated.
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CHAPTER 3

Customizing Windows NT Setup

This chapter describes how an administrator can customize the Windows NT
Setup program to meet the specific needs of an organization. Administrators can
customize Setup, for example, by adding files and applications to Windows NT,

or by excluding certain unused features, such as POSIX or OS/2 support, to reduce
the amount of disk space needed to install Windows NT.

This chapter also explains how to use Computer Profile Setup (CPS), a utility
that makes it easy to install Windows NT on multiple computers with identical
configurations within your organization.

This chapter assumes that you are familiar with the Windows NT Setup procedures
presented in the Windows NT System Guide, and with the material in the
Windows NT Installation Guide.

You can customize Windows NT installation for your organization by using an
unattended answer file for unattended setup, modifying TXTSETUP.SIF and
selected .INF files, or by using Computer Profile Setup (CPS), or by using some
combination of these three.

Using an unattended answer file for unattended setup is the simplest method. You
can create an unattended answer file for each hardware configuration used in your
organization (for example, where a large number of users have the same model

of computer with the same adapter cards and video displays), or an unattended
answer file for each division, or even an unattended answer file for each user. The
granularity you choose depends on how much input you want to require from your
users when they install or upgrade to Windows NT 3.5. For more information about
unattended setup, see “Installing Without Bootable Floppy Disks” later in this
chapter.
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If you want to modify the normal Windows NT installation by adding or excluding
files, you’ll need to modify TXTSETUP.SIF and selected .INF files. These files
control what files are copied, what changes are made to the Registry, and so on. For
more information about unattended setup, see “Customizing Setup” later in this
chapter.

If there is little or no variation in the hardware configurations used on your
network, CPS is a convenient method of installation. CPS can be used to copy either
a stock or a customized setup to large numbers of identical systems. This method is
often used by hardware manufacturers to pre-load the operating system on the units
they sell. If you have created a customized installation on your master system (by
modifying the TXTSETUP.SIF and .INF files), then the customized version will be
downloaded to all the target systems. For more information about unattended setup,
see “Preinstalling Windows NT Using CPS” later in this chapter.

About Windows NT Information Files

To customize Windows NT Setup, you need a clear understanding of the
Windows NT information (.INF) files and the TXTSETUP.SIF file, which
control the Setup program. You modify these files to customize Windows NT
Setup for your organization.

The .INF files are used by Windows NT Setup to install the operating system.
The structure of the Windows NT .INF files is somewhat different than those
used in Windows 3.x and Windows for Workgroups. One main difference is that
Windows NT .INF files utilize a scripting language that allows the Setup program
to perform various tasks.

The .INF files also contain lists of files that need to be copied to the target
computer; for each file a disk number is specified to indicate where Setup can find
the file. The location of the source file depends on the source media used—3.5-inch
floppy disks or compact disk (CD). If you are setting up from a shared network
directory, Setup ignores any source disk numbers it finds, assuming instead that all
files are on that shared directory. The .INF files also list destinations for the files it
copies.

A new feature in Windows NT 3.5 is the TXTSETUP.SIF file. This file controls
the text mode portion of Setup, including changes to the Registry when you are
upgrading from an earlier version of Windows NT. Because the TXTSETUP.SIF
file lists all of the files supplied for a specific platform, it is used when you repair
your system if it becomes damaged.
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Key Information Files Used by Setup

Before customizing Setup for your organization, you need to become familiar with
the following four files used by Setup. These files call the other .INF files and
control the Setup process. For a complete list of the .INF files and what they do,
see Chapter 4, “Windows NT Files.” The four key files are described in the
following table.

Filename Controls this part of Setup

TXTSETUP.SIF Text-mode installation of core Windows NT components. Used by
Setup from CD or floppy disks, or via the winnt or winnt32 utility
(discussed later in this chapter).

INITIAL.INF Graphical-mode installation of additional Windows NT components.
Used by Setup via CD, floppy disks, or the winnt or winnt32 utility.

PARTIAL.INF Graphical-mode installation of optional Windows NT components
and creation of Program Manager groups. Used by Setup via CD,
floppy disks, or the winnt or winnt32 utility.

DOSNET.INF Contains the list of files copied to your local hard disk during winnt

or winnt32 Setup. Used by the MS-DOS portion of winnt, and by
winnt32 Setup.

This section explains how each of these files is used by Setup and how you might
use them to customize your installation.

The TXTSETUP.SIF File

When you begin the Setup program from CD or floppy disks, Setup first prompts
you where you want to install Windows NT and lets you reformat and repartition
your hard disk. This stage uses text mode rather than Windows graphics mode.
After the questions are answered, Setup copies the minimum set of files necessary
for running Windows NT and completing the setup process.

During this text-mode phase of Setup, drivers for the keyboard, mouse, video, SCSI
adapter, and the computer itself (the hardware access layer, or HAL) are installed.
The TXTSETUP.SIF file provides the lists of choices for drivers for all of these
components.

The TXTSETUP.SIF file is the file that specifies all the files to be copied during
setup, and all the keys and values to be added or changed in the Registry during
upgrades. Since this file is used at the very beginning of the text mode portion of
setup, any changes made to it must be made on the first boot floppy disk itself or on
the copy on the distribution share. Since this file is also used if a system needs to be
repaired, any file that you add to your installation should also be added to the list at
the end of this file.
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The INITIAL.INF File

After the minimum set of files have been copied to your hard disk, Setup restarts
the computer. The computer boots into the graphical Windows Setup. The
INITIAL.INF file guides this next part of Setup.

The INITIAL.INF file causes Setup to install key components, including

File Manager, Program Manager, fonts, and compatibility files for MS-DOS,
Windows 16-bit, OS/2, and POSIX environments; but not optional components
such as accessories.

The INITIAL.INF file initiates other parts of Setup, for example asking the user
to choose optional components and install a printer.

You must change this file to change the fonts that are installed by Setup.

The PARTIAL.INF File

The PARTIAL.INF file contains the list of optional components, including screen
savers, wallpapers, README files, and games. All optional components are
automatically installed with Windows NT if you selected Express Setup. During
Custom Setup, the user specifies which of the optional components are installed,
choosing from the components listed in the PARTIAL.INF file.

The PARTIAL.INF file is also responsible for creating Program Manager groups
and adding programs to those groups.

If you want to increase or restrict the set of optional components from which a user
can choose, modify the PARTIAL.INF file. If you want new program groups to be
added during installation, modify this file.

The DOSNET.INF File

The DOSNET.INF file is only used when setting up Windows NT across the
network via the winnt or winnt32 utility. These commands copy files from a
distribution share or CD to the target computer. The distribution share includes
the complete set of files from the Windows NT Setup CD or floppy disk set.
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When you run the winnt or winnt32 utility, all of the necessary files on the
distribution share are copied to a temporary directory called $WIN_NTS$.~LS on
the hard disk of the target computer. The DOSNET.INF file defines which files are
copied to this temporary directory. If you add files to the distribution share, you
must add the filenames to the list in the DOSNET.INF file so that they will be
copied. If you want to exclude files, you’ll need to comment out the lines in the file
list that refer to those files.

Once the files are copied to the temporary directory, the winnt or winnt32 utility
prompts you to restart the computer. From this point, Setup proceeds as though you
were running Setup from a CD, except that files are copied from the
$WIN_NTS.~LS directory rather than from the CD. At the end of Setup, the
$WIN_NTS.~LS directory is deleted.

In addition, information from the DOSNET.INF file is used to create the boot
floppy disks that are used to install Windows NT on x86 computers.

Important Whenever you alter the DOSNET.INF file, you must alter the
TXTSETUP.SIF file and at least one other .INF file (either the INITIAL.INF or
PARTIAL.INF file).

For example, if you add a file to the INITIAL.INF, PARTIAL.INF, or
TXTSETUP.SIF files, you must also add it to the DOSNET.INF file. Otherwise,
Setup will not be able to find the file in the SWIN_NTS$.~LS directory and
generates an error when it tries to copy the file. Conversely, if you add a file to the
DOSNET.INF file but do not add one to the TXTSETUP.SIF file or one of the
other .INF files, then when you run the winnt or winnt32 utility, the file will be
copied to the SWIN_NT$.~LS directory but will not be installed on your computer.

Format of the INF Files

This chapter details several different scenarios for customizing Setup by altering the
Windows NT .INF files. To best understand these scenarios, you need to understand
how each of these four key .INF files are formatted.
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Format of the INITIAL.INF and PARTIAL.INF Files

The INITIAL.INF and PARTIAL.INF files are text files that contain one or more
sections. Each section begins with a section title in brackets (for example, “[Files-
I386-nt-system32]”). Some sections contain lists of files to be installed by Setup.
Other sections contain a Setup scripting language. The scripting language is not
usually needed for customizing setup, and is beyond the scope of this chapter.

In the INITIAL.INF file, files are listed in the following format:
disk number, filename, SIZE=file size

where disk number is the number of the Setup floppy disk or CD on which the file
exists. The following is an example of a typical section in the INITIAL.INF file.

[Files-i1386-WindowsOptions]
1,256COLOR.BMP , SIZE=999
1,ARCADE.BMP , SIZE=999

In the PARTIAL.INF file, the name assigned to the option is also indicated. The
format is as follows:

option name = disk number, filename, SIZE=file size
where option name is defined in the [OptionalTypeLanguage] section.

For example, the options presented during Setup as “256-Color Wallpaper” and
“Arcade Wallpaper” are defined in the following section of the PARTIAL.INF file:

[OptionalWallpapersENG]
256ColorWallpaper = "256-Color Wallpaper"
ArcadeWallpaper = "Arcade Wallpaper"”

The file used for this option is defined as shown in the following example from the
PARTIAL.INF file:

[Files-1386-WindowsOptions]
256ColorWalipaper = 1,256COLOR.BMP , SIZE=999
ArcadeWallpaper = 1,ARCADE.BMP , SIZE=999

Each .INF file also contains a [Source Media Descriptions] section, which lists the
Setup media. Usually, there will be only one entry for the CD. In this case, the
section looks similar to the following:

[Source Media Descriptions]
1 = "Windows NT Server CD-ROM" , TAGFILE = cdrom.s
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The number in the first column is the disk number, which is used in the file list
described earlier. If you are using a floppy disk set, each disk in the set is listed,
and the [Source Media Descriptions] sections looks similar to the following:

[Source Media Descriptions]
1 = "Windows NT Setup Disk #1" , TAGFILE = diskl
2 = "Windows NT Setup Disk #2" , TAGFILE = disk2
3 = "Windows NT Setup Disk #3" , TAGFILE = disk3

Note Lines in the files that begin with a semicolon (;) are treated as comments and
are ignored by Setup. Including comments in these files is helpful, for example,
when you want to document changes you are making to the file.

You can also use a semicolon for commenting out lines in the TXTSETUP.SIF file.
In the DOSNET.INF file, use a pound sign (#) instead of a semicolon for
commenting out lines.

Remember that you must use the correct symbol for the file you are modifying;
otherwise, Setup fails.

Format of the DOSNET.INF File

The DOSNET.INF file is a text file composed of sections that contain no scripting
language. Files are listed in the following format:

dl filename

Note The d1 value is not a disk number. This value, as defined in the [Directories]
section of this file, indicates where the file exists relative to the directory in which
the DOSNET.INF file is located on the distribution share. You can specify
subdirectories, but not parent directories, of the directory in which the
DOSNET.INF file is located.

Unlike the other .INF files, the DOSNET.INF file does not have a [Source Media
Descriptions] section. In fact, no disk numbers are listed in it, because it is used for
installing over the network or CD, rather than from floppy disks.

The following is an example of a typical section in the DOSNET.INF file:

[Files]
d1,256COLOR.BMP
d1,3DGARRO.CUR
d1,3DGMOVE.CUR
d1,3DGNESW.CUR
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Format of the TXTSETUP.SIF File

Like the INITIAL.INF and PARTIAL.INF files, the TXTSETUP.SIF file is

a text file containing sections marked by section titles in square brackets. The
TXTSETUP.SIF file specifies what files are to be copied and what changes are to
be made to an existing Registry during the initial, text mode, phase of Setup. The
structure of this file allows conditional file copies.

For example, certain files might need to be copied only during an upgrade from an
earlier version of Windows NT, and not during a fresh installation. Or, a file might
need to be copied only if a version of the file already exists in the target directory.
What Setup should do in each case'is specified in the TXTSETUP.SIF file. In the
case of an upgrade, sections in this file also specify changes to the existing
Registry. In addition, the TXTSETUP.SIF file specifies supported hardware, files
that should be deleted if found on the existing system, and options for booting.

The sections that you most likely need to modify in order to customize Setup are
listed in the following table, in the order they are found in the TXTSETUP.SIF file.

Section

Specifies

[Files.DeleteOnUpgrade]
[Files.BackupOnUpgrade]

[Files.BackupOnOverwrite}]

[Files.UpgradeWin31]

[WinntDirectories]

[SetupData]
[Media]

[Files]

Files used in a previous version of Windows NT that are to
be deleted before the new version is installed.

Files used in a previous version of Windows NT that are to
be backed up before the new version is installed.

Files that are to be backed up (if they exist) before
overwriting them during Setup. The files are only backed up
if they are to be overwritten.

Files used with a Microsoft Windows 3.1 product (including
Windows for Workgroups) that are also used by

Windows NT. These files will not be replaced with
Windows NT files by the same name during Setup if you are
installing Windows NT into a Windows 3.1 directory.

Numbers assigned to each subdirectory of the Windows NT
root directory. These numbers are used in other sections to
locate the individual files.

Required resources, such as available disk space; also
options to be used during setup, such as debugging.

Short name assigned to each floppy disk in the Windows NT
installation disk set or to the Windows NT installation CD.

All files in the installation set for this platform.
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There are also sections for manipulating the Registry. Generally, it is best to

make changes to the Registry only through graphical interfaces such as the
Administrative tools and Control Panel icons, and avoid working with the Registry
directly. However, if you routinely use Regedit32 to change Registry entries after
installation, you can use these sections to incorporate the changes during Setup. For
more information, see “Using the TXTSETUP.SIF File to Update the Registry,”
later in this chapter.

The [Files.DeleteOnUpgrade] Section

The [Files.DeleteOnUpgrade] section of the TXTSETUP.SIF file lists the files
that you might have installed in a previous version of Windows NT that need to
be deleted when you upgrade to the current version.

The format of this section is file, dir where file is the filename and dir is the
subdirectory of the Windows NT root directory where the file will be found. The
subdirectory is specified with a number, as defined in the [WinntDirectories]
section.

The [Files.BackupOnUpgrade] Section

The [Files.BackupOnUpgrade] section of the TXTSETUP.SIF file lists the files
that you might have installed in a previous version of Windows NT that need to
be backed up before you upgrade to the current version.

The format of this section is file, dir, newname where file is the filename, dir is
the subdirectory of the Windows NT root directory where the file will be found,
and newname is the name you want to give the backup copy of the file. The
subdirectory is specified with a number, as defined in the [WinntDirectories]
section.

The [Files.BackupOnOverwrite] Section

The [Files.BackupOnOverwrite] section of the TXTSETUP.SIF file lists the files
that you might have installed in a previous version of Windows NT that need to be
backed up before they are overwritten during an upgrade to the current version of
Windows NT. If the files are not overwritten during the upgrade process, they are
not backed up.

The format of this section is file, dir, newname where file is the filename, dir is the
subdirectory of the Windows NT root directory where the file will be found, and
newname is the name you want to give the backup copy of the file. The
subdirectory is specified with a number, as defined in the [WinntDirectories]
section.
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The [Files.UpgradeWin31] Section

The [Files.UpgradeWin31] section of the TXTSETUP.SIF file lists the files that
might exist in an existing installation of Windows 3.1 or related operating system
(such as Windows for Workgroups 3.1) that are also used by Windows NT. The
files are listed in this section if they are not to be replaced with Windows NT files
by the same filename during setup.

The format of this section is file, dir where file is the filename and dir is the
subdirectory of the Windows NT root directory where the file will be found. The
subdirectory is specified with a number, as defined in the [WinntDirectories]
section.

The [WinntDirectories] Section

The [WinntDirectories] section of the TXTSETUP.SIF file assigns a number to the
Windows NT root directory and each of its subdirectories. These numbers are used
in other sections of the TXTSETUP.SIF file to specify the locations of files. If you
want to add a subdirectory for files specific to your corporation, you can specify it
in this section.

The format of this section is n = directory, where n is an integer and directory is
the path, relative to the Windows NT root directory. The following is an example of
a typical [WinntDirectories] section:

WinntDirectories]
=\

system32

system32\config

L
1
2
3
4 system32\drivers

The [SetupData] Section

The [SetupData] section of the TXTSETUP.SIF file supplies data used by Setup.
This includes required resources, such as available disk space, and debugging
options.
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The following is an example of a typical [SetupData] section:

[SetupDatal

ProductType = 0

MajorVersion = 3

MinorVersion = 50

FreeDiskSpace = 80000

FreeSysPartDiskSpace = 750

UpgradeFreeDiskSpace = 10000
UpgradeFreeSysPartDiskSpace = 500

DefaultPath=\WINNT35

LoadIdentifier = "Windows NT Workstation Version 3.5"
BaseVideoloadId = "Windows NT Workstation Version 3.5 [VGA mode]"
OslLoadOptions = "/nodebug"

AllowFloppySetup =1

RequiredMemory = 7864320

The lines that you might need to modify in the [SetupData] section are as follows:

FreeDiskSpace
Specifies the amount of free disk space that must be available for a fresh
installation of Windows NT. If you add files to your custom installation,
increase this value by the number of bytes in the files you add. If you exclude
files from your custom installation, decrease this value by the number of bytes in
the files you exclude.

UpgradeFreeDiskSpace
Specifies the amount of free disk space that must be available for an upgrade
from an earlier version of Windows NT. If you add files to your custom
installation, increase this value by the number of bytes in the files you add. If
you exclude files from your custom installation, decrease this value by the
number of bytes in the files you exclude.

DefaultPath
Specifies the location of the system root directory of Windows NT relative to the
drive the files are installed on. If you want your custom installation to be written
to a directory other than \WINNT?35, change the specification on this line.

Loadldentifier
Specifies the text that appears during setup to identify the system that is being
installed. You can change the text in quotes to describe your custom installation.

BaseVideoLoadld
Specifies the text that appears when the installation is using the /BASEVIDEO
option. This applies only when installing on x86 computers.
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OsLoadOptions

Specifies debugging options, which are enclosed in double quote marks. The
options you specify here apply only to text mode setup. To have one or more of
these options applied after text mode setup (that is, during Graphical mode setup
and any other time the computer is started), add the line OsLoadOptionsVar =
loption [/option...]. For OsLoadOptionsVar, as for OsLoadOptions, the
options you specify must be enclosed in double quote marks.

The options for OsLoadOptionsVAR are the same as those for OsLoadOptions
and are listed in the following table:

Option Description

/NODEBUG The default; it means that no debugging information is
collected or transmitted during installation.

/DEBUG The customary switch to enable debugging. The last

/DEBUGPORT=COMx
/BAUDRATE=nnnnn

/NoSerialMice

AllowFloppySetup

standard COM port found is used, unless a port is specified
with the /DEBUGPORT=COMx switch.

Sends debug output to the specific COM port.

Specifies the baud rate at which data is sent through the
COM port for remote debugging using a modem. The
default is 19200.

Disables the serial mouse detection on certain COM ports.
It is mostly used to exclude ports used by the
uninterruptible power supply (UPS) system. The detection
signal causes some UPS units to power down, thereby
turning off the computer. If you need to use this switch, you
might also want to add it to the BOOT.INI file, as described
in Chapter 18, “Troubleshooting.”

You can use multiple /NoSerialMice switches. The format
is as follows:

/NoSerialMice=[COMx | COMx,COMy,COMyz,...]

If /NoSerialMice is specified without parameters, serial
mouse detection is disabled on all the serial ports. If
/NoSerialMice=COMXx is specified, serial mouse detection
is only disabled on COMx. If
/NoSerialMice=COMx,COMy,COMZ ... is specified,
serial mouse detection is disabled on each of the specified
ports.

Specifies whether the installation must be from a CD or whether floppy disk sets
can be used. To prevent installations from being made using floppy disk sets, set

this value to 0.
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The [Media] Section

The [Media] section of the TXTSETUP.SIF file is used to assign a code to each of
the floppy disks in the Windows NT installation disk set and to assign the dx code
to the Windows NT installation CD. If you add a disk to the installation disk set,
add it to the end of this section. The code you assign to it can then be used in other
sections of the TXTSETUP.SIF file to indicate to Setup where to find the files you
have placed on this disk. Files that you add to a distribution share will all be
identified as being on dx.

The [Files] Section

The [Files] section of the TXTSETUP.SIF file lists all the files for the platform.
Each file in this section is listed in the following format:

filename = dx, disk id, [boot floppy], install directory, conditions for upgrade
[,conditions for fresh install[,new file name]]

where the dx parameter is read when installing from the CD. It is defined in the
[Media] section of this file, which immediately precedes the [Files] section. This
parameter must always be present.

Disk id is used when installing from a set of floppy disks, and specifies the floppy
disk on which the file is found. It also is defined in the [Media] section.

Boot floppy specifies the bootable floppy disk on which the file can be found. If
the file is not on any bootable floppy disk, this field is blank. This parameter is
primarily used to specify a SCSI miniport driver.

Install directory is the directory to which the file will be copied, as defined in the
[WinntDirectories] section. All definitions in the [WinntDirectories] section are
subdirectories of the Windows NT root directory. You are prompted for this
directory during the text mode stage of Setup.

Conditions for upgrade is a single digit that specifies whether the file is to be
copied during the text mode portion of setup when upgrading from an earlier
version of Windows NT. The possible values for conditions for upgrade are
listed in the following table:

Code Action

0 Copy always

1 Copy only if the file exists in the install directory
2 Do not copy if the file exists in the install directory
3 Do not copy
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Conditions for fresh install is a single digit that specifies whether the file is to be
copied during the text mode portion of setup when installing on a computer that has
no earlier version of Windows NT. This value is optional; if it is not included, the
file is not copied. The possible values are the same as those for conditions for
upgrade.

New file name is the name the file will be renamed to when it is copied. If this
parameter is omitted, the file will not be renamed.

The following is an example of a typical line in the [Files] section of the
TXTSETUP.SIF file:

ntkrnimp.exe = dx,d4,_1,2,3

This line specifies that the file, NTKRNLMP.EXE, is found on the CD or on floppy
disk d4 (as defined in the [Media] section). It is also found on boot floppy disk _1,
which is also defined in the [Media] section. It is to be installed in directory 2, as
defined in the [WinntDirectories] section. Since the line in the [WinntDirectories]
section for directory 2 reads as 2 = system32, the file is installed in the
\SYSTEM32 subdirectory of the Windows NT root directory. The 3 at the end of
the line means the file is not copied during text mode setup when upgrading from an
earlier version of Windows NT. Since the last two parameters are missing, this line
does not cause the file to be copied during text mode setup when installing on a
computer that has no version of Windows NT installed, and the file is not renamed
when copied.

Note Lines in the TXTSETUP.SIF file beginning with a semicolon (;) are
comments and ignored by Setup. Remember that you must use the correct
symbol for the file you are modifying; otherwise, Setup fails.

Creating a Distribution Share

In most cases, people who customize Windows NT Setup are doing so for a
corporation whose users will run Setup from a distribution share. Therefore, the
first step (after installing Windows NT on at least one computer) is to set up a
distribution share for your corporation. You need separate shares for Windows NT
workstation and Windows NT server. You will modify the files after they are in the
shared directory.

This section explains some of the caveats to creating Setup shares along with a few
preparatory steps you will need to take before modifying the files.



Chapter3 Customizing Windows NT Setup 81

P> To create a distribution share

1. Create a share for the installation files for Windows NT servers and a separate
share for the installation files for Windows NT workstations.

2. Copy the installation files to the shares you have created.

By copying the entire set of files you can reproduce the directory structure on
the distribution media. As a result, your distribution share will have different
subdirectories for the different platforms (x86, MIPS, and so on).

Copy the files from the Windows NT Setup CD, using the following syntax for
the xcopy command:

xcopy cd:\ share /s

where cd is the drive letter you have assigned to your CD-ROM drive. Share is
the location of the distribution share you created. For example:

xcopy f:\i386 \\winnt35_dist\x86
3. Share the destination directory, making it read-only.

From target computers, users can connect to the appropriate directory on the
distribution share to install Windows NT. Users running MS-DOS, Microsoft
Windows, or Windows NT can connect to the appropriate directory on the
distribution share and run the winnt or winnt32 utility to start the installation
process. For more information, see the Windows NT System Guide.

~ These distribution shares are used primarily for installing Windows NT with the
winnt or winnt32 utility. They can also be used by a user who has installed
Windows NT and wants to install additional files. For instance, a user who wants to
install a printer driver can type in the path to the network distribution share when
Setup prompts for the location of the printer driver.

Customizing Setup

This section discusses how to customize the setup files on a distribution share.

The files on the Windows NT installation CD cannot, of course, be altered because
you would have to create a custom CD. Also, it is not recommended that you try to
alter the files on the Windows NT installation disk set because the altered files
might be larger than the original installation files; thus, reassigning disk numbers to
numerous files can quickly become a daunting task.
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It is recommended that you perform a plain installation on a new computer, and then
use the network to upgrade to your custom installation. However, if you simply
want to add a few files to a floppy disk installation set, you can put them in an
additional disk, and specify the disk and the files in the [Media] and [Files] sections
of the TXTSETUP.SIF file. Where the file is named in the [Files] section, specify
that it be copied always, as described under “Format of the TXTSETUP.SIF File”
earlier in this chapter.

Caution Be careful when making modifications to the .SIF and .INF files.
Troubleshooting changes made to these files is quite difficult. Setup is unforgiving
about incorrect syntax in its instructions. Never modify the original file; always
make a backup copy. When you get part of your changes working, make a backup
copy of the working file.

Making changes to these files is not supported by Microsoft Product Support
Services. This information is only provided for your reference.

Adding a File to the Windows NT Installation

If you want to add files during the installation of Windows NT, but don’t need the
file added to a Program Manager group, you only need to put the files on the
distribution share and modify the TXTSETUP.SIF and DOSNET.INF files.

For example, suppose an administrator at Terra Flora, Inc. wants to add an online
help file that employees can use to help resolve common problems for Terra Flora’s
business. The administrator adds TERRA.HLP to the distribution share, then makes
changes to the TXTSETUP.SIF and DOSNET.INF files as described in the
following sections.

Note When you add files to Setup, be sure to change the minimum required disk
space needed for installation. For more information, see “Changing Minimum Disk
Space Requirements” later in this chapter.
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The TXTSETUP.SIF File

After the file has been created and placed in the distribution share, it must be added
to the [Files] section of the TXTSETUP.SIF file. If you want Setup to create a
special subdirectory in the Windows NT root directory for this file, it should be
specified in the [WinntDirectories] section. For example, you might add the
following line to the [WinntDirectories] section:

[WinntDirectories]
19 = TerraFlora

This directory could then be specified when adding the Terra Flora help file,
TERRA.HLP, to the end of the [Files] section, as follows:

[Files]
terra.hlp = dx,d33,,19,0,0

This causes the file to be copied to directory 19 (the \TERRAFLORA subdirectory
of the Windows NT root directory); it will be copied whenever anyone upgrades or
installs Windows NT for the first time from this distribution share.

For more information on the format of the [WinntDirectories] and [Files] sections,
see “Format of the TXTSETUP.SIF” section earlier in this chapter.

The DOSNET.INF File

All files that need to be copied from the Setup share when a user runs the winnt or
winnt32 utility are listed in the [Files] section of the DOSNET.INF file, preceded
by “dl,”.

To add the TERRA.HLP file, the Terra Flora administrator adds a line specifying
the file in the [Files] section of the DOSNET.INF file. In the following example,
the line has been added at the end of the section:

[Files]
d1,256C0LOR.BMP
d1,40291730.PPD
d1,40293930.PPD
dl,terra.hlp
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Adding a New Program Manager Group

Windows NT Setup automatically creates the Main, Accessories, Administrative
Tools, Games, and Startup groups in Program Manager. To have Windows NT
create a new Program Manager group you need to modify the PARTIAL.INF file.

For example, the Terra Flora administrator creates a new program group
called TerraFlora in which the TERRA.HLP file, Terra Flora Help, will be
included. To do this, the administrator adds lines to the [ProgmanGroups] and
[ProgmanGroupsDescriptionENG] sections of the PARTIAL.INF file. In the
following example, the new lines are shown at the bottom of each section:

[ProgmanGroups]
Main
Accessories
AdminTools
Games
Startup
TerraFlora

[ProgmanGroupsDescriptionENG]

Main = "Main"

Accessories = "Accessories"

Games = "Games"

Startup = "Startup"”

AdminTools = "Administrative Tools"
TerraFlora = "Terra Flora Help"

Adding File Manager and Other Programs to the Startup Group

You might want to add frequently-used programs to the Startup group so that they
are automatically run after logon. To add a program to the Startup group, you need
to modify the PARTIAL.INF file.

For example, to start File Manager automatically after the user logs on, you need to
edit the PARTIAL.INF file. In the [InstallProgramGroups] section, change the “set
StartupTolInstall” line and add the [Startupltems] and [StartupItemsENG] sections
with the necessary references to File Manager in those sections. For example, the
resulting sections of the PARTIAL.INF file would look similar to the following:

[Instal1ProgramGroups]
set Groups = *(ProgmanGroups, 1)
set MainToInstall = ~(MainItems$(1STF_PRODUCT)$(!STF_PLATFORM), 1)
set AdminToolsTolnstall = A(AdminToolsItems$(!STF_PRODUCT), 1)
set StartupTolnstall = A(Startupltems,l)

; NOTE: Comment out the following line by prepending a semicolon.

: set StartupToInstall = {1
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[PartialDestinationVars]

AdminToolsDest

StartupDest

[Startupltems]
FileManager

[StartupIltemsENG]

= $(ISTF_WINDOWSSYSPATH)
= $(!STF_WINDOWSSYSPATH)

FileManager = "File Manager", WINFILE.EXE , WINFILE.EXE , "" , @

You can install other standard Windows NT programs in the Startup group

by adding to the items in the [StartupItems] and [StartupltemsENG] sections.

The following table shows what to type in these sections. The last item,
MiniUserManager, is part of Windows NT only. UserManager and ServerManager
are part of Windows NT server only.

[Startupltems] [StartupItemsENG]

FileManager FileManager = “File Manager”, WINFILE.EXE , WINFILE.EXE ,

Mail Mail = “Mail”’, MSMAIL32.EXE , MSMAIL32.EXE, *”

SchedulePlus SchedulePlus = “Schedule+”’, SCHDPL32.EXE , SCHDPL32.EXE ,

ControlPanel ControlPanel = “Control Panel”, CONTROL.EXE ,
CONTROL.EXE, “”

PrintManager PrintManager = “Print Manager”, PRINTMAN.EXE ,
PRINTMAN.EXE, “”

Clipboard Clipboard = “ClipBook Viewer”, CLIPBRD.EXE , CLIPBRD.EXE

Command Command = “Command Prompt”, CMD.EXE , CMD.EXE ,
“progman.exe”’,10

PerformanceMon PerformanceMon = “Performance Monitor”’, PERFMON.EXE ,
PERFMON.EXE, “”,0

Backup Backup = “Backup”, NTBACKUP.EXE , NTBACKUP.EXE, “”, 0

DiskManager DiskManager = “Disk Administrator”’, WINDISK.EXE ,
WINDISK.EXE, “”,0

EventViewer EventViewer = “Event Viewer”’, EVENTVWR.EXE ,
EVENTVWR.EXE, “”,0

UserManager UserManager = “User Manager for Domains”’, USRMGR.EXE ,
USRMGR.EXE, “”,0

ServerManager ServerManager = “Server Manager”, SRVMGR.EXE ,
SRVMGR.EXE, “’,0

MiniUserManager ~ MiniUserManager = “User Manager”’, MUSRMGR.EXE ,

MUSRMGR.EXE, “”,0
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Adding Any Program to Any Program Manager Group

You can have Setup add items to any program group, not just the Startup

group. This example shows how the Terra Flora administrator added the file,
TERRA.HLP, (with the TERRA.ICO icon) to the Terra Flora Help Program group.
The steps shown here can be used to add any program to any Program Manager

group.

The first step in this process is to make sure the files are installed. In this case, the
Terra Flora administrator adds the files TERRA.HLP and TERRA.ICO to Setup as
described earlier in “Adding a File to the Windows NT Installation.”

Next, if you are adding programs to a new program group, you must create that
group, as described earlier in “Adding a New Program Manager Group.”

Finally, you need to modify the PARTIAL.INF file. For example, the Terra Flora
administrator makes a number of changes to the PARTIAL.INF file to ensure that
TERRA.HLP is added to the Terra Flora Help program group.

The first change that the administrator makes is to the [PartialDestinationVars]
section. In the following example, the new line is added to the end of the section:

[PartialDestinationVars] .
ReadmeDest = $(!STF_WINDOWSPATH)

AccessoriesDest = $(!STF_WINDOWSSYSPATH)
- GamesDest = $(ISTF_WINDOWSSYSPATH)
SaversDest = $(ISTF_WINDOWSSYSPATH)
WallpapersDest = $(ISTF_WINDOWSPATH)
MainDest = $(ISTF_WINDOWSSYSPATH)

AdminToolsDest = $(!STF_WINDOWSSYSPATH)
StartupDest = $(!STF_WINDOWSSYSPATH)
TerraFloraDest = $(!STF_WINDOWSSYSPATH)

The [PartialDestinationVars] section indicates where the files for the specific
components will be installed in the system. $(!STF_WINDOWSPATH) means

to install the files in the SystemRoot directory. $(!STF_WINDOWSSYSPATH)
means to install the files in the SystemRoo\SYSTEM32 directory. The name in the
left column matches the name of the group listed in the [ProgmanGroups] section,
followed in the [ProgmanGroups] section by the text “Dest”.

Next, the Terra Flora administrator adds a line to the [InstallProgramGroups]
section. In the following example, the new line is added to the end of the section:

[Instal1ProgramGroups]
set Groups = *~(ProgmanGroups, 1)
set MainToInstall = ~(MainItems$(!STF_PRODUCT)$(!STF_PLATFORM), 1)
set AdminToolsTolnstall = ~(AdminToolsItems$(!STF_PRODUCT), 1)
set TerraFloraTolnstall = A(TerraFloraltems,1l)
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The [InstallProgramGroups] section specifies which group items will be installed in
their respective groups. The item in the left column is the name of the group as
mentioned in the [ProgmanGroups] section, followed in the [ProgmanGroups]
section by the text “Tolnstall”. The text in the right column is the name of the
section where the program items are listed.

The administrator adds a new section, [TerraFloraltems], to the PARTIAL.INF
file to specity the new program group, with the new program item specified

in that section. In the following example the new section appears after the
[MainltemsWinntI386] section:

[MainItemsWinntI386]
FileManager
ControlPanel

readme
[TerraFloraltems]
TerraFloraHelp

The [TerraFloraltems] section lists the key names of the items that will be installed
in the TerraFlora group.

Finally, the administrator creates the [ TerraFloraltemsENG] section of the
PARTIAL.INF file. In this section the name of the file that is represented by the
name TerraFloraHelp is specified, using this format:

keyname = item description, command line, command line parameters, icon
resource file, icon offset

The new section looks similar to the following:

[TerraFloraltemsENG]
TerraFloraHelp = "Terra Flora Help",WINHLP32.EXE,"WINHLP32.EXE
"$(ISTF_WINDOWSSYSPATH)"\TERAFLOR.HLP" ,"TERAFLOR.ICO",0

Adding a New Optional Accessory

Setup gives the user the opportunity to choose what optional accessories to

install and then creates a new program item for them in the Accessories Program
Manager group. To add a new accessory, you must create the files, add the files
to the distribution share, and then add the files to the [Files] section of the
TXTSETUP.STF file. Then you need to make modifications to the PARTIAL.INF
and DOSNET.INF files.
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For example, the Terra Flora administrator is adding a program called
ORGCHART.EXE to the Accessories program group. To do this, the administrator
first modifies the PARTIAL.INF file by adding “OrgChart” lines to the [Files-I386-
WindowsOptions], [Optional AccessoriesENG], and [AccessoriesItemsENG]
sections, as shown in the following example:

[Files-1386-WindowsOptions]
Calculator = 2,CALC.EXE , SIZE=999
Cardfile = 2,CARDFILE.EXE , SIZE=999
OrgChart = 2,0RGCHART.EXE , SIZE=999
CDPlayer = 2,CDPLAYER.EXE , SIZE=999

[OptionalAccessoriesENG]
Calculator = "Calculator"

Cardfile = "Cardfile"”
OrgChart = "Terra Flora Organizational Chart"
Clock = "Clock"

[AccessoriesItemsENG]

Paintbrush = "Paintbrush", PBRUSH.EXE , PBRUSH.EXE , " , 0
Chat = "Chat", WINCHAT.EXE , WINCHAT.EXE , "" , @
OrgChart = "Org. Chart" , ORGCHART.EXE , ORGCHART.EXE , "" , @
Terminal = "Terminal", TERMINAL.EXE , TERMINAL.EXE , "" , ©

Next, the administrator adds the line “d1,ORGCHART.EXE” to the DOSNET.INF
file as shown in the following example:

[Files]

d1,256COLOR.BMP
d1,40291730.PPD
d1,40293930.PPD
dl,0RGCHART.EXE

Adding TrueType Fonts to Setup

If you have a license for the Microsoft Font Pack for Windows, you might want to
have those fonts installed automatically by Setup. For each TrueType font there is a
.TTF file and a .FOT file. The extension .TTF is given to the actual TrueType font
file. The .FOT extension is used for the font header that points to the .TTF file.

Typically, during installation of the font pack or when installing a TrueType font
from the Control Panel, the .FOT file is created and appropriate entries are made in
the Windows NT Registry. To create the .FOT files that are instalted on the
Windows NT workstation, you first need to install the font pack on any computer,
and then copy the .TTF and .FOT files to the Windows NT distribution share.
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For the purpose of demonstration, we will install only four fonts—Ariale Narrow,
Arial Narrow Bold, Arial Narrow Bold Italic, and Arial Narrow Italic. The files for
these fonts are listed in the following table:

TrueType file TrueType font header
ARIALN.TTF ARIALN.FOT
ARIALNB.TTF ARIALNB.FOT
ARIALNBLTTF ARIALNBLFOT
ARIALNLTTF ARIALNLFOT

Add these files to Setup, as described earlier in “Adding a File to the Windows NT
Installation.” Make sure to install the files into the SystemRoo\SYSTEM directory
by including them in the [Files-1386-nt-system16always] section.

Next, add the fonts to the [FontList] section of the INITIAL.INF file, so that the
fonts will be added to the Windows NT Registry. In the example that follows, the
last four lines have been added.

INITIAL.INF

[FontList]
"Arial (TrueType)" = ARIAL.FOT
"Times New Roman Italic (TrueType)" = TIMESI.FOT

"WingDings (TrueType)" WINGDING.FOT
"Arial Narrow (TrueType)" = ARIALN.FOT
"Arial Narrow Bold (TrueType)" ARIALNB.FOT
"Arial Narrow Bold Italic (TrueType)" ARIALNBI.FOT
"Arial Narrow Italic (TrueType)" = ARIALNI.FOT

Excluding Files from Windows NT

If you do not need to have all of the functionality that Windows NT provides, you
can reduce the amount of disk space required for your installation of Windows NT
by modifying the Setup script files so that supporting files for functionality you do
not want are not installed. It is possible, for example, to save several megabytes of
disk space by excluding help files, NTBACKUP.EXE (tape backup), Windows NT
sequence files (.SEQ), and infrequently-used programs. However, it is important
that you do not exclude files that are required for the functioning of Windows NT.
Refer to Chapter 4, “Windows NT Files,” for information on the files you are
thinking about excluding. Chapter 4 describes the function of each file and helps to
identify which ones you can safely exclude.
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To exclude a file you must first comment out the filename in the DOSNET.INF file
by prepending the appropriate line in the [Files] section with a pound sign (#). In
the following example, EXE2BIN.EXE has been excluded:

[Files]
dl,EXEBYTE2.SYS

## d1,EXE2BIN.EXE
d1,EXPAND.EXE

Next, if the file is listed in the INITIAL.INF file, comment out all occurrences of
the file by adding a semicolon (;) to the beginning of the appropriate line(s).

Note Some files are listed more than once in the INITIAL.INF file. To exclude
these files you must comment out both occurrences. If you comment out only one of
them, Setup displays an error message. Use the searching capability of your text
editor to verify that you have commented out all occurrences of any file you want to
exclude. - g ‘

In the following example, the line “2,EXE2BIN.EXE , SIZE=8424" has been
commented out in the INITIAL.INF file:

[Files-I386-nt-system]

2,EVENTVWR.EXE , SIZE=204676
12, EXE2BIN.EXE , SIZE=8424
2,EXPAND.EXE , SIZE=39284

In the TXTSETUP.SIF file, comment out the file by inserting a semicolon (;) at
the beginning of the appropriate line in the [Files] section. Four lines have been
commented out in the following example:

[Files]

d2,MSMAIL32.HLP,2
d2,PERFMON.HLP,2
;d2,PIFEDIT.HLP,2
;d2,PRINTMAN . HLP, 2
;d2,PROGMAN.HLP, 2
d2,RASSETUP.HLP,2
;d2,REGEDT32.HLP,2
d2,SCHDPL32.HLP,2

Note The findstr command can help you find out which files contain the name of a
file you want to exclude.
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Excluding the 0S/2 Subsystem

If you do not need support for OS/2 applications, you can exclude the files needed
for OS/2 support by commenting them out in the .INF files that install them. If you
do so and a user tries to start an OS/2 application, they will receive a message
saying the executable file could not be located or that the subsystem is not
available.

In the INITIAL.INF file, comment out the lines specifying the OS/2 files by
prepending the lines with a semicolon (;), as shown in the following example:

[Files-1386-nt-system-0s2-d11]
;2,D0SCALLS.DLL , SIZE=12341
[Files-1386-nt-system]
;2,NETAPI.DLL , SIZE~119808
+2,0S2.EXE , SIZE=53552
;2,0S2SRV.EXE , SIZE=206848
;2,0S2SS.EXE , SIZE=15360

In the DOSNET.INF file, comment out the lines specifying the OS/2 files by
prepending the lines with a pound sign (#), as shown in the following example:

# d1,DOSCALLS.DLL
# d1,NETAPI.DLL
# d1,0S2.EXE

# d1,0S2SRV.EXE
## d1,0S2SS.EXE

In the TXTSETUP.SIF file, comment out the lines specifying the OS/2 files by
prepending the lines with a semicolon ().

If you are upgrading from an earlier version of Windows NT in which the OS/2
subsystem was used, list these same files in the [Files.DeleteOnUpgrade] section of
the TXTSETUP.SIF file. Lines in this section use the following format:

file, dir

where file is the filename and dir is the code number that is assigned (in the
[WinntDirectories] section) to the directory in which the file is found.
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Excluding the POSIX Subsystem

To exclude the POSIX subsystem, comment out the lines specifying the following
files in the TXTSETUP.SIF, INITIAL.INF and DOSNET.INF files:

= PSXDLL.DLL

= PAX.EXE

» POSIX.EXE

= PXSSS.EXE

If you are upgrading from an earlier version of Windows NT in which the POSIX
subsystem was used, list these same files in the [Files.DeleteOnUpgrade] section of
the TXTSETUP.SIF file. Lines in this section use the following format:

file, dir

where file is the filename and dir is the code number that is assigned (in the
[WinntDirectories] section) to the directory in which the file is found.

Excluding Support for MS-DOS and Windows 16-bit Applications

To exclude the files needed to support for MS-DOS and Windows 16-bit
applications, you must modify the INITIAL.INF file, commenting out the routine
that modifies the Registry key for MS-DOS and Windows 16-bit support.If the
supporting files are excluded but this routine is not commented out, Setup will
report an error. Lines should be commented out using the semicolon (;) as shown in
the following example:

;vdmconfig =+
shell "subroutn.inf" PushBillboard STATUSDLG $(Billboard5)
H Debug-Output "SETUP.INF: Configuring the DOS Subsystem."”
; ifstr(i) $(!STF_WIN31UPGRADE) == NO
H shell “"registry.inf" AppendToSystemPath "%SystemRoot%"
endif
read-syms ConfigSysAppend
read-syms AutoexecBatAppend
LibraryProcedure STATUS,$(!LIBHANDLE),VdmFixup $(AddOnConfig)
$(Add0nBatch)
ifstr(i) $(STATUS) == ERROR
shell "subroutn.inf" PopBillboard
EndWait
read-syms NonFatalError2$(!STF_LANGUAGE)
shell "subroutn.inf" SetupMessage $(!STF_LANGUAGE) NONFATAL
$(NonFata1)
: StartWait
endif
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; ifstr(i) $(ISTF_PLATFORM) == $(!PlatformID_Mips)
; set wowfile = krnl1286

; else

: set wowfile = krn1386

H endif

H shell "registry.inf" MakeWOWEntry $(wowfile)

Next, comment out the following files from the TXTSETUP.SIF, INITIAL.INF and
DOSNET.INF files so the files that support MS-DOS and Windows 16-bit
applications will not be installed. If you are upgrading from an earlier version of
Windows NT in which MS-DOS and Windows 16-bit applications were used, list
these same files in the [Files.DeleteOnUpgrade] section of the TXTSETUP.SIF file.
Lines in this section use the following format:

file, dir

where file is the filename and dir is the code number that is assigned (in the
[WinntDirectories] section) to the directory in which the file is found.

_DEFAULT.PIF ANSLSYS APP850.FON
APPEND.EXE ATTRIB.EXE AUTOEXEC.NT
BIOS1.ROM BIOS2.ROM BLACK16.SCR
CGA40850.FON CGA40WOA.FON CGA80850.FON
CGAS0WOA.FON CHCP.COM CHKDSK.EXE
CMOS.RAM COMM.DRV COMMAND.COM
COMMDLG.DLL! COMP.EXE CONFIG.NT
COUNTRY.SYS DDEML.DLL DEBUG.EXE
DISKCOMP.COM DISKCOPY.COM DOSAPP.FON
DOSKEY.EXE DOSX.EXE DRWATSON.EXE
EDIT.COM EDIT.HLP EDLIN.EXE
EGA.CPI EGA40850.FON EGA40WOA.FON
EGA80850.FON EGA80WOA.FON EXE2BIN.EXE
EXPAND.EXE FASTOPEN.EXE . FC.EXE
FIND.EXE FINDSTREXE FORCEDOS.EXE
FORMAT.COM GDLEXE GRAFTABL.COM
GRAPHICS.COM GRAPHICS.PRO HELP.EXE
HIMEM.SYS KB16.COM KEYB.COM
KEYBOARD.DRV KEYBOARD.SYS KRNL386.EXE
LABEL.EXE LANMAN.DRV LOADFIX.COM
MAPI.DLL MCIOLE16.DLL MEM.EXE
MMSYSTEM.DLL! MMTASK.TSK! MODE.COM
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MORE.COM MOUSE.DRV NTCMDS.HLP
NTCMDS.IND NTDOS.SYS NTIO.SYS
NTVDM.DLL NTVDM.EXE OLECLLDLL
OLESVR.DLL! PIFEDIT.EXE QBASIC.EXE
RECOVER.EXE REDIR.EXE REGEDIT.EXE
REGEDIT.HLP REMLINE.BAS REPLACE.EXE
RESTORE.EXE SETUP16.INF SETVER.EXE
SHARE.EXE SHELL.DLL! SORT.EXE
SOUND.DRV SUBST.EXE SYSEDIT.EXE
SYSTEM.DRV SYSTEM.INI TOOLHELP.DLL
TREE.COM V7VGA.ROM VDMDBG.DLL
VDMREDIR.DLL VER.DLL! VGA.DRV
WFWNET.DRV WIN.COM WIN.INI
WINS7EM.DLL WINFILE.INI WINHELP.EXE
WOW32.DLL WOWDEB.EXE WOWEXEC.EXE
WRITE.EXE XCOPY.EXE

1 These files are listed twice in the INITIAL.INF file. Be sure to remove both occurrences of each to
avoid receiving an error message from Setup.

Bypassing Printer and Application Setup on Express Installation

To skip printer and application Setup when Express Setup is chosen, add the lines
“set !DoPrinter = $(!NotChosen)” and “set !DoAppSetup = $(!NotChosen)” under
the “ifstr(i) $(!ISTF_INSTALL_MODE) == EXPRESS” line in the [DoOption]
section of the INITIAL.INF file as shown in the following example:

[DoOptions]

set Status = STATUS_FAILED
options = +
ifstr(i) $(!STF_PRODUCT) == Winnt
set OptionsGreyed = {}

else
set OptionsGreyed = {3}
endif
ifstr(i) $(!STF_WIN31UPGRADE) == "YES"

set !DoAppSetup = $(!NotChosen)
set OptionsGreyed = >($(OptionsGreyed), 4)

endif
ifstr(i) $(ISTF_INSTALL_MODE) == EXPRESS
set !DoPrinter = $(!NotChosen)

set !DoAppSetup = $(!NotChosen)
set Status = STATUS_SUCCESSFUL
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Skipping Installation of All Optional Components

In Express Setup, the Setup program automatically installs all optional components.
To install none of the optional components in Express installation, comment out

the lines in the PARTIAL.INF file that tell Windows NT Setup to install the
components, as shown in the following example:

set_partial_components = +
StartWait
ForListDo $(ComponentList)
set $($)ToInstall = $($($)Install)
set $($)ToRemove = {}
EndForListDo
set SrcDir = $(!STF_SRCDIR)
: install Install-PartialFileCopy

[ConfigureProgman]
set Status = STATUS_FAILED
read-syms PartialDestinationVars
set AccessoriesTolnstall = {}

set ReadmeTolInstall = {}
set GamesTolInstall = {1
set WallpapersTolnstall = {}
set SaversTolnstall = {1

; ForListDo $($0)
: set *($($), 1)Tolnstall = *($($), 2)
H EndForListDo

Changing Minimum Disk Space Requirements

If you change the files installed by Setup, it is a good idea to change the minimum
disk space requirement as well. If the disk space requirement is too large, Setup will
request more free disk space than necessary, and you might not be able to install on
computers that really do have enough disk space. If the disk space requirement is
too small, Setup may fail when trying to copy files to a full hard disk.

First, modify the DOSNET.INF file by changing the value for NtDrive in the
[SpaceRequirements] section, as follows:

[SpaceRequirements]

BootDrive = 1048576

# NtDrive = 89128960 NOTE: Commented out original disk space
requirement.

NtDrive = 76000000
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NtDrive specifies the number of bytes required on the drive where Windows NT is
to be installed. Change this number as appropriate. For example, if you exclude 3
megabytes of files that were included in the original Windows NT installation,
subtract 3 megabytes from the NtDrive number. If you add 3 megabytes of files to
the Windows NT installation, add 3 megabytes to the NtDriveé number. Do not
change the value for BootDrive.

Also, change the values for FreeDiskSpace and UpgradeFreeDiskSpace in the
[SetupData] section of the TXTSETUP.SIF file.

Updating the Registry During Setup

The following sections provide information on how to update the Registry while you
are in the process of setting up.

Using Template Hives to Update the Registry

Three template hives are supplied with Windows NT 3.5. During a fresh
installation, these hives are copied in their entirety to the new Registry. During an
upgrade from an earlier version of Windows NT, portions of the template hives are
copied to the existing Registry, as described in the text that follows.

If you are proficient with Regedit32, you can edit the template hives after you have
copied them to your distribution share. This section explains how to specify that
existing registry values be overwritten, and how to specify values in the template
hives so that they do not overwrite existing information in the Registry. During a
fresh installation, of course, the entire template hives are copied to the new
Registry.

The following template hives are supplied:

= System
= Software
= Default

Normally, values in the Software and Default template hives, and in the “Current
Control Set” key of the System template hive, are copied to an existing Registry
only if the value is not found in the existing Registry -- existing values are not
overwritten. However, values in other keys of the System template hive are
normally copied even if it means overwriting existing values. You can alter any
of this behavior through entries in the TXTSETUP.SIF file.
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Using the TXTSETUP.SIF File to Update the Registry

You can specify that certain values or keys in the Software and Default template
hives, and in the “Current Control Set” key of the System template hive, always be
copied to an existing Registry (even if it means overwriting existing values) by
specifying them in the [KeysToAdd] section of the TXTSETUP.SIF file.

In addition, you can use the [KeysToAdd] section together with the
[Values.section] section to create new keys or values, or to change values,
without editing the template hives directly.

The choice of whether to add a key or value by editing a hive or by adding to the
TXTSETUP.SIF file depends on the extent of the changes you want to make,
whether you want existing values to be overwritten, and often on personal
preference. However, you should be comfortable with editing the Registry before
you use either method. In either case, you are using Setup to change the Registry;
both the Registry and the Setup files are unforgiving of errors. The Registry Editor
does not understand or recognize errors in syntax or semantics.

The sections in the TXTSETUP.SIF file that you are most likely to change in order
to have Setup change registry values are listed in the following table:

Section Used to

[KeysToAdd] Add or change keys, or add or change values under keys.

[Values.section] Specify values for specific keys listed in the [KeysToAdd]
section.

The [KeysToAdd] Section

The lines in the [KeysToAdd] section specify that a key, or one or more values in a
key, be written to an existing Registry. If the key or value already exists, it will be
overwritten. The keys and/or values can be read from a template hive, or from a
[values.section] section in the TXTSETUP.SIF file if one is specified. The format
for lines in this section is as follows:

hive, "key"[, values.section]

where hive is the template hive from which the key should be copied. Key specifies
the key in the specified hive. (It is enclosed in double-quotes.) Values.Section
points to the section in the TXTSETUP.SIF file that lists the values to be added

to this key. If you use this parameter, the information is taken from the
TXTSETUP.SIF file rather than from the template hive. If you omit this parameter,
Setup looks for the information in the template hive.
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Examples

The following line specifies that everything in the PBrush32 key under Classes in
the Software template hive be added to the registry:

Software, "Classes\PBrush32"

Normally, since this key is in the Software hive, it would be copied to an existing
Registry only if the key did not already exist. By specifying it here, you ensure that
the entire key and any subkeys will be written to the Registry, even if it involves
overwriting an existing key by that name.

The following line, with the associated [Values.section] section, specifies a value
(no wallpaper) for the Control Panel\Desktop key in the Default hive:

Default, "Control Panel\Desktop"”, Values.Desktop

[Values.Desktop]
Wallpaper, REG_SZ, (None)

No other values in this key will be affected.

The [Values.section] Section

This section specifies the values assigned to a key that was specified in the
[KeysToAdd] section. You can list as many values as you want. The format
is as follows:

namel, type, value)

where name is the name of the key to which you want to add the value. If the key
does not already exist in the Registry, it will be created. (The hive in which the key
is placed is specified in the line in the [KeysToAdd] section that points to this
[Value.section] section.) If only name is entered, that entire key, including any
subkeys, will be copied to the existing Registry. If a key by that name already exists
it will be overwritten. Type is the value type, and can be any of the following:

= REG_SZ

= REG_EXPAND_SZ

= REG_MULTL_SZ

= REG_BINARY

= REG_DWORD

= REG_BINARY_DWORD

Value is the value you want to assign to this entry. For types REG_SZ,
REG_EXPAND_SZ, and REG_MULTI_SZ, the value is a string and must be
enclosed in double quote marks.
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Installing Without Bootable Floppy Disks

To install Windows NT on an x86-based computer, you normally need three

bootable floppy disks, in addition to the distribution CD-ROM, distribution share,
or distribution floppy set. When the winnt or winnt32 command is used to install
Windows NT over the network, these floppy disks are normally created by Setup.

If you don’t need to reformat the file system on the boot drive (usually C:), you can
dispense with the bootable floppy disks by using the /b switch with the winnt or
winnt32 command. You can reformat drives (other than the boot drive and the drive
holding the temporary installation files) while installing without floppy disks.

Note In rare instances, you might be using a SCSI drive for which Windows NT
does not have a driver, If this drive is the drive on which you want to install
Windows NT, the winnt /b or winnt32 /b command will not work, because the
target drive is not visible to the Setup program. Check the hardware compatibility
list in your Windows NT documentation set to make sure the driver you need is
included.

Unattended Installation

If people in your organization will be installing without bootable floppy disks, you
might want them to perform an unattended setup as well. In an unattended setup, an
unattended answer file is used to answer all of the questions that Setup asks. The
Windows NT Setup Manager utility, included with this resource kit, makes it easy
to create the unattended answer file. You can create as many different unattended
answer files as needed to accommodate the various users in your organization.

The command to perform an unattended installation is winnt /u[:answer_file] or
winnt32 /ul:answer_file], where answer_file is the file name of the unattended
answer file. The /b switch is always assumed when the /u switch is used with the
winnt or winnt32 command. If no unattended answer file is specified, the defaults
will be used for all installation options (as though you pressed ENTER at every
prompt in an attended installation). Since there is no default for the username or
organization name, the user must be present to respond to prompt for these values if
no unattended answer file is specified, or if the unattended answer file that is
specified has no entries for these values. These prompts occur early in the graphical
mode portion of Setup. Your users can enter the winnt /u[:answer_file] or winnt32
fu[:answer_file] command, wait long enough to answer the username and/or
organization name prompt, and then leave the Setup program to continue
unattended.
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Creating an Unattended Answer File

You can create an unattended answer file for each user, to allow completely
unattended installation, or you can create more general unattended answer files, in
which case the user must provide user information interactively after entering the
winnt /u [answer_file] or winnt32 /u [answer_file] command. Unattended answer
files are easy to create with the Windows NT Setup Manager utility that is included
with this resource kit. The help file included with the utility provides general
information about unattended answer files and unattended setup, as well as specific
help on the individual dialogs and on the values you are asked to supply.

Since Setup Manager allows you to edit existing unattended answer files, and to
save your edits to a new unattended answer file, you might want to begin by making
template unattended answer files for the various setup configurations used in your
organization. For example, you might have many users in each of three different
time zones. Or, some users might be participating in a workgroup only, while others
are participating in a domain. Once you have created a template unattended answer
file for a group of users, you can open the template, edit the user information to
specify the user name and computer name, and save the file to a new name based on
the user name. Each user can then specify his or her personal unattended answer file
in the winnt or winnt32 command.

To create or edit the unattended answer file

1. Start the SETUPMGR.EXE program The Windows NT Setup Manager dialog
appears.

2. If you want to edit an existing unattended answer file, choose the Open button.

3. Specify the settings that you want. The dialogs are described in Setup Manager
Help.

4. Specify the filename for the script file, as described in Setup Manager Help.
5. Choose OK.

If you are using Microsoft Systems Management Server (SMS) to manage computer
resources in your organization, you can use package definition files (PDFs) to
install or upgrade Windows NT. See the Microsoft Systems Management Server
documentation for information on using PDF:s to install operating systems.
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Importance of the SETUP.LOG File

Setup creates a hidden, system, read-only file called SETUP.LOG in your
SystemRoof\REPAIR directory. This file becomes very important if you need to
repair or reinstall Windows NT.

Caution Do not delete the SETUP.LOG file.

To reinstall Windows NT, the Setup program must be started again. As it did in
the initial installation, Setup inspects your system’s configuration and determines
whether your computer has the required free disk space to install Windows NT. It
also detects existing versions of Windows NT.

If your computer does not have the required free disk space, Setup gives you the
option to delete the previous versions. If you select Yes, Setup uses the
SETUP.LOG file to determine which files it can delete to make space on your hard
disk. If SETUP.LOG is missing, no files can be deleted and you might be forced to
reformat your hard disk to reinstall.

Preinstalling Windows NT Using CPS

The Windows NT Computer Profile Setup (CPS) utility simplifies the process for
preinstalling and configuring Windows NT workstation and Windows NT server on
a large number of Intel-based computers. The CPS utility uploads a profile of a
fully installed Windows NT or Windows NT server system from a master computer
to a distribution server and then distributes the system to identically configured
target computers. With the CPS utility, you can also distribute other directories
containing application files to the target computers.

The CPS preinstallation process generally consists of the following steps:

= Creating a master system by installing Windows NT and other files and
applications to be distributed on the master system computer.

= Uploading the master system to a distribution server.

= Copying the master system to the identically configured target computers.

= Testing duplicated systems.
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The duplicated systems are then ready for use.

After you create the master system,
copy the system files to the distribution
server. From each target machine, run
the WINNTP.EXE command to copy the
system files to that machine.

Master
System

Distribution
Server

Installing the Master System

When you have decided on the configuration for the master system, which will be
propagated exactly to all the target computers, install Windows NT on the master
system computer. For detailed instructions on installing Windows NT, see the
Windows NT Installation Guide.

If you are installing Windows NT on more than one hardware configuration, you
should use the winnt or winnt32 setup tool described in the Windows NT
documentation. If you want to use the CPS utility for muitiple hardware
configurations, you must preinstall a separate master system for each hardware
configuration.
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Uploading the Master System to the Distribution Server

Once you have installed the master system, you can upload it and any additional
directories you want to the distribution server.

During a normal Windows NT installation, the Setup program interactively requests
information. Because the CPS utility installs Windows NT on identically configured
computers at which users are not present, the requested information is provided in a
file named PROFILE.INI. For information about editing PROFILE.INI, see the
PROFILE.TXT file in the \I386\CPS directory on the Windows NT resource kit
CD-ROM.

D> To upload the master system

1. On the master system computer, create a directory to hold the CPS utility files,
and then change the default to that directory.

2. With the Windows NT resource kit CD-ROM in the CD-ROM drive of the
master system computer, copy the \I386\CPS directory from the CD-ROM to the
directory you created in step 1. For example, if your CD-ROM drive is D:, type
the following:

xcopy d:\i386\cps

3. If you need to edit PROFILE.INI, edit the copy you made in step 2 using a text
editor such as Windows Notepad.

4. On the distribution server, create the directory that is to receive the master
system files, and share this directory.

5. On the master system computer, type the following:
uplodprf -s:master -i:profile.ini N\dir!] \dir2] [...]

where master is the UNC name of the directory you created in step 4 (or the
network path to that directory, if you have a network connection to it), and dirl,
dir2, ... are the paths to additional directories on the master system computer
that you want to preinstall on the target computers.

In addition to the Windows NT system files and any additional directories or files

you specify, the uplodprf tool uploads the registry files from the master system and
then removes user-specific information from the copy on the distribution server. For
options available with the uplodprf tool, at the command prompt type uplodprf /2.

As a final step, review entries in the [DefaultValues] section of the
DEFAULTS.INF file in the %systemroot%/system32 subdirectory of the shared
directory you have created on the master system computer. Some of the values in
this section, such as DefaultOrgName and DefaultTimeZone, will probably be the
same for all the users who will use this profile, and can be set at this time.

You are now ready to distribute the master profile to the target computers.
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Distributing the Master System to the Target Computers

The target computers must have the same hardware options, such as video card and
bus type, as the master system computer. Target computers can, however, have
more memory and a larger hard disk than the master system computer. You can
choose from several duplication options, according to your manufacturing
requirements. Some of the methods used for distributing the master profile include:

Serial or parallel port file transfer using a parallel connector such as Xircome
Pocket Ethernet Adapter™

Network adapter or interface
Hard-disk duplication equipment
Tape or disk backup-and-restore process

The duplication method you choose depends on the resources and needs of your
organization. This list is not exhaustive but is intended to suggest some common
approaches to duplicating the master system files.

P> To distribute the master system profile to target computers

L.

Create a bootable floppy disk that can access the network and/or a SCSI disk
drive and copy the WINNTP.EXE utility from the resource kit to this floppy
disk.

From the target computer, connect to the directory on the distribution server that
contains the master system files.

Boot the computer off the floppy disk and establish a network connection to the
distribution server and sharepoint.

At the command prompt, type the following:
winntp /r /s:\\server\share /b

where \\server\share is the network path to the master system files on the
distribution server. The /r switch indicates that a profiled directory is being
downloaded instead of a normal CD-ROM installation. For information on other
winntp options, at the command prompt type winntp /?.

The winntp tool copies the Windows NT profile to the local computer and starts
Windows NT setup, prompting the user for local machine information (such as:
User Name, Organization Name, Machine Name, and so forth). This
information can also be provided on the command line, allowing unattended
installation of the Windows NT Profiled setup.

. When the system reboots after Setup is completed, Windows NT is completely

installed and ready for use.
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Merging Profiles for Similar Systems

If you have systems that are slightly different, you can merge profiles rather than
dedicate space on master systems for a full profile for each of the similar systems.
For example, suppose there are hundreds of computers in your organization that are
identical in every respect except for the video cards — each computer has one of
three different video cards. Despite the other similarities, these are three different
configurations; they cannot all use the same CPS profile. However, you can make a
master profile for one configuration (that is, for one of the video cards), and two
other “difference” profiles for each of the other configurations, containing only the
Registry and any additional files needed for the video cards used by these other
configurations.

P To create difference profiles

1. On the distribution server, create the directory that is to receive the “difference”
profile, and share this directory. This step is analagous to step 4 of the procedure
“To upload the master system” that appeared earlier in this section.

2. After you have completed the steps under “To upload the master system™ for the
first system, reconfigure the master system for the alternate configuration. In this
example, you would be configuring it for a different video setup by changing the
video cards and the associated settings.

3. If you want, edit the PROFILE.INI file you have created, just as you would edit
PROFILE.INI for the first configuration, using a text editor such as Windows
Notepad. For example, to copy certain files (such as those used for a specific
adapter driver) when uploading the profile with the “hives-only” parameter, you
would list those files in the [HivesOnlyFilesToSubstitute] section of
PROFILE.INL

4. On the master system computer, type the following:
uplodprf -h -s:diff I -i:profile.ini [\dirl] \dir2] [...]

where diff_I is the UNC name of the directory you created in step 1 of this
procedure (or the network path to that directory, if you have a network
connection to it), and dirl, dir2, ... are the paths to additional directories on the
master system computer that you want to preinstall on the target computers. The
-h parameter indicates that only the hive is to be copied to the PROFILE.INI file
in the indicated subdirectory.

When downloading the profile to the target machine, the user specifies the master
profile, and if that computer uses one of the alternate video cards also specifies the
appropriate “difference” profile. That is, follow the directions in the procedure “To
distribute the master system profile to target computers,” but in step 4 use a
command of the form

winntp /r /s:\\server\share\\server\share2 /b
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Adding a P

The first \\server\share after the /s: is the one with the base configuration. The
subdirectory with the differences is specified in the second \\server\share entry,
which is separated from the first with a comma and no spaces.

rocessor

To take advantage of the multiprocessor capabilities in Windows NT, you might
want to install an additional processor on a computer running Windows NT. The
potentially difficult task of adjusting all the necessary settings so that Windows NT
can take full advantage of the new processor is made simple with the UpToMP
utility included with this resource kit.

To use the utility you must know:

s The drive your Windows NT installation software is on (this can be a
distribution share, a CD-ROM drive, or a floppy drive).

= The type of processor you are installing (this information should be included
with the processor.

Start UpToMP from the command line or by double-clicking the file in File
Manager. Specify the drive that has the installation software in the text box
provided, and choose your processor type (HAL) from the combo box. Then
choose Continue.
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Windows NT Files

This chapter describes the files included with Windows NT. It also provides tips for
freeing hard disk space and memory by deleting components that are not essential to
the operation of Windows NT.

Note Not all of these files may appear on your system, depending on your system
hardware and applications and accessories you choose to install.

The following list identifies the table to which you can refer for more information
on files with a particular filename extension.

Extension

See

ANI
.BAS
.BMP
.COM
.CPL
.CUR
.DLL
DRV
EXE
FNT and .FON
FOT
HLP
IND

Table 4.1 Cursor (.ANI and .CUR) Files

Table 4.16 Quick Basic ((BAS) Sample Files

Table 4.23 Wallpaper (.BMP) Files

Table 4.5 Executable (.EXE and .COM) Files

Table 4.2 Control Panel (.CPL) Tool Files

Table 4.1 Cursor (.ANI and .CUR) Files

Table 4.4 Dynamic Link Library (.DLL) Files

Table 4.3 Driver (DRV and .SYS) Files

Table 4.5 Executable (EXE and .COM) Files

Table 4.6 Raster and Vector Font (FON and .FNT) Files

Table 4.7 TrueType Font and Font Header (.TTF and .FOT) Files
Table 4.11 Online Help ((HLP) Files

Table 4.12 Full-Text Search Index (.IND) Files for Online Help
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Extension See

INF Table 4.18 Setup Script (.INF) Files and Table 4.19 OEM Setup
Script (.INF) Files

.LEX Table 4.21 Spelling Lexicon (.LEX) Files

.NLS Table 4.10 National Language Support (.NLS) Files

PCD Table 4.13 Plotter (.PCD) Driver Files

.PPD Table 4.14 Adobe® PostScript Printer Description (.PPD) Files

SCR Table 4.17 Screen Saver (.SCR) Files

SEP Table 4.15 Printer Separator (.SEP) Files

SEQ Table 4.8 Introducing Windows NT Sequence (.SEQ) Files

.SYS Table 4.3 Driver (DRV and .SYS) Files

TTF Table 4.7 TrueType Font and Font Header (. TTF and .FOT) Files

TIXT Table 4.22 Text (.TXT and .WRI) Files

WAV Table 4.20 Sound Wave (WAV) Files

.WRI Table 4.22 Text (TXT and .WRI) Files

Other Table 4.9 Miscellaneous Files

Adding and Removing Windows NT Components

You can use the Windows NT Setup program to add and remove various
components that are not essential to the operation of Windows NT. For example,
you might want to remove some non-essential Windows files to free up space on
your hard disk, or add components you previously removed or that you did not
install during initial setup. You can decide at any time to add or remove all or part
of components such as README files, accessories, games, screen savers, and
wallpaper.

Note When you remove components, the files are deleted from your computer.
If you want to add them later, you must supply the files from the Windows NT
installation disks or from a source directory on your network.

For more information about adding or removing files or components, see “Adding
and Removing Windows NT Components” in Chapter 12, “System Maintenance
with Windows NT Setup,” in the Windows NT System Guide.
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Cursor Files

You can change the look of your cursor by choosing from the many static and
animated cursors included with Windows NT. The default cursor scheme is
Windows Default. To select a different cursor scheme or modify a scheme,
use the Cursors icon in the Control Panel window.

To free hard disk space, you can remove the cursor schemes that don’t intend to
use. For information about removing cursor schemes, see “Changing the Cursor
Appearance” in Chapter 5, “Control Panel,” in the Windows NT System Guide.

Windows NT includes the following static and animated cursors.

Table 4.1 Cursor ((ANI and .CUR) Files

Filename Description Cursor Scheme
3DGARRO.CUR Arrow 3D-Bronze
3DGMOVE.CUR Move or size all 3D-Bronze, Old Fashioned
3DGNESW.CUR Sizing arrow pointing 3D-Bronze, Dinosaur, Old
northeast to southwest Fashioned
3DGNO.CUR Universal “no” symbol 3D-Bronze
3DGNS.CUR Sizing arrow pointing north 3D-Bronze, Old Fashioned
to south
3DGNWSE.CUR "Sizing arrow pointing 3D-Bronze, Old Fashioned
northwest to southeast
3DGWE.CUR Sizing arrow pointing west to  3D-Bronze, Dinosaur, Old
east Fashioned
3DSMOVE.CUR Move or size all Dinosaur
3DSNS.CUR Sizing arrow pointing north Dinosaur
to south
3DSNWSE.CUR Sizing arrow pointing Dinosaur
northwest to southeast
3DWARRO.CUR Arrow 3D-White
3DWMOVE.CUR Move or size all 3D-White
3DWNESW.CUR Sizing arrow pointing 3D-White
northeast to southwest
3DWNO.CUR Universal “no” symbol 3D-White
3DWNS.CUR Sizing arrow pointing north 3D-White
to south
3DWNWSE.CUR Sizing arrow pointing 3D-White
northwest to southeast
3DWWE.CUR Sizing arrow pointing westto ~ 3D-White

east
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Table 4.1 Cursor (.ANI and .CUR) Files (continued)

Filename Description Cursor Scheme
APPSTAR2.ANI Application starting 3D-Bronze
APPSTAR3.ANI Application starting 3D-White
APPSTART.ANI Application starting Windows Animated
BANANA.ANI No Dinosaur
BARBER.ANI Wait Old Fashioned
COIN.ANI No Old Fashioned
COUNTER.ANI Wait Variations
CROSS.CUR Cross hair Dinosaur, Variations,
Windows Animated
DINOSAU2.ANI Wait Dinosaur
DINOSAUR.ANI Application starting Dinosaur
DRUM.ANI Application starting Conductor
FILLITUP.ANI Arrow Variations
HAND.ANI Wait Hands 1
HANDAPST.ANI Application starting Hands 1, Hands 2
HANDNESW.ANI Sizing from northeast to Hands 2
southwest
HANDNO.ANI No Hands 2
HANDNS.ANI Sizing from north to south Hands 2
HANDNWSE.ANI Sizing from northwest to Hands 2
southeast
HANDWAIT.ANI Wait Hands 2
HANDWE.ANI Sizing from west to east Hands 2
HARROW.CUR Arrow Hands 1, Hands 2, Old
Fashioned
HCROSS.CUR Cross hair Hands 1, Hands 2, Old
Fashioned
HIBEAM.CUR I-beam Hands 1, Hands 2, Old
Fashioned
HMOVE.CUR Move or size all Hands 1, Hands 2
HNESW.CUR Sizing arrow northeast to Hands 1
southwest
HNODROP.CUR Universal “no” symbol Hands 1
HNS.CUR Sizing arrow pointing north Hands 1

to south
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1

Table 4.1 Cursor ((ANI and .CUR) Files (continued)

Filename Description Cursor Scheme
HNWSE.CUR Sizing arrow pointing Hands 1
northwest to southeast
HORSE.ANI Application starting Old Fashioned
HOURGLA2.ANI Wait 3D-Bronze
HOURGLA3.ANI Wait 3D-White
HOURGLAS.ANI Wait Windows Animated
HWE.CUR Wait Hands 1
LAPPSTRT.CUR Application starting Magnified
LARROW.CUR Arrow Magnified
- LCROSS.CUR Cross hair Magnified
LIBEAM.CUR I-beam Magnified
LMOVE.CUR Move or size all Magnified
LNESW.CUR Sizing arrow pointing Magnified
northeast to southwest
LNODROP.CUR Universal “no” symbol Magnified
LNS.CUR Sizing arrow pointing north Magnified
to south
LNWSE.CUR Sizing arrow pointing Magnified
northwest to southeast
LWAIT.CUR Wait Magnified
LWE.CUR Sizing arrow pointing westto  Magnified
east
METRONOM.ANI Wait Conductor
PIANO.ANI No Conductor
RAINBOW.ANI Arrow Windows Animated
RAINDROP.ANI Application starting Variations
SIZENESW.ANI Sizing arrow pointing Variations, Windows
northeast to southwest Animated
SIZENS.ANI Sizing arrow pointing north Variations, Windows
to south Animated
SIZENWSE.ANI Sizing arrow pointing Variations, Windows
northwest to southeast Animated
SIZEWE.ANI Sizing arrow pointing west to ~ Variations, Windows
east Animated
STOPWTCH.ANI Stopwatch N/A
VANISHER.ANI Vanishing arrow N/A
WAGTAIL.ANI No Variations
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Control Panel Tool Files

Control Panel tools provide many options for customizing Windows NT so that it
works and looks the way you want.

Driver Files

Windows NT includes the following control panel files.
Table 4.2 Control Panel (.CPL) Tool Files

Filename Description

CURSORS.CPL Control Panel tool used for customizing cursor schemes
consisting of static and animated cursors

DISPLAY.CPL Control Panel tool used for customizing the Display Settings
option

FTPMGR.CPL Control Panel tool used for customizing FTP Server options

MAIN.CPL Control Panel tool used for customizing the following options:
Color, Fonts, Ports, Mouse, Desktop, Keyboard, Printers,
International, System, and Date/Time

MULTIMED.CPL Control Panel tool used for customizing the following options:
Sound, MIDI Mapper, and Drivers

NCPA.CPL Control Panel tool used for customizing the Network Settings
option

NWC.CPL Control Panel tool used for customizing NWCS options

SFMMGR.CPL Control Panel tool used for customizing Services for Macintosh
options

SRVMGR.CPL Control Panel tool used for customizing the following options:
Server, Services, and Devices

UPS.CPL Control Panel tool used for customizing the uninterruptible power

supply (UPS) option

Drivers make device independence possible for Windows NT applications,
providing the hardware-specific interface between physical devices and
Windows NT. The Setup program can install several kinds of drivers for
Windows NT, including the following:

Comm drivers Display drivers Keyboard drivers
Mouse drivers Multimedia drivers Network drivers
Printer drivers Sound drivers System drivers

Note Muiltimedia and printer drivers are optional.
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Windows NT includes the following driver files.

* Table 4.3 Driver (DRYV and .SYS) Files

Filename Description

4MMDAT.SYS 4 mm DAT drive support; Archive® 4x20, WangDAT, HP®
35470a, HP 35480a, COMPAQ®

4MMSONY.SYS Archive 4x20 Sony driver

8514A.5YS Miniport driver

ABIOSDSK.SYS MCA non-SCSI (WD1003 compatible controller); x86 only

AFD.SYS Ancillary Function Driver that provides kernel-mode support for
Windows Sockets transport interface by extending the
functionality of TDI

AHAI154X.SYS Adaptec™ 154x SCSI driver

AHA174X.SYS Adaptec 174x SCSI driver

AIC78XX.SYS CSI miniport driver

ALWAYS.SYS Always SCSI miniport

AMI1500T.SYS AMD AM2100, AM1500T, and PCnet driver support

AMIONT.SYS AMI series 44/48 SCSI controller driver

ANSISYS MS-DOS utility

ARCHQIC.SYS Tape driver support for Archive 2150s, 2525s, 2750

ARROW.SYS SCSI miniport disk driver for Adaptec 2740/AIC 777x

ASYNCMAC.SYS Remote Access Server Serial network driver

ATAPILSYS CD-ROM driver with non-SCSI interface

ATDISK.SYS ISA/EISA non-SCSI (WD1003 compatible controller)

ATILSYS ATI video display driver (640 x 480 x 16 colors up to 1280 x
1024 x 16,777,216 colors)

BEEP.SYS Speaker port driver (ISA, MCA, EISA)

BHNT.SYS Network Monitor driver for capturing packets

BRHJ770.DLL Network browser kernel component; redirector

BUSLOGIC.SYS BusLogic family SCSI miniport

BUSMOUSE.SYS Microsoft or Logitech bus mouse driver

CDAUDIO.SYS CD Audio support, only for specific non-SCSI-2 CD-ROM
drives

CDFS.SYS CD-ROM file system driver

CDFS_REC.SYS CD-ROM file system recognizer

CIRRUS.SYS Cirrus Logic display driver (640 x 480 x 16 colors to 1024 x
768 x 256 colors)

COMM.DRV Winl6 communications driver
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Table 4.3 Driver (DRYV and .SYS) Files (continued)

Filename Description

COUNTRY.SYS MS-DOS utility; supports international time, dates, currency,
case conversions, and decimal separators

CPQARRAY.SYS COMPAQ disk array driver

DAC960NT.SYS Mylex DAC960 SCSI driver

DELL_DGX.SYS
DELLDSA.SYS

DIGIFEP5.SYS
DISKDUMP.SYS
DISKPERF.SYS

DLC.SYS
DLTTAPE.SYS
DPTSCSI.SYS
DTC329X.SYS
EE16.SYS
ELNK16.SYS
ELNK3.SYS
ELNKILSYS
ELNKMC.SYS

ET4000.SYS
EXABYTEL.SYS
EXABYTE2.SYS
FASTFAT.SYS
FAT_REC.SYS
FD16_700.SYS
FD7000EX.SYS

FDSXX.SYS

FLOPPY.SYS
FS_REC.SYS
FIDISK.SYS

Delle DGX video display driver (640 x 480 x 256 colors to 1280
x 1024 x 256 colors; note: 1152 x 900 x 65536 color mode)

Driver for Dell intelligent disk array controller (available on
high-end server systems from Dell)

Digiboarde FEP 5 adapter driver
Crash dump disk driver

Disk performance statistics gatherer, collects simple statistics on
the system disk performance; used in conjunction with the
Performance Monitor

Data Link Control driver

Digital Equipment TZ86 and DLT2000 SCSI tape driver
EISA DPT controller

DTC329x SCSI miniport driver

Network NDIS driver: Intel EtherExpress® card
Network NDIS driver: 3Com Etherlink-16 card

Network NDIS driver: 3Com Etherlink-III card

Network NDIS driver: 3Com Etherlink-II card

Network NDIS driver; 3Com Etherlink-MC card, 3Come
EtherLink® MCA driver

Video driver for Tseng Labs ET-4000 video chipset

Tape driver for Exabyte 8200 series (SCSI-1)

Tape driver for Exabyte 8500 series (SCSI-2)

File Allocation Table (FAT) file system driver

FAT file system recognizer

SCSI miniport driver for Future Domain® 16xx series cards

SCSI disk driver for Future Domain/Western Digital™ 7000EX
controller (EISA)

SCSI disk driver for Future Domain 8xx controller
Floppy disk driver (non-SCSI)
File system recognizer

Fault Tolerant volume management driver
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Table 4.3 Driver (DRYV and .SYS) Files (continued)

Filename Description

HIMEM.SYS XMS driver for VDMs

HPFS_REC.SYS High-performance file system recognizer driver

HPSCAN16.SYS Scanner

I8042PRT.SYS Keyboard and i8042 mouse port driver

IBMTOK.SYS Network NDIS driver for IBM® Token Ring adapter and IBM
Token Ring adapter/A

IBMTOK2LSYS IBM Token Ring 16/4 Adapter II ISA network driver

INPORT.SYS Microsoft InPort mouse port driver

KBDCLASS.SYS Keyboard class driver

KEYBOARD.DRV Winl6 keyboard driver

KEYBOARD.SYS Command-line keyboard driver

LANCE.SYS Network NDIS driver: DEC® Lance adapter driver

LANMAN.DRV Winl6 LAN Manager network driver

LOOP.SYS Microsoft loop-back network NDIS driver

LT200.SYS Software for Macintosh, Apple® LocalTalke driver

MCIAVIDRV MCI driver for AVI

MCISEQ.DRV MCI driver for MIDI sequencer

MCIWAVE.DRV MCI driver for waveform audio

MINIQIC.SYS Exabyte 2501 minigic driver

MIPSSND.SYS MIPS ARCSystem 100/150 sound

MITSUMLSYS Mitsumi non-SCSI CD-ROM driver

MKECRS5XX.SYS MKE CR-56X/CR-52X miniport driver

MOUCLASS.SYS Mouse Class driver

MOUSE.DRV Win16 mouse stub driver

MSACM32.DRV Microsoft Audio Compression Manager driver

MSFS.SYS Mailslot file system driver

MUP.SYS Network Multiple UNC Provider (required)

MVAUDIO.SYS Media Vision™ ProAudio Spectrum 16 driver

MVOPL3.SYS Media Vision OPL3 FM Synthesizer driver

NBF.SYS NetBEUI Frame (NBF) driver )

NBT.SYS NetBIOS for TCP/IP driver, used for Windows Networking
(RFC1001/1002)

NCRS53C9X.SYS NCRe SCSI disk driver for MIPS-based computers

NCR77C22.SYS Video driver for NCR 77C22 SVGA adapters
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Table 4.3 Driver (DRYV and .SYS) Files (continued)

Filename Description

NCRC700.SYS SCSI disk driver for NCR 53c¢700 controller

NCRC710.SYS SCSI disk driver for NCR 53c710 controller

NCRC810.SYS NCR 53C810 SCSI driver

NDIS.SYS NDIS wrapper driver; required for NDIS drivers

NDISTAPLSYS NDIS 3.0 connection wrapper driver

NDISWAN.SYS Remote Access network driver

NE1000.SYS, Network NDIS drivers for Novelle NE1000, NE2000, and

NE2000.SYS, NE3200 adapters

NE3200.SYS

NETBIOS.SYS NetBIOS API driver; Microsoft NetBIOS Transport Interface

NETBT.SYS Netbt driver

NETDTECT.SYS Network card detection driver

NETFLX.SYS Network NDIS driver for COMPAQ NetFlex/DualSpeed Token
Ring adapter card

NETWARE.DRV Netware driver

NPEISA.SYS Network peripherals FDDI, EISA NDIS driver

NPFS.SYS Named pipes file system driver

NPMCA.SYS Network peripherals FDDI, MCA NDIS driver

NTCX.SYS Network NDIS driver for Digiboard C/X adapter

NTDOS.SYS Command-line emulation drive

NTEPC.SYS Digi International EPC communications miniport driver

NTFS.SYS Windows NT file system driver

NTFS_REC.SYS Windows NT file system recognizer driver

NTIO.SYS MS-DOS emulation BIOS driver

NTXALL.SYS Network NDIS driver for Digiboard PC/Xi, PC/2e, PC/4e, PC/8e

NTXEM.SYS Network NDIS driver for Digiboard PC/Xem

NULL.SYS NULL device driver

NWLINK.SYS NWLink library

NWLNKIPX.SYS NWLINK2 IPX protocol driver

NWLNKNB.SYS NWLINK?2 IPX NetBIOS protocol driver

NWLNKRIP.SYS NWLINK2 RIP protocol driver

NWLNKSPX.SYS NWLINK2 SPX protocol driver

NWNBLINK.SYS NetWare® NetBIOS Link (NWNBLink) network transport driver

NWRDR.SYS NetWare redirector file system driver

OLISCSLSYS

SCSI disk driver for Olivetti®e ESC-1/ESC-2
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Table 4.3 Driver (DRYV and .SYS) Files (continued)

Filename Description

PARALLEL.SYS Parallel port driver

PARPORT.SYS Parallel port driver

PCIMAC.SYS Network NDIS driver for Digiboard ISDN adapter

PINBALL.SYS HPFS driver

PRONET16.SYS Proteon ProNET4/16 Token Ring network driver

QIC117.8YS Floppy tape driver for QIC 117 floppy/tape drive

QV.SYS Video miniport driver for COMPAQ Qvision

RASARP.SYS Remote Access IP ARP driver

RASHUB.SYS RAS Hub driver

RDR.SYS Network redirector driver

S3.5YS Video driver library for S3 video chipsets (640 x 480 x 256 colors
up to 1280 x 1024 x 256 colors)

SCSICDRM.SYS SCSI CD-ROM class driver

SCSIDISK.SYS SCSI disk class driver

SCSIFLOP.SYS SCSI class floppy driver; not required for startup

SCSIPORT.SYS 'SCSI port driver

SCSIPRNT.SYS SCSI print class driver

SCSISCAN.SYS SCSI scanner class driver

SERIAL.SYS Serial port driver

SERMOUSE.SYS Serial mouse driver

SETUPDD.SYS Windows NT Setup (kernel mode portion of character-based
phase)

SFMATALK.SYS Services for Macintosh AppleTalk protocol driver

SFMSRV.SYS Services for Macintosh file server driver

SLCD32.SYS SLCD CD-ROM controller driver

SMBTRSUP.SYS SMB trace support; required for RDR.SYS and SRV.SYS

SMCB8000N.SYS Network NDIS driver for SMC (Western Digital) network
adapter cards

SNDBLST.SYS Audio driver for Creative Labs Sound Blaster™, also the Media
Vision Thunder Board

SNDSYS.SYS Multimedia kernel driver

SONIC.SYS Network NDIS driver for MIPS (built-in on Jazz computers)

SOUND.DRV Winl6 Sound driver

SPARROW.SYS Adaptec 151x and 152x SCSI miniport driver

SPOCK.SYS SCSI MCA SCSI driver
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Table 4.3 Driver (.DRYV and .SYS) Files (continued)

Filename Description

SRV.SYS Network Server driver

STREAMS.SYS Streams driver; used by Streams-based protocols including
TCP/IP and NWLink

SYNTH.SYS Synthesizer driver

SYSTEM.DRV Winl6 system driver

T128.SYS Trantor 128 SCSI miniport driver

T13B.SYS Trantor 130b SCSI miniport driver

TANDQIC.SYS Tape driver for Tandberg 3660, 3820, 4120, and 4220

TCARC.SYS ARCNET network driver

TCPIP.SYS TCP/IP driver; includes TCP/IP modules such as IP, UDP, TCP,
and ARP

TDILSYS Network TDI wrapper (required)

TELNET.SYS Telnet driver

TIMER.DRV Timer driver for PC compatibles

TMV1.SYS SCSI miniport driver for Trantor MediaVision

TRIDENT.SYS Video driver for Trident display adapters (640 x 480 x 16 colors
to 1024 x 768 x 256 colors)

UBNELSYS Ungermann-Bass® network adapter driver

ULTRA124.SYS SCSI disk driver for UltraStor 124f controller

ULTRAI14F.SYS SCSI disk driver for UltraStor 14f, 34f controller

ULTRA24F.SYS SCSI disk driver for UltraStor 24f controller

V7VRAM.SYS Video Seven VRAM driver

VGA.DRV Windows-16 VGA stub driver

VGA.SYS VGA class driver

VGA_ALT.SYS VGA alternate video driver

VIDEOPRT.SYS VGA video port driver

VIDEOSIM.SYS Frame buffer simulator

WANGQIC.SYS Tape driver for Wangtek 525, 250 tape drives

WD33C93.SYS SCSI disk driver for Maynard/Western Digital 33¢93 controller
(ISA)

WDVGA.SYS Video driver for Western Digital/Paradise display adapters
(604 x 480 x 16 colors to 1024 x 768 x 256 colors)

WFWNET.DRV Windows for Workgroups 16-bit network stub driver

WINSPOOL.DRV Win32 print spooler interface that contains the print spooler API

XGA.SYS

calls
XGA video driver
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Dynamic Link Library Files

Windows NT includes the following dynamic link library files.

Table 4.4 Dynamic Link Library (.DLL) Files

Filename Description

8514A.DLL ATI 8514/A display driver

AB32.DLL Microsoft Mail and Microsoft Schedule+ Address Book (32-bit)
library

ACLEDIT.DLL Access control list editor library

ADVAPI32.DLL Advanced API Services library supporting numerous APIs
including many security and Registry calls

ALRSVC.DLL Alerter Service Library

AMDNCDET.DLL Network Control Panel Tool detection library for AM1500T card

ATLDLL Driver support library for ATI video display driver

ATKCTRS.DLL AppleTalk Performance Monitor counter

AVICAP32.DLL Microsoft AVI capture window class

AVIFIL32.DLL Microsoft AVI file support library

AVIFILE.DLL Microsoft AVI file support library

BASESRV.DLL Windows NT base services support

BHMON.DLL Network Monitor component that provides network statistics to
Performance Monitor

BHNETB.DLL Network Monitoring NetBIOS remote protocol driver

BHSUPP.DLL General support DLL for Network Monitor network drivers

BRHJ770.DLL - Brother® HJ-770 printer driver library

BROTHERY9.DLL Brother 9-pin dot-matrix driver (Brother M-1309, M-1809,
M-1818, M-1909, M-1918)

BROTHR24.DLL Brother 24-pin dot-matrix driver (Brother M-1324, M-1824L,
M-1924L)

BROWSER.DLL Network browser service

CANON330.DLL Canon® Bubble-Jet driver (supports BJ models 10e, 10ex, 10sx,
130, 130e, 20, 200, 230, 300, 330); also supports Mannesmann
Tallye MT 93, 94

CANONS00.DLL Canon Bubble-Jet BJC-800 driver

CANONLBP.DLL Canon CapSL printer driver

CARDS.DLL Playing cards library used by FREECELL.EXE
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Table 4.4 Dynamic Link Library (.DLL) Files (continued)

Filename Description

CIT24US.DLL Citizen 24-pin dot-matrix printer driver; supports Citizen models
124D, 224, GSX models 130, 140, 140+, 145, 230, PN48,
Prodot24, Swift models 200, 24, 24e, 24x

CIT9US.DLL Citizen 9-pin dot-matrix printer driver, supports Citizen models
120D, 120D+, 180D, 200GX, 200GX/15 and HSP models 500,
550, Prodot 9, Prodot 9x, Swift 9 and Swift 9x

CITOH.DLL C. Itohe printer driver supports AT&T 470, 475 and C-Itoh 8510

CLB.DLL Microsoft Diagnostics support library

COMCTL32.DLL Windows NT common internal controls library

COMDLG32.DLL Windows NT common dialog API library

COMMDLG.DLL Winl6 common dialog API library

COMPOBJ.DLL OLE version 2.1 16/32 interoperability library

CRTDLL.DLL C Run-time support library (not recommended to remove this
file)

CSRRTL.DLL Client-server run-time library

CSRSRV.DLL Client-server run-time server

CUFAT.DLL FAT to NTFS file system conversion library

CUHPFS.DLL HPFS to NTFS file system conversion library

DDEML.DLL DDE Manager library API library

DEC24PIN.DLL Digital printer driver; supports the DECwriter 95, Digital LA
models 324, 424, 75 Plus

DEC3200.DLL Digital printer driver; supports the DEClaser 1100, 2100, 2200,
3200

DECO9PIN.DLL Digital printer driver; supports the LA models 310, 70, 75

DECPSMON.DLL Digital network printing SW

DEMIL32.DLL Microsoft Workgroup Applications System Services layer

DGCONFIG.DLL Network NDIS driver for Digiboard serial driver

DHCPCSVC.DLL DHCEP Client Service

DHCPMIB.DLL DHCP SNMP agent

DHCPSAPLDLL DHCP Server API stub dynamic link library

DHCPSSVC.DLL DHCP Server Service

DICONIX.DLL Diconix 150 Plus

DIGIINST.DLL Network NDIS driver for Digiboard ISDN

DLCAPLDLL Data Link Control API library

DOSCALLS.DLL 0OS8/2 subsystem thunk DLL
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Table 4.4 Dynamic Link Library (.DLL) Files (continued)

Filename Description

DRIVERS.DLL Control Panel tool for installing drivers

Epson24.DLL Printer driver for Epson® compatible 24-pin dot-matrix printers

Epson9.DLL Printer driver for Epson compatible 9-pin dot-matrix printers

ESCP2E.DLL Printer drive for Epson compatible scalable printers, Citizen
GSX 240, Citizen Swift 240, and Epson AP models 3250, 5000,
5500, and Epson models LQ-100, LQ-1070, LQ-570, LQ-870,
SQ-1170

ESCP2MS.DLL ESC/P 2 printer driver

EVENTLOG.DLL Eventlog Service

FMIFS.DLL Mediator between the Installable File System utilities and File
Manager

FRAME32.DLL Microsoft Workgroup Applications Framework layer

FRAMEBUF.DLL Display library to support the DELL DGX display driver

FTENG32.DLL Full-text search engine library

FTPCTRS.DLL FTP Service performance counters

FTPSMX.DLL File Transfer Program (FTP) Server management extensions for
Server Manager

FTPSVAPLDLL FTP Service Client API stubs

FIPSVC.DLL FTP Server management API support for Control Panel

FTUI32.DLL Full text search user interface library

FUII24.DLL Printer driver for Fujitsu® DL series of printers, including the
900, 1100, 1100 color, 1150, 1200, 1250, 2400, 2600, 3300,
3350, 3400, 3450, 3600, 4400, 4600, and 5600

FUJI9.DLL Printer driver for Fujitsu DX series of printers, including the
2100, 2200, 2300, 2400

GDI32.DLL Windows NT 32-bit Graphics Device Interface API library; core
Windows NT component

GDIEXTS.DLL GDI Symbolic debugger extensions

GLU32.DLL Open GL utility library

HAL.DLL Hardware Abstraction Layer (HAL) for Industry Standard
Architecture (ISA) computers

HALA86C.DLL HAL for COMPAQ 486C computers

HALAST.DLL HAL for AST® computers

HALAVANT.DLL HAL for Alpha Avanti systems

HALCBUS.DLL HAL for Corollary Extended C-bus
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Table 4.4 Dynamic Link Library (.DLL) Files (continued)

Filename Description

HALDTI.DLL HAL for Deskstation Arcstation I

HALDUOMP.DLL HAL for duo MP computers

HALEXS.DLL HAL for Jazz computers

HALFXSPC.DLL HAL for R4600-based Jazz systems

HALMCA.DLL HAL for MCA

HALMIKAS.DLL HAL for Alpha server 1000 family

HALMPS.DLL HAL for MPS 1.1 system

HALNCR.DLL HAL for NCR

HALNECMP.DLL HAL for NEC® R96 duo systems

HALOLIDLL HAL for Olivetti

HALSABMP.DLL HAL for Sable systems

HALSABUP.DLL HAL for Sable systems

HALSP.DLL SystemPro version of HAL

HALTYNE.DLL HAL for Desk station R4600 systems

HALWYSE7.DLL HAL for Wyse® '

HPDSKJET.DLL Printer driver for HP DeskJet® and DeskJet models 500, 500C,
510, 550C, Plus, and Portable -

HPMON.DLL HP Monitor; HP LaserJet® IIIsi support library

HPMON.DLL Hewlett-Packard network port monitor

HPPCL.DLL HP Printer Control Language driver; used by many HPPCL
compatible printers

HPPCL5SMS.DLL Microsoft implementation of the HPPCL 5.0 driver; used by
various HPPCLS5-compatible printers

HPSCAN32.DLL SCSI scanner support dynamic link library

HTULDLL User interface library provided for display or printer driver’s
halftone color adjustments

IBM238X.DLL Printer driver for IBM 4216-020 version 47.0

IBM239X.DLL Printer driver for IBM Personal Printer II models 2390, and 2391

IBM5204.DLL Printer driver for IBM QuickWritere 5204 '

IBMPORT.DLL Printer driver for IBM Portable 5183

IBMPPDSL.DLL IBM PPDS printer driver

ICCVID.DLL Cinepak Codec driver

ICMP.DLL ICMP helper DLL used by Ping
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Table 44 Dynamic Link Library (.DLL) Files (continued)

Filename Description

IFSUTIL.DLL Startup chkdsk utility; can be omitted from a bare-bones startup
system if all volumes used to startup are guaranteed not to be
corrupt

IMAGEHLP.DLL An API set for manipulating images

IMPEXP32.DLL Microsoft Mail file import utility

INETMIB1.DLL TCP/IP Management Information Base

IOLOGMSG.DLL Contains message file for error log status codes

IPADRDLL.DLL IP address custom control

IPXCFG.DLL IPX configuration DLL

ISDN.DLL Network NDIS driver for Digiboard ISDN

JET.DLL JET engine DLL

JP350.DLL Printer driver used by the Universal Printer Driver
(RASDD.DLL) to support Olivetti JP 350, Olivetti JP 350S,
Digital DECmultiJET 2000, Bull Compuprint PM 201, Fujitsu
Breeze 200, Citizen PROjet, Olivetti JP 150, Digital
DECmultiJET 1000, Fujitsu Breeze 100, Royal CJP 450, NEC
Jetmate 400, NEC Jetmate 800

JZVXLA84.DLL Video driver

KBDBE.DLL Belgian keyboard layout

KBDBR.DLL Brazilian ABNT keyboard layout

KBDBU.DLL Bulgarian keyboard layout

KBDCA.DLL Canadian multilingual keyboard layout

KBDCR.DLL Croatian keyboard layout

KBDCR.DLL Slovenian keyboard layout

KBDCZ.DLL Czech keyboard layout

KBDDA.DLL Danish keyboard layout

KBDDV.DLL U.S. English Dvorak keyboard layout

KBDES.DLL Spanish (alternate) keyboard layout

KBDFC.DLL French Canadian keyboard layout

KBDFI.DLL Finnish keyboard layout

KBDFR.DLL French keyboard layout

KBDGR.DLL German keyboard layout

KBDHE.DLL Hellenic Greek keyboard layout

KBDHU.DLL Hungarian keyboard layout
Icelandic keyboard layout

KBDIC.DLL
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Table 4.4 Dynamic Link Library (DLL) Files (continued)

Filename Description

KBDIT.DLL Italian keyboard layout

KBDLA.DLL Latin (Latin American Spanish) keyboard layout

KBDNE.DLL Netherlands (Dutch) keyboard layout

KBDNO.DLL Norwegian keyboard layout

KBDPL1.DLL Polish Programmers’ keyboard layout

KBDPO.DLL Polish keyboard layout

KBDRO.DLL Romanian keyboard layout

KBDRU.DLL Russian keyboard layout

KBDSF.DLL Swiss-French keyboard layout

KBDSG.DLL Swiss-German keyboard layout

KBDSL.DLL Slovak keyboard layout

KBDSP.DLL Spanish keyboard layout

KBDSW.DLL Swedish keyboard layout

KBDTUF.DLL Turkish keyboard layout

KBDTUQ.DLL Turkish keyboard layout

KBDUK.DLL UK-English keyboard layout

KBDUS.DLL U.S. keyboard layout

KBDUSX.DLL U.S. English keyboard layout

KERNEL32.DLL Windows NT 32-bit base API support; core Windows NT
component

KYOCERA.DLL Printer driver for Apricot Laser and Kyocera® F series printers

LMHSVC.DLL NetBIOS over TCP/IP (NBT) LMHOSTS parsing support

LMMIB2.DLL LAN Manager management information base

LMUICMNO.DLL Network user interface DLLs

LMUICMN1.DLL LAN Manager Common User Interface library

LOCALMON.DLL Local Monitor; used to send a print job to a port

LOCALSPL.DLL Local Spooling support for printing

LPDSVC.DLL LPDSVC Service, the server side of TCP/IP printing for UNIX
clients

LPRHELP.DLL LPR Print Monitor

LPRMON.DLL TCP/IP connectivity utility used to print a file to a host running
an LPD server

LSASRV.DLL Local Security Authority server process

LZ32.DLL Windows NT 32-bit compression routines
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Table 4.4 Dynamic Link Library (.DLL) Files (continued)

Filename Description

LZEXPAND.DLL Windows NT 32-bit expansion routines

MAILM32.DLL Microsoft Mail Manager and support functions (32-bit)

MANTAL24.DLL Printer driver for Mannesmann Tally 24-pin dot-matrix printers;
supports MT series 82, 130/24, 131/24, 150/24, 230/24, 330,
350, 360

MANTAL90.DLL Printer driver for Mannesmann Tally MT 90

MANTALBJ.DLL Printer driver for Mannesmann Tally MT 92, 92C

MAPLDLL Microsoft Messaging API library (16-bit)

MAPI32.DLL Microsoft Messaging API library (32-bit)

MAPIXX.DLL Microsoft MAPI support routines for Microsoft Mail and
Microsoft Schedule+; used by the MAPSRV.EXE process to
service MAPI calls

MCIAVI32.DLL Media Control Interface Audio Video Interleave API support
library

MCICDA.DLL Compact Disk Audio MCI library

MCIOLE16.DLL MCI Object Linking and Embedding (OLE) library, 16-bit

MCIOLE32.DLL MCI OLE library, 32-bit

MCISEQ.DLL Music Instrument Digital Interface Sequencer MCI layer

MCIWAVE.DLL MCI Wave output library

MF3216.DLL Converts Win32 metafiles to Win16 metafiles

MGMTAPIDLL SNMP component; Management API library

MIDIMAP.DLL Control Panel tool library

MMDRV.DLL Multimedia API library

MMSNDSRV.DLL Multimedia sound server library

MMSYSTEM.DLL 16-bit entry point to multimedia applications

MORICONS.DLL More Icons, a resource library of icons

MPR.DLL Multiple Provider Router library; takes Win32 networking APIs
and passes the call to the correct network provider (should not be
required for startup, except that Program Manager calls restore
connections)

MPRUILDLL Multiple Provider user interface, helper library for MPR.DLL

MSACM.DLL Microsoft Audio Compression Manager

MSACM32.DLL Microsoft Audio Compression Manager

MSAUDITE.DLL Message library used by the Audit Event Viewer

MSGSVC.DLL Windows NT Messenger Service

MSNCDET.DLL Network card detection library
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Table 4.4 Dynamic Link Library (.DLL) Files (continued)

Filename Description

MSOBIJS.DLL Auditing support

MSPELF32.DLL Finnish language spell checker help

MSPELL32.DLL Spell checker help for all languages except Finnish

MSPRIVS.DLL Microsoft privilege name strings library

MSRLE32.DLL Microsoft RLE compressor

MSSCHD32.DLL Microsoft Schedule+

MSSFS32.DLL Microsoft Shared File System Transport library (32-bit)

MSV1_0.DLL LAN Manager logon library

 MSVFW32.DLL Microsoft Video for Windows 32-bit driver

MSVIDC32.DLL Microsoft video 1 compressor

MSVIDC32.DLL Supporting library for Microsoft Video for Windows driver

MSVIDEO.DLL Microsoft video for Windows DLL

MT735.DLL Printer driver for Mannesmann Tally MT 730/735

MT99.DLL Printer driver for Mannesmann Tally MT 98/99

MVAPI32.DLL Full text search

MVAUDIO.DLL Media Vision ProAudio Spectrum 16 driver library

MVES32.DLL Microsoft Viewer File System; Microsoft multimedia-specific
installable file system support for Windows multimedia
applications

MVOPL3.DLL Media Vision OPL3 FM Synthesizer driver library

NAL.DLL Network Abstraction Layer used to communicate with
NDIS30.DLL

NBTSVC.DLL NetBIOS over TCP/IP (NBT) service

NDDEAPLDLL Network DDE API library

NDDENB32.DLL Network DDE NetBIOS interface

NDIS30.DLL Used to communicate with the BHNT.SYS file, the network
driver used to capture packets

NEC24PIN.DLL Printer driver for NEC Pinwriter models CP6, CP7, P20, P2200,
P2plus, P30, P3200, P3300, P5200, P5300, PSXL, P6, P60,
P6200, P6300, P6plus, P7, P70, P7plus, P90, P9300, and POXL

NETAPLDLL 0S/2 subsystem thunk DLLs

NETAPI32.DLL Windows NT 32-bit Network API library

NETBIOS.DLL Network DDE

NETDTECT.DLL Network card auto-detection library
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Table 4.4 Dynamic Link Library (.DLL) Files (continued)

Filename Description

NETEVENT.DLL Network components error messages library

NETFLX.DLL NET NDIS driver: COMPAQ detection DLL

NETH.DLL Help messages for NETCMD (network command-line interface)
and network services; needed even without a network adapter
card to start and stop services and to add users to groups at the
command line

NETLOGON.DLL Network logon library

NETMSG.DLL LAN Manager network error messages library

NETRAP.DLL Routines library used for talking to or from downlevel systems;
support routines for Rpcxlate and Xactsrv

NETUIO.DLL Windows NT LM user interface common code (GUI classes)

NETUIL.DLL Windows NT LM user interface common code (GUI classes)

NETUI2.DLL Windows NT LM user interface common code (GUI classes)

NPINCDET.DLL Network peripherals detection driver (EISA) .

NTDLL.DLL Windows NT API library; core Windows NT component

NTLANMAN.DLL Windows NT LAN Manager provider for MPR

NTLANUILDLL LAN Manager control DLL

NTLMSSPS.DLL Security Support Provider Service

NTLSAPLDLL Licensing API

NTSDEXTS.DLL Symbolic debugger extensions

NTVDM.DLL Windows NT Virtual DOS Machine (VDM) support library

NWAPI16.DLL NW Windows/DOS API

NWAPI32.DLL NW Win32 API

NWCFG.DLL NWC configuration DLL

NWEVENT.DLL Event messages for Client Service for NetWare

NWLNKCFG.DLL NWLink configuration library

NWLNKMSG.DLL NWLink message library

NWNBLINK.DLL NetWare NetBIOS Link (NWNBLink); Novell NetWare
NetBIOS compatible network transport library

NWPROVAU.DLL Client Service for NetWare Provider and authentication package
DLL

NWSAP.DLL NW SAP agent DLL

NWWKS.DLL Client Service for NetWare

OKI24.DLL Printer driver for Okidata® ML Plus and Elite models 380, 390,

391, 393, 393C, 590, and 591
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Table 4.4 Dynamic Link Library (.DLL) Files (continued)

Filename Description

OKI9.DLL Printer driver for Okidata ML models 192, 192 Plus, 193, 193
Plus, 320, and 321

OKIOIBM.DLL Printer driver for Okidata ML (Elite and IBM) models 92, 93,
182, 192, 193, 280, 320, 321, 3410, also the AT&T® 473/478,
and the Generic IBM 9-pin graphics printers

OLE2.DLL OLE version 2.1 16/32 interoperability library

OLE2DISP.DLL OLE version 2.1 16/32 interoperability library

OLE2NLS.DLL OLE version 2.1 16/32 interoperability library

OLE32.DLL OLE version 2.1 for Windows NT

OLEAUT32.DLL OLE version 2.1 for Windows NT

OLECLILDLL OLE client API library (16-bit)

OLECLI32.DLL OLE client API library (32-bit)

OLECNV32.DLL OLE version 2.1 for Windows NT

OLEPRX32.DLL OLE version 2.1 for Windows NT

OLESVR.DLL OLE server API library (16-bit)

OLESVR32.DLL OLE server API library (32-bit)

OLETHK32.DLL OLE version 2.1 for Windows NT *

OLIDM24.DLL Printer driver for Olivetti DM series 124 C, 124L, 124, 324,
324L, 3248, 324SL., 600, 600S, and 624

OLIDMO.DLL Printer driver for Olivetti DM series 109,309, 309 L, 309 S, and
309 SL

OPENGL32.DLL OpenGL client DLL

PABNSP32.DLL Library used by Microsoft Mail

PAINTJET.DLL Printer driver for HP PaintJet® and HP PaintJet XL

PANSON24.DLL Printer driver for Panasonice KX series models P1123, P1124,
P1124i, P1624, P2123, P2124, and P2624

PANSON9.DLL Printer driver for Panasonic KX series models P1081, P1180,
P1695, and P2180

PERFCTRS.DLL Performance Monitor counter library

PERFNW.DLL NWCS file

PLOTTER.DLL Raster/pen plotter driver

PLOTULDLL Raster/pen plotter driver user interface

PMSPL.DLL Print Manger spooler library

PROPRINT.DLL Printer driver for IBM Proprinter® II, Proprinter III, Proprinter
XL, Proprinter XL II, Proprinter XL III and the IBM Proprinter

PROPRN24.DLL Printer driver for IBM Proprinter X24, X24e, X124, and XL.24e
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Table 4.4 Dynamic Link Library (.DLL) Files (continued)

Filename Description

PS1.DLL Printer driver for IBM PS/1 2205

PSCRIPT.DLL PostScript® printer driver

PSCRPTULDLL PostScript print driver user interface

PSXDLL.DLL Provides core POSIX API support

QUIETJET.DLL Printer driver for HP QuietJet® and QuietJet Plus

QWIILDLL Printer driver for IBM QuietWriter III

RASADMIN.DLL Remote Access Server Administrator library

RASAPI16.DLL Remote Access 16/32 API thunks

RASAPI32.DLL Remote Access Server API library

RASCAUTH.DLL Remote Access Server Client authority library

RASCBCP.DLL Remote Access Server callback control protocol. Negotiates
callback information with the remote client.

RASCCP.DLL Remote Access PPP compression control protocol

RASCFG.DLL Remote Access Server configuration library

RASCHAP.DLL Remote Access Server Crypto-Handshake Authentication
Protocol

RASCTRS.DLL Remote Access Performance Monitor counters

RASDD.DLL Raster printer device driver library

RASDDUILDLL Raster printer device driver user interface library

RASFIL32.DLL Remote Access Server filter library

RASGPRXY.DLL Remote Access Server NetBIOS gateway proxy

RASGTWY.DLL Remote Access Server gateway library

RASIPCP.DLL Remote Access PPP Internet protocol control protocol

RASIPHLP.DLL Remote Access IP configuration helper

RASIPXCP.DLL Remote Access PPP Internet protocol control protocol

RASMAN.DLL Remote Access Server Manager library

RASMSG.DLL Remote Access Server message library

RASMXS.DLL Library used by Remote Access

RASNBFCP.DLL Remote Access NBF control protocol

RASNBIPC.DLL Remote Access Server NBFCP interface

RASPAP.DLL Remote Access PPP password authentication protocol

RASPHONE.EXE Remote Access Server Phone application

RASPPP.DLL Remote Access PPP API library

RASPPPEN.DLL Remote Access PPP engine
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Table 4.4 Dynamic Link Library (.DLL) Files (continued)

Filename Description

RASRES.DLL Remote Access Server resource library

RASSAUTH.DLL Remote Access Server authentication library

RASSER.DLL Remote Access Server serial library

RASSPAP.DLL Remote Access PPP Shiva password authentication protocol

RASTAPLDLL Remote Access TAPI compliance layer

RNAL.DLL Network monitoring Remote Network Abstraction Layer

RPCDCE4.DLL RPC transport drivers that allow RPC to communicate with
TCP/IP and NetBIOS

RPCDGC3.DLL Remote Procedure Call UDP client DG DLL

RPCDGC6.DLL Remote Procedure Call IPX client DG DLL

RPCDGS3.DLL Remote Procedure Call UDP server DG DLL

RPCDGS6.DLL Remote Procedure Call IPX server DG DLL

RPCLTC1.DLL Remote Procedure Call client support for Named Pipes (if using
LPC for local communication, these won't be needed for minimal
startup)

RPCLTC3.DLL RPC transport drivers that allow RPC to talk to TCP/IP and
NetBIOS

RPCLTCS.DLL RPC transport driver

RPCLTC6.DLL RPC transport driver

RPCLTS1.DLL Remote Procedure Call server support for Named Pipes (if using
LPC for local communication, these won't be needed for minimal
startup)

RPCLTS3.DLL RPC transport driver

RPCLTS5.DLL RPC transport driver

RPCLTS6.DLL RPC transport driver

RPCNS4.DLL RPC Name Service support (should not be needed for starting the
system)

RPCRT4.DLL RPC run time (if go to LPC for local communication these won't
be needed for minimal startup)

S3.DLL Video driver library for S3 video chipsets

SAMLIB.DLL Security Authority Manager API library

SAMSRV.DLL Security Authority Manager server library

SCHMSG32.DLL Microsoft Schedule+ message library

SECURITY.DLL Security support provider client DLL
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Table 4.4 Dynamic Link Library (.DLL) Files (continued) .

Filename Description

SEIKO.DLL Printer driver for Seiko Professional ColorPoint 8BPP

SEIKO24E.DLL Printer driver for Seikosha LT-20, SL-80 IP, SL-92, and SL 92
Plus .

SEIKOSH9.DLL Printer driver for Seikosha SP models 1900, 1900+, 2000, 2400,
and 2415

SENDFL32.DLL Microsoft Mail Send File utility to send attached files

SETUPDLL.DLL Setup library

SFMAPLDLL Services for Macintosh API library

SFMATCFG.DLL Services for Macintosh AppleTalk protocol configuration library

SFMATMSG.DLL Services for Macintosh AppleTalk protocol message library

SFMCTRS.DLL Macintosh file service performance counter

SFMMON.DLL Services for Macintosh Print Monitor library

SFMMSG.DLL Services for Macintosh Message library

SFMPSDIB.DLL Services for Macintosh PostScript Raster Image Processor library

SFMPSENT.DLL Services for Macintosh PostScript font library

SFMPSPRT.DLL Services for Macintosh PostScript print processor library

SFMRES.DLL Services for Macintosh Setup dialog resources library

SEMUTIL.DLL Services for Macintosh Setup Utilities library

SFMWSHAT.DLL Services for Macintosh Windows Sockets Helper AppleTalk
protocol library

SHELL.DLL Win16 Shell library for Win16 application compatibility

SHELL32.DLL Windows NT 32-bit Shell API library

SIMPTCP.DLL Simple TCP/IP Services

SNDBLST.DLL Audio driver library for Creative Labs SoundBlaster, also the
Media Vision Thunder Board

SNDSYS32.DLL Configuration and MIDI patch code

SOCKUTIL.DLL Berkeley-style UNIX sockets interface support

SOUND.DLL Control Panel Sound library

SPOOLSS.DLL Spooling subsystem library support

SRVSVC.DLL Server service library

STAR24E.DLL Printer driver for Star LC24-xxx, NB24-xx, NX-24xx, XB-24xx,
and XB24-xxx models of printers

STARSE.DLL Printer driver for Star models of printers: LC-xxx, NL-10,

NX-1xxx, XR-1xxx, ZA-200, ZA-250
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Table 4.4 Dynamic Link Library (.DLL) Files (continued)

Filename Description

STARIJET.DLL Printer driver for Star SJ-48 printer

STORAGE.DLL OLE version 2.1 16/32 interoperability library

STORE32.DLL Microsoft Mail store support functions

SYNTH.DLL Synthesizer library

T1INSTAL.DLL Type 1 to TrueType converter

TAPISRV.DLL Remote Access Server WAN connection wrapper library

TCPCFG.DLL TCP/IP configuration DLL

TCPIPSVC.DLL TCP/IP service library

TELNET.DLL Telnet driver library

THINKJET.DLL Printer driver for HP ThinkJet® (2225 C-D)

TI850.DLL Printer driver for TI 850 and 855

TOOLHELP.DLL Windows-16 Tool Helper library

TOSHIBA.DLL Printer driver for Toshiba® P351 and P1351

TRNSCH32.DLL Microsoft Schedule+ shared file system transport library

TYPELIB.DLL OLE version 2.1 16/32 interoperability library

UFAT.DLL Unicode FAT file system library

UHPFS.DLL Unicode HPFS library

ULIB.DLL Windows NT Utilities library

UNTFS.DLL Unicode NTFS library

UREG.DLL Registry utility

USER32.DLL Windows NT User library to provide support for user interface
routines

USEREXTS.DLL User symbolic debugger extensions

USPIFS.DLL Setup utility that contains Chkdsk and file system code for FAT,
HPFS, and NTFS

VCDEX.DLL Virtual MSCDEX driver; supports MS-DOS-based and
Windows-based applications using the Microsoft CD ROM
extensions (MSCDEX)

VDMDBG.DLL Virtual DOS Machine (VDM) debugging library
VDMREDIR.DLL Multiple VDM network support (named pipes, mailslots,
network APIs, NetBIOS, DLC)

VER.DLL Win16 Windows version library
VERSION.DLL Windows NT version library
VFORM32.DLL Microsoft Mail Viewer Forms library
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Table 4.4 Dynamic Link Library (DLL) Files (continued)

Filename Description

VGA.DLL VGA video driver library

VGA256.DLL VGA 256-color library

VGAG64K.DLL 32K/64K color VGA display driver

VWIPXSPX.DLL NWCS file

WEITEKP9.DLL Weitek® P9000 display driver

WGPOMG32.DLL Windows NT workgroup postoffice manager functions

WIN32SPL.DLL Windows NT Spooler library

WINS7EM.DLL Win16 x87 math coprocessor emulation

WINMM.DLL Windows NT Multimedia DLL

WINMSD.DLL Windows NT Microsoft Diagnostics

WINPRINT.DLL Windows NT Print API library

WINSCTRS.DLL WINS Service performance counters

WINSEVNT.DLL WINS event log messages

WINSMIB.DLL WINS SNMP agent

WINSOCK.DLL 16-bit Windows Sockets interface support (thunks through to
WSOCK32.DLL) for TCP/IP

WINSRPC.DLL WINS RPC library

WINSRV.DLL Contains the server side of the 32-bit User and GDI routines
(graphics engine)

WINSTRM.DLL Windows NT TCP/IP interface for the Route utility

WKSSVC.DLL Network Workstation service library

WOW32DLL 32-bit code for Winl6 support

WSHISN.DLL NWLINK2 socket helper

WSHNETBS.DLL NetBIOS Windows sockets helper

WSHNWLNK.DLL Windows NT Windows Sockets helper for NWLink

WSHTCPIP.DLL Windows NT Windows Sockets helper for TCP/IP

WSOCK32.DLL 32-bit Windows Sockets API library

XACTSRV.DLL Transaction Server, supports remote API calls from downlevel
systems

XGADLL XGA video driver library
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Executable Files

To free hard disk space, you can delete executable files for accessories and games
that you don’t intend to use, for example the CD Player accessory or Freecell game.
To remove accessory or game files and their corresponding online Help files, delete
the files using the Windows NT Setup program.

For more information about removing executable files for accessories and games,
see “Adding and Removing Windows NT Components” in Chapter 12, “System
Maintenance with Windows NT Setup,” in the Windows NT System Guide.

Windows NT includes the following executable files.

Table 4.5 Executable (EXE and .COM) Files

Filename Description

ACCESS.EXE Access utility for individuals with motion or hearing impairments

ACLCONV.EXE Access Control List Conversion utility that converts OS/2
LAN Manager Server ACLs

APPEND.EXE MS-DOS 5.0 utility

ARP.EXE TCP/TP network utility to manipulate the ARP cache

ATEXE Windows NT scheduling utility that schedules commands and
programs to run on a computer

ATSVC.EXE Windows NT Scheduling service

ATTRIB.EXE File Attribute utility; displays or changes file attributes

AUTOCHK.EXE Autocheck utility run during boot sequence

AUTOCONV.EXE Auto File System Conversion utility

AUTOSETP.EXE Windows NT Setup extension

BACKUP.EXE MS-DOS 5.0 backup utility

BOOTOK.EXE Boot Acceptance application for Registry; part of the Service
Controller used for LastKnownGood control set functionality

BOOTVRFY.EXE Boot Verify application for Registry used for LastKnownGood
startup support component

CACLS.EXE Control ACLs Program

CALC.EXE Calculator tool

CARDFILE.EXE Cardfile tool

CCMD.EXE Windows NT Command Processor

CDPLAYER.EXE CD-ROM Audio player support

CHARMAP.EXE Character Map tool

CHCP.COM MS-DOS utility (Change Code Page); displays or sets the active

code page number
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Table 4.5 Executable (EXE and .COM) Files (continued)

Filename Description

CHKDSK.EXE Check Disk utility that checks a disk and displays a status report

CLIPBRD.EXE Clipbook Viewer tool

CLIPSRV.EXE Network DDE Clipbook service

CLOCK.EXE Clock tool

CMD.EXE Windows NT single-command shell interpreter

COMMAND.COM Command interpreter for MS-DOS and Windows 16-bit VDMs

COMP.EXE ' MS-DOS Compare utility that compares the contents of two files
or sets of files

COMPACT.EXE File Compression utility

CONTROL.EXE Control Panel

CONVERT.EXE FAT to NTFS and HPFS to NTFS file system conversion utility

CSRSS.EXE Client-server run-time server subsystem; Win32 API support

DDESHARE.EXE Network dynamic data exchange share support

DEBUG.EXE MS-DOS 5.0 Debug utility

DHCPADMN.EXE Dynamic Host Configuration Protocol (DHCP) Manager

DISKCOMP.COM MS-DOS Disk Compare utility; compares the contents of two
floppy disks

DISKCOPY.COM MS-DOS Disk Copy utility; copies the contents of one floppy
disk to another

DISKPERF.EXE Performance Monitor command-line interface to enable and
disable the disk counters

DOSKEY.EXE MS-DOS 5.0 utility

DOSX.EXE VDM DOS extender

DRWATSON.EXE Winl6 version of Dr. Watson that records faults in Win16
subsystem

DRWTSN32.EXE Win32 version of Dr. Watson that records fault in native
Windows NT

DUMPBIN.EXE 32-bit linker stub

EDIT.COM MS-DOS editor

EDLIN.EXE MS-DOS line editor

EVENTVWR.EXE Event Viewer

EXE2BIN.EXE MS-DOS Exe2Bin utility

EXPAND.EXE Expand utility to decompress files

FASTOPEN.EXE MS-DOS utility
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Table 4.5 Executable (EXE and .COM) Files (continued)

Filename Description

FC.EXE File Comparison command utility that compares two files or sets
of files, and displays the differences between them

FIND.EXE Find command utility that searches for a text string in a file or
files

FINDSTR.EXE Find String command utility that searches for strings in files

FINGER.EXE TCP/IP utility that displays information about a user on a
specified system running the Finger service. Output varies based
on the remote system

FORCEDOS.EXE Forces Windows NT to run the specified program as an MS-DOS
application when the application executable file contains both the
0S/2 and MS-DOS version in a bound executable file

FORMAT.COM Windows NT command utility that formats a disk for use with
Windows NT

FREECELL.EXE Freecell solitaire game

FTP.EXE File Transfer Program, a TCP/IP utility

GDILEXE Win16 Graphics Device Interface API library, a core Windows
component

GRAFTABL.COM Utility to enable Windows NT to display an extended character
set in graphics mode

GRAPHICS.COM Utility to allow MS-DOS to print screen contents when using
CGA, EGA, or VGA display mode

HELP.EXE Provides Help information for Windows NT

HOSTNAME.EXE TCP/IP network utility to determine the system’s local hostname

INTRO.EXE Introduction to Windows NT executable

IPCONFIG.EXE Windows NT IP Configuration

IPXROUTE.EXE Network IPX

JETPACK.EXE Off-line Jet database compact application

KB16.COM Command-line keyboard program for specific language keyboard
layouts

KEYB.COM MS-DOS keyboard program for specific language keyboard
layouts

KRNL286.EXE Win16 Standard-mode kernel routines

KRNL386.EXE Win16 Enhanced-mode kernel routines

LABEL.EXE Command-line utility to create, change, or delete the volume
label of a disk

LMREPL.EXE LAN Manager Replicator service
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Table 4.5 Executable (EXE and .COM) Files (continued)

Filename Description

LOADFIX.COM Windows command-line utility to load MS-DOS programs above
the first 64K of memory

LOCATOR.EXE Supports Remote Procedure Calls (RPC)

LODCTR.EXE Load Performance Monitor counters

LOGVIEW.EXE Migration Tool for NetWare Log File Viewer

LPQ.EXE TCP/IP diagnostic utility used to obtain status of a print queue on
a host running the LPD server

LPR.EXE TCP/IP connectivity utility used to print a file to a host running
an LPD server

LSASS.EXE Local Security Authority server process

MACFILE.EXE Windows NT Macintosh MacFile command-line user interface

MAILSP32.EXE Microsoft Mail Spooler (32-bit)

MAPISRV.EXE Microsoft Message API (MAPI) Server for Microsoft Mail and
Microsoft Schedule+; processes internal service requests from
other applications using MAPI

MEM.EXE Command-line utility that displays the amount of used and free
memory on the system

MODE.COM Device Mode command-line command utility

MORE.COM Command-line command utility that displays output one screen
at a time; similar to the MS-DOS MORE utility, but with added
functionality

MPLAY32.EXE Media Player multimedia application

MPNOTIFY.EXE Run by Winlogon to notify multiple providers (such as

Banyan®, Novell, and so on) of security events (such as change
password and logon)

MSCDEXNT.EXE Microsoft CD-ROM extensions

MSMAIL32.EXE Microsoft Mail (32-bit)

MSRMND32.EXE Microsoft Schedule+ Reminder utility

MUSRMGR.EXE User Manager (Windows NT base product)

NBTSTAT.EXE NetBIOS over TCP/IP networking statistics application

NCADMIN.EXE Network Client Administrator

NDDEAGNT.EXE Network DDE

NDDEAPIR.EXE Network DDE

NET.EXE Network command-line utility supporting commands such as net
use and net print

NET1.EXE Net command utility
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Table 4.5 Executable (.EXE and .COM) Files (continued)

Filename Description

NETDDE.EXE Network DDE background application

NETSTAT.EXE TCP/IP utility for gathering network statistics information

NLSFUNC.EXE Command-line utility to load country-specific information

NMAGENT.EXE Network Monitor service that provides remote access to

‘ ' RNAL.DLL

NOTEPAD.EXE Notepad tool

NTBACKUP.EXE Windovg;s NT Tape Backup application_‘

NTDETECT.COM Windows NT hardware detectibn code

NTGPCEDT.EXE Windows NT GPC Editor

NTKRNLMP.EXE Windows NT Maultiprocessor kernel

NTOSKRNL.EXE Windows NT operating system kernel

NTSD.EXE Symbolic debugger for Windows NT

NTVDM.EXE MS-DOS and Winl6 application support

NWI16.EXE NWCS file ‘

NWCONV.EXE Migration Tool for NetWare

NWSVC.EXE NetWare Services

OS2.EXE 0OS/2 command shell

OS2SRV.EXE OS/2 subsystem server

OS2SS.EXE OS/2 system server

PACKGR32.EXE Win32 Object Packager

PAX.EXE POSIX tape archive program

PBRUSH.EXE Paintbrush tool

PERFMON.EXE Performance Monitor application

PID.EXE Used to change the Product Identification Number entered during
the Windows NT Setup process

PIFEDIT.EXE Program Information File Editor that configures MS-DOS
program execution attributes

PING.EXE TCP/IP diagnostic command that verifies connections to one or
more remote hosts

PORTUAS.EXE Utility to Port the OS/2 LAN Manager User Account service to
Windows NT

POSIX.EXE POSIX Console Session Manager

PRINT.EXE Command-line utility to print a text file

PRINTMAN.EXE Print Manager facility

PROGMAN.EXE Program Manager
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Table 4.5 Executable (EXE and .COM) Files (continued)

Filename Description

PSXSS.EXE POSIX subsystem server

QBASIC.EXE Command-line Quick Basic application

RASADMIN.EXE Remote Access Server Administrator

RASDIAL.EXE Remote Access Server Dial tool

RASMAN.EXE Remote Access Server Manager

RASMON.EXE Remote Access Monitor

RASPHONE.EXE Remote Access user tool

RASSPRXY.EXE Remote Access Server supervisor proxy

RASSRV.EXE Remote Access Server supervisor

RCP.EXE TCP/IP connectivity command that copies files between a
Windows NT computer and a system running rshd, the remote
shell server

RDISK.EXE Repair Disk utility used to create emergency repair disks

RECOVER.EXE Command-line utility to recover readable information from a bad
or defective disk

REDIR.EXE Network redirector for Win16 support; not required for startup

REGEDIT.EXE Win16 Registry Editor

REGEDT32.EXE Windows NT Registry Editor

REPLACE.EXE Command-line utility to replace files

RESTORE.EXE Command-line utility for restoring files backed up using the
MS-DOS Backup command

REXEC.EXE TCP/IP connectivity command that runs commands on remote
hosts running the rexecd service; authenticates the user name on
the remote host by using a password

RLADMIN.EXE Resource Localization Administrator

RLEDIT.EXE Resource Localization Editor

RLQUIKED.EXE Win32 Resource Localization Quick Editor

ROUTE.EXE TCP/IP diagnostic command used to manipulate network routing
tables

RPCSS.EXE Remote Procedure Call subsystem

RPLCMD.EXE Remoteboot command-line utility

RPLCNV.EXE Remoteboot conversion utility

RPLMGR.EXE Remoteboot Service Manager

RPLSVC.EXE Remoteboot Service DLL

RSH.EXE TCP/IP connectivity command that runs commands on remote

‘hosts running the rsh service
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Table 4.5 Executable (.EXE and .COM) Files (continued)

Filename Description

SAVEDUMP.EXE Windows NT save dump utility

SCHDPL32.EXE Microsoft Schedule+

SCM.EXE OLE 2.1 for Windows NT

SERVICES.EXE Service controller and services

SETACL.EXE Assigns ACLs during Setup

SETUP.EXE Windows NT Setup program

SETVER.EXE Command-line utility that sets the version number that
Command-line reports to a program

SFMPRINT.EXE Services for Macintosh Print Service

SFMPSEXE.EXE Services for Macintosh PostScript Raster Image Processor

: program

SFMSVC.EXE Services for Macintosh file service

SHARE.EXE Command-line utility to enable file sharing facilities

SIMPCNTR.EXE Simple OLE 2.0 In-Place Container

SIMPDND.EXE Simple OLE 2.0 Drag/Drop Container

SIMPSVR.EXE Simple OLE 2.0 Server

SMSS.EXE Session Manager subsystem

SNDREC32.EXE Sound Recorder application

SNDVOL32.EXE Sound volume setting tool

SNMP.EXE SNMP Service; proxy agent that listens for requests and hands
them off to the appropriate network provider

SNMPTRAP.EXE SNMP Trap Service that works with SNMP.EXE to receive Trap
Packets

SOL.EXE Solitaire game

SORT.EXE Command-line utility that sorts input and writes results to the
screen, a file, or another device

SPDND16.EXE Simple OLE 2.0 Drag/Drop Container

SPOOLSS.EXE Spooling subsystem for printing support

SRVMGR.EXE Server Manager application

SUBST.EXE Command-line utility that associates a path with a drive letter

SYSEDIT.EXE Win16 System Editor for reading and editing CONFIG.SYS,
AUTOEXEC.BAT, WIN.INI, and SYSTEM.INI files

TASKMAN.EXE Task Manager program

TCPSVCS.EXE TCP/IP Services application

TELNET.EXE

Starts the Telnet service (if not started already) and Windows
Terminal
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Table 4.5 Executable (EXE and .COM) Files (continued)

Filename Description

TERMINAL.EXE Terminal application

TFTP.EXE Trivial File Transfer Protocol (TFTP) client over UDP (TCP/IP
utility)

TRACERT.EXE TCP/IP Traceroute command

TREE.COM Command-line command utility that graphically displays the
directory structure of a drive or path

UNLODCTR.EXE Unloads Performance Monitor counters

UPEDIT.EXE User Profile Editor application

UPS.EXE Uninterruptible Power Supply Service

USER.EXE ‘Win16 User for Winl6 application compatibility

USERINIT.EXE Windows NT logon user interface

USETUP.EXE Windows NT Setup (user mode portion of character-based phase)

USRMGR.EXE Windows NT User Manager for Domains

VWIPXSPX.EXE NWCS file

WIN.COM Win16 loader (for compatibility)

WINBUG.EXE Windows NT Bug Reporting tool

WINCHAT.EXE Windows NT Chat tool

WINDISK.EXE Disk Administrator tool

WINFILE.EXE File Manager tool

WINHELP.EXE Win16 Help engine application file

WINHLP32.EXE Windows NT Help engine application file

WINLOGON.EXE Windows NT Logon utility

WINMINE.EXE Minesweeper game

WINMSD.EXE Windows NT Microsoft Diagnostics

WINNT.EXE Network-based Windows NT Installation utility

WINS.EXE WINS Server

WINSADMN.EXE Windows Internet Naming Service Manager

WINSPOOL.EXE WOW spooler driver

WINVER.EXE Version Reporting utility

WOWDEB.EXE WOW debug/tool helper application

WOWEXEC.EXE Win16 shell; used to run 16-bit applications on behalf of Win32
applications

WRITE.EXE Windows Write application (16-bit)

XCOPY.EXE Extended Copy utility, a command-line utility that copies files

and directory trees
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Font and Printer Files

Windows NT includes several fonts for use with various types of applications,
display monitors, and code pages. To add screen, plotter, TrueType or Type 1
fonts to Windows NT applications, double-click the Fonts icon in the Control
Panel window.

Fonts occupy memory. If you don’t intend to use all the fonts you have installed,
you can remove the fonts from the system and free memory for use by applications.
For more information about removing fonts, see “Removing a Font” in Chapter 5,
“Control Panel,” in the Windows NT System Guide.

Windows NT includes the following raster and vector fonts. For more information
about Windows NT fonts, see Chapter 7, “Fonts.” For more information about code
pages, see Appendix C, “International Considerations.”

Table 4.6 Raster and Vector Font (FON and .FNT) Files

Filename Description

APP850.FON MS-DOS application font; uses code page 850

CGA40850.FON CGA font; uses code page 850

CGA40WOA FON CGA font; uses code page 437 (WOA is an acronym for
Windows Old Application)

CGA80850.FON CGA font; uses code page 850 (80 column display)

CGASOWOA.FON CGA font; uses code page 437 (80 column display)

COURE.FON Windows 3.0 Courier system font, VGA display compatible;
aspect ratio 1:1, 96 ppi x 96 ppi (pixels per inch)

COURF.FON Windows 3.0 Courier system font, 8514 display compatible;
aspect ratio 1:1, 120 ppi x 120 ppi

DOSAPP.FON MS-DOS application font; uses code page 437

EGA.CPI EGA ROM international fonts; used for displaying full-screen
MS-DOS applications

EGA40850.FON EGA font; uses code page 850

EGA40WOA.FON CGA font; uses code page 437

EGA80850.FON EGA font; uses code page 850 (80 columns)

EGA80WOA.FON CGA font; uses code page 437 (80 columns)

MODERN.FON Windows 3.1 vector font

NT.FNT, NT2.FNT Introduction to Windows NT font files

ROMAN.FON Vector font

SCRIPT.FON Vector font
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Table 4.6 Raster and Vector Font (FON and .FNT) Files (continued)

Filename Description

SERIFE.FON Windows 3.0 serif system font, VGA display compatible; aspect
ratio 1:1, 96 ppi x 96 ppi

SERIFF.FON Windows 3.0 serif system font, 8514 display compatible; aspect
ratio 1:1, 120 ppi x 120 ppi

SMALLE.FON Windows 3.0 small system font, VGA display compatible; aspect
ratio 1:1, 96 ppi x 96 ppi

SMALLF.FON Windows 3.0 small system font, 8514 display compatible ;
aspect ratio 1:1, 120 ppi x 120 ppi

SSERIFE.FON Windows 3.0 sans serif system font, VGA display compatible;
aspect ratio 1:1, 96 ppi x 96 ppi

SSERIFF.FON Windows 3.0 sans serif system font, 8514 display compatible;
aspect ratio 1:1, 120 ppi x 120 ppi

SYMBOLE.FON Windows 3.0 Symbol system font, VGA display compatible;
aspect ratio 1:1, 96 ppi x 96 ppi

SYMBOLF.FON Windows 3.0 Symbol system font, 8514 display compatible;
aspect ratio 1:1, 120 ppi x 120 ppi

VGA850.FON VGA font support for code page 850 (International)

VGAS860.FON VGA font support for code page 860 (Portuguese)

VGAS861.FON VGA font support for code page 861 (Icelandic)

VGA863.FON VGA font support for code page 863 (French Canadian)

VGA865.FON VGA font support for code page 865 (Norwegian/Danish)

VGAFIX.FON VGA fixed font (typically used as a monospace system font)

VGAOEM.FON VGA OEM font; used to display Clipboard objects in the
Clipboard Viewer

VGASYS.FON VGA System font (proportional)

The TrueType downloadable fonts shipped with Windows NT support the Arial,
Courier New, Times New Romane, Symbol, and Wingdingse font families. Each
family requires two files, a font header (.FOT) file, and a TrueType font (TTF)
file.

Caution The Setup program installs TrueType font and font header files in
%systemroot%\SYSTEM. Be careful not to delete the TrueType files from this
directory because these files are used by Windows NT 32-bit applications as well
as 16-bit applications.
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Windows NT includes the following TrueType font and font header files.

Table 4.7 TrueType Font and Font Header (.TTF and .FOT) Files

Filename Description

ARIAL.FOT Arial TrueType font header

ARIAL.TTF Arial

ARIALBD.FOT Arial Bold TrueType font header
ARIALBD.TTF Arial Bold

ARIALBLFOT Arial Bold Italic TrueType font header
ARIALBILTTF Arial Bold Italic

ARIALLFOT Arial Italic TrueType font header
ARIALLTTF Arial Italic

COUR.FOT Courier TrueType font header
COUR.TTF Courier

COURBD.FOT Courier Bold TrueType font header
COURBD.TTF Courier Bold

COURBILFOT Courier Bold Italic font header
COURBI.TTF Courier Bold Italic

COURLFOT Courier Italic TrueType font header
COURLTTF Courier Italic

SYMBOL.FOT Symbol TrueType font header
SYMBOL.TTF Symbol

TIMES.FOT Times New Roman TrueType font header
TIMES.TTF Times New Roman

TIMESBD.FOT Times New Roman Bold TrueType font header
TIMESBD.TTF Times New Roman Bold

TIMESBLFOT Times New Roman Bold Italic font header
TIMESBIL.TTF Times New Roman Bold Italic
TIMESLFOT Times New Roman Italic font header
TIMESLTTF Times New Roman Italic
UCLUCIDA.TTF Unicode Lucida® TrueType
WINGDING.FOT WingDings TrueType font header
WINGDING.TTF WingDings
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Introducing Windows NT Sequence Files

Windows NT includes an online introduction, Introducing Windows NT. The
introduction demonstrates how to use the built-in networking, security, and
workgroup features of Windows NT to make your job easier. To view the online
introduction, double-click the Introducing Windows NT icon in the Main program

group.
Windows NT includes the following Introducing Windows NT sequence files.

Table 4.8 Introducing Windows NT Sequence (.SEQ) Files

CLIPO1.SEQ CONNO02.SEQ NTMENU.SEQ SETT02.SEQ
CLIP02.SEQ CREATO01.SEQ PANEL.SEQ SETT03.SEQ
CLIP03.SEQ CREATO02.SEQ PAUSE.SEQ SETT04.SEQ
COMMO1.SEQ INTRO1.SEQ PRINTO1.SEQ SHAREOQ1.SEQ
COMMO2.SEQ INTRO2.SEQ REVIEW.SEQ SHAREO(02.SEQ
CONNO1.SEQ LOGO1.SEQ SETT01.SEQ

Miscellaneous Files

Windows NT includes the following miscellaneous files.

Table 4.9 Miscellaneous Files

Filename Description

_DEFAULT.PIF2 Default PIF for MS-DOS applications

A221064.PAL PALcode for DECpc AXP/150 (Jensen - EV4, pass 2) systems
A221066.PAL PALcode for DECpc AXP/150 (Jensen - EV4, pass 2) systems
A321064.PAL PALcode for DECpc AXP/150 (Jensen - EV4, pass 3) systems
AUTOEXEC.NT Default AUTOEXEC.BAT file for Windows NT
BIOS1.ROM, Required for VDM emulation

BIOS2.ROM

CANYON.MID Multimedia sample file

CLOCK.AVI Sample AVI file

CMOS.RAM Required for VDM emulation

CONFIG.NT Default CONFIG.SYS for Windows NT

DEFAULT Registry hive

EGA.CPI ROM fonts, international

FATBOOT.BIN FAT boot sector
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Table 4.9 Miscellaneous Files (continued)

Filename Description

GRAPHICS.PRO Graphics Profile file; used by the Graphics utility to load printer
profile information

HOSTS Windows Sockets database file; provides hostname and IP
address name resolution for Windows Sockets

HOSTS.SHP Sockets database file

HPFSBOOT.BIN HPES boot sector

IDP_XFS.BIN Network NDIS driver: Digiboard ISDN

IMAADP32.ACM IMA ADPCM Codec for MSACM

INTRO.ICO Introduction to Windows NT icon

LMHOSTS Windows Sockets database file; provides computername and IP
address name resolution for Windows Networking

LMHOSTS.SAM Sockets database file

MIB.BIN SNMP component; SNMP service

MIDIMAP.CFG MIDI configuration file; controls the mapping of MIDI sound
channels onto instruments

MMTASK.TSK Multimedia background task support module

MSADP32.ACM ADPCM Codec for MSACM

MSGSM32.ACM GSM version 6.10 audio Codec for MSACM

MUSRMGR.IND User Manager help index

MVOPL3.PAT Media Vision OPL3 FM Synthesizer patches for OPL3
Synthesizer driver

NETAPLOS2 0OS/2 network API

NETFLX.BIN Network NDIS driver for COMPAQ NetFlex™/DualSpeed Token
Ring adapter card

NETWORKS Sockets database file; provides network name and net ID
resolution for TCP/IP management utilities

NT.DOC Introduction to Windows NT documentation

NTLDR Windows NT loader

0S0001.007 0S/2 message file in German

0S0001.0092 0S/2 message file in English

0S0001.010 0OS/2 message file in Spanish

0S0001.012 08S/2 message file in French

0S0001.016 0OS/2 message file in Italian

0S0001.029 OS/2 message file in Swedish

PASSPORT.MID MIDI sound file
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Table 4.9 Miscellaneous Files (continued)

Filename Description

PROFILE.SPC Needed for MS-DOS and Winl6 VDMs

PROTOCOL Sockets database file; provides protocol name and protocol ID
resolution for Windows Sockets applications

QUOTES Quotes files for Simple TCP/IP; sends arguments, verbatim, to
the remote FTP server

SERVICES Sockets database file; provides service name and port ID
resolution for Windows Sockets applications

SETUPLDR Setup loader

SETUPREG.HIV System hive for text setup

SFMUAM.IFO Services for Macintosh user authentication manager volume
information file

SFMUAM.RSC Services for Macintosh user authentication module volume
resource file

SOFTWARE Software hive; default Registry configuration

STDOLE.TLB 16-bit OLE version 2.1

STDOLE32.TLB 32-bit OLE version 2.1

SYNTH.PAT Synthesizer patch codes

SYSTEM.INI Winl16 system initialization file, for Winl6 compatibility

SYSTEM.MDB 77? DHCP MDB

SYSTEM Windows NT System hive

TAGFILE.TAG Windows NT Setup uses this file

TELNET.TRM Windows NT Terminal configuration file for the Telnet driver
(used by TELNET.EXE)

TSSOFT32.ACM DSP Group Truespeech™ Audio Codec for MSACM version 3.5

V7VGA.ROM Emulation of Video 7 BIOS code required for VDM emulation

WDL.TRM Terminal file for Microsoft Download Service

WIN.INI Winl6 Windows initialization file (for compatibility)

WINFILE.INI File Manager initialization file

WINOLDAP.MOD Launch non-Windows-based Win16 applications from Winl6
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National Language Support Files

National Language Support files are used to convert code page information to

Unicode.

Windows NT includes the following national language support files. For more
information about national language support, code pages, and Unicode, see
Appendix C, “International Considerations.”

Table 4.10 National Language Support (.NLS) Files

Filename Description

BIG5.NLS Sorting table for Chinese
C_037.NLS EBCDIC Latinl
C_10000.NLS Macintosh Roman
C_10001.NLS Japanese MAC code page
C_10006.NLS Macintosh Greek 1
C_10007.NLS Macintosh Cyrillic
C_10029.NLS Macintosh Slavic
C_10079.NLS Icelandic MAC code page
C_10081.NLS Turkish MAC code page
C_1026.NLS EBCDIC Latin 1/Turkish
C_1250.NLS Win 3.1 Eastern European
C_1251.NLS Win 3.1 Cyrillic
C_1252.NLS Win 3.1 US (ANSI)
C_1253.NLS Win 3.1 Greek
C_1254.NLS Win 3.1 Turkish
C_437.NLS MS-DOS U.S.
C_500.NLS EBCDIC Latin 1
C_737.NLS Greek Primary code page
C_850.NLS MS-DOS Latin I
C_852.NLS MS-DOS Latin II
C_855.NLS IBM Russian
C_857.NLS IBM Turkish

C_860.NLS MS-DOS Portuguese

C_861.NLS

MS-DOS Icelandic
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Table 4.10 National Language Support (.NLS) Files (continued)

Filename Description

C_863.NLS MS-DOS French Canadian

C_865.NLS MS-DOS Nordic

C_866.NLS MS-DOS “Russian” (former USSR)

C_869.NLS IBM Modem Greek

C_875.NLS EBCDIC Greek

CTYPE.NLS Character type 1 unicode translation data file (always installed)
CTYPEIL.NLS Character type 1 Unicode translation data file (always installed)
CTYPE2.NLS Character type 2 Unicode translation file (always installed)
CTYPE3.NLS Character type 3 Unicode translation data file (always installed)
KSC.NLS Sorting table for Korean

L_ELL.NLS Greek casing table (upper and lowercase character tables)
L_INTL.NLS International casing table (upper and lowercase character tables)
L_TRK.NLS Turkish cashing table

L_TRK.NLS Turkish casing table (upper and lowercase character tables)
LOCALE.NLS Locale information for all locales (required for booting)
LOCALE.NLS Locale information for all locales (required for startup)
SORTKEY.NLS National Language Support sort keys

SORTTBLS.NLS National Language Support sort tables

UNICODE.NLS Unicode translation data file; required for startup

XJIS.NLS Sorting table for Japanese
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Online Help Files

Windows NT provides Help so that you can get useful information quickly while
you are working, Help contains a description of each command and dialog box, and
explains procedures for most tasks. To see online Help, select an item from the
Help menu of the application or tool you are using, or press Fi. For a description of
how to use online Help, select How To Use Help from the Help menu in Program

Manager.

Windows NT includes the following online Help files.

Table 4.11 Online Help (HLP) Files

Filename Description

AUDIOCDC.HLP IMA ADPCM Audio CODEC configuration help
BACKUP.HLP Windows NT Backup utility help

CALC.HLP Calculator tool help

CARDFILEHLP Cardfile tool help

CDPLAYER.HLP CD Player help

CHARMAP.HLP Character Map tool help

CLIPBRD.HLP Clipbook Viewer help

CONTROL.HLP Control Panel help

DDESHARE HLP DDE Share Conversation Manager help
DECPSMON.HLP DECPSMON help

DGCONFIG.HLP Digiboard serial driver help

DHCPADMN.HLP Dynamic Host Configuration Protocol Administrator help
DOSHELP.HLP MS-DOS command-line help

DRWTSN32.HLP Dr. Watson error log help

EDIT.HLP MS-DOS Editor help

EVENTVWR.HLP Event Viewer help

FREECELL.HLP Freecell game help

FTPSMX.HLP File Transfer Program Manager Extensions help
GLOSSARY.HLP Windows NT Glossary help

GLOSSON.HLP Glossary for the Windows NT messages database
HALFTONE.HLP Halftone printing option help

HELP.HLP Help file for Help utility

HPMON.HLP HP Monitor help

ISDNHELP.HLP Digiboard ISDN help

LOGVIEW.HLP Migration Tool for NetWare LogView help
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Table 4.11 Online Help (.HLP) Files (continued)

Filename Description

MPLAYER.HLP Media Player help

MSMAIL32.HLP Microsoft Mail help

MUSRMGR HLP Windows NT workstation User Manager help
NCADMIN.HLP Network Client Administrator help
NET.HLP Network command-line help
NETWORK.HLP Network help (Windows help format)
NOTEPAD.HLP Notepad help

NTCMDS.HLP Windows NT command-line help
NWCONV.HLP Migration Tool for NetWare help
NWDOC.HLP Client Service for NetWare help
NWDOCGW.HLP Gateway Service for NetWare help
PACKAGER.HLP Winl6 Object Packager help
PBRUSH.HLP Paintbrush™ help

PERFMON.HLP Performance Monitor help

PID.HLP Product Identification Number help
PIFEDIT.HLP PIF Editor help

PLOTULHLP Plotter Driver help

PRINTMAN.HLP Print Manager help
PROGMAN.HLP Program Manager help
PSCRIPT.HLP PostScript driver help

QBASIC.HLP Command-line Quick Basic help
RASADMIN.HLP Remote Access Server Administrator help
RASDDULHLP Raster Printer Device Driver User Interface help
RASGLOSS.HLP Remote Access Service glossary help
RASPHONE.HLP Remote Access Server Phone help
RASSETUP.HLP Remote Access Server Setup help
RDISK.HLP Repair Disk Utility Help
REGEDIT.HLP Winl6 Registry Editor help
REGEDT32.HLP Windows NT Registry Editor help
RPLMGR.HLP Remoteboot Manager help
SCHDPL32.HLP Microsoft Schedule+ help
SETUPNT.HLP Windows NT setup help

SFMMGR HLP Services for Macintosh Manager help
SNDVOL32.HLP Sound Volume tool help



Setting Up Windows NT

Table 4.11 Online Help (HLP) Files (continued)

Filename Description

SOL.HLP Solitaire game help

SOUNDREC.HLP Sound Recorder help

SRVMGR.HLP Server Manager help

TCPIP.HLP Transmission Control Protocol/Internet Protocol help
TELNET.HLP Telnet application help

TERMINAL.HLP Terminal application help

UPEDIT.HLP User Profile Editor help

USERCONV_HLP User Conversion help

USRMGR.HLP Windows NT server User Manager for Domains help
WINCHAT.HLP Windows NT Chat help

WINDISK.HLP Windows NT workstation Disk Administrator help
WINDISKA.HLP Windows NT Server Disk Administrator help
WINFILE.HLP File Manager application help

WINHELP.HLP Win16 Help application help

WINMINE.HLP Minesweeper help

WINNT.HLP Windows NT introduction help

WINNT32.HLP Network-based Windows NT installation utility help
WINNTMSG.HLP Windows NT system and error message help
WINSADMN.HLP WINS Manager help

WNTUPMGR.HLP Windows NT Server Upgrade Manager help
WRITE.HLP Windows Write help
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Deleting Online Help Files

To free hard disk space, you can delete online Help files for components or files |
that you don’t intend to use (for example, accessories and games). To remove an
online Help file, delete the file using the Windows NT Setup program.

When you remove online Help files, the files are deleted from your computer. If you
want to add them later, you must supply the files from the Windows NT installation
disks or from a source directory on your network. For more information about
removing files, see “Adding and Removing Windows NT Components” in

Chapter 12, “System Maintenance with Windows NT Setup,” in the Windows NT
System Guide.

Because most of the Help files for Windows NT have full-text search functionality,
deleting one or more Help files has other than the typical “Cannot open Help file”
message seen in Windows 3.1. With Windows NT, if you remove a Help file that is
part of a full-text search index, you will still see the full-text search dialog box and
its list of all the Help files to search (whether or not the file is available). From
there, you can type a search request and get a list of all topics containing the search
string. However, if the Help file is not available, you will see the message, “Cannot
open Help file.”

The following table shows which files are part of each full-text search index (.IND)
file. If you remove the index file and then try to use full-text search from a
corresponding online Help file, Windows NT displays the message “Old or
Missing Index File.”

Table 4.12 Full-Text Search Index (.IND) Files for Online Help

Filename Corresponding Help file

CALC.IND Calculator CALC.HLP
Cardfile CARDFILE.HLP
CD Player CDPLAYER.HLP
Character Map CHARMAP.HLP
Freecell FREECELL.HLP
Media Player MPLAYER.HLP
Notepad NOTEPAD.HLP
Paintbrush PBRUSH.HLP
Solitaire SOL.HLP
Sound Recorder SOUNDREC.HLP
Sound Volume Control SNDVOL32.HLP
Terminal TERMINAL.HLP
Chat WINCHAT.HLP
Minesweeper WINMINE.HLP
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Table 4.12 Full-Text Search Index (.IND) Files for Online Help (continued)

Filename Corresponding Help file

MUSRMGR.IND Disk Administrator for WINDISK.HLP
Windows NT workstation
User Manager for MUSRMGR.HLP
Windows NT workstation -

NTCMDS.IND Command Reference NTCMDS.HLP

USRMGR.IND Disk Administrator WINDISKA.HLP
for Windows NT Server
User Manager for USRMGR.HLP
Windows NT Server -
User Profile Editor UPEDIT.HLP
Server Manager SRVRMGR.HLP

WINNT.IND Backup BACKUP.HLP
Control Panel CONTROL.HLP
Clipbook Viewer CLIPBRD.HLP
Event Viewer EVENTVWR.HLP
File Manager WINFILE.HLP
Microsoft Mail MSMAIL32.HLP
Performance Monitor PERFMON.HLP
PIF Editor PIFEDIT.HLP
Program Manager PROGMAN.HLP
Print Manager PRINTMAN.HLP
Registry Editor REGEDT32.HLP
Schedule+ SCHDPL32.HLP
Setup SETUPNT.HLP
Windows NT Help WINNT.HLP

Other relationships of the various Help and Index files follow:

» If WINHELP.HLP is removed, errors occur when you choose the Help menu
item How To Use Help.

= [f NTCMDS.HLP is removed, an error occurs when you choose the Command
Reference button from the Windows NT Help file located in the Main program
group.

= If GLOSSARY.HLP is removed, the definition popups in nearly every Help file
will display an error message.
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Plotter Driver Files

A plotter is any device used to draw charts, diagrams and other line-based graphics.
To install a new or additional plotter driver, double-click the Printers icon in the
Control Panel window.

Windows NT includes the following plotter drivers. For more information about
printing, see Chapter 6, “Printing.”

Table 4.13 Plotter (PCD) Driver Files

Filename Description
HPGL2PEN.PCD Hewlett-Packard HP-GL/2 Plotter
HP7550PL.PCD HP 7550 Plus
HPDESIGN.PCD HP Designlet (C3180A)
HP20022.PCD HP DesignJet 200 (C3180A)
HP20036.PCD HP DesignJet 200 (C3181A)
HP60022.PCD HP DesignJet 600 (C2847A)
HP60036,PCD HP DesignJet 600 (C2848A)
HP650C22.PCD HP DesignJet 650C (C2858A)
HP650C22.PCD HP DesignJet 650C (C2858B)
HP650C36.PCD HP Designlet 650C (C2859A)
HP650C36.PCD HP DesignJet 650C (C2859B)
HPDMRXMX.PCD HP Draftmaster® RX/MX
HPDMSX.PCD HP Draftmaster SX
HPDPP22.PCD HP Draftpro® Plus (C3170A)

HPDPP36.PCD HP Draftpro Plus (C3171A)
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PostScript Printer Description Files

The Windows NT PostScript driver supports Adobe version 4.0-compatible
PostScript printer description files. The files described in this section provide
additional PostScript description information for specific printers. To install a new
or additional printer driver for your printer, double-click the Printers icon in the

Control Panel window.

Windows NT includes the following Adobe PostScript printer description files.
For more information about printing, see Chapter 6, “Printing.”

Table 4.14 Adobe PostScript Printer Description (.PPD) Files

Filename Description

ALJII523.PPD Adobe LaserJet I Cartridge version 52.3
AMCHRS518.PPD Agfa Matrix ChromaScript version 51.8
AC500503.PPD Agfa TabScript C500 PostScript Printer version 50.3
CG94_493.PPD Agfa-Compugraphic 9400P version 49.3
LWNTX470.PPD Apple LaserWriter® II NTX version 47.0
LWNTX518.PPD Apple LaserWriter Il NTX version 51.8
AP_NTXIJ1.PPD Apple LaserWriter I NTX-J version 50.5
APLWIIF1.PPD Apple LaserWriter IIf version 2010.113
APLWIIG1.PPD Apple LaserWriter IIg version 2010.113
A_PNT518.PPD Apple LaserWriter Personal NT version 51.8
APPLE380.PPD Apple LaserWriter Plus version 38.0
APPLEA422.PPD Apple LaserWriter Plus version 42.2
APTOLLD1.PPD Apple LaserWriter Pro 600

APTOLLWI1.PPD Apple LaserWriter Pro 630

APLW8101.PPD Apple LaserWriter Pro 810

APPLE230.PPD Apple LaserWriter version 23.0

LWNT_470.PPD Apple LaserWriter II NT version 47.0
APLWNTRI1.PPD Apple Personal LaserWriter NTR version 2010.129
APS08522.PPD APS-PS PIP with APS-6-108 version 49.3 or 52.2
APS12522.PPD APS-PS PIP with LZR1200 version 49.3 or 52.2
APS80522.PPD APS-PSP IP with APS-6-80 version 49.3 or 52.2
APS26522.PPD APS-PSP IP with LZR2600 version 49.3 or 52.2
AST__470.PPD AST TurboLaser-PS version 47.0
CNLBP4_1.PPD Canon LBP-4PS-2 version 51.4

CNLBP8_1.PPD Canon LBP-8IITPS-1 version 51.4



Chapter4 Windows NT Files

157

Table 4.14 Adobe PostScript Printer Description (.PPD) Files (continued)

Filename Description

CNLBPSR1.PPD Canon LBP-8IIIRPS-1 version 51.4
CNLBPST1.PPD Canon LBP-8IIITPS-1 version 51.4
CN_500_1.PPD Canon PS-IPU Color Laser Copier version 52.3
CN_500J1.PPD Canon PS-IPU Kanji Color Laser Copier version 52.3
COLORQ.PPD ColorAge ColorQ

NCOL_519.PPD Colormate PS version 51.9

CPPMQI151.PPD COMPAQ PAGEMARQ 15 version 2012.015
CPPMQ201.PPD COMPAQ PAGEMARQ 20 version 2012.015
DATAP462.PPD Dataproducts LZR-2665 version 46.2
DP_US470.PPD DataproductsLZR 1260version 47.0
DPL15601.PPD DataproductsLZR 1560version 2010.127
DPLZ9601.PPD DataproductsLZR960version 2010.106
DECCOLOR.PPD Digital Colormate PS version 51.9
DCLF02_1.PPD Digital DECcolorwriter 1000 with 17 fonts
DCLFO02F1.PPD Digital DECcolorwriter 1000 with 39 fonts

DCD11501.PPD
DC1152_1.PPD
DC1152F1.PPD
DC2150P1.PPD
DCD21501.PPD
DC2250P1.PPD
DCD22501.PPD
DEC3250.PPD
DCLNO3R1.PPD
DCLPS171.PPD
DCLPS201.PPD
DCKPS321.PPD
DCLPS321.PPD
DCKPS401.PPD
DCLPS401.PPD
DCKPS201.PPD
DCTPS201.PPD
EPL75523.PPD

Digital DEClaser 1150 version 51.4

Digital DEClaser 1152 (17fonts) version 2011.113
Digital DEClaser 1152 (43fonts) version 2011.113
Digital DEClaser 2150 plus version 51.4

Digital DEClaser 2150 version 51.4

Digital DEClaser 2250 plus version 51.4

Digital DEClaser 2250 version 51.4

Digital DEClaser 3250 version 47.0

Digital LNO3R ScriptPrinter version 47.2

Digital PrintServer 17 version 48.3

Digital PrintServer 20 version 48.3

Digital PrintServer 32 Kanji version 48.3

Digital PrintServer 32 version 48.3

Digital PrintServer 40 Plus Kanji version 48.3
Digital PrintServer 40 Plus version 48.3

Digital turbo PrintServer 20 Kanji version 48.3
Digital turbo PrintServer 20 version 48.3

Epson EPL-7500 version 52.3
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Table 4.14 Adobe PostScript Printer Description (.PPD) Files (continued)

Filename

Description

EPL3KF51.PPD
EPL3KF21.PPD
EP826051.PPD
F71RX503.PPD
GCBLPEL1.PPD
GCBLP2_1.PPD
GCBLP2S1.PPD
GCBL4921.PPD
GCBL5141.PPD
GDGL8001.PPD
HERMES_1.PPD
HERMES_2.PPD
HP_650C1.PPD
HPLJ_4M.PPD
HP4M3_V1.PPD
HP4M6_V1.PPD
HPAML_V1.PPD
HP4AMP3_1.PPD
HP4AMP6_1.PPD

Epson LP-3000 PS F5 version 52.3
Epson LP-3000PS F2 version 52.3
Epson PostScript CARD version 52.5
Fujitsu RX7100PS version 50.3

GCC BLP Elite version 52.3

GCC BLP II version 52.3

GCC BLP IIS version 52.3

GCC Business LaserPrinter version 49.2
GCC Business LaserPrinter version 51.4
Gestetner GLP800-Scout version 52.3
Hermes H 606 PS with13 fonts

Hermes H 606 PS with 35 fonts

HP DesignJet 650C version 2013.109
HP LaserJet 4 PostScript version 2011.110
HP LaserJet 4/4M PS 300 dpi

HP LaserJet 4/4M PS 600 dpi

HP LaserJet 4L/4ML PostScript

HP LaserJet 4P/4MP PS 300 dpi

HP LaserJet 4P/4MP PS 600 dpi

HP4SI16_1.PPD HP LaserJet 4Si or 4SiMXAPS 600dpi
HP4SI3_1.PPD HP LaserJet 4Si/4SiMX PS 300dpi
HPELI522.PPD HP LaserJet ELI PostScript version 52.3
HPIID522.PPD HP LaserJet IID PostScript Cartridge version 52.2
HPIIIS22.PPD HP LaserJet III PostScript Cartridge version 52.2
HPLJ_31.PPD HP LaserJet Il PostScript Plus version 2010.118

HP_3D522.PPD
HPLJ_3D1.PPD
HP_3P522.PPD

HP LaserJet ITID PostScript Cartridge version 52.2
HP LaserJet IIID PostScript Plus version 2010.118
HP LaserJet IIIP PostScript Cartridge version 52.2

HPLJ_3P1.PPD HP LaserJet IIIP PostScript Plus version 2010.118
HP3S1523.PPD HP LaserJet IIISi PostScript version 52.3
HPIIP522.PPD HP LaserJet IIP PostScript Cartridge version 52.2
HPPIXL31.PPD HP PaintJet X1.300 version 2011.112
HP3S1523.PPD HPLaserJetIIISiPostScript version 52.3
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Table 4.14 Adobe PostScript Printer Description (PPD) Files (continued)

Filename Description

IBM17523.PPD IBM 4019 17fonts version 52.3 or 52.1

IBM39523.PPD IBM 4019 39 fonts version 52.3 or 52.1

IBM4039P.PPD IBM 4039 LaserPrinter plus PS

IBM4039.PPD IBM 4039 LaserPrinter PS

IBM20470.PPD IBM 4216-020 version 47.0

IBM30505.PPD IBM 4216-030 version 50.5

IBM4079.PPD IBM Color Jetprinter PS 4079

40291730.PPD IBM LaserPrinter 4029 PostScript version 52.3; also known as
the IBM LaserPrinter 4029 PS17

40293930.PPD IBM LaserPrinter 4029 PostScript version 52.3; also known as

KDCOLOR1.PPD
L200230.PPD
L200_471.PPD
1.200_493.PPD
L300_471.PPD
L300_493.PPD
L330_523.PPD
L3330523.PPD
L500_493.PPD
L530_523.PPD
L5330523.PPD
LH_630_1.PPD
LH930__1.PPD
LHPR60_1.PPD
L100_425.PPD
MT_TI101.PPD
MOIM1201.PPD
MONO_522.PPD
NCCPS401.PPD
NCCPS801.PPD
NCSW_951.PPD
NC95FAX]1.PPD

the IBM LaserPrinter 4029 PS39
Kodak® ColorEase PS Printer
Linotronic® 200 and 230

Linotronic 200 version 47.1
Linotronic 200 version 49.3
Linotronic 300 version 47.1
Linotronic 300 version 49.3
Linotronic 330 version 52.3
Linotronic 330-RIP30 version 52.3
Linotronic 500 version 49.3
Linotronic 530 version 52.3
Linotronic 530-RIP30 version 52.3
Linotronic 630 version 52.3
Linotronic 930 version 52.3
Linotronic Pr60 version 52.3
Linotronic 100 version 42.5

Microtek TrueLaser

Monotype® ImageMaster 1200 version 52.3
Monotype Imagesetter version 52.2
NEC Colormate PS/40 version 51.9
NEC Colormate PS/80 version 51.9
NEC SilentWriter 95 version 2010.119
NEC Silentwriter 95 version 2011.111
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Table 4.14 Adobe PostScript Printer Description (.PPD) Files (continued)

Filename Description

NC97FAX1.PPD NEC Silentwriter 97 version 2011.111
N890_470.PPD NEC Silentwriter LC890 version 47.0
N890X505.PPD NEC Silentwriter LC890XL version 50.5
N2290520.PPD NEC Silentwriter2 290 version 52.0
N2090522.PPD NEC Silentwriter2 90 version 52.2
NCS29901.PPD NEC Silentwriter2 990 version 52.3
NX_NLP_1.PPD NeXT™ 400 dpi LaserPrinter version 2000.6
05241503.PPD OceColor G5241 PS

05242503.PPD OceColor G5242 PostScript Printer version 50.3
OK801PF1.PPD Oki Microline 801PS+F version 52.3
OL830525.PPD Oki OL830-PS version 52.5

OL840518.PPD Oki OL840-PS version 51.8
OKOLZ8501.PPD Oki OL850-PS version 52.5
OKOLS8701.PPD Oki OL870-PS version 2013.108
OLIVETI1.PPD Olivetti PG 306 PS (13 fonts)
OLIVETI2.PPD Olivetti PG 306 PS (35 fonts)
OLIV5000.PPD Olivetti PG 308 HS PostScript printer
P4455514.PPD Panasonic KX-P4455 version 51.4
PAP54001.PPD Panasonic KX-P5400 version 2013.112
AGFAP400.PPD PostScript Printer Description file for Agfa Compugraphic 400PS
IBM31514.PPD Printer driver for IBM Personal Page Printer II-31
QMS2025.PPD QMSe 2025 Print System

QMS3225.PPD QMS 3225 Print System

QMS420.PPD QMS 420 Print System version 2011.22 r15
QMS45252.PPD QMS 4525 Level 2

QMS4525.PPD QMS 4525 Print System

QMS860.PPD QMS 860 Print System version 2011.22 r15
Q860PLS2.PPD QMS 860+ Level 2

Q30SI1503.PPD QMS ColorScript 100 Mod 30si
QCS10503.PPD QMS ColorScript 100 Model 10 version 50.3
QCS20503.PPD QMS ColorScript 100 Model 20 version 50.3
QCS30503.PPD QMS ColorScript 100 Model 30 version 50.3
QMSCS494.PPD QMS ColorScript 100 version 49.4
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Table 4.14 Adobe PostScript Printer Description (.PPD) Files (continued)

Filename Description

QCS10001.PPD QMS ColorScript 1000 Level 1
QCS10002.PPD QMS ColorScript 1000 Level 2
QMSCS210.PPD QMS ColorScript 210 version 2011.22
QMSCS230.PPD QMS ColorScript 230 version 2011.22
QMSJIP461.PPD QMS-PSe Jet Plus version 46.1

QMSIJ_461.PPD
QM1700_1.PPD
QM?2000_1.PPD
Q2200523.PPD
Q2210523.PPD
Q2220523.PPD
QMPS4101.PPD
QMS8P461.PPD
QMS8_461.PPD
Q810T517.PPD
QMS81470.PPD
QM815MR1.PPD
QMPS8151.PPD
Q820T517.PPD
Q820_517.PPD
QM825MR1.PPD
QMPS8251.PPD
QMS1725.PPD
QUME_470.PPD
R6000505.PPD
SCG20522.PPD
$5232503.PPD
SEIKO_04.PPD
SEIKO_14.PPD
JX9460PS.PPD
JX9500PS.PPD
JX9600PS.PPD
JX9660PS.PPD

QMS-PS Jet version 46.1

QMS-PS 1700 version 52.4
QMS-PS 2000 version 52.4
QMS-PS 2200 version 51.0 or 52.3
QMS-PS 2210 version 51.0 or 52.3
QMS-PS 2220 version 51.0 or 52.3
QMS-PS 410 version 52.4
QMS-PS 800 Plus version 46.1
QMS-PS 800 version 46.1
QMS-PS 810 Turbo version 51.7
QMS-PS 810 version 47.0
QMS-PS 815 MR version 52.4
QMS-PS 815 version 52.4
QMS-PS 820 Turbo version 51.7
QMS-PS 820 version 51.7
QMS-PS 825 MR version 52.4
QMS-PS 825 version 52.4

QMS 1725 Print System

Qume ScripTEN version 47.0
Ricoh PC Laser 6000-PS version 50.5
Scantext 2030-51 version 49.3 or 52.2

Schlumberger 5232 Color PostScript Printer version 50.3

Seiko ColorPoint PS Model 04
Seiko ColorPoint PS Model 14
Sharp JX-9460 PS
Sharp JX-9500 PS
Sharp JX-9600 PS
Sharp JX-9660 PS
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Table 4.14 Adobe PostScript Printer Description (.PPD) Files (continued)

Filename Description

JX9700PS.PPD Sharp JX-9700E PS

S746]522.PPD Shinko Color CHC-746PSJ PostScript Printer version 52.2
TK200172.PPD Tektronix Phaser 200e with 17 fonts version 2011.108(3)
TK200392.PPD Tektronix Phaser 200e with 39 fonts version 2011.108(3)
TKP200I2.PPD Tektronix Phaser 200i version 201 1.108(3)
TKP200J1.PPD Tektronix Phaser 200J

TK220171.PPD Tektronix Phaser 220e with 17 fonts

TK220391.PPD Tektronix Phaser 220e with 39 fonts

TKP22011.PPD Tektronix Phaser 220i

TKP220J1.PPD Tektronix Phaser 220]

TKP30011.PPD Tektronix Phaser 300i

TKP300J1.PPD Tektronix Phaser 300]

TKPH4801.PPD Tektronix Phaser 480

PHIIPX.PPD Tektronix Phaser IT PX

TKPXE171.PPD Tektronix Phaser II PXe version 2010.128 with 17 fonts
TKPXE391.PPD Tektronix Phaser II PXe version 2010.128 with 39 fonts
TKPHZR22.PPD Tektronix Phaser I PXi version 2011.108
TKPHZ2J1.PPD Tektronix Phaser II PXiJ version 2011.108
TKPHZR31.PPD Tektronix Phaser III PXi version 2010.116
TKPHZR32.PPD Tektronix Phaser III PXi version 2011.108
TKPHZ3J1.PPD Tektronix Phaser III PXiJ version 2011.108
TKPHZR21.PPD Tektronix Phaser IIPXi version 2010.116
TKPH2SD1.PPD Tektronix Phaser IISD version 2011.108
TKP2SDJ1.PPD Tektronix Phaser IISDJ

TKP2SDX1.PPD Tektronix Phaser IISDX

PX.PPD Tektronix Phaser PX

TKPHPXI1.PPD Tektronix Phaser PXi

T1513470.PPD TI® 2115 13 fonts version 47.0

T1535470.PPD TI 2115 35 fonts version 47.0

TIM17521.PPD TI microLaser PS17 version .52.1

TIM35521.PPD TI microLaser PS35 version .52.1

TIX17521.PPD TI microLaser XL PS17 version .52.1

TIX35521.PPD TI microLaser XL PS35 version .52.1
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Table 4.14 Adobe PostScript Printer Description (.PPD) Files (continued)

Filename Description

TITRB161.PPD TI microLaser16 Turbo version 2010.119
TITRBO61.PPD TI microLaser6 Turbo version 2010.119
TITRBO91.PPD TI microLaser9 Turbo version 2010.119

TI08_450.PPD
TI15_470.PPD
TRIUMPHI1.PPD
TRIUMPH2.PPD
UNI39521.PPD
U9415470.PPD
UNI17521.PPD
VT4L3001.PPD
VT4L3301.PPD
VT4L5001.PPD
VT4L5301.PPD
VT42P522.PPD
VT43P522.PPD
VT530522.PPD
V5334522.PPD
VT550522.PPD
VT600P1.PPD
VT60P480.PPD
WANGI15FP.PPD
VT600W1.PPD
VT60W480.PPD
VT4510A1.PPD
VT49901.PPD
VT4530A1.PPD
VT4530B1.PPD
VT4530C1.PPD
VT4533B1.PPD
VT4533C1.PPD
VT453EA1.PPD

TI OmniLaser 2108 version 45.0

TI OmniLaser 2115 version 47.0
Triumph Adler® SDR 7706 PS13
Triumph Adler SDR 7706 PS35
Unisys® AP9210 39 Fonts version 52.1
Unisys AP9415 version 47.0

Unisys AP9210 17 Fonts version 52.1
Verityper™ 4000-L300 version 52.3
Verityper 4000-L330 version 52.3
Verityper 4000-L500 version 52.3
Verityper 4000-L530 version 52.3
Verityper 4200B-P version 49.3 or 52.2
Verityper 4300P version 49.3 or 52.2
Verityper Series 4000-5300 version 49.3 or 52.2
Verityper Series 4000-5330 version 49.3 or 52.2
Verityper Series 4000-5500 version 52.2
Verityper VT-600P

Verityper VT-600P version 48.0
Verityper VT-600P version 48.0
Verityper VT-600W version 48.0
Verityper VT-600W version 48.0
Verityper VT4_510A version 52.3
Verityper VT4990 version 52.3
VT4_530A version 52.3

VT4_530B version 52.3

VT4_530C version 52.3

VT4_533B version 52.3

VT4_533C version 52.3

VT4_53EA version 52.3
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Table 4.14 Adobe PostScript Printer Description (.PPD) Files (continued)

Filename Description

VT453EB1.PPD VT4_53EB version 52.3
VT4550A1.PPD VT4_550A version 52.3
VT4550B1.PPD VT4_550B version 52.3
VT4550C1.PPD VT4_550C version 52.3
VT4551A1.PPD VT4_551A version 52.3
VT4563A1.PPD VT4_563A version 52.3
VT4563B1.PPD VT4_563B version 52.3
WANGI15.PPD Wange LCS15

XRDT1351.PPD Xerox® DocuTech 135 version 2010.130
XRDT(0901.PPD Xerox DocuTech 90 version 2010.130
XRDTO0851.PPD Xerox DocuTech 85 version 2010.130

Printer Separator Files

You can use separator files for a variety of purposes. Windows NT includes
separator files that print a page at the beginning of each document to make it easy
to find a document among others at the printer and separator files that can switch a
printer between PostScript and PCL printing.

The Windows NT default separator page is SYSPRINT.SEP. To specify a different
separator page, type the name of the separator file, including its path, in the
Separator File box of the Printer Details dialog box.

Windows NT includes the following separator files. For more information about
printing, see Chapter 6, “Printing.”

Table 4.15 Printer Separator (.SEP) Files

Filename Description

PCL.SEP Switches printer to PCL printing (compatible with PCL)

PSCRIPT.SEP Switches printer to PostScript printing (compatible with
PostScript)

PSLANMAN.SEP Prints a page before each document (compatible with PostScript)

SYSPRINT.SEP Prints a page before each document (compatible with PostScript)
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Quick Basic Sample Files
Windows NT includes the following sample files for Quick Basic.

Table 4.16 Quick Basic (.BAS) Sample Files

Filename Description
GORILLA.BAS Game

MONEY.BAS Personal finance manager
NIBBLES.BAS Game

REMLINE.BAS Line number removal utility

Screen Saver Files

Screen savers reduce wear on your display and provide security for your system.
When Windows NT is installed, a default screen saver is selected. However,
several other screen savers are included with Windows NT. To select a screen
saver, double-click the Desktop icon in the Control Panel window.

To free hard disk space, you can delete screen savers that you don’t intend to use,
for example the bezier screen saver. To remove screen savers, delete the files using
the Windows NT Setup program. For more information about removing files, see
“Adding and Removing Windows NT Components” in Chapter 12, “System
Maintenance with Windows NT Setup,” in the Windows NT System Guide.

Windows NT includes the following screen saver files. For more information about
screen savers, see “Working with Screen Savers” in Chapter 5, “‘Control Panel,” in
the Windows NT System Guide.

Table 4.17 Screen Saver (.SCR) Files

Filename Description

BLACK16.SCR Black screen (16-bit)

LOGON.SCR Randomly-positioned Windows NT Logon dialog box
SCRNSAVE.SCR Black screen (32-bit)

SS3DFO.SCR Three-dimensional flying objects

SSBEZIER.SCR Bezier curves

SSMARQUE.SCR Marquee display

SSMYST.SCR Mystify

SSPIPES.SCR Three-dimensional pipes

SSSTARS.SCR Star field simulation
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Setup Script Files

The TXTSETUP.SIF file and information (.INF) files are what you must modify
when you want to customize the Windows NT Setup program to meet the specific
needs of your organization. You can customize the Setup program, for example,

by adding files and applications to Windows NT or by removing certain unused
features, such as OS/2 support, to reduce the amount of disk space needed to install

‘Windows NT.

For more information about .INF files and customizing Windows NT Setup, see
Chapter 3, “Customizing Windows NT Setup.”

Table 4.18 Setup Script (.INF) Files

Filename Description

TXTSETUP.SIF Text-mode installation of core Windows NT components. Used
by Setup from CD or floppy disks, or via the winnt or winnt32
utility.

APP.INF Used when searching the hard drive for existing applications and
for automatically configuring MS-DOS application Program
Information Files (PIFs)

DOSNET.INF Contains the list of files copied to your local hard disk during
winnt or winnt32 Setup. Used by the MS-DOS portion of winnt,
and by winnt32 Setup.

FILELIST.INF Used to create a network sharepoint for WINNT.EXE Setup

HARDWARE.INF Hardware configuration file used by Windows NT Setup

INITIAL.INF Graphical-mode installation of additional Windows NT
components. Used by Setup via CD, floppy disks, or the winnt or
winnt32 utility.

IPINFOR.INF TCP/IP default IP address

KEYBOARD.INF Setup information for keyboards

LANGUAGE.INF Setup information for installing language-specific support files

LAYOUT.INF Setup information to install specific keyboard layout support

MMDRIVER.INF Multimedia drivers setup information

MODEM.INF Remote Access Server modem setup information file

MONITOR.INF Monitors setup information file

NBINFO.INF NetBIOS setup information file

NCPARAM.INF Network card parameters setup information file

NCPASHEL.INF Network Control Panel tool shell setup information file

NETDTECT.INF Network card autodetection setup information file

NTLANMAN.INF Windows NT LAN Manager setup information file
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Table 4.18 Setup Script (.INF) Files (continued)

Filename Description

NTLMINST.INF Network installation setup information file

OEMNADAM.INF Network adapter setup script for Advanced Micro Devices
AM2100, AM1500T, and PCnet adapters; also Novell/Anthem
NEI1500T, and NE2100 adapters

OEMNADAR.INF Network adapter setup script for Advanced Micro Devices

OEMNADDI1.INF

OEMNADD2.INF

OEMNADDA4.INF

OEMNADDE.INF

OEMNADDLINF

OEMNADDP.INF

OEMNADDS.INF

OEMNADEL.INF
OEMNADE2.INF
OEMNADE3.INF
OEMNADEE.INF
OEMNADEM.INF

OEMNADEN.INF
OEMNADED.INF
OEMNADIN.INF

OEMNADLB.INF
OEMNADLM.INF

OEMNADLT.INF

OEMNADNIL.INF

AM2100, AM1500T, and PCnet adapters; also Novell/Anthem
NEI1500T and Novell/Anthem NE2100 adapters

Network driver setup script for DEC EtherWORKS LC adapter
and Turbo/LC adapter cards

Network driver setup script for DEC EtherWORKS Turbo
adapter

Network driver setup script for DEC EtherWORKS Turbo EISA
adapter

Network driver setup script for DEC Turbo Channel Ethernet
adapter

Network driver setup script for Digiboard PCIMAC (ISA,
PCIMAC) MC, and PCIMAC/4 adapters (Digiboard ISDN
adapters)

Network driver setup script for DEC Etherworks DEPCA adapter

Digiboard C/X, PC/Xem, PC/8i, PC/2e, PC/4e, PC/8e adapter
setup script

Network driver setup script for 3Com Etherlink 16 TP adapter
Network driver setup script for 3Com Etherlink II® adapter
Network driver setup script for 3Com Etherlink IIIT adapter
Network driver setup script for 3Com Etherlink III EISA adapter

Network driver setup script for 3Com 3C523 Etherlink/MC
adapter

Network driver setup script for 3Com Etherlink III MCA adapter
Network Peripherals FDDI, MCA network adapter setup script

Network driver setup script for Intel EtherExpress 16 LAN
adapter

Network driver setup script for MS Loopback adapter

Network driver setup script for DayStar Digital LocalTalk
adapter (MCA)

Network driver setup script for DayStar Digital LocalTalk
adapter

Network driver setup script for Novell NE1000 adapter
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Table 4.18 Setup Script (.INF) Files (continued)

Filename Description

OEMNADN2.INF Network driver setup script for Novell NE2000 adapter

OEMNADNE.INF Network driver setup script for Novell NE3200 EISA adapter

OEMNADNF.INF Network driver setup script for COMPAQ NetFlex/DualSpeed
Token Ring adapter

OEMNADNM.INF Network driver setup script for Novell NE2000 adapter and
compatible MC adapter

OEMNADNP.INF Network driver setup script for Network Peripherals FDDI EISA
adapter

OEMNADP3.INF Network driver setup script for Proteon P1390 adapter

OEMNADP9Y.INF Network driver setup script for Proteon P1990 adapter

OEMNADPM.INF Network driver setup script for Proteon MCA adapter

OEMNADSI1.INF Network driver setup script for Sonic EISA adapter

OEMNADT2.INF Network driver setup script for IBM Token Ring Network 16/4
ISA Adapter IT

OEMNADTE.INF Network driver setup script for IBM Token Ring EISA adapter

OEMNADTK.INF Network driver setup script for IBM Token Ring adapter

OEMNADTM.INF Network driver setup script for IBM Token Ring adapter/A

OEMNADUB.INF Network driver setup script for Ungermann-Bass Ethernet
NIUpc, NIUpc/EOTP, NIUps adapters

OEMNADUM.INF Network driver setup script for Ungermann-Bass Ethernet NIUps
adapter

OEMNADWD.INF Network driver setup script for SMC (Western Digital) ISA
adapter

OEMNADWM.INF Network driver setup script for SMC (Western Digital) adapters:
8003E /A, 8003W /A, 8013WP /A, 8013EP /A

OEMNADXM.INF Network adapter setup script for Ungermann-Bass Ethernet
NIUps adapter (XNSo)

OEMNADXN.INF Network adapter setup script for Ungermann-Bass Ethernet
NIUpc and Ethernet NIUpc/EOTP adapters (XNS)

OEMNSVBH.INF Network service setup script for Network Monitor Agent

OEMNSVCU.INF Network service setup script for TCP/IP utilities

OEMNSVDH.INF Network service setup script for Microsoft DHCP Server

OEMNSVFT.INF Network service setup script for FTP Server

OEMNSVNB.INF Network service setup script for NetBIOS Transport Interface

OEMNSVNW.INF Network service setup script for Client Service for NetWare

OEMNSVRA.INF Network service setup script for Remote Access Server, NetBIOS

Gateway, API Layer, RAS Hub, and AsyMAC driver
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Table 4.18 Setup Script (.INF) Files (continued)

Filename Description

OEMNSVRC.INF Network service setup script for Remote Command Server

OEMNSVRIINF Network service setup script for Remoteboot Service

OEMNSVRP.INF Network service setup script for Remote Procedure Call Locator
service

OEMNSVSA.INF Network service setup script for SAP Agent

OEMNSVSM.INF Network service setup script for AppleTalk protocol

OEMNSVSP.INF Network service setup script for Simple TCP/IP Services

OEMNSVSV.INF Network service setup script for Windows NT LAN Manager
Server

OEMNSVTP.INF Network service setup script for TCP/IP Print Server

OEMNSVWLINF Network service setup script for Windows Internet Name Service

OEMNSVWK.INF Network service setup script for Windows NT LAN Manager
Workstation

OEMNXPDL.INF Network transport setup script for DLC protocol

OEMNXPIP.INF Network transport setup script for NWLink Transport driver and
NWLink NetBIOS driver

OEMNXPNB.INF Network transport setup script for NetBEUI 3.0 Transport

OEMNXPS1.INF Network transport setup script for SNMP Service

OEMNXPSM.INF Network transport setup script for Service for Macintosh,
including the AppleTalk protocol, File Server for Macintosh,
Kernel driver, and Print Server for Macintosh

OEMNXPSN.INF Network transport setup script for SNMP Network Management
Service

OEMNXPST.INF Network transport setup script for Streams environment

OEMNXPTC.INF Network transport setup script for TCP/IP protocol, including
TCP/IP NetBIOS, Telnet, Loop Support Environment, and
TCP/IP NetBIOS helper

OEMNXPTP.INF Network transport setup script for ISO TP4/CLNP Stack

OEMNXPXN.INF Network transport setup script for MCS XNS

OEMNXPXS.INF Network transport setup for Ungermann-Bass XNS 1.0

OTHER.INF Setup script for “Other Driver” selections

PAD.INF PAD script information for Remote Access Server configuration
(X.25)

PARTIAL.INF Graphical-mode installation of optional Windows NT

components and creation of Program Manager groups. Used by
Setup via CD, floppy disks, or the winnt or winnt32 utility.
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Table 4.18 Setup Script (.INF) Files (continued)

Filename Description

POINTER.INF Pointing devices setup script (including mouse)

PRINTER.INF Printer setup script file; specific printer driver information

PRNSETUP.INF Printer setup script file

REGISTRY.INF Registry setup script file

REPAIR.INF Repair disk setup script file

SCSLINF SCSI installation setup script

SETUP.INF Windows NT Setup script file

SETUP16.INF Winl6 SETUP.INF file

SFMICONS.INF Services for Macintosh icon information

SFMMAP.INF Services for Macintosh Type Creator mappings information file

SUBROUTN.INF Windows NT Setup common subroutines script file

SWITCH.INF Remote Access Server switch configuration information file

TAPE.INF Setup script for tape devices

UPDATE.INF Used to update files when a selection is made from a set of files
and the chosen one is copied under a generic name. This can be
used to update the following files: HAL.DLL, NTOSKRNL.EXE,
NTBOOTDD.SYS, and NTDETECT.COM.

UTILITY.INF Utility script used for network setup

VIDEO.INF Video driver setup script

VIRTUAL.INF Setup information for configuring the Windows NT paging file

XPORTS.INF Transport customization
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Your system might also include other information files. Many of these files are for
specific hardware devices provided by original equipment manufacturers (OEMs).
Filenames for these files are in the form OEMuxxxyy.INF, where xxx refers to the
type of information file in the list below and yy represents the specific device(s).

Table 4.19 OEM Setup Script (.INF) Files

Filename Description Filename Description
OEMCPTyy.INF Computer OEMSNDyy.INF  Sound
OEMVIOyy.INF Video OEMDRVyy.INF  Driver
OEMPTRyy.INF Pointer OEMNADyy.INF  NetAdapter
OEMKBDyy.INF  Keyboard OEMNDRyy.INF  NetDriver
OEMLAyyY.INF  Layout OEMNXPyyINF  NetTransport
OEMLNGyy.INF  Language OEMNSVyyINF  NetService
OEMPRNyy.INF  Printer OEMNWKyyINF Network
OEMSCSyy.INF SCSI OEMNPRyy.INF  NetProvider

OEMTAPyy.INF Tape

Sound Wave Files

Using the sound wave files included with Windows NT, you can associate sounds
to events. To associate sound waves with certain system and application events,
double-click the Sound icon in the Control Panel window.

You must have a sound card and a sound driver installed to use the sound wave
(-WAYV) files. The Sound icon only appears in the Control Panel window if you
have the necessary hardware and driver installed.

To free hard disk space, you can delete the sound wave files that you don’t intend
to use or all of the sound wave files if you do not have a sound card installed on
your computer. To remove the sound wave files, use the Windows NT Setup
program. For more information about removing files, see “Adding and Removing
Windows NT Components” in Chapter 12, “System Maintenance with

Windows NT Setup,” in the Windows NT System Guide.
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Windows NT includes the following sound wave files. For more information
about sound wave files, see “Using Audio and MIDI Sounds in Windows NT”
in Chapter 5, “Control Panel,” in the Windows NT System Guide.

Table 4.20 Sound Wave ( WAYV) Files

Filename Description

CHIMES.WAV Chimes

CHORD.WAV Chord

DING.WAV Ding

RINGIN.WAV Chat tool sound file for incoming call
RINGOUT.WAV Chat tool sound file for outgoing call
TADA.WAV Windows NT Startup sound

Spelling Lexicon Files

Windows NT includes the following lexicon files. For related information, see
Appendix C, “International Considerations.”

Table 4.21 Spelling Lexicon (.LEX) Files

Filename Description
MSP32_AM.LEX U.S. English spelling
MSP32_BR.LEX International English spelling
MSP32_DA.LEX Danish spelling
MSP32_ES.LEX Spanish spelling
MSP32_FLLEX Finnish spelling
MSP32_FR.LEX French spelling
MSP32_GE.LEX German spelling
MSP32_IT.LEX Italian spelling
MSP32_NB.LEX Norwegian spelling
MSP32_NL.LEX Dutch spelling
MSP32_PB.LEX Portuguese spelling

MSP32_SW.LEX Swedish spelling
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Text Files

Windows NT also includes online information in the form of text files. The text
files are in ASCII format and can be viewed by using Notepad, Write, or any text
editor or word processing package.

The following text files are included with Windows NT,
Table 4.22 Text (.TXT and .WRI) Files

Filename Description

NETWORK.WRI Network readme containing information related to networks,
such as information on network adapter cards and network
interoperability

PRINTER.WRI Printer readme containing information related to printing, such as
information on specific printers

PROBREP.TXT Bug reporting template

RASREAD.TXT Remote Access Server readme

README.WRI Windows NT readme containing hardware- and software-specific

information not available in the Microsoft Windows NT
Installation Guide or in online Help, as well as information on
changes that occurred after publication

SETUP.TXT Setup readme containing additional information you may need
prior to installing Windows NT on some hardware configurations

SFMUAM.TXT Services for Macintosh readme containing information about
installing the Macintosh workstation software, quick reference
for Macintosh users, and Services for Macintosh User
Authentication Module

WINPERMS. TXT Windows NT permission list

Wallpaper Files

You can display wallpaper on your desktop instead of a solid color or pattern.
To select a bitmap to display as wallpaper, double-click the Desktop icon in the
Control Panel window.

Windows NT uses more memory when displaying wallpaper than when displaying a
solid color or a pattern on the desktop. If you run low on memory when running an
application, you can change to a solid color or pattern to free some memory.
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To free hard disk space, you can delete the wallpaper files that you don’t intend to
use. To remove a wallpaper file, delete the bitmap file (BMP) from the \systemroot
directory or use the Windows NT Setup program. For more information about
removing files, see “Adding and Removing Windows NT Components” in

Chapter 12, “System Maintenance with Windows NT Setup,” in the Windows NT
System Guide.

Windows NT includes the following wallpaper files. For more information about
wallpaper, see “Displaying Custom Wallpaper” in Chapter 5, “Control Panel,” in

the Windows NT System Guide.

Table 4.23 Wallpaper (.BMP) Files

Filename Description

256COLOR.BMP 256-color design

ARCADE.BMP Gray-textured diamond against light green background

ARCHES BMP Roman coliseum effect or aqueduct effect

ARGYLE BMP Argyle pattern

BALL.BMP Three-dimensional ball against checked background

CARS.BMP Car on street pointing to upper-right corner

CASTLE.BMP Castle wall

CHITZ BMP Random squares-and-squiggles pattern

EGYPT.BMP Egyptian-style pattern

HONEY.BMP Honeycomb pattern

LANMANNT.BMP Windows NT Advanced Server bitmap (for Windows NT
Advanced Server only)

LEAVES.BMP Leave pattern

MARBLE.BMP Marble pattern

REDBRICK.BMP Red brick pattern

RIVETS.BMP Rivets

SQUARES.BMP Square

TARTAN.BMP Tartan pattern

THATCH.BMP Thatch pattern

WINLOGO.BMP Windows logo

WINNT.BMP Windows NT logo (for the base Windows NT product only)

ZIGZAG.BMP Zigzag pattern
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CHAPTER 5

Windows NT File Systems and
Advanced Disk Management

Windows NT supports multiple active file systems including the existing FAT
and HPFS file systems. It also includes a new file system called NTFS, designed
to take advantage of the very large disks and fast processors on current and future
computers.

As noted in Chapter 1, “Windows NT Architecture,” Windows NT also
implements redirectors and servers as file systems. In addition, Windows NT
supports the CD file system for use on CD-ROM drives. It also supports the
Named Piles File System (NPFS) and the Mailslot File System (MSFS), both
used for communication between processes.

These nontraditional file systems are not included in the discussion of this
chapter. Instead, this chapter focuses on FAT, HPFS, and NTFS, the three
file systems that can be used on read/write hard drives.

This chapter describes FAT and HPFS both as progenitors to NTFS and as file
systems that can be used with Windows NT. It also details the features of NTFS
and compares features of NTFS, FAT, and HPFS.

This chapter also describes the disk management techniques offered by
Windows NT that you can use to organize and safeguard data on your disks.
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File System History

In 1981, IBM introduced its first personal computer, which ran a new operating
system designed by Microsoft, MS-DOS. The computer contained a 16-bit 8088
processor chip and two drives for low-density floppy disks. The MS-DOS file
system, FAT (named for its file allocation table), provided more than enough
power to format these small disk volumes and to manage hierarchical directory
structures and files. The FAT file system continued to meet the needs of personal
computer users even as hardware and software power increased year after year.
However, file searches and data retrieval took significantly longer on large hard
disks than on the original low-density floppy disks of the first IBM personal
computer.

By the end of the 1980s, the prediction of “a computer on every desk and in every
home” was less a dream and more a reality. Personal computers now had 16-bit
processors and hard disks of 40 MB and more-—so big that users had to partition
their disks into two or more volumes because the file allocation table’s limit was
32 MB per volume. (Later versions of MS-DOS allowed for larger disk volumes.)

In 1990, a high-performance file system (HPFS) was introduced as a part of the
OS/2 operating system version 1.x. This file system was designed specifically
for large hard disks on 16-bit processor computers. On the heels of HPFS came
HPFS386. It was introduced as part of Microsoft LAN Manager and was
designed to take advantage of the 32-bit 80386 processor chip.

Today’s personal computers include a variety of very fast processor chips and
can accommodate multiple, huge hard disks. The new Windows NT file system,
NTEFS, is designed for optimal performance on these computers.

Because of features such as speed and universality, FAT or HPFS are now
popular and widely used file systems. NTFS offers consistency with these two
file systems, plus advanced functionality needed by corporations interested in
greater flexibility and in data security.

Before discussing how each file system organizes data on the disk, the next
section briefly reviews how a disk is organized.
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About Disks and Disk Organization

Each disk is divided into top and bottom sides, rings on each side called tracks,
and sections within each track called sectors. A sector is the smallest physical
storage unit on a disk, typically 512 bytes in size. The format command
organizes the disk into tracks and sectors for use by a particular file system.
Unless you specify a particular sector size, format evaluates your disk and
determines an appropriate sector size for you.

As a file is written to the disk, the file system allocates the appropriate number
of sectors to store the file’s data. For example, if each sector is 512 bytes and

the file is 800 bytes, two sectors are allocated for the file. Later, if the file is
appended, for example, to twice its size (1600 bytes), another two sectors are
allocated. If contiguous sectors (sectors that are next to each other on the disk)
are not available, the data is written elsewhere on the disk, and the file is
considered to be fragmented. Fragmentation only becomes an issue when the file
system must search several different locations to find all the pieces of the file you
want to read. The search causes a delay before the file is retrieved. Allocating
larger sectors reduces the potential for fragmentation but increases the likelihood
that sectors would have unused space.

The way data is retrieved depends on the indexing methods used by the file
system. The following sections provide details about FAT, HPFS, and NTFS,
including how each stores, indexes, and retrieves data on the disk.

FAT File System

As mentioned earlier, the FAT file system is named for its method of
organization—the file allocation table. This table of values provides links from
one allocation unit (one or more sectors) to another, as shown in Figure 5.1.

FILEGTXT

Figure 5.1 File Allocation Table
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This illustration includes three files. The file named FILE1.TXT is a file that is
large enough to take the space of three allocation units. A small file, FILE3.TXT,
takes space in only one allocation unit. The third file, FILE2.TXT, is a large,
fragmented file. In each case, the directory entry points to the first allocation unit
containing the file. If the file contents go beyond one allocation unit, the first
allocation unit points to the next in the chain. FFF indicates the end of the chain.

The FAT file system is a simple file system originally designed for small disks
and simple directory structures. Its design has been improved over the years to
work more effectively with larger disks and more powerful personal computers.
With MS-DOS version 4.0, the FAT entries grew from 12 bits to 16 bits in size,
thus allowing for partitions larger than 32 MB.

Figure 5.2 illustrates how the FAT file system organizes the disk.

BIOS
parameter File area ...

Figure 5.2 FAT Disk Partition (Volume)

The root directory has a fixed size and location on the disk. Directories are
special files with 32-byte entries for each file contained in that directory. The
entry for each file includes the following information:

= Filename (eight-plus-three characters)

= Attribute byte (8 bits worth of information, described below)
= Modification time (16 bits)

= Modification date (16 bits)

s Starting allocation unit (16 bits)

= File size (32 bits)

This information is used by all operating systems that support the FAT file
system. In addition, Windows NT can store additional time stamps in a FAT
directory entry. These time stamps show when the file was created or last
accessed and are used principally by POSIX applications.

Bits in the attribute byte of the directory entry of a file indicate whether the

file has certain attributes. One bit indicates that the file is a subdirectory, while
another bit marks the file as a volume label. Normally, only the operating system
controls the settings of these bits. In addition, a FAT files has four special
attributes that can be turned on or off by the user—archive file, system file,
hidden file, and read-only file.



Chapter5 Windows NT File Systems and Advanced Disk Management 181

Windows NT versions 3.5 and later use these attribute bits to support long
filenames up to 256 characters on FAT partitions in a way that does not interfere
with how MS-DOS or OS/2 access the partition. Whenever a user creates a file
with a long filename (that is, a filename that exceeds the eight-plus-three limits of
the FAT file system on MS-DOS and OS/2 or that contains extended or mixed-
case characters), Windows NT creates a conventional directory entry for the file,
supplying an eight-plus-three name in the same manner as for a file on an NTFS
volume. (For information about how Windows NT creates the short filename,

see “Generating Short Filenames” later in this chapter.) In addition to this
conventional entry, Windows NT creates one or more secondary directory
entries for the file, one for each 13 characters in the long filename. Each of

these secondary directory entries stores a corresponding part of the long filename
in Unicode. Windows NT sets the volume, read-only, system, and hidden file
attribute bits of the secondary directory entry to mark it as part of a long
filename. MS-DOS and OS/2 generally ignore directory entries with all four of
these attribute bits set, so these entries are effectively invisible to these operating
systems. Instead, MS-DOS and OS/2 access the file using the eight-plus-three
filename contained in the conventional directory entry for the file.

Some third-party disk utilities that directly manipulate the FAT might regard the
long-filename directory entries created by Windows NT as errors in the logical
structure of the disk volume and so may damage the directory entries or even the
file itself trying to correct the error. Do not use a third-party disk utility to repair
or defragment a FAT partition used by Windows NT unless the disk utility has
been certified as being compatible with Windows NT version 3.5 or later. You
can, safely use the Scandisk and Chkdsk utilities supplied with MS-DOS version
6.0 and later to repair a damaged FAT partition, but do not use the Defrag utility
to defragment a FAT partition containing long filenames because it tends to
discard long filename information.

By default, Windows NT 3.5 supports long filenames on FAT partitions. If
you want to be able to use third-party disk utilities to repair or defragment FAT
partitions used by Windows NT, set the Win31FileSystem parameter of the
following Registry entry to 1:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Controi\FileSystem

Setting this value will prevent Windows NT from creating new long filenames
on all FAT partitions; it does not affect existing long filenames. See Chapter 10,
“Overview of the Windows NT Registry,” and Chapter 11, “Registry Editor and
Registry Administration,” for information about adding and changing entries in
the Registry.
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Using the FAT File System with Windows NT

HPFS

The Windows NT FAT file system works the same as it does with MS-DOS and
Windows. In fact, you can install Windows NT on your existing FAT partition.

Note Remember that you cannot use Windows NT with any compression or
partitioning software that requires drivers to be loaded by MS-DOS. Rather, you
must have Windows NT-specific versions of the drivers to enable Windows NT
to read the disk.

You can move or copy files between FAT and NTFS volumes. When you move
or copy a file from NTFS to FAT, permissions and alternate streams are lost.

HPFS includes features that make it an efficient manager of large hard-disk
volumes. HPFS also supports long filenames (up to 255 characters), which allows
users to give files descriptive names.

When HPFS formats a volume, it reserves the first 18 sectors for the boot block,
the super block, and the spare block. These three structures are used to boot the
operating system, maintain the file system, and recover from possible errors.

HPFS also reserves space for a pair of 2K bitmaps at 16 MB intervals throughout
the volume. Each bitmap contains one bit for each allocation unit (equal to one
sector) in the 8 MB band, showing which allocation units are in use.

Figure 5.3 illustrates how HPFS organizes a volume.

Figure 5.3 An HPFS Volume
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The bitmaps are alternately located at the end and beginning of each band to
allow a maximum amount of contiguous space for data (almost 16 MB instead of
almost 8 MB). In addition, HPFS plans where it writes new files, leaving room
between new and existing files so that each has room to expand into contiguous
space on the disk. This feature helps HPFS to allow fast data retrieval and to
minimize file fragmentation.

Another feature that accounts for fast directory searches is HPFS’s use of
B-trees. A B-tree is a tree structure with a root and several nodes. It contains
data organized in some logical way so that the whole structure can be quickly
traversed. The root contains a small amount of administrative information, a map
to the rest of the structure, and possibly a small amount of data. The nodes
contain most of the data. On large directories, B-trees perform much better than
the linear lists used by the FAT file system.

HPEFS uses B-trees to structure each of its directories and each of its files. Each
directory points to Fnodes for files contained in that directory. An Fnode is 512
bytes in length and contains a header, the filename (truncated to 15 characters),
the file length, extended attributes (EA) and access control list (ACL)
information, and the location of the file’s data.

Note HPFS ACLs are supported by the OS/2 operating system but not by
Windows NT. If you want access control list support, use NTFS.

Figure 5.4 shows the Fnode for a file whose data is contained in Extentl, Extent2,
and Extent3 (where an extent is a range of contiguous sectors).

Directory entry |

Fnode \
Header

Filename Extent 1
HIRERRRERERERRRERERENEEND

EA/ACL Extent 2

File tree

Extent 3

LT

Figure 5.4 An HPFS File
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Because of the arrangement of bitmaps on the volume shown in Figure 5.3, a

file extent can be almost 16 MB. Depending on the size of the file, the Fnode can
point to as many as eight extents. If the file is so large that it cannot be contained
within eight extents, the Fnode includes up to 12 pointers to allocation nodes that
have space for more file extents.

If the extended attribute and ACL information cannot be contained in the Fnode,
the Fnode includes a pointer to that information.

In short, HPFS includes powerful features and works efficiently on disks of up to
2 GB. The HPFS design does have some weaknesses. For example, if something
damages the first portion of the volume, which contains boot information and a
pointer to the root directory, use of the volume is lost. HPFS’s use of chkdsk at
each system boot and to repair disk errors can be time-consuming. In addition, its
design requiring 512-byte sectors is not well-suited for larger volumes.

Using HPFS with Windows NT

Some HPFS features are implemented differently for Windows NT than for OS/2.
For example, Windows NT does not support HPFS access control list information
or HPFS hot-fixing. (However, these features are available with NTFS.) Also,
disk caching and lazy writing are managed by the Windows NT Cache Manager
and not the file system.

When you move or copy a file from NTFS to HPFS, any permissions, and
alternate streams are lost, and filenames are converted from the Unicode to
OEM character set. In addition, the filename becomes case-insensitive.

Windows NT supports HPFS primarily for backwards compatibility for systems
that dual-boot OS/2 and Windows NT. NTFS provides all the benefits of HPFS
as well as such additional features as security and reliability. Unless a volume
must be available to OS/2, the volume should be formatted for NTFS rather than
HPFS.
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NTFS

NTFS provides a combination of performance, reliability, and compatibility

not found in either FAT or HPFS. It is designed to quickly perform standard file
operations such as read, write, and search—and even advanced operations such
as file-system recovery—on very large hard disks.

It also includes security features required for file servers and high-end personal
computers in a corporate environment. NTFS supports data access control and
ownership privileges that are important for the integrity of corporate data. While
directories shared by a Windows NT Server are assigned particular permissions,
NTES files and directories can have assigned permissions whether they are
shared or not. NTFS is the only file system on Windows NT that allows you to
assign permissions to individual files.

NTES has a simple, yet very powerful design. From the file system’s perspective,
everything on the NTFS volume is a file or part of a file. Every sector on an
NTEFS volume that is allocated belongs to some file. Even the file system
metadata (information that describes the file system itself) is part of a file.

This attribute-based file system supports object-oriented applications by treating
all files as objects that have user-defined and system-defined attributes.

Master File Table

Each file on an NTFS volume is represented by a record in a special file called
the master file table (MFT). NTFES reserves the first 16 records of the table for
special information. The first record of this table describes the master file table
itself, followed by a MFT mirror record. If the first MFT record is corrupted,
NTEFS reads the second record to find the MFT mirror file, whose first record is
identical to the first record of the MFT. The locations of the data segments for
both the MFT and MFT mirror file are recorded in the boot sector. A duplicate
of the boot sector is located at the logical center of the disk.



186

Partlll Using Windows NT

The third record of the MFT is the log file, used for file recovery. The log file is
discussed in detail later in this chapter. The seventeenth and following records
of the master file table are for each file and directory (also viewed as a file by
NTFS) on the volume. Figure 5.5 provides a simplified illustration of the MFT
structure.

Extent

IIRNNRRNRRRRNEEEED

Extent

Master File Table
MFT

Extent
Log file record — LT

Extent 1

Smalfie ecord INRRRNNNRANRNANRRRNANRENY

Extent 2

Large file record

Small directory record

Extent 3
HRIRERERERIENR

Figure 5.5 Master File Table

The master file table allocates a certain amount of space for each file record. The
attributes of a file are written to the allocated space in the MFT. Small files and
directories (typically 1500 bytes or smaller), such as the file illustrated in Figure
5.6, can entirely be contained within the master file table record.

File or ;
Standard directory Security

Data or index

information descriptor

Figure 5.6 MFT Record for a Small File or Directory

This design makes file access very fast. Consider, for example, the FAT file
system, which uses a file allocation table to list the names and addresses of each
file. FAT directory entries contain an index into the file allocation table. When
you want to view a file, FAT first reads the file allocation table and assures that
it exists. Then FAT retrieves the file by searching the chain of allocation units
assigned to the file. With NTFS, as soon as you look up the file, it’s there for you
to use.
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Directory records are housed within the master file table just like file records.
Instead of data, directories contain index information. Small directory records
reside entirely within the MFT structure. Large directories are organized into
B-trees, having records with pointers to external clusters containing directory
entries that could not be contained within the MFT structure.

NTFS File Attributes

NTES views each file (or directory) as a set of file attributes. Elements such as
the file’s name, its security information, and even its data are all file attributes.
Each attribute is identified by an attribute type code and, optionally, an attribute
name.

When a file’s attributes can be written within the MFT file record, they are
called resident attributes. For example, information such as filename and time
stamp are always included in the MFT file record. When a file is too large to fit
all of its attributes in the MFT file record, some of its attributes are nonresident.
The nonresident attributes are allocated one or more runs of disk space elsewhere
in the volume. (A run of disk space is a contiguous linear area on the disk.)

In general, all attributes can be referenced as a stream of bytes whether they
are resident or nonresident.

Table 5.1 lists all of the file attributes currently defined by NTFS. This list is
extensible, meaning that other file attributes can be defined in the future.

Table 5.1 NTES File Attribute Types

Attribute type Description

Standard Information Includes time stamps, link count, and so on.

Attribute List Lists all other attributes in large files only.

Filename A repeatable attribute for both long and short filenames. The

long name of the file can be up to 255 Unicode characters.
The short name is the MS-DOS -readable, eight-plus-three,
case-insensitive name for this file. Additional names, or hard
links, required by POSIX may also be included as additional
Filename attributes.

Security Descriptor Shows information about who can access the file, who owns
the file, and so on.

Data Contains file data. NTFS allows for multiple data attributes
per file. Each file typically has one unnamed data attribute.
In addition, a file can have one or more named data attributes,
using a particular syntax.

Index Root Used to implement directories.

Index Allocation Used to implement directories.
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Table 5.1 NTFS File Attribute Types (continued)

Attribute type Description

Volume Information Used only in the volume system file and includes, among other
things, the version and name of the volume.

Bitmap Provides a map representing records in use on the MFT or
directory.

Extended Attribute Used by file servers that are linked with OS/2 systems. This

Information attribute type isn’t useful to Windows NT.

Extended Attributes Used by file servers that are linked with OS/2 systems. This

attribute type isn’t useful to Windows NT.

Long and Short Filenames

One of the improvements HPFS implemented on the MS-DOS design was the
ability to use long filenames of up to 255 characters. Unfortunately, files with
long names on an HPFS volume couldn’t be accessed from an MS-DOS
operating system, which has an eight-plus-three filename limitation.

Like HPFS, NTFS allows filenames of up to 255 characters. NTFS filenames use
the 16-bit Unicode character set but solve the problem of access from MS-DOS.
NTFS automatically generates an MS-DOS —readable (eight-plus-three) name for
each file. This way, NTFS files are accessible over a network by the MS-DOS
and OS/2 operating systems. This is a particularly important feature for file
servers, especially in an office using personal computers with two or all three

of these operating systems.

By creating eight-plus-three filenames for files, NTFS also allows MS-DOS—
based and Windows-based 3.x applications to recognize and load files that have
NTFS long filenames. In addition, when an MS-DOS-based or Windows-based
3.x application saves a file on an NTFS volume, both the eight-plus-three
filename and NTFS long filename are retained.

Note When saving a file from an MS-DOS -based or Windows-based 3.x
application on an NTFS volume, if that application saves to a temporary file,
deletes the original file, and renames the temporary file to the original filename,
the long filename is lost. Any unique permissions set on that file are also lost.
Permissions are propagated again from the parent directory.
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If the long name of a file or directory on an NTFS volume contains spaces,

be sure to surround the path name with quotation marks. This is true when
specifying a path in Program Manager for the application’s icon. For example,
suppose Word for Windows is installed in DAWORD FOR WINDOWS. The
Program Item Properties Command Line should be set to DAWORD FOR
WINDOWS\WINWORD.EXE. If the quotation marks were omitted, an error
message would display, saying “The path D:\Word is invalid.”

This is also true when a path typed at the command line includes spaces, as in
the following example:

move "c:\This month's reports\*.*" "c:\Last month's reports"”,,

Note Remember to use wildcards such as * and ? carefully in conjunction with
the del and copy commands. NTFS searches both long and short filenames for
matches to the wildcard combination you specify, which may cause extra files to
be deleted or copied.

To copy or move files with case-sensitive long filenames, it is safest to select the
files using a mouse in File Manager. That way, you can clearly identify which
files you want to copy or move.

Beginning with Windows NT 3.5, files created or renamed on FAT partitions
can also have associated long filenames. The rules governing long filenames

on NTFS volumes also apply to long filenames on FAT partitions except that
filenames on FAT can contain extended characters. For more information about
long-filename support on FAT partitions, see “FAT File System” earlier in this
chapter.

Generating Short Filenames

Because NTFS uses the Unicode character set for its names, there are potentially
several “illegal” characters that MS-DOS cannot read in any filename. To
generate a short MS-DOS —readable filename for a file, NTFS deletes all of these
characters from the long filename and removes any spaces. Since an MS-DOS—
readable filename can have only one period, NTES also removes all extra periods
from the filename. Next, NTFS truncates the filename, if necessary, to six
characters and appends a tilde (~) and a number. For example, each nonduplicate
filename is appended with ~1. Duplicate filenames end with ~2, ~3, and so on.
Filename extensions are truncated to three or fewer characters. Finally, when
displaying filenames at the command line, NTFS translates all characters in the
filename and extension to uppercase. (File Manager displays these filenames as
lowercase.)
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Windows NT 3.5 uses a slightly different method for creating short filenames
when there are five or more files that would result in duplicate short filenames.
For the fifth and subsequent files, Windows NT uses only the first two letters

of the long filename and then generates the next four letters of the short filename
by mathematically manipulating the remaining letters of the long filename,
appending ~5 (or another number if necessary to avoid a duplicate filename)

to the result. This method provides substantially improved performance when
Windows NT must create short filenames for a large number of files with similar
long filenames. Windows NT uses this method to create short filenames for both
FAT and NTFS volumes.

By default, Windows NT 3.5 supports MS-DOS-readable filenames on all NTFS
volumes. To improve performance on volumes with many long, similar names,
you can disable this feature on all volumes. To disable short filename support on
all NTFS volumes, set the NtfsDisable8dot3NameCreation parameter of the
following Registry entry to 1:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\FileSystem

Windows NT does not generate short (eight-plus-three) filenames for

files created by POSIX applications on an NTFS partition. This means that
MS-DOS-based and Windows-based applications cannot view these filenames
if they are not valid eight-plus-three filenames. If you want to use files that are
created by a POSIX application with MS-DOS—based or Windows-based
applications, be sure to use standard MS-DOS eight-plus-three naming
conventions.

Viewing Short Filenames

Both File Manager and the dir command are able to display either the long NTFS
filenames or the short MS-DOS-readable filenames, so you can look up and
manipulate files using either long or short filenames.

To see short filenames from File Manager, choose Full File Details.

From the command line, to see both the long and short filenames for each file in
the directory, type the following command:

dir /x

Tip To display both long and short filenames automatically, use the System
application in Control Panel to set the dircmd variable to the value /x.
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Multiple Data Streams

NTFS supports multiple data streams. The stream name identifies a new data
attribute on the file. Streams have separate opportunistic locks, file locks,
allocation sizes, and file sizes, but sharing is per file.

The following is an example of an alternate stream:

myfile.dat:stream2

This feature permits related data to be managed as a single unit. For example,
Macintosh computers use this type of structure to manage resource and data
forks. Or, a company might create a program to keep a list of changes to the file
in an alternate stream, thus keeping archive information with the current version
of the file.

As another example, a library of files might exist where the files are defined as
alternate streams, as in the following example:

Tibrary:filel
:file2
:filed

Suppose a “smart” compiler creates a file structure like the following example:

program:source_file
:doc_file
:object_file
:executable_file

Note Because NTFS is not supported on floppy disks, when you copy an NTFS
file to a floppy disk, data streams and other attributes not supported by FAT are
lost.
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POSIX Compliance

POSIX compliance permits UNIX applications to be ported to Windows NT.
Windows NT is fully compliant with the Institute of Electrical and Electronic
Engineers (IEEE) standard 1003.1, which is a standard for file naming and
identification.

The following POSIX-compliant features are included in NTFS:
»  Case-sensitive naming. Under POSIX, README.TXT, Readme.txt, and
readme.txt are all different files.

»  Hard links. A file can be given more than one name. This allows two different
filenames, which can be located in different directories, to point to the same
data.

= Additional time stamps. These show when the file was last accessed or
modified.

Caution POSIX applications create case-sensitive filenames where two or more
filenames can differ only in case (for example, annm.doc and AnnM.Doc).

While NTFS supports both case-preservation and case-sensitivity, you cannot
use standard commands with NTFS to manage filenames that differ only in case.
(Standard commands include those used at the command-line—such as copy,
del, and move—and their File Manager equivalents.) For example, both
annm.doc and AnnM.Doc are deleted if you type the following at the command
prompt:

del AnnM.Doc

You must use POSIX applications to manage filenames that differ only in case.

For related information, see the section on the POSIX subsystem in Chapter 1,
“Windows NT Architecture” and Chapter 17, “POSIX Compatibility.”
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NTFS Features Used by Macintosh Services Clients

Services for Macintosh is included with Windows NT Server. These services give
Macintosh users access to files residing on a Windows NT Server, and since
these files are available to Windows NT network users, the file server can be
easily used for sharing files across platforms.

You must make an NTFS partition available when you enable Services for
Macintosh if you want to automatically create the User Authentication Module
volumes for Macintosh clients. (The Network Control Panel uses the first NTFS
partition to create these default volumes.)

Macintosh clients can use only files on NTFS volumes. Macintosh resource forks
and the Finder information for each Macintosh file are stored as NTFS streams.
Because NTFS also supports long names, most Macintosh filenames are
preserved.

Services for Macintosh stores File Sharing folder privileges as Windows NT
permissions, meaning that there is only one set of permissions on a folder or file,
which is enforced both for Windows NT users and Macintosh users. However,
Macintosh users cannot see file permissions, since AppleShare® supports only
folder permissions.

For more information about Services for Macintosh, see Windows NT Server
Services for Macintosh.
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NTFS System Files

NTFS includes several system files, all of which are hidden from view on the
NTES volume. A system file is one used by the file system to store its metadata
and to implement the file system. System files are placed on the volume by the

Format utility.

The NTFS system files are listed in Table 5.2.

Table 5.2 NTFS System Files

System file Filename Description

Master File Table SMft A list of all contents of the NTFS volume.

Master File Table2 $MftMirr A mirror of the important parts of the MFT, used
to guarantee access to the MFT in the case of a
single-sector failure.

Log File $LogFile A list of transaction steps, used by the Log File
System for recoverability.

Volume $Volume The name, version, and other information about
the volume.

Attribute Definitions  $AttrDef A table of attribute names, numbers, and
descriptions.

Root Filename S. Root directory.

Index

Cluster Bitmap $Bitmap A representation of the volume showing which
allocation units are in use.

Boot File $Boot Includes the bootstrap for the volume, if this is a
bootable volume.

Bad Cluster File $BadClus A location where all the bad clusters in the

volume are located.
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Comparing NTFS with HPFS and FAT

NTFS takes the best parts of both FAT and HPFS and improves upon those
designs. From FAT, NTFS borrowed the “simplicity yields performance”
philosophy. Performance increases when the number of disk transfers is
minimized for common operations. From HPFS, NTFS borrowed techniques
for speed and flexibility. For example, NTFS uses B-trees similar to those used
by HPES to maximize performance.

NTES supports both long and short (eight-plus-three) filenames for compatibility
with MS-DOS, HPFS, and other networked clients including OS/2, UNIX,
AppleShare, and NFS. NTFS also provides for multiple extended attributes and
allows future applications to define other extended attributes.

NTFS offers data security on fixed and removable hard disks, a feature important
to corporate users and other power users.

For example, suppose Joe has a removable hard disk on his computer. That hard
disk is formatted as an NTFS volume and has security permissions that allow
access only to Joe and to one other coworker in his domain, Ann. Ann works at
the company’s branch office. Joe removes the disk from his computer and sends
it to Ann, who installs it in her computer. When she accesses the files on the disk,
since Ann’s computer is in the same domain as Joe’s, she sees that the security
mechanisms within the domain for the NTFS volume are intact.

Note Be sure to shut down the system before removing a disk containing an
NTES volume.

In addition to these features, NTFS provides a recovery system that is more
reliable than either FAT or HPFS, and NTFS meets POSIX requirements.
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The following table summarizes key features of FAT, HPFS, and NTFS as
implemented on Windows NT:

Table 5.3 Comparison of FAT, HPFS, and NTFS

FAT file system HPES NTFS
Filename Eight-plus-three 254 bytes of 255 Unicode
ASCII characters double-byte characters [multiple
[one period characters [multiple  periods (delimiters)
(delimiter) periods (delimiters)  allowed]
allowed]; on allowed]
Windows NT 3.5,
255 Unicode
characters [multiple
periods (delimiters)
allowed]
File size 232 bytes 232 bytes 264 bytes
Partition 232 bytes 241 bytes 264 bytes
Maximum 64; on No limit No limit
path length Windows NT 3.5,
no limit
Attributes Only a few bit Bit flags plus up Everything,
flags, plus a few to 64K of including data,
bytes of extended extended-attribute is treated as file
attribute information attributes
information on
Windows NT 3.5
Directories Unsorted B-tree B-tree
Philosophy Simple Efficient on larger Fast, recoverable,
disks and secure
Built-in No No Yes

security features

The next section describes one other difference that distinguishes the FAT, HPFS,
and NTFS file systems—that is, the way each file system ensures data integrity

on the disk.

Data Integrity and Recoverability with File Systems

Until now, there were two types of file systems—careful-write file systems and
lazy-write file systems. NTFS introduces a third type—a recoverable file system.
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Careful-write File Systems

A careful-write file system is designed around the idea that it is important to keep
the volume structure consistent. An example of a careful-write file system is FAT
on MS-DOS.

A careful-write file system works in the following manner. When it’s modifying
the volume structure, it orders the disk writes. Most volume updates are made

one at a time. Disk writes for each update are ordered so that if the system failed
between two disk writes, the volume would be left in an understandable state with
the possibility of an “expected” inconsistency. The disk remains usable. Running
utilities such as chkdsk is rarely needed for a careful-write file system. (On FAT,
for example, chkdsk is needed only to recover from system failure and provides a
way to restore file system consistency quickly.)

The disadvantage of careful-write file systems is that serialized writes can be
slow. This is because the first disk write must be completed and committed
before the second disk write can begin, and so on. On a powerful computer,
this is not the most efficient use of processing power.

Lazy-write File Systems

A second kind of file system, such as FAT on Windows NT and most UNIX file
systems, is called a lazy-write file system. This type was designed to speed up
disk access. Assuming that disk crashes were not a regular occurrence, a lazy-
write file system was designed to use an intelligent cache-management strategy
and provide a way to recover data (such as the chkdsk utility) should something
happen to the disk.

All data is accessed via the disk cache. While the user searches directories or
reads files, data to be written to disk is allowed to accumulate in the cache. Thus,
the user never has to wait while disk-writes are performed. Plus, the user is able
to access all the file-system resources that might otherwise be allocated for disk
writing. Data gets written to disk when the computer’s resources are in low
demand, rather than in serial fashion.

If the same data is modified several times, all those modifications are captured in
the disk cache. The result is that the file system needs to write to disk only once
to update the data. That is, the file system opens the file once and then performs
all of the updates together before closing the file.
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The disadvantage of a lazy-write file system is that, in the event of a disk crash,
recovery could take much longer than with a careful-write file system. This is
because a utility such as chkdsk must then scan the entire volume to recover,
checking what should have been written to disk against what actually was
written.

Recoverable File Systems

NTEFS is a third kind of file system—a recoverable file system. It combines
the speed of a lazy-write file system with virtually instant recovery.

NTFS guarantees the consistency of the volume by using standard transaction
logging and recovery techniques. It includes a lazy writing technique plus a
system of volume recovery that takes typically only a second or two after the
computer is rebooted. The transaction logging, which allows NTFS to recover
quickly, requires a very small amount of overhead compared with careful-write
file systems.

When used on a partition on a single device, NTFS can recover from a system
crash, yet it may lose data as the result of an I/O error. In conjunction with the
mirroring or parity striping support implemented by the fault tolerance driver
(described later in this chapter), NTFS can survive any single point of failure.
The NTFS partition still remains accessible, though potentially not bootable.

That is, even if the boot sector is lost and the bootstrap cannot transfer control

to the NTFS copy of the boot sector, you can still boot the computer from another
partition or another physical drive and can still access the NTFS partition.

NTEFS also supports hot-fixing, so that if an error occurs because of a bad sector,
the file system moves the information to a different sector and marks the original
sector as bad. This is transparent to any applications performing disk I/O. Hot-
fixing eliminates error messages such as the “Abort, Retry, or Fail?” error
message that occurs when a file system such as FAT encounters a bad sector.

However, when NTFS is used on a fault-tolerant device and an error is detected
on one copy of a cluster, data can be recovered. The bad cluster is migrated to the
Bad Cluster File, and it is replaced by another cluster. Then a copy of the original
data is written to the new cluster.

Note NTFS supports cluster sizes of 512, 1024, 2048, and 4096.

Although the format command automatically selects an appropriate cluster size
based on its examination of your disk, you can use the /a option to specify a
particular cluster size. Type format /? at the command line for more syntax
information.

For more information about using fault tolerance with Windows NT, see |
“Windows NT Fault-Tolerance Mechanisms,” later in this chapter.
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Data Integrity and Recoverability with NTFS

Each I/O operation that modifies a file on the NTFS volume is viewed by the file
system as a transaction and can be managed as an atomic unit.

NTFS

Log file service

Cache Manager

Memory Management

Figure 5.7 Interaction Between NTFS and Other Windows NT Components

When a user updates a file, the Log File Service logs all redo and undo
information for the transaction. For recoverability, redo is the information that
tells NTFS how to repeat the transaction, and undo tells how to roll back the
transaction that was incomplete or that had an error.

If a transaction completes successfully, the file update is committed. If the
transaction is incomplete, NTFS ends or rolls back the transaction by following
instructions in the undo information. If NTFS detects an error in the transaction,
the transaction is also rolled back.

File system recovery is straightforward with NTFS. If the system crashes, NTFS
performs three passes—an analysis pass, a redo pass, and an undo pass. During
the analysis pass, NTFS appraises the damage and determines exactly which
clusters must now be updated, per the information in the log file. The redo pass
performs all transaction steps logged from the last checkpoint. The undo pass
backs out any incomplete (uncommitted) transactions.
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Lazy Commit

Lazy commit is an important feature of NTFS. It allows NTFS to minimize the
cost of logging to maintain high performance.

Lazy commit is similar to lazy write. Instead of using resources to mark a
transaction as successfully completed as soon as it is performed, the commitment
information is cached and written to the log as a background process. If the
power source and/or computer system should fail before the commit is logged,
NTEFS will recheck the transaction to see whether it was successfully completed.
If NTFS cannot guarantee that the transaction was completed successfully, it
backs out the transaction. No incomplete modifications to the volume are
allowed.

Periodic Log File Checkpoints

Every few seconds, NTFS checks the cache to determine the status of the lazy
writer and marks the status as a checkpoint in the log. If the system crashes
subsequent to that checkpoint, the system knows to back up to that checkpoint
for recovery. This method provides for more expedient recovery times by saving
the amount of queries that are required during recovery.

Note This level of recoverability protects metadata. User data can still be
corrupted in the case of power and/or system failure.

Disk Organization and Disk Management

Windows NT offers a number of disk management techniques that you can use
to organize and safeguard data on your disks:

»  You can choose how many physical disks and logical disk partitions your
system will have. You can also choose whether you want to use volume sets
or stripe sets to organize data across partitions.

= You can choose from among several fault-tolerance options to ensure data
reliability on your system.

»  You can employ other data backup and recovery techniques, such as tape
backups and use of uninterruptible power supplies, to further safeguard
against data loss.

The remainder of this chapter discusses using these techniques to improve disk
performance and to ensure data reliability and security.
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Logical Organization: Partitions, Volume Sets, and Stripe Sets

A physical disk can be arranged into one or more logical partitions. Each
partition or set of partitions is formatted for a particular file system as a volume
and assigned a drive letter. The primary partition is the portion of a physical disk
that can be used by an operating system. Each disk can have as many as four
partitions, one of which may be an extended partition.

Extended partitions can be subdivided into logical drives; primary partitions
can’t be subdivided. The free space in an extended partition can also be used to
create volume sets or other kinds of volumes for fault-tolerance purposes. (Fault-
tolerance options are described later in this chapter.) So long as the disk does not
contain the boot partition, it can be used entirely as an extended partition.

Note On RISC-based computers, the primary partition created by the
manufacturer’s configuration program must be FAT.

Creating a volume set is simply a way of combining multiple areas of free space
and formatting it into a single logical disk with a single drive letter. You can use
the Disk Administrator utility to create and extend volume sets. Each volume
set can include up to 32 areas of free space from one or more physical disks or
partitions. Volume sets are organized so that the free space on one disk is filled
before free space on the next disk in the set is used. Using volume sets does not
increase disk performance. Only volume sets formatted with NTFS can be
extended. A volume set cannot contain mirrored or striped components in its
composition.

Disk striping (that is, the use of stripe sets) is a way to increase disk performance,
as shown in Figure 5.8. You can create stripe sets using the Disk Administrator
utility. This method increases both read and write performance since multiple I/O
commands can be active on the drives at the same time. A striped set can have
from 2 to 32 disks. If the disks are different sizes, the smallest is used as the
common partition size. The remaining free space may be used individually or

in a volume set.

Disk 5

Disk 1 Disk 2

Figure 5.8 Disk Striping Across Physical Disks
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Note that disk striping is different from the Windows NT Server method

called disk striping with parity (described later in this chapter). Disk striping in
Windows NT provides no parity stripe. Because the parity stripe is not present,
the set is not fault tolerant. Once a stripe has been lost, there is no way to recover
it. Some disk drivers do provide i-drive hot-fix capabilities that can be used to
help ensure the safety of the data.

Running chkdsk on an NTFS Volume

Each time you boot Windows NT, it performs an autocheck routine. If this
routine detects a dirty volume, it automatically runs the chkdsk /f command to
fix the inconsistency or error. (Note that it is normal for chkdsk to report
consistency errors on an NTFS drive containing the pagefile.) As long as no
specific files are listed as being damaged and no other errors are detected, the
volume will be marked clean, and there is rarely a need to force a chkdsk /f.

If the chkdsk command locates files or directories that have lost pointers to their
parent directory, they are named FILE###.CHK and DIR##t.CHK, respectively,
and housed in the FOUND### directory of the NTFS volume.

If you run chkdsk /f from the command line and see the message “Cannot lock
the current drive,” you should simply make another drive current. For example,
if you are trying to run chkdsk /f for drive D, type C: to make drive C the current
drive, and then type the following command:

chkdsk d: /f

Note If Windows NT is unable to run the chkdsk /f command (for example,
because you want to run it on the boot partition or because someone is accessing
the partition from the network), Windows NT prompts you whether you would
like the autocheck routine to run with chkdsk /f upon reboot.

Changing the File System on a Partition

There are three ways to establish a new file system on a disk partition:

= Specify the file system for the boot partition during the installation process.
= Use the format utility and specify the file system for the partition.

= Use the convert utility to convert a partition from FAT or HPFS to NTFS.
This leaves the existing files intact.

With the format utility, you can format a partition as an NTFS volume by
specifying the /fs:ntfs option. Using the format utility destroys all existing
files on the partition.
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With the convert utility, you can convert an existing partition from FAT or HPFS
to NTFS without destroying files. You cannot convert from NTES to another file
system. To convert a volume to the NTFS file system, type the convert command
using this form, where E: is the partition you want to convert:

convert e: /fs:ntfs

The convert utility can be used on the boot partition of non-RISC-based
computers, as well as on secondary partitions. However, the convert utility
cannot convert the boot partition while it is in use. Instead, if you specify the
active partition, an entry is added to the Registry so that the convert utility is
run the next time the system is booted.

Caution You must not convert the boot partition to NTFS on a RISC-based
computer. This is because the firmware on RISC-based computers loads the

first system files in the Windows NT boot process, and the firmware understands
only the FAT file system. Converting the boot partition would therefore make the
computer unable to boot. If you want to use NTFS on a RISC-based computer,
create a small boot partition (1 MB or larger) to hold the HAL.DLL and
OSLOADER.EXE files. The rest of the disk can be used as an NTFS partition.
The installer correctly puts the HAL.DLL and OSLOADER files on the boot
partition.

If someone mistakenly converts the RISC—based boot partition to NTFS, run the
ARCINST.EXE utility from the install CD-ROM and reformat the boot partition
as FAT. :

The convert utility works in only one direction, so you cannot use it to change
your file system from NTFS back to FAT or HPFS format. Instead, you must
reformat the NTFS drive using the format command. (Be sure to back up any
files you want to preserve before using the format command.)

Remember, though, that you cannot use the Windows NT format command on
the system partition. If Windows NT is installed on the NTES partition, you can
reformat the drive by following these steps:

1. Start Windows NT Setup.

2. Choose Custom Installation.

3. When Setup prompts you to select the partition where you would like to install
Windows NT, highlight the NTFS drive, and type P to delete the partition.

4. Continue using the Setup program to recreate and format the partition.
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Windows NT Fault-Tolerance Mechanisms

Windows NT Server offers several fault tolerance mechanisms:

» Tape backup support (available for both Windows NT and Windows NT
server)

s Uninterruptible Power Supply support
= Disk mirroring

= Disk duplexing

»  Disk striping with parity

Some of these can be used within any file system and some with only specific file
systems. Restrictions are specified in the following sections, which provide more
details about fault-tolerance mechanisms offered by Windows NT. For more
information about how to use Windows NT with uninterruptible power supply
(UPS) units and tape backup, see the Windows NT Server Concepts and Planning
Guide.

Disk Mirroring

Disk mirroring is a method that protects against hard disk failure. Any file
system—including FAT, HPFS, and NTFS—can make use of disk mirroring.
Disk mirroring uses two partitions on different drives connected to the same disk
controller. All data on the first (primary) partition is mirrored automatically onto
the secondary partition. Thus, if the primary disk fails, no data is lost. Instead,
the partition on the secondary disk is used.

Mirroring is not restricted to a partition identical to the primary partition in

size, number of tracks and cylinders, and so on. This eliminates the problem

of acquiring an identical model drive to replace a failed drive when an entire
drive is being mirrored. For practical purposes, though, the mirrored partitions
will usually be created to be the same size as the primary partition. The mirrored
partition cannot be smaller. However, if the mirrored partition is larger than the
primary, the extra space is wasted.
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Disk Duplexing

Disk duplexing is simply a mirrored pair with an additional adapter on the
secondary drive. This provides fault tolerance for both disk and controller
failure. (The use of multiple adapters connecting to one drive is not supported.)
In addition to providing fault tolerance, this can also improve performance.

Like mirroring, duplexing is performed at the partition level. To the Windows NT
operating system, there is no difference between mirroring and duplexing. It is
simply a matter of where the other partition can be found.

Disk Striping with Parity
Disk striping with parity is a method where multiple partitions are combined as a
single logical drive (like disk striping, described earlier). As illustrated in Figure
5.9, the partitions are arranged in a way that ensures multiple single points of
failure in the array.
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Figure 5.9 Disk Striping with Parity

There must be at least three disks and no more than 32 disks in a striped set with
parity. A partition of approximately the same size must be selected from each
disk. The disks can be on the same or different controllers. SCSI disks (that is,
CD-ROMs) are best since advanced recovery features such as bad block
remapping can be used during the recovery process. Data is written in stripes
across all partitions in the set. In addition to the data, a parity stripe is written
interleaved with the data stripes. The parity stripe is simply a byte parity of the
data stripes at a given stripe level or row.
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For example, suppose you have five disks in the striped set. At level 0, you have
stripe block 0 on disk 0, 1 on 1, 2 on 2, and 3 on 3, and the parity (eXclusive OR,
XOR) of the stripe blocks on disk 4. The size of the stripes (also called striping
Jactor) is currently 64K. The size of the parity stripe is the size of the data stripes.
On the next row, the parity stripe is on disk 0. Data is on the rest of the disks.
Because the parity stripes are not all on the same disk, there is no single point of
failure for the set, and the load is evenly distributed.

When using any of the fault-tolerant disk schemes, Windows NT uses a device
driver called FTDISK.SYS to receive commands and respond appropriately
based on the type of fault tolerance that is being used. Thus, when the file system
generates a request to read a section of a file, the normal disk system receives the
request from the file system and passes it to the FTDISK.SYS driver. This driver
then determines the stripe the data is in. From this and the information on the
number of disks in the set, the disk and location on the disk are located. The data
is read into memory. Striping can actually increase read performance since each
disk in the set can have an outstanding read at the same time.

Writing to a parity striped set is a little more difficult. First the original data from
the stripe that is to be written must be read along with the parity information for
that stripe level. The differences in the parity information are calculated. The
differences are added to the parity stripe. Finally, both the parity and the new
information are written to disks. The reads and the writes can be issued
concurrently since they must be on different disks, by design.

Fault Tolerance with Parity Striping

There are two general cases of fault tolerance with parity striping.

The first case is when a data stripe is no longer readable. Though the data stripe
is not readable, the system may still function. When the bad data stripe is to be
read, all of the remaining good data stripes are read along with the parity stripe.
Each data stripe is subtracted (with XOR) from the parity stripe; the order

isn’t important. The result is the missing data stripe. Writing is a little more
complicated but works very much the same way. All the data stripes are read and
backed out of the parity stripe, leaving the missing data stripe. The modifications
needed to the parity stripe can now be calculated and made. Since the system
knows the data stripe is bad, it is not written; only the parity stripe is written.

The other general case is when a parity stripe is lost. During data reads this does
not present a problem. The parity stripe is not used during normal reads. Writes
become much less complicated as well. Since there is no way to maintain the
parity stripe, the writes behave as a data stripe write without parity. The parity
stripe can be recalculated during regeneration.
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Identifying When a Set Is Broken

The process of error detection and recovery is very similar for both mirrored
sets and parity striped sets. The exact system response to the problem depends
on when the problem occurred.

A broken set is defined as any time one or the other partition in a mirrored or
duplexed set cannot be written, or any time a stripe can no longer be written.

When an I/O error is first detected, the system performs some routines in an
attempt to keep the set from breaking. The system’s first priority is to try
reassigning the sector that failed. This is done by issuing a command to
remap the sector to the disk.

Windows NT attempts remapping only if the disk is supported by a small
computer standard interface (SCSI) controller. SCSI devices are designed

to support the concept of remapping. This is why SCSI devices work well as
fault-tolerant devices. (Note that some fixed hard disk devices also support the
concept of remapping, but there is no standard for this support.)

If the disk does not support sector mapping, or if the other attempts to maintain
the set fail, a high severity error is logged to the event log.

The partition that has failed is called an orphan. It is important to note that

the process of orphaning a partition does not occur during a read, only during
writes. This is because the read cannot possibly affect the data on the disks, so
performing orphan processing would be superfluous.

During system initialization, if the system cannot locate each partition in a
mirrored set, a severe error is recorded in the event log, and the remaining
partition of the mirror is used. If the partition is part of a parity striped set,
a severe error is recorded in the event log, and the partition is marked as
an orphan. The system then continues to function using the fault-tolerant
capabilities inherent in such sets.

If all of the partitions within a set cannot be located, the drive is not activated,
but the partitions are not marked as orphans. This saves recovery time for simple
problems like disconnecting the SCSI chain from the computer.
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Recovering Orphans

When a partition is marked as an orphan, the system continues processing until a
replacement disk or partition is available to recover from the problem and ensure
fault tolerance again. A set with an orphan is not fault tolerant. Another failure in
the set can, and most likely will, cause the loss of data.

Recovery procedures should be performed as soon as the problem is discovered.

To recover

1. Break the mirror-set relationship using the Break Mirror option in the Disk
Administrator utility.

2. This converts the remaining active partition of the set into an “normal”
partition. This partition receives the drive letter of the set. The orphan
partition receives the next available drive letter.

3. You can then create a new set relationship with existing free space on another
disk in the local computer, or replace the orphan drive and reestablish the
relationship with space from this disk.

4. Once the relationship is established, restart the computer.

5. During the system initialization, the data from the original good partition is
copied over to the new mirrored partition.

When a member of a parity striped set is orphaned, it can be regenerated from
the remaining data. This uses the same logic discussed earlier for the dynamic
regeneration of data from the parity and remaining stripes. Select a new free
space area that is as large as the other members in the set. Then choose the
Regenerate command from the Fault Tolerance menu. When the system is
restarted, the missing stripes are recalculated and written to the new space
provided.

For more information about using Windows NT fault-tolerance features, see the
Windows NT Server Concepts and Planning Guide.
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Printing

Windows NT is the first operating system that truly supports remote printing.
There is no need to manually install a printer driver on the local workstation before
printing with Windows NT. For Windows NT users, printer resources seem to be
provided automatically from each application, and the Windows NT printing model
allows users to simply “point and print.”

How Windows NT prints a document is somewhat more complicated than the user’s
“point and print” perspective. The real power of the Windows NT printing model is
in the components transparent to the user.

This chapter starts by clarifying the terminology used in Windows NT printing.
Next are sections on subjects you should understand before exploring the
Windows NT printing model, such as tips on using Print Manager to successfully
perform certain tasks, and discussions of Windows NT printer drivers and print job
data types. Next is an explanation of what each component of the printing model
does, followed by descriptions of the flow of control through this model in several
common situations. Finally, the chapter includes information about managing
security and manipulating forms on a print server, and a question-and-answer
section.



210

Partlit Using Windows NT

Printing Terms

In Window NT, a print device refers to the actual hardware device that produces
printed output. A printer refers to the software interface between the application
and print device.

In Windows NT terminology, a queue is just a group of documents waiting to be
printed. In the NetWare and OS/2 environments, queues are the primary software
interface between the application and print device: users submit print jobs to a
queue. However, with Windows NT the printer is that interface—the job is sent
to a printer, not a queue.

Network-interface printers are printers with their own network cards; they need not
be adjacent to a print server since they are directly connected to the network.

Print device resolution is measured in dots per inch (DPI). The greater the DPI,
the better the resolution.

Print jobs are classified into data types based on what modifications the spooler
should make to the job (if any). For instance, one data type implies that the spooler
should not modify the job at all; another data type implies that the spooler should
add a form feed to the end of the job, and so on.

Rendering means converting a print job from whatever commands the application
uses to describe output into commands that a print device understands.

The terms workstation and server refer to two different roles in over-the-network
printing. The workstation is the computer that sends print jobs over the network;
the server is the computer that receives print jobs. Do not confuse these terms
with Windows NT Workstation and Windows NT Server. Both Windows NT
Workstation and Windows NT Server can operate in either workstation or server
roles. However, because Windows NT Workstation is limited to 10 connections
from other computers, it does not make a practical print server except in small-
network situations. Unless otherwise specified, all topics in this chapter apply
equally to both Windows NT Workstation and Windows NT Server.

Spooling means writing the contents of a print job to a file on disk. This file
is called a spool file. Despooling means reading the contents from a spool file,
and then sending those contents to a print device.
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Print Manager Tips

You use Print Manager to create local printers, connect to other servers’ printers,
install and configure printer drivers, share printers on the network, pause printers
and documents, and configure spooler options.

Most of these tasks are straightforward, and you can find the information you
need by using the online help or the Windows NT documentation. But a couple
of Print Manager issues are a little trickier, and are discussed in the following
sections. These issues are deciding which method to use to establish a printer,
and determining which printer driver configuration dialog box to use for certain
configuration options.

Establishing Printers

There are two ways to establish a printer in Print Manager. Which you should use
depends on the location of the print device relative to the computer on which you
are establishing the printer.

» To establish a printer for a print device directly attached to your Windows NT-
based computer, use the Create Printer command from the Printer menu.

With this method, you choose the printer driver you want, and then set the
initial driver configuration. Thereafter, jobs from locally-run Windows-based
applications are assigned the journal data type. In practical terms, this means
that applications will regain control quickly after printing; a marked
improvement over the way Windows 3.1 manages print jobs. For more
information on the data types such as journal, see “Data Types” later in

this chapter.

= To establish a printer for a network print server that your Windows NT-based
computer sends print jobs to, use the Connect To Printer command from the
Printer menu.

When you use this method, print jobs spool on the print server, not on the local
Windows NT-based computer. Jobs sent from locally-run Windows-based
applications are assigned the RAW data type, which means that the application
does not regain control until the print job is fully rendered. (This situation is
essentially the same situation as when using Windows 3.1 or Windows for
Workgroups 3.11).

If the network print server you establish a connection to runs Windows NT,
the server automatically downloads the proper printer driver to your computer.
This saves you the trouble of installing the driver manually and keeps you
from accidentally choosing the wrong driver. If the print server does not run
Windows NT, then Print Manager prompts you to manually install the printer
driver.
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The following table summarizes the differences between using the Create and

Connect To commands.

Table 6.1 Using the Create Printer and Connect To Printer Commands

Create

Connect To

Intended for

Driver installation

Spool file location

Print jobs from locally-
run Windows-based
applications use which
data type

Locally-run Windows-
based applications
regain control

Printers under this
computer’s direct
control

User must manually
install driver on the
Windows NT-based
computer

On this Windows NT-
based computer

Journal

Before job is fully
rendered

Printers controlled by a remote print
server

Windows NT print servers
automatically download driver;
other print servers cannot download
the driver, requiring the user to
manually install the driver.

On the print server

RAW

After job is fully rendered

Configuring the Printer Driver

There are two dialog boxes in Print Manager that you can use to configure
Windows NT printer drivers. You access both dialog boxes by selecting the printer
you want to configure, and then choosing Properties from the Printer menu.

The resulting Printer Properties dialog box has a Setup button and a Details button,
among others. By choosing Details you can then choose several other options,

including Job Defaults.

= Choosing the Setup button displays a Printer Setup dialog box that you can use
to tell the spooler how the print device’s hardware is configured. For instance,
you can specify what forms are loaded in the device’s trays, or how much
memory is installed in the device, or how a plotter’s pens are arranged.

=  Choosing the Job Defaults button displays a Document Properties dialog box
that you can use to define default settings. For instance, it enables you to define
which form Windows-based applications should use by default, whether to print
portrait or landscape, and at what resolution to print. Many Windows-based
applications have a Print Setup option; that option usually displays the Job

Defaults dialog box.



Chapter 6 Printing 213

As a general rule, use the Setup button to set options that affect every job sent to
the print device. Use the Job Defaults option to provide default values that network
users are free to change from one job to the next.

For more information on the what Windows NT printer drivers do and how they
are composed, see the following section.

Windows NT Printer Drivers

In Windows NT, the printer driver retrieves configuration information from the
server and provides WYSIWYG (What You See Is What You Get) support for
workstation applications. Some WYSIWYG applications, such as Microsoft
Word for Windows, request the printer driver at application startup.

This section details how Windows NT printer drivers work and what components
they are made of;; for more information on how printer drivers work in the
Windows NT print model, see “Clients,” later in this chapter.

Printer drivers are composed of three separate files:

» A printer graphics driver (for example, PSCRIPT.DLL, RASDD.DLL, or
PLOTTER.DLL). Graphics drivers are responsible for print rendering
(converting DDI commands from the graphics engine into printer commands
that a printer can understand). Each graphics driver handles different printer
languages. For instance, PSCRIPT.DLL deals with the PostScript printer
language, PLOTTER.DLL deals with the HPGL/2 language used by many
plotters, and RASDD.DLL deals with printer languages based on raster
(bitmap) images, including PCL and most dot matrix printer languages.

= A printer interface driver (for example, PSCRPTULDLL, RASDDULDLL,
or PLOTUILDLL). This DLL includes the user interface you see when you
configure a printer in Print Manager. It is called by the client side of the router
(WINSPOOL.DRYV). For more information on the router, see “Router” later in
this chapter.

= A characterization data file (for example, a .PPD file for a PostScript driver, a
minidriver for the Universal driver, or a .PCD file for the plotter driver). This
component is used by the other two pieces of the print driver as needed. It
provides information about the configuration capabilities of a specific make
and model of print device. For instance, it knows what resolutions the print
device is capable of, whether it can print on both sides of the page (called
duplex printing), what paper sizes it can accept and what those sizes are named,
and so on. Raster minidrivers and .PCD files are source-code compatible across
processors and platforms, and .PPD files are binary-compatible across
processors and platforms.
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These three files work as a unit. For example, when you create a new printer in
Print Manager, the interface driver enables you to pick the default resolution. It
displays the proper choices because it queries the characterization data file for this
information. When you print, the graphics driver queries the interface driver to find
what resolution you chose, so that it can create the right printer commands to
generate the resolution you specified.

Note The graphics driver, the interface driver, and most characterization data
files are not binary compatible across processors. If Windows NT clients are to
download the correct driver from a Windows NT print server, you must install
drivers on the print server for each processor type that your clients have. For
instance, if you have x86-based clients running Windows NT, and you have an
Alpha AXP-based print server, you must install x86 printer drivers on the print
server.

Printer Drivers Included with Windows NT

Windows NT includes three printer drivers: the Universal printer driver, a
PostScript printer driver, and an HPGL/2 plotter driver.

The Universal printer driver is an improved version of the Windows 3.1 driver and
supports raster-graphics printing. It includes support for scalable TrueType fonts,
device fonts, compression/run length encoding (RLE), and Tag Image File Format
(TIFF) version 4.0. It also includes mechanisms that provide for smaller, more
efficient bitmaps. These mechanisms include ignoring whitespace and supporting
rules, which are printable rectangles extracted from the bitmap and sent to the
printer as a separate command as supported by Hewlett-Packard LaserJet and
compatible printers.

The Windows NT PostScript driver supports Adobe version 4.0-compatible
PostScript Printer Description (.PPD) files. (Windows NT does not use the .WPD
or .MPD files used by Windows 3.1.) This driver supports key features, including
binary transfer compression, from Level II.

The Windows NT plotter driver supports a variety of plotters that use the HPGL/2
language. Note that there is a significant difference between HPGL and HPGL/2,
and that the output from the Windows NT plotter driver assumes that plotting
device understands all of the enhancements built into the HPGL/2 language.
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Characterization Data Files

Characterization data files provide model-specific information about print

devices. When hardware vendors release new print devices, a characterization
data file for the new device is all you need to use that device with Windows NT. If
Windows NT does not supply such a file for your print device, check the device’s
users’ guide for a list of emulations. If your device emulates a device for which
Windows NT supplies a driver, then you may be able to use this driver to get
output.

Note If you use an emulation and your device does not function exactly like the
device it emulates, then you may get incorrect output. If this happens, try sending
the same output to the device for which the driver was designed. If the problem still
occurs, contact the third-party driver vendor. If the problem is solved, contact your
hardware vendor for information on correcting their emulation problems.

Raster minidrivers are actually DLLs. The Windows NT Raster printer driver
can read most Windows 3.1 minidriver DLLs (those created for UNIDRV.DLL)
directly with no porting required. Raster minidrivers contain printer-specific
information but do not contain executable code, except for a few rare instances
(such as Toshiba and C. Itoh drivers).

The PostScript driver uses standard Adobe PostScript .PPD files as characterization
data files. These files include printer-specific information for a particular printer
model and are available from the printer’s manufacturer. Unlike Windows 3.1, the
Windows NT PostScript printer driver can directly interpret .PPD files. Because
PostScript printers are included with .PPD files, when new PostScript printers
become available, they will be ready for use with Windows NT.

Plotter .PCD files are similar in function to raster minidrivers. They are dynamic
link libraries (DLLs), which provide device-specific information to the graphics
driver. Unlike raster minidrivers, .PCD files are specific to Windows NT:
Windows NT cannot use plotter drivers built for Windows 3.1.

As a general rule, the third-party PostScript hardware vendors are responsible
for creating new .PPD files. Included with this resource kit is a PRINTER.INF
file you can modify to install newly released .PPD files.
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Data Types

Every print job is assigned a data type, which indicates how a Windows NT
print server should modify the job (if at all). The data types that Windows NT
supports are summarized in the following table:

Table 6.2 The data types for print jobs

Data type

Assumptions

Print Processor’s Action

RAW
RAW [FF Auto]

RAW [FE
Appended]

Journal
(NT JNL 1.000)

PSCRIPT1

The job is already fully rendered.

The job is simple text sent by an
application that does not add a
form feed to the end of its jobs.

The job is simple text sent by an
application that does not add a
form feed to the end of its jobs.

The job is simple text. This data
type is most useful with print
devices that don’t accept simple
text as a valid print job, such as
PostScript print devices, or
plotters.

A Windows NT-based
application running locally on
the print server sent this job,
and the job is already halfway
rendered into printer
commands.

The job is PostScript code from a
Macintosh client, targeted for a
non-PostScript print device.

Don’t alter the job at all.

Add a PCL command to
produce a form feed at the end
of the job.

Add a PCL command to
produce a form feed at the end
of the job, unless a simple
check indicates a form feed is
already there.

Use GDI and the Windows NT
printer driver to create a print
job that prints the original job’s
text on the target print device.

Use the graphics engine and
the printer driver to finish
rendering the job into printer
commands.

Interpret the PostScript code,
creating a bitmap which GDI
and the printer driver can
convert into the target device’s
language.

Print clients set their jobs’ data type to RAW, journal, or PSCRIPT1. If the job is
RAW, then you can use the Default Data type option in Print Manager to use RAW
[FF Auto], RAW [FF Appended], or TEXT. However, if the job is already marked
journal or PSCRIPT1, the Default Data type setting is ignored.
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Windows NT Printing Model

Windows NT has a modular printing architecture. The modularity makes
Windows NT an ideal printing platform because third-party software developers
can meet specialized needs by adding one or two modules, leaving the others in
place. The modular structure is generally transparent to people using the system.

This section describes the Windows NT printing model. The main focus is on
how jobs are handled when Windows NT acts as a print server, with additional
information about how Windows NT acts as a print client.

Overview of Print Components

Figure 6.1 shows the main components used to process jobs on a Windows NT
print server. The components are arranged from top to bottom; the components on
top use the services of the components below them. For example, print clients use
the services of the router, which in turn uses the services of a print provider, and
SO on.

Clients

Router

Local Print Provider

Print Processor — Spooler

Print Monitor

y

Print Device

Figure 6.1 Components Used to Process Jobs on a Windows NT Print Server
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The components below the clients are collectively called the spooler.

Note In Windows NT 3.5, the spooler components are implemented as a service,
which you can stop and restart from the Services icon in Control Panel or from the
command line by using the net stop spooler and net start spooler commands.

The following list briefly explains each of the components in Figure 6.1. Following
sections discuss each component in more detail.

Clients are any applications that send jobs to the spooler. Clients include
locally-run applications (both Windows-based applications and non-Windows-
based applications), as well as applications running on other computers, which
send print jobs over the network to a Windows NT print server.

The router accepts requests from clients, determines which spooler component
should handle the request, and then sends the request to that component.

There are actually two types of print providers; local and remote. The local print
provider manages spool files and processes separator pages. It also determines
the data type of each job and sends the job to the print processor responsible

for that data type. The print provider then determines which print monitor is
responsible for the output port. In addition-to the local print provider, there are
also remote print providers, which transfer jobs from the Windows NT print
server to MS-Network print servers or NetWare print servers.

One or more print processors are available to modify print jobs of different data
types. When they’re finished modifying the job, they give control back to the
print provider; this is why this component is embedded within the print provider
in Figure 6.1.

Print monitors are responsible for transmitting print jobs to different types of
print devices. For instance, one print monitor sends jobs to local devices like
parallel and serial ports, and other print monitors send jobs to different kinds of
network interface printers.
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Clients

Clients are those applications which request the spooler’s services. These include
applications running on the local computer; workstations on the network that send
jobs to a Windows NT print server; and the Print Manager application.

Local Printing

N
Local Print Provider \/I/

Print Processor |
] ] |

Print Windows Non-Windows Macintosh UNIX, VAX Windows NT,
Manager Application Application Windows NT Windows for
Print Monitor Workgroups,
MS-DOS
GDI

gl

Print Device Printer 1 Y y
Driver

SFMPRINT LPD Server
WINSPOOLDRY Service Service Service

Figure 6.2 The Client Component

Local Applications

Local print clients are any applications running on the local computer that send a
print job while running on a Windows NT-based computer. These include both
16-bit and 32-bit Windows-based applications, and non-Windows-based
applications.

Windows-based Applications

Windows-based applications are different from nearly all other printing clients,
because they depend on the Graphics Device Interface (GDI) and the Windows NT
printer driver. These applications rely on Windows NT to create their print jobs,
whereas other printing clients rely on Windows NT only to transfer their jobs to
the appropriate print device.

The graphics engine (GDI32.DLL) is the printing component that provides
WYSIWYG support across devices. The graphics engine communicates with
Windows-based applications through the Graphics Device Interface (GDI) and
with printer drivers through the Device Driver Interface (DDI).
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When a Windows-based application prints, it describes the output it wants in a
series of GDI commands. The graphics engine is responsible for translating these
GDI commands into the DDI commands understood by components like printer
drivers and print processors.

The graphics engine also communicates with the printer driver to find out what the
printer’s capabilities are. Then the graphics engine instructs the printer driver about
which characters, fonts, locations, and point sizes to print and when.

The graphics engine can also query the printer driver about the fonts supported.
Then, using that information, the graphics engine uses other DDI commands to
specify the positioning of each character in the document by the print device. The
graphics engine also uses DDI commands to define how the printer should draw
and fill graphics, and how to manipulate and print bitmaps.

The graphics engine provides services to the printer driver, including compatibility
with the environment subsystem (MS-DOS, OS/2, and so on), performance
optimization, caching, client-server communications, and ANSI-to-Unicode
conversion.

The graphics engine communicates with the spooler to determine which data type
the graphics engine should spool. If the specified data type is RAW, the graphics
engine calls the printer driver to render the DDI calls. If the data type is journal,
the graphics engine writes a journal file and does not call the printer driver to
render the DDI calls.

When the graphics engine passes the journal file to the spooler, spooling happens
quickly because journal files are small and there is no wait for printer-specific
rendering. (Rendering is done later as a background process.) Although journal
files contain DDI calls rather than printer commands, they are device-dependent.

The graphics engine calls the printer driver and provides information about

the type of printer needed and the data type used. In response, the printer driver
provides the graphics engine with the printer’s fully qualified path name for the
printer and printer-setting information. This information is passed to the spooler.

Journal files differ from metafiles. Windows NT does not spool metafiles because
they are device-independent and thus do not translate reliably to an individual
printer’s page layout. Metafiles are pictures, not pages. In addition, metafiles often
contain a list of “acceptable” font and color substitutions for a document. For
WYSIWYG accuracy, such color and font substitutions are unacceptable. In
contrast, use of journal files guarantees that Windows NT provides true
reproduction of spooled document.
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Journal files are concise and precise. They only contain calls that make a
difference. For example, some applications add hundreds of unnecessary and/or
redundant instructions for creating a graphic. The journal file includes only those
necessary to draw that picture.

Journal files are tuned for a particular device; they are not device-independent. For
example, a journal file created for a 150-DPI LaserJete printer cannot print on a
300-DPI LaserJet printer. A journal file is created to play back on a specific device
and therefore is tuned for the device’s specific coordinate space, color space, bits-
per-pixel, fonts, and so on.

Non-Windows-based Applications

Non-Windows-based applications running on Windows NT-based computers are
not aware of the Windows NT printing model; in particular, they are not aware of
Windows NT printer drivers, they cannot make use of them, and the Windows NT
driver does not get involved during the job’s processing.

If you print from a non-Windows-based application, and the port it prints to

is spooled, then the spooler components will take control of the job, much like
other client’s jobs. However, if the job is sent to a port that isn’t spooled, the

job goes directly to the device driver responsible for the port, for example,
PARALLEL.SYS. A port is spooled if any printer defined in Print Manager prints
to that port, or if you have issued a NET USE <portname> command in a
Windows NT command prompt.

Remote Print Clients

The second type of print client is remote workstations that send print jobs over the
network to a Windows NT print server. The most interesting of these are clients
running operating systems other than Windows NT. This section concentrates on
those clients: downlevel Microsoft Network clients, Macintosh clients, and UNIX
clients. For information on what happens when a Windows NT client sends a print
job to a printer controlled by another Windows NT-based computer, see “Remote
Print Providers,” later in this chapter.

The spooler on the Windows NT print server does not care what kind of application
the remote client is running. In most cases, the Windows NT printer driver does not
get involved in processing print jobs from remote non-Windows-NT clients. The
two exceptions are when jobs sent from Macintosh clients to non-PostScript print
devices and when jobs from UNIX or downlevel clients are sent to printers whose
default data type has been set to TEXT.



222

Partlll Using Windows NT

Downlevel Clients

Computers on the network running Windows for Workgroups, Windows 3.1, or
MS-DOS are referred to as downlevel clients. Any downlevel client that can send a
job to a Windows for Workgroups print server or LAN Manager print server can
also send jobs to a Windows NT print server.

The Windows NT Server service receives jobs from these clients and passes them
to the spooler without alteration. Regardless of what kind of application created the
print job on the downlevel client, the job is assigned the RAW data type when it
reaches the spooler. In general, the printer driver installed on the Windows NT
print server does not get involved with processing jobs from downlevel clients.

Macintosh clients

Because Windows NT Services for Macintosh is required for Macintosh clients to

send print jobs to printers controlled by Windows NT-based computers, Macintosh
clients cannot print to printers controlled by Windows NT Workstation computers.
Windows NT Server, running Services for Macintosh, is required to make printers

available to Macintosh clients.

Macintosh clients usually print using a PostScript driver, so their print jobs consist
of PostScript commands. Jobs sent to PostScript print devices are assigned the
RAW data type, and the Windows NT printer driver does not help process the
print job. Macintosh print jobs sent to non-PostScript print devices are assigned
the Pscript] data type, which causes Windows NT Server to convert the job from
PostScript to the print device’s native language. In this case, the Windows NT
printer driver is involved in processing the job.

UNIX

Windows NT can also receive print jobs sent by UNIX systems. To enable this
feature, you must first install the TCP/IP network protocol via the Network icon in
the Control Panel window, and then install the TCP/IP Network Printing Support
option. This procedure installs the LPD service (“daemon” in UNIX terminology),
which enables Windows NT to receive print jobs sent by UNIX computers. Once
installed, you must start this service by using the Services icon in the Control Panel
window or by typing the net start Ipdsve command at the command line. Jobs
that reach the LPD service are assigned the RAW data type if they contain the “1”
control command, or are assigned the TEXT data type if they contain the “f”
control command. For more information on these control commands, see “LPR
Print Monitor,” later in this chapter.

For more information about UNIX print connectivity, see “Print Monitors” later in
this chapter.
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Router

Local Print Provider

| Print Processor

| Print Monitor |
4

| Print Device |

Print Manager

Because Print manager relies on the spooler components, it is also considered a
client. Print Manager is a window into the spooler components; a user interface that
lets you configure various options and manipulate print jobs as they are processed.

SPOOLSS.EXE

SPOOLSS.DLL

Figure 6.3 The Spooler Component

The router provides a single point of contact for clients, receiving service requests
and passing those requests to whichever spooler component is best suited to handle
the request.

When jobs arrive at the spooler, the client specifies the name of the target printer,
and specifies the job’s data type. For example, when a locally-run Windows-based
application sends a job to local printer port, the graphics engine marks the job
journal. The same jobs targeted for remote print servers are always marked with
the raw data type. The LPD service marks UNIX print jobs that contain the “1”
control command with the RAW data type, and marks UNIX jobs containing the
“f” control command with the TEXT data type. Services for Macintosh marks
Macintosh print jobs either the raw or Pscriptl data types, depending on the output
device. Knowing the data type becomes important when the job reaches the next
component, the local print provider.

The router uses the target printer name to determine whether the job should be
printed on a local port or should be passed to another print server. If the job should
be printed to a local port, then the router gives control to the local print provider. If
the job is going to another print server, then the router passes control of the job to
the appropriate remote print provider.
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Print Providers

Print Processor

Print Monitor
Y

| Print Device I

The Windows NT local print provider is used to send print jobs to a print device
attached locally to the Windows NT-based computer. Remote print providers are
used to send print jobs to other computers on the network.

Local Print Provider

A local print provider is used when a Windows NT print server is in charge of
printing a job and the output goes to a local device, such as a parallel port or a
network-attached printer.

The local print provider, LOCALSPL.DLL, provides the following functions:

»  Writes the job to disk as a spool file, and then writes job information to disk as
a shadow file. For more information on these files, see the following section,
“Spool Files and Shadow Files.”

= Passes control of the job to whichever print processor is responsible for that
job’s data type, so that the print processor can modify the print job, if necessary.
When the print processor finishes it returns control to the local print provider.

= Adds separator pages to the job, if the user has requested them in Print
Manager. For more information, see “Separator Pages,” later in this chapter.

= Uses the destination printer name to look up the port that the job must be sent
to, and pass control to whichever print monitor is responsible for that port.

LOCALSPL.DLL

Separator File
Processor

Figure 6.4 The Local Print Provider (LOCALSPL.DLL)
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Most of the local print provider’s options are configurable in Print Manager, by
using the Details button from the Printer Properties dialog box. These options are
documented thoroughly in online help, but you should be sure to note some options
new to Windows NT in version 3.5:

= You can select whether you want the spooler to hold mismatched jobs. If you
do, the spooler makes sure that incoming jobs from locally-run Windows-based
applications are requesting features that are currently available. For instance,
suppose that you have configured the printer driver assuming Letter-sized paper
in the print device. Without the Hold Mismatched Jos option, if an application
requests Legal-sized paper, the printer pauses indefinitely, waiting for a human
operator to load a Legal paper cassette. With this option enabled, the local print
provider holds this job, allowing correctly-configured jobs to print, until a Legal
cassette is loaded.

= You can specify whether to keep spool files after the print device accepts the
whole print job. This situation is often undesirable, because spool files will
accumulate on disk. However, it is possible that between the time that the print
device accepts the end of the job and the time it completes printing the job, the
print device could be turmed off. If you have a very important print job, or one
that would be very difficult to recreate, deselecting this option lets you keep the
spool file on disk until you’re sure the print device has finished printing,

= You can tell the print provider whether it should send data to the print device
while the spool file is being written to disk, or wait for the whole spool file to
be written before starting to send the job to the print device. Sending data to the
device while the spool files is being written can improve printing speed on large
jobs.

= You can decide which job to send to the print device first, if two or more are
spooling at the same time. You can select whether the job that starts spooling
first will print first regardless of how long each job takes to finish spooling, or
whether the job that finishes spooling will print first.
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Spool Files and Shadow Files

For each spooled job, the local print provider creates two files:

A spool file, which contains the print job itself, without any administrative
information about the job. Spool files have an .SPL extension.

A shadow file, which contains information such as the name of the destination
printer, the job’s priority, the name of the user who sent the job, and so on.
Shadow files have an .SHD extension

If the print server is shut down while print jobs are spooled and waiting to print, the
spool and shadow files remain on the disk and are used to restart the print job when
the print server is restarted. The local print provider uses the information in the
shadow file to determine how to print the print job, and the content of the job is
contained in the spool file.

The spool file and shadow file for a job are kept in the same directory on disk. By
default, these files are written to \systemroo\SYSTEM32\SPOOL\PRINTERS.
However, you can set a new default location or override the default location on a
per-printer basis, by manually editing the Registry.

To set a new default location by manually editing the Registry
1.

Start the Registry Editor (REGEDT32.EXE) and find the following key:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\
Control\Print\Printers.

Add a DefaultSpoolDirectory setting and as its value provide the full path to
the spool directory that all printers should use by default.

The change in the Registry takes effect after you stop and restart the spooler
service.

To override the default location for one specific printer
1.

Start the Registry Editor (REGEDT32.EXE), and find the following key:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Print
\Printers.

2. Find the key for the printer.

Add a new SpoolDirectory setting, and as its value provide the path to the spool
directory that this printer should use.

The change in the Registry takes effect after you stop and restart the Spooler
service.
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Remote Print Providers

Remote print providers are used when a Windows NT-based computer sends a print
job to another print server. This usually happens when your Windows NT-based
computer acts as a workstation on the network, but it can also occur if your
Windows NT-based computer acts as a print server which forwards incoming jobs
to another print server.

Windows NT supplies two remote print providers.

= WIN32SPL.DLL transfers jobs to Windows Network print servers (such as
print servers running Windows NT or Windows for Workgroups).

= NWPROVAU.DLL transfers jobs to Novell NetWare print servers.

Generally, if you are sending a print job to another print server, you have
established the printer in Print Manager using the Connect To option. When a client
sends a job to such a printer, the router polls each of the remote print providers in
turn, in effect asking each one whether it recognizes the printer name. The router
passes control to the first network provider that recognizes the printer name. You
can set the polling order by using the Network icon in the Control Panel window.
After choosing this icon, choose the Networks button. In the Network Providers
Search Order dialog box, choose the Print Provider option in the Show Providers
For box. Then select the name of a network and use the Up and Down buttons to
change the polling order.

Note Neither of these remote print providers performs spooling. When you send a
print job using these remote print providers, the job does not spool locally.

Windows Network Print Provider

If the Windows network print provider, WIN32SPL.DLL, recognizes the printer
name, then this print provider makes further decisions based on the type of print
server to which the job is going. If the print server is running Windows NT, then
WIN32SPL.DLL makes remote procedure calls (RPC) to the router component
of the remote server. The remote server’s router receives the print job over the
network, and then begins processing the job as if one of its own local clients had
submitted the job.

If the remote print server is not running Windows NT, then WIN32SPL.DLL
contacts the local Windows Network redirector, which forwards the job over the
network to the downlevel server. The downlevel server is then responsible for
printing the job.
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The functions provided by the Windows network print provider are illustrated in the
following figure.

MS-Net Redirector Ter™ Windows NT, —»{ print device
Windows for
Workgroups,

0S/2 print server

ol Router on remote —-l local printproviderl——-| print monitor |—>| print device |

Windows NT
print server

Print Processor

Figure 6.5 The Windows Network Print Provider (WIN32SPL.DLL)

NetWare Print Provider

If the NetWare print provider NWPROVAU.DLL) recognizes the server

name when polled by the router, it takes control of the print job. The NetWare
print provider then communicates with the NetWare workstation service,
NWWKS.DLL, which in turn passes control to the NetWare redirector. The
NetWare redirector then transmits the print job over the network to the NetWare
print server. This process is illustrated in the following figure.

| Clients | [ NWPROVAUDLL
Router - -
|—’{ NetWare Redirector I'n_el.l NetWare print server I——>| print device

Print Processor

Figure 6.6 How the NetWare Print Provider Interacts with Other Components
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Print Processors

Clients

Router

Local Print Provider

WINPRINT.DLL SFMPSPRT.DLL

TEXT RAW RAW

RAW PSCRIPT
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I Print Monitor l
y

| Print Device |

Figure 6.7 The Print Processor Component

Print processors are the components that make necessary alterations to print jobs,
based on the data type of the print job. A print processor might recognize only one
data type, or it might recognize several data types. Windows NT supplies two print
processors, the Windows print processor (WINPRINT.DLL) and the Macintosh
print processor (SFMPSPRT.DLL). Third party software vendors may create their
own print processors to support custom data types.

Windows Print Processor

The RAW data type indicates that the print job has already been fully rendered,
and it does not need any more processing. Most Windows NT printing clients
send RAW jobs.

The RAW [FF Auto] and RAW [FF Appended] data types are similar to the RAW
data type, but work around one additional problem, as follows.

Many character-mode applications don’t send printer-specific commands in their
print jobs. Instead, they simply send a stream of ASCII text. This is what happens,
for instance, when you copy a text file directly to your computer’s parallel port.

Printer languages expect print jobs to contain control commands, but many
languages (such as PCL and most dot-matrix printer languages) make an exception
when they receive ASCII text without control commands: they feed paper from
the default paper source and print the incoming text in the default font with default
margins, orientation, and duplexing.
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This can cause problems with PCL laser print devices, which only eject a page
when one of the following conditions occurs:

s The print device has received enough text to fill the current page
»  The print job contains a form-feed command
= Another print job arrives at the print device

» A human operator manually forces a form-feed from the print device’s
front panel

The character-mode applications described above rarely send a form feed at the
end of their jobs, so the last page of these jobs does not eject from the printer

until a human operator forces it, or the next job forces the last page out. The RAW
[FF Auto] and RAW [FF Appended] data types work around this problem.

If you configure the default data type in Print Manager to be RAW [FF Auto], the
print processor assumes the print job is simple text, and adds a form feed to the

end of the job. The print processor leaves the rest of the job alone, and then gives
control back to the print provider. The RAW [FF Appended] option is similar, but it
first looks for a form feed at the end of the job. If it finds one, it does not append
another form feed.

The RAW [FF Auto] and RAW [FF Appended] data types work well with printers
whose languages accept ASCII text, but if your printer’s language requires control
commands, then the RAW data types will not produce good output. The PostScript
language is a good example. If you send a PostScript device an ASCII text print
job, it ignores the job, or prints error messages. The TEXT data type is the solution.
If you configure the default data type to be TEXT, the Windows NT print processor
sends the incoming job to the graphics engine. The graphics engine returns a print
job which, when sent to the print device, prints the original text using the print
device’s default paper source, with the default font, orientation, margins, and
duplexing. This achieves the same result as saving the incoming job to a file,
opening that file with Notepad, and then printing the job.

Note If you send a print job that already contains printer commands to a printer
whose default data type is TEXT, the best you can hope for is a printout of the
control commands. In most cases, the device prints meaningless garbage.
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The journal data type (NT JNL 1.000) implies that the job was created by a
Windows-based application running on this computer, and that the data in the

job is not yet fully rendered. When the application originally sent the print job,

the graphics engine partially rendered the job into DDI commands, and then gave
control back to the application. From the user’s perspective, the print job had
completed, and the user could continue using the application. In the background, the
router and print provider passed control to the Windows NT print processor. At this
point, the Windows NT print processor calls the graphics engine again, requesting
that it continue rendering the job from DDI commands into printer commands. Jobs
that are first rendered to journal files and later fully rendered by the print processor
rarely take longer to begin printing on the print device, and the time savings to the
user can be substantial, especially on long, complex jobs.

Macintosh Print Processor

If you have installed Services for Macintosh on a Windows NT Server computer,
then you have an additional print processor (SFMPSPRT.DLL), which can interpret
the PSCRIPT1 data type. This data type lets Windows NT Server convert a
Macintosh client’s PostScript print job into other printers’ languages.

When a Macintosh client sends a print job to a Windows NT Server print server,
the Macintosh print server component, SFMPRINT.DLL, receives the job and
checks the targeted printer. If the printer controls a PostScript print device, then
SFMPRINT assigns the job the RAW data type, so that the print provider and print
processor will pass the print job through to the print device without alteration.
However, if the printer controls a non-PostScript print device, SEMPRINT receives
the job and assigns the PSCRIPT1 data type. SEFMPSPRT has a built-in TrueImage
raster image processor (RIP) which reads and interprets the PostScript code and
creates bitmaps of each page that the job would have produced on a PostScript print
device. SFMPSPRT then sends these bitmaps to the graphics engine to create a
print job that produces those bitmaps on the non-PostScript print device.

Note that the RIP produces monochrome bitmaps at 300 DPI, using the fonts
available on the Windows NT-based computer. Because of these limitations in the
RIP, the bitmaps print at 300 DPI even if the non-PostScript print device and its
printer driver support higher resolutions; the bitmaps print in monochrome even if
the print device and the printer driver support color.
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Figure 6.8 The Print Monitor Component

Print monitors are components that the local print provider uses to transmit
completed print jobs to various ports and the print devices attached to those ports.
The five print monitors supplied with Windows NT—Local, Macintosh, Digital,
HP, and LPR —are described in this section.

The next section is an overview of how to use Print Manager to create a port to
use one of the Windows NT print monitors. Following sections discuss many

of the major configuration issues associated with these monitors, but you can get
additional detailed information by choosing the Help button in the dialog box for
each monitor.
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Using Print Manager to Specify Print Monitors

In the Printer Properties dialog box, the Print To listbox lists the default
Windows NT ports.

Printer Name: lMy Favorite Printer

Driver: lHPLaserJet 4Si
Description: |The LaserJet4Si on the second floor
Print to: LPT1:
LPT3:
X share this R gng
Share Name: ggmz
FILE:

Location: Other..

By default, the list in the Print To box includes only standard ports controlled

by the local print monitor, LOCALMON.DLL. When you want to print over other
communications channels (to a network-attached printer, for example), you must
create a new port. To create a port, select Other from the Print To box. The Print
Destinations dialog box then lists the available print monitors.

Dlgx\al Nelwork Port
Hewlett-Packard Network Port
Local Port

LPR Port

Note Monitors often depend on other software components and do not appear in
this list unless you have loaded the components they require. For example, the
Hewlett-Packard Network Port monitor transmits print jobs using the DLC network
protocol, and you will see this monitor in the list only if you have installed DLC.
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Select the monitor that controls the type of communications channel you want to
use, and then choose OK. The monitor then displays its own user interface, which
you use to create a new port. After you have created the new port and configured a
printer to use that port, the Settings option in the Printer Properties dialog launches
the monitor user interface again, if the monitor allows reconfiguration of a port.

‘When you read details about each monitor in the following sections, remember that
each print monitor is concerned with a data communications channel, not with the
print device at the other end of that channel. In most cases, the print monitor does
not know the make or model of print device it is communicating with, nor does it
need to know. Also, different print monitors may use the same network protocol, but
this does not make them interchangeable. For example, both the Digital Network
Port monitor and the LPR Port monitor use the TCP/IP protocol, but they send data
over that protocol in very dlfferent ways.

Local Print Monitor‘

The local print monitor, LOCALMON.DLL, is responsible for sending print jobs
to local devices. These include familiar ports like LPT1: and COM1:, as well as
several others described below.

The FILE: port appears in the default port list in the Printer Properties dialog. When
you send jobs to a printer that uses this port, the local print monitor prompts you for
the name of a file in which it will store the print job.

If you select Other from the list of ports in the Print To box of the Printer Properties
dialog, and then select the Local Port option, the local print monitor prompts you to
enter a port name. Some possibilities include:

»  An explicit filename, such as C:\DIR\FILENAME. All jobs sent to this port are
written to the named file. Each new job overwrites the last one.

= The UNC name of a print share, such as \SERVER\PRINTER. Jobs sent to
this port are transferred over the network to the named share, via the network
redirector. This can be useful if you need to send jobs to a network print server,
but you want the job to spool locally as well as on the print server.

»  The NUL port. You can use this port to test whether network clients are able
to send jobs. Simply pause the printer set to use this port, send a job from a
network client, look at the printer in Print Manager to confirm that it arrived,
and then resume the printer. Jobs sent to NUL are simply deleted from the
system, without wasting paper or delaying real print jobs.
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Macintosh Print Monitor

The Macintosh print monitor, SFMMON.DLL, is responsible for transmitting jobs
over a network, using the AppleTalk protocol, to network-attached print devices
such as the Apple LaserWriter family. It also lets you send jobs to AppleTalk
spoolers, regardless of the print device that the spooler is attached to.

The configuration dialog for this monitor is shown below. It displays the available
network zones, lets you choose a zone, and then shows the available printers in
that zone.

S3sips
&PFlamingos PCL
5Flamingns PostScript
&S Gators PCL
56&(015 PostScript
&SPaperjam
& Shan's Laser Writer BP3128
STigers PCL
&Tigers PostScript
SWMays24

8 CORP-CMPTRRM-N

This monitor is available on both Windows NT Workstation and Windows NT
Server computers, letting any Windows NT-based computer send local print jobs
to AppleTalk printers. However, only Windows NT Server has a Macintosh print
server component, so only a Windows NT Server computer can receive print jobs
from Macintosh clients.
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Digital Print Monitor

The Digital Print Monitor, DECMON.DLL, sends print jobs to Digital Equipment
Corporation’s Digital PrintServer print devices, and other Digital Equipment
Corporation print devices such as the DEClaser 5100 and the DECcolorwriter
1000. This monitor’s user interface lets you select the print devices you want to
print to, and the network protocol to use.

[~ Port Type

IOther PrintServer Printer (via TCP/IP or BECnet)

[ Port Information
@ 1cPrp O DECnet
Name Name
L || ]
Address Address
I 1L |
Port Name: I I

Windows NT supplies the TCP/IP network protocol, but does not supply the
DEChet™ protocol. If you want to use DECnet, you must contact Digital Equipment
Corporation to obtain it.

HP Print Monitor

The Hewlett-Packard Network Port monitor, HPMON.DLL, is responsible for
sending print jobs to HP JetDirect adapters. This includes both the network
adapters commonly installed in printers such as the LaserJet 4 Si and the JetDirect
EX device, which lets you connect any parallel print device to the network.

Many JetDirect devices can communicate over several different network protocols,
including DLC, IPX, TCP/IP, and AppleTalk. HPMON.DLL is specific to DLC:
you must load the DLC protocol in order to use this print monitor, and it is not able
to transmit jobs over other protocols.

This monitor has several operating parameters to be aware of.

= The DLC protocol is bridgeable, but not routable. This means that if a
Windows NT print server is on one physical subnet, and a JetDirect device is on
another physical subnet, then the server can send jobs to the JetDirect if the two
subnets are joined by a bridge, but cannot send jobs if the two subnets are joined
by a router.
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= DLC can be bound to multiple network adapters, but the HP Print Monitor

software can only manage printers over one network adapter. If your NT
computer has multiple network adapters, make sure all the HP JetDirect-
equipped printers are on the same physical subnet.

Each port managed by this print monitor is configurable for either Job Based
or Continuous connection. Job Based means that the print server connects to
the JetDirect adapter, sends a job, and disconnects, letting other print servers
connect to the JetDirect adapter. Continuous connection means that the print
server never disconnects from the JetDirect adapter, preventing other servers
from connecting and sending jobs, until either the server or the JetDirect’s print
device is rebooted. The advantage of continuous connection is that all users are
validated by the Windows NT security model, and every access can be audited.

Note If you configure two Windows NT print servers to send jobs to the same
JetDirect device, configure both servers for Job Based connections. If you configure
one of the print servers for Continuous connections, then when it sends its first print
job, it will “claim” the JetDirect for itself, preventing the Job Based server from
connecting.

LPR Print Monitor

LPR is one of the network protocols in the TCP/IP protocol suite. It was originally
developed as a standard for transmitting print jobs between computers running
Berkeley UNIX. The LPR standard is published as Request For Comment (RFC)
1179. Windows NT complies with this standard, as do most Berkeley UNIX
operating systems. However, most System V UNIX operating systems do not
comply with this standard, so in most cases Windows NT will not be able to send
print jobs to System V computers, or receive print jobs from them. Exceptions are
System V computers that are configured to accept BSD jobs; these computers can
accept Windows NT print jobs.

The LPR protocol lets a client application on one computer send a print job to a
print spooler service on another computer. The client application is usually named
“LPR” and the service (or “daemon”) is usually named “LPD.” Windows NT 3.5
supplies a command line application, the LPR.EXE utility, and it supplies the LPR
Port print monitor. Both act as clients sending print jobs to an LPD service running
on another computer. As mentioned previously, Windows NT also supplies an LPD
service, so it can receive print jobs sent by LPR clients, including UNIX computers
and other Windows NT computers.
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The LPR protocol was not designed to pass detailed error status information back
to the LPR client. If anything goes wrong, from severe problems (such as the server
being too busy to process requests) to print device problems (such as running out
of paper), the LPR protocol reports the same error condition. As a result of this
protocol limitation, Print Manager cannot provide detailed information when an
error occurs printing on an LPR port.

In order to send print jobs, the LPR client needs to know the network address

of the LPD server computer, and it needs to know the name that the LPD service
associates with its print device. Given this information, LPR sends print jobs to the
LPD service, along with instructions on how to process the print job, and the name
of the print device that should receive the job. The user interface shown below lets
you tell the Windows NT LPR Port monitor which computer should receive the job,
and which of the computer’s print devices (“‘queues” in UNIX terminology) the job
should go to.

Name or address of host providing Ipd: “ l

Name of printer on that machine: | |

Use the Name Or Address of Host Providing LPD box to tell the LPR Port monitor
which UNIX computer it should send print jobs to. You can supply either the IP
address or the host name of the UNIX computer.

For example, suppose you want to send jobs to a printer named “lablaser” on a
UNIX machine whose IP address is 111.222.333.444, and whose name (defined

in the hosts file on your Windows NT computer) is “unixbox”. In the dialog above,
you could enter either “unixbox” or “111.222.333.444” (without the quotation
marks) in the Name Or Address Of Host Providing LPD box, and you would

enter “lablaser” in the Name Of Printer On That Machine box.

If you don't know a valid name for the printer, you can often find it by looking at the
/etc/printcap file on the UNIX computer. The printcap file is a flat-file text database
of print queue information. Each entry corresponds to a print queue on the UNIX
computer. Fields in these entries are separated by “:” characters, and for readability
an entry may be broken over several lines by ending a line with a “\” character and
beginning the next line with a space or tab character. The first field of each entry
lists valid names for the queue, separated by “I” characters. The remaining lines in
each printcap entry describe the queue’s characteristics, such as communications
parameters, spool file location, error log file location, and so on.
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Continuing the lablaser example, we might find entries like the following in the
printcap file on the computer named unixbox:

1p|lablaser|The_Lab_Printer:\
:1p=/dev/ttya:brf9600:\
:1f=/usr/spool/1pd/lablaser-err:\
:sd=/usr/spool/1pd/lablaser:

Note This example is provided for illustrative purposes only. Your UNIX system
documentation is your best source of detailed information on your system’s printcap
file.

The first line in this example defines a print queue with three valid names: “lp”,
“lablaser”, and “The_Lab_Printer”. You can use any of these names in the second
field of the LPR Port dialog shown above.

Once you tell the LPR Port monitor the LPD server’s network address and the
proper queue name, it can send print jobs (data files) and processing instructions
(control commands contained in a control file). RFC1179 defines 29 control
commands, but the three described below are particularly important. Note that
all the control commands defined in RFC1179 are case sensitive.

= The f command causes the data file to be printed as a plain text file, providing
page breaks as necessary. Any ASCII control characters which are not in the
following list are discarded: HT, CR, FF, LF, and BS. LPD should filter out
most of the non-printing control characters.

= The l command causes the specified data file to print without filtering the control
characters (as is done with the f command).

»  The o command prints the data file to be printed, treating the data as standard
Postscript input.

Note Many printer languages, including PCL, rely heavily on the ESC control
character, which the f control command causes to be filtered from the print job. Do
not use the f control command when sending print jobs that contain printer
commands.
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The LPR Port monitor sends the 1 command by default, while the command line
LPR.EXE utility sends the f command by default. With the LPR.EXE utility, you
can use the -0 switch if you want to override the default on a job-by-job basis. If
you want to change the default command for a particular printer controlled by the
LPR Port monitor, you need to modify a registry parameter. Use the Registry Editor
(REGEDT32.EXE) to find the key named HKEY_LOCAL_MACHINE\SYSTEM
\CurrentControlSet\Control\Print\Monitors\LPR Port\Ports. Next, select the port
whose default control command you wish to change, and then select its Timeouts
key. In this key, add a value named PrintSwitch with type REG_SZ, and enter the
control command you want to use. For instance, enter the letter “f” (without the
quotation marks) if you want to use the “f”’ command by default.

Some UNIX computers do not follow the control commands alone when deciding
how to process a print job. For instance, if you send an ASCII text file directly to a
PostScript printer, it will not print correctly. As a result, many UNIX systems have
additional software that converts ASCII text jobs into PostScript jobs which will
print correctly. System administrators are wary of jobs that arrive with al
command, because they could be non-PostScript jobs accidentally sent with an 1
command, which would let them bypass the PostScript software and print
incorrectly. To avoid this possibility, some LPD services scan jobs that arrive with
the 1 control command, looking for known PostScript commands: if the scanner
finds these commands, then it passes the job directly to the printer as requested,;
otherwise, it assumes the user sent the wrong control command, and it sends the job
through the PostScript software. If you send PostScript jobs from Windows NT
using LPR, and the printer controlled by the UNIX server prints the PostScript code
instead of interpreting it, then the UNIX server may have a scanner that does not
recognize the output from the Windows NT PostScript driver as valid PostScript
code. If this happens, you may need to reconfigure Windows NT to use the “0”
control command by default.

Examples of Printing Flow

The following sections trace the flow of printing control when print jobs are sent by
different types of network clients.
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Tables 6.2 and 6.3 summarize the characteristics of jobs coming from the various
types of clients. Table 6.2 is for local clients and the Table 6.3 is for remote clients.

Table 6.3 Characteristics of Print Jobs Sent by Local Clients

Windows-based  Windows-based = Non-Windows- Non-Windows-based
Applications Applications based Applications Applications
Connect To Create Spooled port Non spooled port

Is the Windows NT Yes Yes No No

printer driver

involved in initial

rendering?

Job’s data type: RAW Journal RAW RAW

Does job spool No Yes Yes No

locally?

Does Windows NT No* Yes No* No*

alter client’s job?

Does Windows NT Not applicable Yes Not applicable Not applicable

printer driver affect

job alterations?

Table 6.4 Characteristics of Print Jobs Sent by Remote Clients

Macintosh client LPR client Downlevel client
PostScript Non-PostScript ~ “1” control “f” control
print device print device command command
Is the Windows NT No No No Yes No
printer driver
involved in initial
rendering?
Job’s data type: RAW PSCRIPT! RAW TEXT RAW
Does job spool Yes Yes Yes Yes Yes
locally?
Does Windows NT Nol Yes Nol Yes Nol
alter client’s job?
Does Windows NT Not applicable ~ Yes Not No Not applicable
printer driver affect applicable

job alterations?

1 If the job has RAW data type, and Default Data type in Print Manager is TEXT, FF [Auto], or FF[Appended], then the print
processor will alter the print job. Otherwise, the job is not altered.
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MS-DOS Client

When an MS-DOS client (including Windows 3.1 and Windows for Workgroups
clients) sends a print job, the Server service running on the Windows NT print
server receives the job and assigns it the RAW data type. Windows NT does not
alter the job unless the Default Data type for the printer has been changed to RAW
[FF Auto], or RAW [FF Appended], or TEXT. The Windows NT printer driver is
never involved initially creating the print job, and is only involved in altering the
job if the printer’s default data type is TEXT.

Windows NT Workstation Computer

When a Windows-based application running on a Windows NT Workstation
computer sends a job to a printer established by the Connect To command, it
uses the graphics engine to create a fully rendered job, with data type RAW. The
router sends this job to the router on the Windows NT print server (or sends via
the redirector to a Windows for Workgroups, OS/2, or NetWare server).

When you first establish the printer using the Connect To command, if the printer is
on a Windows NT print server the server downloads the proper driver to vou. If the
printer is on a non-Windows NT print server, you must install the printer driver
manually.

When a Windows-based application running on a Windows NT Workstation
computer sends a job to a printer established by the Connect To command, the
application still uses the graphics engine, but the graphics engine only renders the
job part-way, into a journal file. The user quickly regains control of the application.
In the background, the router always passes journal jobs to the local print provider,
which gives control to WINPRINT to complete the rendering into printer
commands. The local print provider then gives control to the appropriate print
monitor, which transmits jobs to the print device.

Macintosh Client

The Macintosh client sends a job composed of PostScript code. If the target printer
is a PostScript device, then SFMPRINT assigns the job the RAW data type, so that
when WINPRINT takes control, it will not alter the job. If the target printer is not
a PostScript device, then SFMPRINT assigns the job the PSCRIPT1 data type.

The local print monitor gives control to the SFMPSPRT print processor, which
interprets it into bitmaps of pages, and sends the bitmap to the graphics engine. The
graphics engine creates a new job that will print on the non-PostScript print device.
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UNIX Client

Security

The UNIX computer sends a job using its LPR utility. If the LPR client specifies
the “1” control command, LPD leaves the job alone and assigns it the RAW data
type. If the LPR client specifies the “f” command, LPD assigns it the TEXT data
type and modifies the file for proper formatting. From this point on, the job is
handled the same way that an MS-DOS client’s job is handled.

Note that LPD depends entirely on the control command sent with the print job to
tell it how to handle the job; it does not parse the rest of the job. For example, if a
UNIX client sends a PostScript job and the job contains the “f” command, LPD
will not recognize it as PostScript and will treat it as any other job with an “f”
command.

Security touches nearly every aspect of Windows NT, and printing is no exception.
Security usually comes into play when an administrator uses the Security menu

in Print Manager to assign permissions to users and groups. However, security
issues can also be important if an administrator assigns permissions to the spool
file directory, or to sections of the Registry that affect printing. Finally, security
can be an issue when a print server accepts jobs from Macintosh clients, or when a
Windows NT print server attempts to forward print jobs to other print servers. Each
of these topics is discussed in the following sections.

Printer Security

Windows NT security is integrated into Print Manager so that you can specify
which printers have which security attributes. For example, you can specify that
everyone in your department can print to this printer, and only one or two specified
people can administer it.

There are four categories of permissions you can assign to a person or group for
a specific Windows NT printer:
» Full control, which allows a user complete access and administrative control

= Manage documents, which allows a person to change the status of anyone’s jobs
but not of printers

= Print, which enables the user to print on the printer and have control to pause,
resume, or delete his or her own jobs

= No access, which denies access to the printer
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By default on Windows NT Server, the Administrators, Server Operators, and
Print Operators groups are granted Full Control. On Windows NT Workstation,
the Administrators and Power users groups have Full Control. On both types of
computer, the Creator Owner group is granted Manage Documents and the
Everyone group has the Print permission.

To explicitly deny access to a printer, you must specify No Access for a particular
group or user.

Print Manager also provides an auditing option for tracking successful or
unsuccessful printing and administrative events for particular groups or individuals.
To use this option, you must first enable auditing in User Manager. From the
Policies menu, select Audit. Next select the Audit These Events option button and
choose OK. (You do not need to specify any events in this dialog box to enable
print auditing.)

Spool File Security

If you print to a local printer, the local print provider will spool the job to disk
during processing. If the spool directory is on an NTFS partition and you have
been denied write access to the spool directory, then you will not be able to print.
The Everyone group has Change permission in the default spool directory. If you
change the spool directory location, make sure that everyone who should print has
Change permission in the new spool directory.

Registry Security

Most printing-related registry settings reside in the subkeys of
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Print. If an
administrator uses the Registry Editor to give you read-only access to this subkey,
you will not be able to install or configure printers, because when you run Print
Manager you will not be allowed to change these subkeys.

Also, Windows-based applications expect to find information about available
printers in the registry at HKEY_CURRENT_USER\Software\Microsoft
\Windows NT\CurrentVersion\PrinterPorts. If you do not have permission to
write to this subkey, then Windows-based applications will not recognize newly
added printers, and may still try to access printers that have been deleted.
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Forwarding Jobs

If a workstation sends a print job to a Windows NT print server, which then
forwards the job to another Windows NT print server, the print server that
forwards the job uses a “null session” to forward the job. Windows NT 3.1
allowed null-session connections by default, so print job forwarding worked.
Under Windows NT 3.5, the null-session is disabled by default, preventing job
forwarding. You can enable null-session support by manually editing the registry:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServe
r\Parameters. Here you will find a value named NullSessionShares. Edit this value,
and add a new line containing the sharename for the printer. This change does not
take effect until you stop and restart the Spooler service.

Macintosh Clients

Although native Macintosh networking imposes security on files, it does not
impose security on print devices: if a Macintosh client is physically able to send a
job to a print device or print server, then that client implicitly has permission to do
so. Because of this, the AppleTalk protocol has no mechanism to let clients supply
a user name or password. Because the clients cannot identify themselves to the
server, Windows NT cannot impose user-level security on Macintosh clients.

You can, however, enforce one set of printer permissions on all Macintosh users
as a group. The MacPrint service must always log on, using a user account, to

do its work. By default, it logs on as the System account. This account has Print
permission on all local print devices, so by default any Macintosh client can send a
job to any of the Windows NT computer’s local printers. If you want Macintosh
clients to have a different set of permissions, create a new user account and give
this user account the printer permissions you want Macintosh users to have. Then
set the MacPrint service to log on using this account. To do this, use the Services
icon in Control Panel. Select Print Services for Macintosh from the list and choose
the Startup button. Then choose the This Account button and type the name of the
user account you created in the box.

Note that the System account on one computer does not have permission to

access other computers’ resources. This means that if MacPrint logs on as System,
Macintosh users cannot send jobs to printers which forward jobs to other print
servers. The solution is to configure MacPrint to log on as another user, one who
has permission to print on all the print servers that jobs are forwarded to.
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Managing Forms

A major difference in printing between Windows 3.1 and Windows NT is the
move from tray-based printing to forms-based printing. Before the growth of
personal computer networks, applications could assume that their target print
deévice was connected directly to the computer. This implied that human users
could see what media was loaded in each tray of the print device, and could
easily change that media configuration. In a networked environment, these
assumptions no longer hold. Print devices are increasingly located beyond the
users’ line-of-sight, and one user cannot change the print device’s media
without disrupting other users’ work.

Forms-based printing offers a solution. Under this model, the print server
administrator configures the Windows NT print server, defining what form is
currently loaded in each paper source. A form in Windows NT consists of a
paper size, margin settings, and a name. Windows-based applications running on
a Windows NT-based computer let the user choose the form they want, rather
than choosing a tray. When the application prints, the print job requests a specific
form rather than a specific tray. The Windows NT print server checks the form-
to-tray assignments, and causes the print device to feed paper from the correct
tray.

This simplifies printing from the user’s perspective. For instance, if a particular
print device has multiple trays, and one holds Letter paper and another holds A4
paper, a user on the network can send print jobs requesting either of these forms,
and they get the right output. Note that the user does not need to know which

tray their form is loaded in, so print server administrators can put the forms in
whichever trays they want. Also, the user does not need to know how many trays
the print device has, or what those trays are named. All the user needs to know is
the name of the form they want to use, and Windows NT takes care of the details.

Through Print Manager, you can define new forms and add them to the print
server’s database. For example, you could create a form called Customer Receipt
Form that uses Letter-size paper and nonstandard margins. You can create
multiple forms that use the same paper size, or the same margins, or both.
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To create a new form or alter an existing form, choose Forms from the Printer menu
in Print Manager. The Forms dialog box appears.

C size sheet

BustomenH B
D size sheet i
E size sheet +

[ Form Description

Name: Il:ustomel Receipt Form |

Paper Size Print Area Margins

Width: Left: [080n | Top: [080n |

Height:[550n | | | Bight:[0.70n | Bottom:[050n |

O Metic @ English

Using the Forms dialog box, anyone with Full Control privilege can add a form and
specify the paper size and image area. Forms information is stored per server, not
per printer. To create a new form, first select an existing form, and then select any
of the Form Description fields. Change its value, and then select Add.

On a per-printer basis, you can use the Printer Properties dialog box to specify the
paper tray in which your form is located. The Form drop-down list in this dialog
box includes only those forms that can be used by your printer; form sizes your
printer cannot accommodate are not listed.

Note that the following dialog boxes do not specify the default form; instead, they

- define the current mapping of forms to paper sources. If you want to set the default
form, choose the Details button in Printer Properties, and then choose Job Defaults.
Then, define the default form in the Form field.
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Driver: [HP Lasenjet I11Si PostScript v52.3 .

Printer Name: Imyprinter

PoetScripl Printer S

“[ Printer Model: HP LaserJet llISi PostScript v52.3

Form To Tray Assignment

Paper Tray: @per

Customer Receipt Form
Envelope Monarch
Monarch Envelope
Customer:Receipt For

Form:

[ use Printer Halftoning

Hint If you want to use an odd-sized form with your printer, specify Manual
Feed in the Paper Tray box. '

Users who want to print a document can select the new form from the list shown in
the application’s Print Setup dialog box. The spooler remembers which paper tray
contains that form and includes that information in the instructions passed to the
print device.

Windows-based applications can use different forms within a document. For
example, you might use an envelope for the first page, Letterhead for the second
page, and Letter for the third and following pages.

Separator Files

The local print provider contains an interpreter, which reads commands from a
separator file and produces one or more pages of text and/or graphics. These
pages are then added to the front of the print job. These pages typically show
who submitted the job, when the job printed, what server it printed on, and so
on. Separator pages are sometimes called header pages or burst pages.

By default, 